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imbalance, high feature dimensionality, and low detection efficiency in water conservancy industrial control networks. The
method integrates an improved Conditional Generative Adversarial Network (ICGAN ), Deep Residual Shrinking Network
(DRSN), and Long Short-Term Memory Network (LSTM). [ Methods]ICGAN was used to construct a balanced network traffic
dataset, and a DRSN-LSTM hybrid deep learning model was employed for anomaly detection in network traffic. DRSN was
responsible for extracting spatial features, with residual connections addressing network degradation and overfitting issues. The
compression and excitation network automatically assigned weight coefficients to each feature map to improve detection
performance. Lastly, LSTM extracted temporal features from the data. [ Results ] The method was tested in the application
scenario of the Qinhuai River Wudingmen Sluice Station. The result showed that models trained on the ICGAN-optimized dataset
achieved higher traffic classification accuracy than those trained on the original dataset. Overall, DRSN-LSTM achieved an
accuracy of 98. 76% in detecting network traffic anomalies. P, R, and F1 values for normal data classification were 99.22%,
99.69%, and 99.46%, respectively, which outperformed the comparison models in terms of these evaluation indicators.
[ Conclusion | By integrating the advantages of ICGAN, DRSN, and LSTM algorithms, the anomaly detection method for water
conservancy industrial network traffic effectively alleviates the type imbalance in the original dataset, improves the detection
ability of abnormal industrial control network traffic, and ensures the safe and stable operation of water conservancy projects.

Keywords: water conservancy industrial control; network traffic anomaly detection; deep learning; conditional generative

adversarial networks; deep residual shrinkage network ; long short-term memory network ; evaluation indicator
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Fig. 7 ACS values of different data types in the original dataset
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Table 1 Data types of network traffic
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bl SR 2 I 64 B4 v [H) 268 %
ACS 18 i Z A0 ACS E
E| S LI 0.750 2 0.747 6
FEHAGLE 0.678 5 0.669 2
AR 1 A Bt 0.729 8 0.728 5

#%& 2 DRSN-LSTM R FEHIEE Fa LML R
Table 2  Classification test performance of DRSN-LSTM

on original and balanced datasets

%é@% G ACC/% | P/% | R/% | F\/%
IEHHE 96.99 | 97.93 | 97.46
. deE st 58.33 | 61.82 | 60.03
oy FERAGLT 94.27 | 87.13 | 83.64 | 85.35
AR 1 A 79.68 | 63.95 | 70.95
Hh 2 il 55 ik 89.10 | 89.09 | 89.09
T Bt 99.22 | 99.69 | 99.46
e[S 98.39 | 97.69 | 98.04
;gﬁz FERAGYL S, 98.76 | 97.70 | 98.04 | 97.87
AR A BT 99.18 | 97.16 | 98.16
Fh 4k 55 Bk 97.88 | 98.40 | 98.14

R BRI RS SR () A 1R (R) 23 Bl ik B T

96. 99%*[1 97.93%,

R
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554 1 53 F AE
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i
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RS, Hoh IR R R AR R 70% LU
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Table 3  Classification test performance of DRSN-LSTM

on different balanced dataset

A EAEEN T | ACC/ % P/% R/% F\/%
R ML KA 95.58 95.43 95.29 95.36
SMOTE 96. 38 96. 12 96. 32 96.22
Border-line SMOTE 96.91 96. 54 96. 77 96. 65
ICGAN 98.76 98.48 98.19 98.33

Vs P, R IR (G2 S PR bR P
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A DL I P 2% 3 o S ARG I ABE A i AL AR AR
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ME 8 7] IFE 1445 1 D-CNN, LSTM #1 CNN-
LSTM L B A BAF R &5 5, i Tk — 24w
POE = AR R OR DR RSl walll [y & S N0

174

100 | -}%CC
B R
O
80 |
<60+
o
:
1;;;_ 40
20 b

< o RO o b
S C o) pe=) B
W a 0‘35%
RSl

B8 FEREMEEEITMNISIRE
Fig. 8 Evaluation indicator values of detection accuracy

of different models
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Table 4 Training and testing time of different models s
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D E] S _
[0} RF | SVM |ID-CNN| LSTM LSTM LSTM
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RSe[| 1,13 | 5.45 0. 84 98.33 2.04 2.32
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Table 5  Classification test performance of DRSN-LSTM on network flow dataset of water storage system

G | B2 51 ACC/ % P/% R/% F1/% YR a] /s T A ]/
IEH ARG 98.74 99. 32 99. 03
g ALty 94.90 95.01 94. 96

T AR A R R A B 97. 84 98. 62 98.27 98. 44 569.73 2.15
R 92.12 91.57 91.85
g ik 55 Mo 97.78 98. 89 98.33
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