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a b s t r a c t 

While in the past the robustness of transportation networks was studied considering the cyber and physical space 

as isolated environments this is no longer the case. Integrating the Internet of Things devices in the sensing area 

of transportation infrastructure has resulted in ubiquitous cyber-physical systems and increasing interdependen- 

cies between the physical and cyber networks. As a result, the robustness of transportation networks relies on 

the uninterrupted serviceability of physical and cyber networks. Current studies on interdependent networks 

overlook the civil engineering aspect of cyber-physical systems. Firstly, they rely on the assumption of a uniform 

and strong level of interdependency. That is, once a node within a network fails its counterpart fails immedi- 

ately. Current studies overlook the impact of earthquake and other natural hazards on the operation of modern 

transportation infrastructure, that now serve as a cyber-physical system. The last is responsible not only for the 

physical operation (e.g., flow of vehicles) but also for the continuous data transmission and subsequently the cy- 

ber operation of the entire transportation network. Therefore, the robustness of modern transportation networks 

should be modelled from a new cyber-physical perspective that includes civil engineering aspects. In this paper, 

we propose a new robustness assessment approach for modern transportation networks and their underlying in- 

terdependent physical and cyber network, subjected to earthquake events. The novelty relies on the modelling of 

interdependent networks, in the form of a graph, based on their interdependency levels. We associate the service- 

ability level of the coupled physical and cyber network with the damage states induced by earthquake events. 

Robustness is then measured as a degradation of the cyber-physical serviceability level. The application of the 

approach is demonstrated by studying an illustrative transportation network using seismic data from real-world 

transportation infrastructure. Furthermore, we propose the integration of a robustness improvement indicator 

based on physical and cyber attributes to enhance the cyber-physical serviceability level. Results indicate an 

improvement in robustness level (i.e., 41 %) by adopting the proposed robustness improvement indicator. The 

usefulness of our approach is highlighted by comparing it with other methods that consider strong interdepen- 

dencies and key node protection strategies. The approach is of interest to stakeholders who are attempting to 

incorporate cyber-physical systems into civil engineering systems. 
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. Introduction 

Transportation networks serve as fundamental backbones of soci-

ty. Day-to-day activities rely on the undisrupted operation of urban

ransportation infrastructure (e.g., bridges) as integral parts of a trans-

ortation network [ 1 ]. Therefore, research has focused on the robust-

ess assessment of public transportation networks as their ability to re-

ist disruptions (e.g., traffic accidents) and maintain the predesigned

erviceability level without significant reduction [ 2 ]. Especially in to-

ay’s complex systems such as infrastructure networks that are vulner-

ble to a variety of threats, the study of robustness, resilience and other

ey concepts (e.g. recoverability) is of paramount importance [ 3 ]. Until
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ecently, the cyber (e.g., monitoring and sensing devices) and physi-

al (e.g., bridge structure) space were treated as isolated environments,

onsidering that any disruption in one space will not impact the other

 4 ]. Transportation networks are mainly constituted of civil engineer-

ng systems (e.g., bridges, roads, etc.) and, thus, the physical space was

onsidered the primary source of threat (e.g., terrorism bombing, natu-

al hazards, etc.) against robustness [ 5 , 6 ] or any other engineering con-

ept (e.g., resilience) [ 7 ]. For example, bridges as a core engineering

ystem of a transportation network are highly susceptible to a variety

f natural hazards (e.g., floods, earthquake) [ 8 ] .However, new stud-

es highlight that cyber-physical attacks can impact the physical space

e.g., shut down of infrastructure) and degrade its serviceability level
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Fig. 1. IoT architecture based on IoT transportation elements, gateways and 

cloud. 
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fter successfully exploiting cyber vulnerabilities [ 9 ]. For example, the

uropean Union Agency for Cybersecurity reported a two-days Denial

f Services attack (DoS) against the Swedish Transport Administration

 10 ]. The cyber-physical attack resulted in major delays and degraded

ervices to customers. Other cyber-physical attacks (e.g., Denial of Ser-

ices attack) against the Internet of Things-based wireless sensor net-

ork (i.e., IoT-based WSN) of critical transportation infrastructure (i.e.,

oT-enabled transportation infrastructure) have been described in previ-

us research studies [ 11 , 12 ]. IoT-based WSN has been used to upgrade

raditional civil engineering services (e.g., wireless structural monitor-

ng [ 13 ], traffic monitoring [ 14 ]). Furthermore, the deployment of IoT

evices (e.g., sensors) in sensing areas of critical transportation infras-

ructure (e.g., the deck of a bridge) enables the collection and trans-

ission of data and the continual communication of interacting trans-

ortation elements (vehicle-to-vehicle or vehicle-to-infrastructure com-

unication) [ 15 , 16 ]. Integrating the physical world with computational

acilities enables critical transportation infrastructure and networks to

erve as cyber-physical systems and networks with complex interdepen-

encies. 

Indeed, significant focus has been given on studying these complex

nterdependencies of cyber-physical systems as the operational state of

ach space affects or is correlated with the other [ 17 , 18 ]. The existence

f interdependencies is due to the integration of sensing, network and

pplication layer as the fundamental three IoT layer architecture [ 19 ].

oT architecture relies on the data processing and collection from IoT

evices, such as sensors and actuators embedded in transportation in-

rastructure, and data routing to the cloud through gateway devices, as

hown in Fig. 1 . Specifically, IoT gateway devices play a crucial role in

hese cyber networks, as they mediate between sensors and cloud data

entres and facilitate the data flow through them [ 20 ]. Due to the sig-

ificant amount of data, the gateway performs significant tasks, such as

ollecting and filtering unnecessary data by uploading only the neces-

ary ones to the cloud or data centres [ 21 , 22 ] as well as individually

anaging the sensing network based on processed data of sensing net-

orks [ 23–25 ]. 

Therefore, in the transportation domain, the serviceability level of

n entire transportation network relies on the uninterrupted operation

f IoT-enabled transportation infrastructure in both physical and cyber

pace, as its integral parts. Specifically, the operation of a physical net-

ork relies on uninterrupted traffic flow. Similarly, the operation of a

yber network relies on the uninterrupted process of traffic flow data

hrough gateway devices that can intelligently communicate between

hem and manage sensing networks [ 26 , 27 ]. However, the vulnerabil-

ty of IoT-enabled transportation infrastructure, such as civil engineer-

ng systems, to natural hazards jeopardizes their operation in physical

pace [ 28 ]. For example, the serviceability of the physical network, as
72
 percentage of the operational level in terms of traffic flow, is highly

usceptible to earthquake events [ 29 ]. Especially, transportation infras-

ructure, such as bridges without adequate seismic detailing (i.e., ear-

ier design codes) in high seismic risk regions, are threatened even by

ollapse and loss of their physical serviceability level [ 30 ]. Therefore,

nderstanding their performance under physical threats is of critical im-

ortance, as road infrastructure networks play a crucial role in emer-

ency response situations [ 31 ]. Similarly, the serviceability of the cyber

etwork, for IoT applications related to traffic flow relies on the contin-

ous feed and processing of data to manage the sensing networks and

oT-enabled transportation infrastructure (e.g., mobile smart vehicles

 32 ] etc.). However, data routing relies on the physical network’s con-

tant operation and the uninterrupted traffic flow of IoT-enabled trans-

ortation infrastructure. Delays in response time or missing data can

esult in an engineering system in a network bottleneck with negative

mpacts (e.g., traffic delays) [ 33 ]. The ability of IoT systems to provide

eliable services depends on the quality and quantity of collected data

nd, therefore in the avoidance of missing data [ 34 ], the quality of sen-

ors as well as the avoidance of hardware malfunction after the event

 35 , 36 ]. 

Contrary to the physical serviceability level of a transportation in-

rastructure related to its structural condition (i.e., physical damage

tate), an IoT gateway may maintain its hardware condition but can-

ot provide the predesigned level of services. Therefore, the basic as-

umption of the continuous presence of vehicles and users that feed the

oT gateway with data is unrealistic, as it depends both on the unfore-

een dynamic nature of the transportation network [ 37 ], and on the

ost-event physical serviceability level of transportation infrastructure

ubjected to earthquake events. Management of IoT-enabled transporta-

ion infrastructure from gateway devices and the necessity of gateway

evices for continuous data feed has led to cyber-physical interdepen-

encies. The existence of emerging cyber-physical interdependencies ne-

essitates the study of the robustness of transportation networks from a

ew cyber-physical perspective. 

The deep coupling of cyber-physical systems has unleashed new po-

ential for transportation domain. The vision of a smart city governed

y cyber-physical systems in several sectors related to transportation do-

ain (e.g., automated vehicles, supply chain etc.) has been widely stud-

ed from a theoretical perspective [ 38 ]. Security issues and threats (e.g.,

enial of Services attack) that threaten the operation of these systems

nd subsequently of an entire network (i.e., transportation network)

ave been detailed. Existing research and knowledge in security do-

ain from previous standalone computing systems facilitates the tran-

ition to cyber-physical systems. However, when the coupling of cyber

orld with the physical world materialized, it is not only the security is-

ues that threaten the entire cyber-physical system, but also traditional

hreats (e.g., natural hazards) that will now impact the physical part

mbedded with emerging technologies that enables the interaction with

he cyber part. Therefore, a study, as the one detailed in this research,

hat provides the theoretical foundation for the analysis of these cyber-

hysical systems beyond the security domain and by considering civil

ngineering principles (e.g. fragility functions) is of great necessity. 

Currently, there is an increasing research interest related to either

he impact (i.e., cyber or physical) of cyber-attacks on the cyber-physical

ystem [ 39 ] or the increased complexity due to interdependencies [ 40 ].

owever, there need to be more studies related to the impact on the

obustness level of transportation networks when its integral parts (i.e.,

oT-enabled transportation infrastructure) coupled with different lev-

ls of cyber-physical interdependencies are subjected to earthquake

vents. Indeed, many studies and EU projects mainly focus on the im-

act of cyber-attacks to transportation networks or elements. For ex-

mple, Laszka et al. [ 41 ] studied the impact of traffic signal tamper-

ng attacks on traffic congestion. Similarly, EU projects such as CIPSEC

 42 ] focused on developing a security framework that protects the in-

ormation and operational technology departments of stakeholders in

he transportation domain. Other EU projects, such as RESIST [ 43 ], fo-
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o  
used on the enhancement of resilience of transport operations after

xtreme events (e.g., man-made incidents, cyber-attacks etc.), availing

f recent advances of technology (i.e., robotic damage assessment of

unnels). PRECINCT EU project targets to connect private and public

ritical infrastructure stakeholders by providing a framework specifica-

ion for systematic critical infrastructure security and resilience man-

gement availing of advanced technologies (e.g., digital twins) [ 44 ].

dditionally, current studies on interdependent networks rely on the

ssumption of a uniform strong interdependency level, that is once a net-

ork node fails, its counterpart in the other network fails immediately.

owever, this assumption is considered unrealistic for cyber-physical

ystems [ 45 ]. Newly created cyber-physical systems may be coupled

ith weak interdependencies. For example, modern cyber-physical sys-

ems have backup units (e.g., battery-based backup power supplies) and

mergency management plans that aim to survive nodes in the short-

erm [ 46 ]. Therefore, the elevated strength of interdependency can re-

ult in a degraded serviceability level rather than a total failure state

f the system. Furthermore, interdependencies are no longer a bidirec-

ional relationship of the same level. For example, physical serviceability

ay rely on commands of IoT gateway, but IoT-enabled transportation

nfrastructure may be unable to manage cyber serviceability. Therefore,

 one-to-one relationship is not guaranteed and depends upon the type

f provided functions from one network to the other. Moreover, stud-

es overlook the engineering aspects of cyber-physical systems that con-

titute the interdependent networks [ 47 ]. For example, transportation

nfrastructure that is fragile to earthquake events due to its structural

esign threatens the robustness of transportation networks from a new

yber-physical perspective. 

To bridge this gap, we propose a new robustness assessment ap-

roach for transportation networks subjected to earthquake events from

 cyber-physical perspective based on its civil engineering aspect. In this

pproach, the physical network includes the IoT-enabled transportation

nfrastructure, and cyber networks comprise IoT gateway devices. Both

re represented in the form of a graph, that due to its advances has been

idely used in transportation systems, with a set of nodes (i.e., physi-

al infrastructure, gateway devices) and a set of edges (i.e., interdepen-

ency links) [ 48 ]. The novelty relies on coupling the physical and cyber

etwork through different cyber-physical interdependency levels that

nable the measurement of the combined cyber-physical serviceability

evel after an earthquake. In this study, we consider the civil engineering

spect of cyber-physical systems vulnerable to earthquake events. We

o this by associating the damage states of transportation infrastructure

ith cyber-physical serviceability levels. Robustness is then measured

onsidering the reduction of the cyber-physical systems’ serviceability

evel. An illustrative transportation network with cyber-physical systems

ubjected to earthquake events using seismic data (e.g., ground motions)

rom real-world transportation infrastructure is provided to demonstrate

he approach’s applicability. A robustness improvement indicator based

n attributes of physical and cyber networks is proposed as an improve-

ent strategy to enhance the robustness level. Comparison with existing

tudies highlights the usefulness of the study. The results are of interest

o stakeholders in the transportation domain (i.e., operators, civil and se-

urity engineers) indicating that increasing interdependencies between

etworks subjected to higher ground motions can significantly reduce

obustness. 

. Related work 

A review of related work within the area of robustness of interde-

endent networks from a cyber-physical perspective is presented in this

ection. While transportation networks consisted of pure engineering

ystems susceptible to physical threats, it was until recently that new

tudies focus on their modern cyber-physical perspective [ 49 ] 

The transportation domain is one of the main application areas of the

oT technology [ 50 ]. Current studies focus on identifying new threats,

ecurity issues, etc. [ 51 ]. Limited studies have focused on developing
73
ssessment approaches (e.g., risk, vulnerability) for the transportation

omain from a cyber-physical perspective [ 11 , 52 , 53 ]. On the contrary

he energy sector has attracted more interest relating to the robustness

f critical infrastructure (e.g. smart-grids) [ 54 , 55 ]. Existing research on

obustness approaches for the transportation domain mainly considers

he transportation network as an isolated network, subjected to threats

uch as targeted attacks [ 56 ] or natural hazards [ 57 ]. Despite the con-

ribution of these studies in the transportation domain, the increasing

ntegration of IoT technology in transportation networks results in new

nterdependencies. 

Indeed, recent studies highlight the need to examine robustness and

esilience of critical infrastructure, due to the interdependencies of phys-

cal and cyber systems, when considering new threat scenarios (e.g.,

yber-attacks) and traditional hazards (e.g., earthquake events) [ 58 ].

pecifically, Zhang et al. [ 17 ] provided a detailed review of examining

he new cyber, physical and social interdependencies by considering

he all of the water, transportation, and cyber infrastructure systems

nd processes. The need for this study was driven by the transition to

ore intelligent controls of traditional infrastructure through comput-

ng and communication. The authors claim the importance of integrat-

ng features of the cyber space (e.g., security breaches) to the resilience

f infrastructure as well as and the role of Industry 4.0 for enhancing

ystems resilience. Although, research studies mainly focus on modern

ower systems, as a crucial sector for examining resilience from a new

yber-physical perspective [ 59 ], other sectors have been recently stud-

ed too. For example, Dui et al., [ 60 ] proposed a risk model for mod-

rn transportation cyber-physical systems, focusing on reliability issues

e.g., time) of supply chain sector in case of emergencies (e.g., floods).

he authors assessed the risk (i.e., time loss), by simulating the impact

f emergency events to modern transportation cyber-physical systems as

 representation of sophisticated integration of networked, intelligent,

nd digital systems within the transportation domain. 

Due to the relatively recent development of cyber-physical systems,

ew studies have investigated the impact of disasters on cyber-physical

ystems. As highlighted, the cyber-physical deep coupling requires more

esearch among the interacting cyber and physical parts that could lead

o cyber-physical coupling failures when subjected to extreme events

 61 ]. For example this case study focused on the power flow impact due

o interaction between the information system and the power system

ubjected to typhoon disasters [ 61 ]. Therefore, it studies the impact of

 disaster on the power flow as a result of the deep coupling of cyber

nd physical parts, differentiating from other studies that mainly focus

n the impact due to the failure of the physical part. Similarly, Zhu et al.,

 62 ] proposed the cyber-physical resilience modelling for systems inter-

upted by rainfalls events, by considering the interaction of municipal

nfrastructure, human individuality, vehicle instrument and network in-

ormation. Argyriou et al., [ 63 ] raise concerns about the impact of natu-

al hazards to the operation of intelligent devices (e.g., IoT devices) and

ubsequently to the operation of the infrastructure. For example, the

uthors emphasize hardware damage and loss of performance of IoT

evices due to several environmental factors (e.g., overheating due to

ncreasing temperatures), extreme events (e.g., rainfall) or earthquake

vents. Hardware damage would later degrade the operational level of

nfrastructure (i.e., in this case study port facilities were considered).

s a result, a disastrous event can lead to malfunction of the physi-

al part (e.g., degradation of operational level) due to malfunction of

he cyber part, due to the deep coupling of the whole cyber-physical

ystem. 

The interdependency of networks has attracted attention recently

 64 ]. Several studies focus on the dynamics of cascading failures due

o interdependencies [ 65 ]. For example, Cheng et al. [ 66 ], under the

ssumption of one-to-one correspondence (i.e., strong interdependen-

ies), showed that traditional robustness improvement strategies (e.g.,

rotection of high-degree nodes) are less efficient for coupled networks

ith different characteristics (e.g., topology). The same assumption of

ne-to-one correspondence that is based on the existence of one interde-
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Fig. 2. Robustness assessment framework. 

t  

n

 

t  

t  

f  

t  

o  

t  

p  

t  

t  

t  

d  

i  

o  

n

3

 

m  

p  

p  

(  

s  

d  

t  

t  

m  

i  

(  

i  

e  

g  

w  

l  

(  

r  

l  

i  

m  

t  

a  

e  

c  
endency level (i.e., strong interdependency level), which differentiates

rom our work that considers different levels of cyber-physical interde-

endencies, has been used in other similar studies related to cascading

ailures [ 67–69 ]. Ji et al. [ 70 ] studied the robustness of interdependent

etworks under random failures, considering strong interdependencies.

he approach integrates the relative size of the giant connected compo-

ent as a measure of robustness, which assumes the largest connected

omponent of the network operates after the disruption. This assump-

ion is impractical in transportation networks, as access to critical facil-

ties after a disruption (e.g., hospital) is overlooked [ 71 ]. 

Recent studies have highlighted the need to incorporate the previ-

usly overlooked engineering aspect of cyber-physical systems when

tudying the interdependency of networks. Specifically, Zhang et al.

 47 ] studied the robustness of interdependent cyber-physical systems

ased on the principles of giant components. To integrate engineer-

ng aspects into their approach, they adopt a flow redistribution model

ainly applicable to power networks. Tu et al. [ 46 ] considered the engi-

eering aspect and the role of strong-weak interdependencies between

he networks. They developed a model applicable to power-grid systems,

here different types of nodes (e.g., generator, consumer etc.) generate

nd consume the power flow. Based on load-capacity models, robustness

s then measured as the ratio of served and unserved nodes. 

Although related studies contribute to their specific research domain,

hey have certain limitations. Firstly, there is a lack of approaches for

odern transportation networks governed by cyber-physical systems

hen subjected to natural hazards such as earthquakes. Secondly, the

ssumption of strong interdependencies has been considered impracti-

al in engineering systems. Engineering systems such as cyber-physical

ystems rely on backup units and emergency plans that will prevent a to-

al failure. Furthermore, interdependencies aim to increase the service-

bility level of these cyber-physical systems by integrating cyberspace

nto physical space. Therefore, research studies should study the impact

n the functioning of the coupled networks (i.e., degraded serviceability

evel) after a disruptive event (e.g., earthquake), rather than strictly con-

idering its total failure. As a result, the approach of this paper assesses

he robustness of a transportation network from a cyber-physical per-

pective. Specifically, it considers the engineering aspect of the physical

nd cyber networks (e.g., structural model, gateway devices etc.) and

he impact of cyber-physical interdependencies levels on the robustness

f transportation network. 

. Robustness assessment approach 

Transportation networks with the coupled physical network (i.e.,

ereafter referred to it as Physical network) and cyber network (i.e.,

ereafter referred to it as Cyber network) include cyber-physical sys-

ems subjected to earthquake events. The robustness assessment of such

ransportation networks requires the completion of certain actions that

ead to certain outputs, within steps one to four, as shown in the frame-

ork presented in Fig. 2 . 

Step 1 (i.e., Cyber-physical system division) provides a new approach

o divide the cyber-physical system into its two complementary sub-

ystems (i.e., civil engineering system and cyber system) for the first

ime. Step 1 will enable the identification of coupled parts in the sub-

ystems. Step 2 (i.e., Cyber-physical intendencies assignment) provide

ore information related to the existence of different interdependency

evels between the coupled networks with the cyber physical systems.

t aligns with the modern cyber-physical systems perspective (e.g., ex-

stence of emergency plans, see Section 1 ) and differentiates from pre-

ious works (i.e., See Section 2 ) that rely on the assumption that once

 node within a network fails its counterpart fails immediately. Step 3

i.e., i.e., Cyber-physical system serviceability level calculation) is based

n existing equations that calculate the operational loss after the re-

oval of a node in a network. Step 4 (i.e., Robustness improvement

ndicator calculation) is based on our new proposal to integrate an indi-

ator that enables the identification of the pair of interdependent nodes,
74
hat their removal will result in greater risk (i.e., greater loss of robust-

ess). 

Cyber-physical system division (i.e., Step 1, see Fig. 2 ) results in

he individual study of structural and cyber system. The structural sys-

em includes information related to inventory data of transportation in-

rastructure (i.e., see 3.1.1). Inventory data includes information about

he exposure data (location) and structural design details (e.g., typol-

gy, fragility functions, etc.) of IoT-enabled transportation infrastruc-

ure (e.g., a bridge that is being monitored). The cyber system com-

rises the interdependency connection between the gateway devices in

he Cyber network and the IoT-enabled transportation infrastructure in

he Physical network. An adjacency matrix [Z], as shown in Fig. 2 , with

he discrete values of 0 and 1, represents the presence of an interdepen-

ency connection between nodes of two networks. They are represented

n the form of dependency links (i.e., connection), indicating that a node

f one network (i.e., origin) depends on the function of a node of another

etwork (destination). 

.1. Structural system, physical and cyber serviceability levels 

The structural system (i.e., output of Step 1, see Fig. 2 ) includes infor-

ation related to the physical space (e.g., bridge structure) of the cyber-

hysical system. Exposure data (i.e., coordinates) of IoT-enabled trans-

ortation infrastructure is widely available on public exposure databases

e.g., National Bridge Inventory database (NBI) [ 72 ]), as well as open

ource tools (e.g. Open street map [ 73 ]). Structural engineering design

etails include information related to different typologies of transporta-

ion infrastructure (e.g., bridges, roadways etc.) concerning fundamen-

al structural parameters (e.g., type of construction, age of construction,

aterial, etc.). EU projects such as SYNER-G [ 74 ] and NBI database [ 72 ]

dentify and groups the main typologies of transportation infrastructure

e.g., bridges, roadways etc.) with respect to specific structural engineer-

ng design parameters (e.g., material properties, seismic design level,

tc.) Additionally, it provided fragility curves for these specific typolo-

ies, necessary to define the damage state. Fragility curves have been

idely used to describe the performance of infrastructure at different

evels of seismic input intensity measures (e.g., peak ground acceleration

pga)) [ 75 ]. The seismicity of a region of interest is based on historical

ecords of earthquake events. The seismic hazard defines the probable

evel of ground shaking associated with the recurrence of earthquakes

n a region. Seismic hazard maps can be either retrieved from national

aps (e.g., U.S. Geological Survey [ 76 ], SERA [ 77 ], OpenQuake [ 78 ]),

hat show the ground motions (i.e., pga) with 2, 5, and 10 % prob-

bility of exceedance in 50 years [ 79 ],)). Using empirical analytical,

xpert judgment or hybrid approaches, a fragility curve describes the

onditional probability (i.e., the likelihood) of an infrastructure being
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Table 1 

Associated damage states with physical serviceability levels. 

Damage state 

Post event physical serviceability 

level (Traffic flow capacity (%)) 

No damage, Slight Fully serviceable (100 %) 

Moderate Partially serviceable (50 %− 75 %) 

Extensive Partially serviceable (25 %− 50 %) 

Complete Closed (0 %) 
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amaged beyond a specific damage level, for a given ground motion in-

ensity [ 80 ]. Fragility curves are expressed as a lognormal distribution

unction of two-parameter (i.e., median and standard deviation) [ 81 ],

s shown in Eq. (1) . 

(C |IM = 𝑥 ) = Φ
( 

ln ( x∕θ) 
β

) 

(1)

here P(C |IM = 𝑥 ) is the probability that a ground motion with intensity

easure (IM) (i.e., IM such as pga), IM = 𝑥 will cause the structure to

ollapse. Φ() is the standard normal cumulative distribution function

CDF), 𝜃 is the median of the fragility function (i.e., the IM level with

0 % probability of collapse), and 𝛽 is the standard deviation of ln IM . 

There are five main damage states, related to the limits of structural

apacity of the infrastructure (e.g., displacement), namely, no damage,

light, moderate, extensive, and complete (i.e., collapse). While post

vent physical serviceability level (i.e., serviceability level of Physical

etwork after an earthquake), as the residual percentage of traffic flow

apacity, are to be determined by operators based on several param-

ters (e.g., type of failure, detour routes, etc.), empirical studies have

ssociated them with the actual damage state of transportation infras-

ructure [ 82 , 83 ]. Specifically, quarter-based capacities adopted in this

tudy have been widely employed to associate the damage states with

erviceability levels of bridges (i.e., fully serviceable, partially serviceable,

losed ) [ 84 ]. For example, a bridge labeled with moderate damages is

artially serviceable in an interval of 50 % to 75 % of traffic flow capac-

ty [ 85 ]. A bridge that collapses is closed and thus, operates with 0 %

f traffic capacity. Table 1 describes the adopted serviceability levels

ssociated with the damage states of a transportation infrastructure. 

Similarly, the primary function of an IoT gateway device (i.e., Cyber

etwork) associated with the traffic flow monitoring data, is to man-

ge the sensing networks of IoT-enabled transportation infrastructure.

ateway devices issues (e.g., missing data, hardware malfunction after

he event, see Section 1 ) can result in degraded cyber serviceability lev-

ls. Therefore, we consider two post-event cyber serviceability levels for

oT gateway devices, in terms of data processing, namely fully serviceable

i.e., 100 %) and non-serviceable (i.e., 0 %). Fully serviceable describes

he state in which an IoT gateway device can collect the quantity of data

n the necessary quality and without hardware failure after the event, to

erform management tasks (i.e., control of interconnected sensing net-

ork). A non-serviceable gateway device fails to perform management

asks after the earthquake event and results in a degraded physical ser-

iceability level. 

.2. Cyber-physical interdependencies 

Assignment of cyber-physical interdependencies (i.e., Step 2, see

ig. 2 ) indicates the presence of connection between the coupled net-

orks. Indeed, IoT-enabled transportation infrastructure relies on the

nterdependencies between the physical and cyber network [ 86 ]. Due to

he complexity of these systems, elevated levels (e.g., strong) and forms

e.g., bidirectional) of interdependencies have emerged to indicate the

trength of their relationship (e.g., weak, strong) (i.e., see Section 1 ).

he specific levels and forms impact the serviceability level of either

hysical or cyber networks and, subsequently, the robustness of the

ransportation network. The assignment of a certain level of interde-

endency between nodes of the physical and cyber network relies on
75
he impact of the functionality of the node of one network when its cou-

led node in the other network malfunctions (i.e., degraded physical or

yber serviceability level). 

The modelling of networks’ functional interdependencies necessi-

ates the consideration of assumptions of certain rules that govern the

wo networks, based on the above assumptions. These rules originate

rom the new cyber-physical perspective that modern transportation

ystems operate, as detailed above (see Section 1 ). In contrast to pre-

ious studies (i.e., see Section 2 ), the new cyber-physical perspective of

odern systems is characterized by different interaction among inter-

ependent networks. Specifically, failed nodes in one network will not

irectly lead to failed nodes in the interacting network (i.e., strong level

f interdependency), but will result in indirect effects such as loss of an

perational level key feature (e.g., communication efficiency) [ 45 , 70 ].

he so called “weak ” interdependency among interacted networks is in-

roduced to characterize the new cyber-physical reality. Although well

efined (i.e., weak interdependency), there are still unclear aspects, due

o the relatively premature existence of these systems in the transporta-

ion domain, that necessitate the consideration of certain assumptions.

he first assumption in this study is that we consider the serviceability

evel, in terms of traffic flow, of a transportation system as the impact

rea (i.e., indirect effect) of a failed node. Degradation of traffic flow has

een well studied as the impact area affected by traditional disastrous

vents (e.g. earthquake) in transportation systems [ 87 ]. As detailed in

ection 2 , a disastrous event can result in hardware damage or malfunc-

ion of the sensing devices that could impact the entire operational level

f the physical infrastructure. In this study we consider traffic flow as

he key parameter of the serviceability level that is impacted due to the

eep coupling of cyber-physical system subjected to a disastrous physi-

al event. We adopt the same levels of post event physical serviceability

evels, as detailed in Table 1 , that currently describe the correlation of

he disastrous event (i.e., earthquake) with a physical infrastructure,

ithout considering the cyber part. Specifically, for this model we as-

ume that the partial serviceability of a physical node due to a failed cy-

er node will follow the values of Table 1 (i.e., 25 %− 75 %) that are the

stimated values for post serviceability levels after earthquake events.

ue to this theoretical modelling approach and lack of networks that

re ubiquitously operating under a cyber-physical perspective, partially

erviceability either to a failed physical node or a failed cyber node will

dopt the values of Table 1 . These values are indicative and can be mod-

fied by experts who have a bespoke knowledge of the system operation

nd needs. 

Firstly, we consider three interdependency levels (IL) namely, None,

eak and Strong associated with the discrete variables of 0, 0.5, and

. An interdependency level matrix, IL MC →P [ILMni,C, ILMni,P ] is de-

eloped to describe the dependency level of Physical network nodes

n Cyber network nodes. Similarly, an interdependency level matrix

L MP →C [ILMni,P, ILMni,C ] is developed to describe the dependency level

f nodes of Cyber network on nodes of Physical network. Routing of

ata from a physical structure to a gateway device and vice versa in-

icates an interdependency between the two networks. Cyber-physical

nterdependencies levels should be assigned by stakeholders who have

 bespoke knowledge of their system. Cyber-physical interdependency

evels among nodes of coupled networks exist when there is an estab-

ished communication between them. The established communication

elies on data routing, as the process of moving data from one node

f one network to another node of the coupled network. Stakeholders

nvolved in the development of the cyber network (e.g., Information

echnology staff) have a bespoke knowledge of the data routing of their

etwork. It is the level of communication (cyber-physical interdepen-

encies level) that should be determined based on the impact to the

perational loss of one network node (e.g., network 1, node 1) to the

ependent network node (e.g., network 2, node 1), after the presence of

ommunication has been identified. Stakeholders involved in the opera-

ion of the transportation network (e.g., civil engineers) have a bespoke

nowledge of the physical system. Independency levels enable stake-
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Fig. 3. Event tree analysis associating damage state, interdependency and ser- 

viceability levels of networks. 
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f  
olders to determine the final operational loss of a network node, in the

ftermath of a loss of its counterpart. As in the aftermath of a disaster

n a transportation network, operational level relies on experts’ judg-

ent. As the study of cyber-physical systems in transportation networks

s still in its infancy, experts’ judgment is mandatory for the assignment

f interdependency levels. Specifically, while for civil engineering sys-

ems, the operational level can be determined based on the traffic flow,

he impact due to malfunction of nodes in the cyber network has yet to

e studied. Therefore, the assignment of levels relies on a conventional

cale from zero to one as detailed within this section. 

The interdependency level assigned as None (0) indicates no rela-

ionship between nodes of the Physical and Cyber network in terms of

rovided data. We define a weak dependency level (i.e., 0.5) of nodes

f Cyber network on nodes of Physical network (i.e., ni , P → ni , C = weak ) ,
f the cyber serviceability level (i.e., IoT gateway devices) is unrelated

ith the post-event physical serviceability level (see Table 1 ). A weak

evel indicates the existence of a relationship between the gateway de-

ice (i.e., nodes of Cyber network) and the IoT-enabled transportation

nfrastructure (i.e., nodes of Physical network), but for data unrelated

o traffic flow monitoring data (e.g., environmental conditions of the

tructure, see Section 1 ). Therefore, the cyber-serviceability level of the

ateway device will not be affected by potential missing values after an

arthquake event (see Section 3.1.1). Similarly, we define a strong de-

endency level (1) of nodes of the Cyber network on nodes of the Phys-

cal network (i.e., ni , P → ni , C = strong ) , if the cyber serviceability level

s affected by the post-event physical serviceability level. Therefore, the

yber serviceability level will be assigned as non-serviceable (i.e., 0 %),

f the evaluation of the damage state of IoT enabled transportation in-

rastructure is indicated as complete (i.e., collapse), that results in degra-

ation of physical serviceability level to 0 % (see Table 1 ). We define a

eak dependency level of nodes of Physical network on nodes of Cyber

etwork (i.e., ni , c → ni , p = weak ) , if the physical serviceability level of

oT enabled transportation infrastructure depends on commands of the

ateway devices, independently of its cyber serviceability level. Simi-

arly, a strong dependency level of nodes of the Physical network on

odes of the Cyber network (i.e., ni , c → ni , p = strong ) , indicate that phys-

cal serviceability level relies on commands of gateway devices based on

ts serviceability level. The distinction between weak and strong levels

epends upon the existence of back up plans for missing data, such as

rediction of the missing data based on historical data [ 88 ]. On the one

and, if a non-serviceable node of the Cyber network can retrieve miss-

ng data for the dependent node of the Physical network, the latter can

aintain its physical serviceability level. On the other hand, if a non-

erviceable node of the Cyber network cannot retrieve missing data for

he dependent node of the Physical network, then the physical service-

bility level of the latter will be degraded. 

Currently, no literature associates a gateway device’s malfunction

ith the level of degradation of the physical serviceability level of trans-

ortation infrastructure. Indeed, while IoT applications (e.g., smart traf-

c lights) with the integration of sensing networks in transportation

nfrastructure (e.g., road intersections), maximise their serviceability

evel, they do not consider the impact (e.g., degradation of physical ser-

iceability level) due to non-serviceable IoT devices [ 89 ]. Degradation

f the physical serviceability level due to a non-serviceable node of the

yber network can be determined by stakeholders (i.e., operators, civil

nd security engineers) who have a bespoke knowledge of their system

 90 ]. In this study, following the rationale of Table 1 , we uniformly as-

ume that the physical serviceability level for every node of the Physical

etwork is partially serviceable , ranging from 25 % to 75 %, when they

trongly depend on a non-serviceable node of the Cyber network. 

In this study, Fig. 3 shows, in the form of an event tree, the post-event

erviceability levels associated with the damage states and the cyber-

hysical interdependency levels when considering an earthquake (i.e.,

Q) event. For example, after an earthquake event, if a node of the Cyber

etwork (i.e., ni,C strongly depends on a node of the Physical network

i.e., ni,P ) that is assigned as closed (i.e., complete damage state) then
76
he cyber serviceability level of node ni,C is assigned as non-serviceable

0 %). Therefore, a different node of the physical network (i.e., nj,P ) that

s strongly dependent on the non-serviceable node of the Cyber network

i.e., ni,C ) will be assigned as partially serviceable (i.e., physical service-

bility level ranges to 25 %− 75 %). As detailed in Sections 1 & 2 , an

arthquake event can lead to hardware damages or malfunction of de-

ices that could later impact the physical infrastructure managed by it.

n this study, we adopt operational levels as per Table 1 to theoretically

eploy our model. As illustrated in Fig. 3 , a physical node “physical node

 “has failed (i.e., operational level is equal to zero) when the damage

tate is assigned as complete. In that case, if the linked cyber node “cy-

er node i “ directly fails (i.e., strong interdependency), due to hardware

amage or malfunction, then it will impact potential dependent physi-

al node(s) “physical node(s) j ” leading to partially serviceability levels,

f for example they are coupled by strong interdependency level. For

his model we assume that partially serviceability due to a failed cyber

ode will follow the values of Table 1 (i.e., 25 %− 75 %) that are the

stimated values for post serviceability levels after earthquake events. 

.3. Robustness assessment 

The robustness of modern transportation networks, with cyber-

hysical systems, defines the ability of contributing elements in both

he physical and cyber space, to reserve the predesigned serviceability

evel without significant reduction due to disruption. To represent the

erformance of the whole transportation network, we consider the per-

ormance of the contributing interdependent elements in both spaces.

herefore, the overall cyber-physical system serviceability level is mea-

ured by considering the individual physical and cyber serviceability

evel of contributing nodes in the Physical and Cyber networks, com-

ined with their interdependency levels, as shown in Eq. (2) . Robustness

s then measured (i.e., Step 3, see Fig. 2 ) as the loss of the cyber-physical

erviceability level, based on Eq. (3) . 

PS − SL = 

n ∑
𝑖 =1 

(PS Lni , P + CS Lni , C ) × IL MP →C 
[
IL Mni , P , IL Mni , C 

]
× IL MC →P 

[
IL Mni , P , IL Mni , C 

]
) (2) 

CPS-SL represents the cyber-physical system serviceability level, PSL

epresents the physical serviceability level that ranges between 0 and 1

see Table 1 ). CSL represents the cyber serviceability level that ranges

etween 0 and 1 (see Fig. 1 ), and ILM represents the cyber-physical in-

erdependency levels and values that range between 0 and 1 (see Fig. 1 ).

( G) = CPS − SL ( G) − CPS − SL′( G) 
CPS − SL ( G) 

(3) 

R(G) represents the robustness of the transportation network in the

orm of a graph G, CPS-SL represents the initial cyber-physical system
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Fig. 4. Transportation network case study with the interdependent Physical and 

Cyber network. 

Fig. 5. Fragility curve for MSSS concrete typology (Nodes 2,3,4,5,6) [ 94 ]. 

Table 2 

Adjacency matrix Z for the 

Physical and Cyber networks. 

𝐆𝟏 𝐆𝟐 𝐆𝟑 

[ 𝑍] =

⎡ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

1 0 0 
1 0 0 
1 0 0 
1 0 0 
0 0 1 
0 1 0 
0 0 1 
0 1 0 

⎤ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 

𝐍𝟏 
𝐍𝟐 
𝐍𝟑 
𝐍𝟒 
𝐍𝟓 
𝐍𝟔 
𝐍𝟕 
𝐍𝟖 
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erviceability level, and CPS-SL’ represents the final cyber-physical sys-

em serviceability level after the earthquake event. The more robust a

yber-physical system is, the lower the magnitude of the initial loss of

yber-physical serviceability following an earthquake event. 

.4. Robustness improvement strategy 

To improve the robustness of modern transportation networks in

erms of cyber-physical systems serviceability level (i.e., CPS-SL), we

ropose the following robustness improvement indicator (RII), as shown

n Eq. (4) . The RII aims to identify the pair of interdependent nodes, that

heir removal will result in greater risk (i.e., greater loss of robustness).

herefore, their enhancement, in physical and cyber space, will reduce

he proportion of robustness loss. RII combines physical attributes (like-

ihood) and cyber attributes (i.e., impact) of nodes in the Physical and

yber network. Specifically, we combine the probability of complete

amage, for every node of the physical network (i.e., ni,P ) that is strongly

ependent on nodes of cyber network (i.e., ni,C ), with the dependency

ut-degree (i.e., number of external edges) of node ni,C , when the latter

i.e. dependency out-degree) is assigned a strong level. 

II = Pni , P ( Complete ) × Dou tni , C , for zij = 1 and 
[
IL MC →P 

]
= 1 and 

IL MC →P 
]
= 1 (4) 

Pni , A (Complete ) represents the probability of collapse of a node i of

he Physical network for a certain intensity measure, IM. Dou tni , C rep-

esents the dependency out-degree as the number of edges (i.e., in-

erdependencies) from nodes of the Cyber network and destined to

ode(s) of the Physical network, after the removal of the collapsed

ode of the Physical network. Restrictions require the existence of an

nterdependency connection (i.e., aij = 1), that is labelled as strong (i.e.,

IL MC →P ] = 1) to measure the number of nodes nj, P that will be affected

i . e ., [IL MP →C ] = 1) by the degraded serviceability level of node ni,C . In

ractice, it combines the likelihood of failure of a contributing physi-

al element and the cyber impact of a contributing cyber element. After

dentifying a pair of interdependent nodes, robustness from an engi-

eering perspective includes individual or combined enhancement of

he structural system (i.e., see Fig. 2 ) in physical space and/or the en-

ancement of cyber systems in cyber space. Specifically, strategies in

he physical space are based on retrofit strategies (e.g., energy dissipa-

ion devices, structural strengthening strategies, etc.) that improve the

erformance of the structural system (i.e., Complete damage state prob-

bilities reduced) [ 91 , 92 ]. Strategies in the cyber space are based on

issing data techniques (e.g., algorithms) that improve the performance

f the cyber system [ 93 ] and subsequently reduce the dependency level

rom strong to weak by maintaining the interdependency connection

see Section 3.2 ). 

. Case study 

A cyber-physical transportation network case study is employed to

emonstrate the applicability of the robustness assessment approach.

e highlight the approach’s usefulness by comparing the results with

ther studies (i.e., see Section 5 ). The illustrative transportation net-

ork employed in previous studies [ 52 ] operates under the integration

f a physical network and a cyber network represented using graphs G,

s shown in Fig. 4 . The topology of the physical network (i.e., Physi-

al network) is in the form of an undirected graph G(P), with a set of

ight nodes (i.e., Ni,P = 8) that represent the IoT-enabled transporta-

ion infrastructure, internally connected with fourteen edges. Three IoT

ateway devices (i.e., G1 , G2 , G3 ), represented as nodes (i.e., Ni,C = 3)

onstitute the topology of the cyber network. The adjacency matrix indi-

ates the existence of interdependencies between the Physical and Cyber

etworks, as shown in Table 2 . The two networks are coupled, under dif-

erent cyber-physical interdependency levels (i.e., [ILM], see Fig. 2 ), as

hown in Table 3.4. For example, there is an interdependency connec-

ion between G2 and N8 (i.e., Z[8,2] = 1). Furthermore, the dependency
77
evel of G2 on N8 is labelled as weak (i.e., IL MP →C [2,8] = 0.5) and the

ependency level of N8 on G2 is labelled as weak ( IL MC →P [8 , 2 ] = 0 . 5) . 
The main transportation infrastructure typologies adopted in this

llustrative case study are based on the bridge inventory data by Na-

ional Bridge Inventory database [ 72 ]. Research studies have provided

 fragility analysis for several typologies of bridges in Central and South-

astern United States to examine the effectiveness of seismic retrofitting

trategies [ 94 , 95 ]. Two of them that constitute 28.9 % of the total in-

entory (i.e., more than one hundred thousand bridges) are the multi-

pan supported concrete girder bridges (MSSS concrete) and the multi-

pan continuous steel girder bridges (MSC steel). Peak ground acceler-

tion was used as the intensity measure (IM). Table 5 provides the de-

ails related to the median (i.e., 𝜃) and standard deviation (i.e., 𝛽) (see

q. (1) ) by fragility analysis for the MSSS concrete typology that rep-

esents Nodes 2,3,4,5,6 of the Physical network. Similarly, Table 6 pro-

ides the details related to median and standard deviation by fragility

nalysis for the MSC steel typology representing Nodes 1,7,8, of the

hysical network. Fig. 5 shows a fragility curve with the damage states

or the MSSS concrete typology based on the parameters of Table 5 . 

.1. Simulations 

A seismic hazard map for the Central and Southeastern United States

egions is adopted here [ 95 ]. The seismic hazard map indicates the pga
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Table 3 

Interdependency level matrix [ IL MP →C ], 

indicating the level of dependency of the 

Cyber network on the Physical network. 

[IL MP →C ] =

⎡ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎢ ⎣ 

𝑠𝑡𝑟𝑜𝑛𝑔 (1) 0 0 
𝑤𝑒𝑎𝑘 (0 . 5 ) 0 0 

0 . 5 0 0 
0 . 5 0 0 

𝑁𝑜𝑛𝑒 (0) 0 0 . 5 
0 1 0 
0 0 1 
0 0 . 5 0 

⎤ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎥ ⎦ 
Table 4 

Interdependency level matrix [ IL MC →P ], indicating the level 

of dependency of the Physical network on the Cyber net- 

work. 

[IL MC →P ] =
⎡ ⎢ ⎢ ⎣ 
0 . 5 1 1 1 0 0 0 0 
0 0 0 0 0 0 . 5 0 0 . 5 
0 0 0 0 1 0 0 . 5 0 

⎤ ⎥ ⎥ ⎦ 
Table 5 

MSSS concrete typology fragility parameters for Nodes 2,3,4,5,6 of Physical net- 

work. 

MSSS concrete 

Condition 

Slight Moderate Extensive Complete 

Median Std Median Std Median Std Median Std 

As built 0.21 0.71 0.65 0.63 0.94 0.65 1.32 0.66 

Table 6 

MSC steel typology fragility parameters for nodes 1,7,8 of Physical network. 

MSC steel 

Condition 

Slight Moderate Extensive Complete 

Median Std Median Std Median Std Median Std 

As built 0.19 0.56 0.36 0.54 0.44 0.56 0.57 0.59 

Fig. 6. Cyber-physical system serviceability level and robustness assessment of 

transportation network case study. 
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Table 7 

Robustness improvement indicator in descending order for every pair of 

nodes of transportation network case study. 

DS Nodes Complete damage state 

(N1 ,N7 ,N8 ) 

[calculated using EQ4] 

Complete damage state 

(N2 ,N3 ,N4 ,N5 ,N6 ) 

[calculated using EQ4] 

Node 1 RII = Pni , P (Complete ) × Dou tni , C 
RII(1) = 0.32 ×3 = 0.96 

RII(1) = 0.79 ×3 = 2.37 

Node 7 RII(7) = 0.32 ×1 = 0.32 RII(7) = 0.79 ×1 = 0.79 

Node 2 RII(2) = 0.04 ×0 = 0 RII(2) = 0.04 ×0 = 0 
Node 3 RII(3) = 0.04 ×0 = 0 RII(3) = 0.04 ×0 = 0 
Node 4 RII(4) = 0.04 ×0 = 0 RII(4) = 0.04 ×0 = 0 
Node 5 RII(5) = 0.04 ×0 = 0 RII(5) = 0.04 ×0 = 0 
Node 6 RII(6) = 0.04 ×0 = 0 RII(6) = 0.04 ×0 = 0 
Node 8 RII(8) = 0.32 ×0 = 0 RII(8) = 0.32 ×0 = 0 
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i.e., IM) for probability of exceedance 7 % in 75-year hazard. For pur-

oses of demonstration of the transportation network robustness assess-

ent approach, we consider that all nodes of the Physical network ex-

erience the same ground motion. Results of robustness assessment ap-

roach based on Eqs. (2) & (3) and Fig. 3 for the considered bridge

nventory (i.e., Tables 2 , 3 , 4 , 5 , 6 ) are shown in Fig. 6 . Simulations are

erformed using a uniform random number generator [ 96 ], to deter-

ine the traffic flow capacity of nodes of the Physical network associ-

ted with different damage states and cyber-physical interdependency

evels based on the experienced ground motion (i.e., see Table 1 and

ig. 3 ). 

In this example, as a first step nodes N1 , N7 , N8 are initially removed

rom the graph (i.e., complete damage state for pga = 0.43g as can be
78
een in Fig. 6 ) and thus are labelled as closed (i.e., 0 %, see Table 1 ). As

escribed above, for the purposes of demonstration and simplicity we

ssume that every physical node experiences the same ground motion.

herefore, nodes N1 , N7 , N8 are the first nodes that exceed the capacity

evel and for a ground motion equal to 0.43 their damage state is as-

igned as complete. Nodes N1 , N7 , N8 adopts the parameters of the MSC

teel typology (i.e., see Table 6 ) with median value equal to 0.57. Due

o the lower median value of N1 , N7 , N8 (see Table 6 ) in comparison to

he Nodes 2,3,4,5,6 that follows the MSSS concrete typology (i.e., see

able 5 ) with median value equal to 1.32, the nodes N1 , N7 , N8 primarily

xceeds the probability of complete damage state due to the considered

round motion (i.e., pga equal to 0.43). In step two we consider the

evel of interdependencies (i.e., none, weak, strong) among the inter-

cting physical and cyber nodes. The existence of strong dependencies

etween N1 and G1 (i.e., N1 → G1 = strong, see Table 3 ) and between N7 

nd G3 (i.e., N7 → G3 = strong, see Table 3 ) means the cyber serviceabil-

ty level of the gateways reduce (i.e., G1 & G3 ) to become non-serviceable

i.e., 0 %) (see Fig. 3 ). In step three we consider the level of interdepen-

encies (i.e., none, weak, strong) among failed cyber nodes and physical

odes. Therefore, the existence of strong interdependencies between G1 

nd N1 , N3 & N4 (i.e., G1 → N1 , N3 , N4 = strong, see Table 4 ) the physical

erviceability level of N1 , N3 & N4 reduces to become partially serviceable

i.e., 25 %− 75 %, see Fig. 3 ). Similarly, the existence of strong interde-

endencies between G3 and N5 (i.e., G3 → N5 = strong, see Table 4 )

educes the physical serviceability level of N5 to become partially ser-

iceable (i.e., 25 %− 75 %, see Fig. 3 ). Despite node N8 being removed

rom the graph, only the physical serviceability level is impacted (i.e.,

losed 0 %). The existence of weak interdependencies with G2 (i.e., N8 →

2 = weak) does not impact the cyber serviceability level of the latter

i.e., fully serviceable (100 %). As a result, the initial removal of nodes

1 , N7 , N8 with their associated cyber-physical interdependencies with

1 , G2 , G3 results in a reduction of cyber-physical serviceability level

see Eq. (2) ) of 69 % (i.e., robustness R(G), see Eq. (3) ). The cyber-

hysical serviceability level is completely reduced (i.e., R(G) = 100 %)

fter the removal of Nodes 2,3,4,5,6 (i.e., pga = 0.91g, see Fig. 6 ). 

.1.1. Robustness improvement indicator 

The robustness improvement indicator (RII) aims to improve the

yber-physical serviceability level of interdependent pair of nodes, con-

idering attributes of the physical and cyber space (see Eq. (4) ). We

ank the nodes in a descending order of prioritization as shown in

able 7 . The results indicate that node N1 has the greatest RII (i.e.,

II(1) = 0.96 when the damage state of N1 ,N7 ,N8 is labelled as com-

lete P(complete) = 0.32, and RII(1) = 2.37 when the damage state of

2 ,N3 ,N4 ,N5 ,N6 is labelled as complete P(complete) = 0.79. The greater

II indicates that improvement strategies should be undertaken in the

nterdependent pair of nodes that include N1 . 

Based on the results of Table 7 , we reassess the robustness of the

ransportation network case study after the retrofit of node N1 (i.e.,

SC steel bridge typology) based on the fragility analysis parameters,
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Table 8 

Retrofit MSC steel typology fragility parameters for nodes 1,7,8 of Physical 

network. 

MSC steel 

Condition 

Slight Moderate Extensive Complete 

Med Std Med Std Med Std Med Std 

Retrofit 0.26 0.72 0.43 0.70 0.56 0.71 0.92 0.73 

Fig. 7. Cyber-physical system serviceability level and robustness assessment of 

retrofitted transportation network case study. 

Fig. 8. Comparison of proposed robustness approach with existing methods that 

consider only strong interdependencies. 
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Fig. 9. Comparison of proposed robustness improvement strategy with key node 

protection strategies. 
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s shown in Table 8 . Fig. 7 displays the results of the transportation net-

ork case study. The retrofit strategy of the structural system is selected

o improve its performance. Specifically, seismic isolation through elas-

omeric bearings was a beneficial strategy for reducing the seismic risk

or this typology [ 94 , 95 ]. 

Specifically, strategies in physical space are based on retrofit strate-

ies (e.g., structural strengthening or energy dissipation devices added)

hat improve the performance of the structural system (i.e., Complete

amage state probabilities reduced). Results indicate that the retrofitted

ransportation network case study is more robust (i.e., an increase of

1 %, from R(G) = 69 % to RR(G) = 28 %) as it reserves its cyber-physical

erviceability level after the retrofit of N1 . 

.2. Comparison with existing methods 

The main assumption of previous studies related to interdependent

etworks is the existence of purely strong interdependencies between

he nodes of networks [ 67–69 ]. That is, once a node fails its counter-

art fails immediately and completely. Fig. 8 shows the results when

e consider the existence of strictly strong interdependencies between

he two networks. Specifically, in comparison to the existing assessment

f the robustness of the transportation network case study (i.e., R(G), see

ig. 6 ), we consider a strong interdependency between N8 and G2 (i.e.,

ee Table 3 ). Therefore, after the removal of N8 , the cyber-serviceability
79
evel of G2 will become non-serviceable (0 %). Results, as displayed in

ig. 8 , indicate a significant differentiation in the cyber-physical ser-

iceability levels and subsequently in robustness level when comparing

he proposed method with existing methods that consider only one level

f interdependencies (i.e., strong). Specifically, the transportation net-

ork case study has a lower loss of cyber-physical serviceability level

nd therefore is more robust when we apply our method, in compar-

son to existing methods that results indicate that they underestimate

he robustness level of transportation network (i.e., 16.8 % increase to

obustness level, from R(G) = 69 % to R’(G) = 85.8 %). 

Furthermore, we compare the proposed RII with existing transporta-

ion networks’ robustness strategies, as discussed in Section 2 . One of

ransportation networks’ main robustness improvement strategies is re-

ated to key node protection. Key node protection strategies are related

o the identification of key nodes based on the main centrality measures

e.g., node degree, node betweenness) [ 45 ]). According to these indica-

ors, nodes with a higher number of edges connected to them (i.e., node

egree) and nodes that lies more frequently on paths between other

odes acting as a mediator (i.e., node betweenness) have a greater con-

ribution to the robustness level. Although these methods are valuable

hen considering an isolated network or interdependent networks based

n strong interdependencies, they are impractical when considering dif-

erent interdependency levels based on civil engineering aspects. In the

ase study, Node 6 has the greatest node degree (i.e., 5) and the greatest

etweenness level (i.e., 10). We assess the robustness of the transporta-

ion network case study, considering a retrofitted Node 6 (i.e., key node

rotection). Compared to our proposed method, N1 was determined as

he potential retrofitted node based on RII (see Table 5 ). Results, as

hown in Fig. 9 , indicate that the transportation network case study has

 lower loss of its cyber-physical serviceability level and therefore is

ore robust when applying our method (i.e., RII) than existing meth-

ds (i.e., key node protection). Specifically, the robustness of the trans-

ortation networks case study is increased by 41.9 % by adopting our

mprovement strategy (i.e., R(G) = 28 % compared to R’(G) = 69.9 %). 

. Discussion 

Robustness assessment of modern transportation networks necessi-

ates the consideration of a cyber-physical perspective (see Section 1 ).

s integral parts of transportation networks, IoT-enabled transportation

nfrastructure operates as hybrid engineering systems with different lev-

ls of interdependencies between its cyber and physical entities. De-

pite their transition to cyber-physical systems, traditional hazards (e.g.,

arthquakes) threaten the robustness of a transportation network that

elies on its operation from both the physical and cyber serviceability

evels. 

Functional interdependencies between the cyber and physical space

ecessitate a new robustness assessment approach to transportation net-

orks under a cyber-physical perspective (see Section 1 ). Results from
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ur research indicate that due to the existence of interdependencies (i.e.,

eak, strong), where nodes of one network can manage nodes of an-

ther network, transportation network can suffer significant loss of its

yber-physical serviceability level and be less robust (i.e., R(G) = 69 %,

ee Fig. 6 ). Thus, we proposed an RII based on physical attributes (i.e.,

robability of collapse due to ground motions) and cyber attributes

i.e., interdependency-out-degree). RII enables stakeholders to identify

airs of nodes, their enhancement could result in reduced loss of cyber-

hysical serviceability level and be a more robust system. Application

f RII increased the robustness of the transportation network (i.e., 41 %

ncrease of robustness, see Fig. 7 ). 

Existing robustness methods either build on the assumption of a

ne-to-one correspondence or overlook the civil engineering aspects of

yber-physical systems, reducing their accuracy. To highlight the useful-

ess of our approach, we compared our approach with the existing meth-

ds. Results differentiate when we strictly consider strong interdepen-

encies compared to different levels of interdependencies. Specifically,

he robustness of the transportation networks case study is underesti-

ated when adopting existing methods compared to our approach (i.e.,

6.8 % increase of robustness, see Fig. 8 ). IoT-enabled transportation

nfrastructure relies on integrating cyber and physical space, but a fail-

re of one space does not necessarily result in a failure of its counterpart

ut rather a degradation of its serviceability level. Furthermore, existing

obustness improvement strategies are based on the key node protec-

ion strategy that avails of advancements in graph theory and centrality

easures (e.g., node degree). Although these strategies may be useful

hen considering only the physical network that bases its operation on

opological attributes, it is impractical when considering interdependent

hysical and cyber networks. A comparison between our approach and

xisting improvement strategies highlights differences. Specifically, ap-

lication of the RII results in lower loss of cyber-physical serviceability

evels and therefore a more robust system when compared to key node

rotection strategies (i.e., 41.9 % increase of robustness, see Fig. 9 ). 

Despite the contribution of this paper, it comes with certain chal-

enges that stakeholders (i.e., operators, civil and security engineers)

hould address. Challenges are mainly based on the emerging research

omain of different levels of interdependencies. Integrating the cyber

pace with the physical space by implementing advanced technology

e.g., IoT) in transportation infrastructure necessitates further collabo-

ation between civil and security engineers that has yet to be established

 97 ]. This challenge increases when considering that the transportation

omain is the backbone of modern societies. Serviceability levels and in-

erdependency levels should be collaboratively assigned by stakeholders

ho as experts have a bespoke knowledge of their system. Although data

elated to civil engineering sub-systems (e.g., parameters for fragility

unctions) have been validated and therefore demonstrate the real-world

pplicability of the approach, this is not always the case for data related

o the security domain. The premature level of research for real-world

ransportation infrastructure that operates as cyber-physical systems in

ransportation networks has resulted in a lack of data for their oper-

tional behavior. Therefore, the impact of operational loss of a cyber

etwork node to its coupled physical network node has not yet been

tudied. While the scope of the paper is to highlight the existence of

ifferent interdependency levels between cyber and physical networks,

hat affect the robustness of modern transportation networks, it adopts

 rather conventional approach when such levels should be quantified,

hat relies on a quantified scale from zero to one. Further evaluation of

he impact to the operational level of cyber network nodes to physical

etwork nodes and vice versa, will complement the role of experts in the

ssignment of interdependency levels. The illustrative network adopted

n the case study (i.e., see Section 4 ), enables the demonstration of the

pplicability and usefulness of the approach. The challenges related to

 real-world example mainly rely on computational resources due to

he large amounts of data, security sensitivity of data, etc., while it will

ot affect the applicability of the approach. Specifically, data related

o the structural system (i.e., fragility functions parameter) are widely
80
vailable for different types of transportation infrastructure, while data

elated to cyber network should be also assigned based on experts’ judg-

ent due to the lack of published data. 

Analysis of critical infrastructure systems from a new cyber-physical

erspective is still in its relative infancy. Currently, analysis of cyber-

hysical systems that operate in transportation domain, can be found in

mart city applications, with the variety of them focusing on connected

nd automated vehicles [ 98 ]. Other applications relate to the develop-

ent of emergency management systems [ 99 ] and supply chain opti-

ization [ 100 ], that rely on highly interacting edge computing cyber-

hysical systems embedded in transportation infrastructure (e.g., roads,

ridges etc.). The proposed approach as detailed in previous sections,

akes a step further these applications, as it introduces the role of nat-

ral hazards in relation to the operation of the entire cyber-physical

ystem. Therefore, malfunction of critical parts operating in cyber space

hould not only be related to security threats (e.g., Denial of Services at-

acks) but also to natural hazards, and the impact on the operation of the

yber-physical system should be further investigated. This can be mate-

ialized by identifying the physical parts that are susceptible to natural

azards and investigating the level of interdependencies with the cyber

arts. The proposed approach provides many potentials to applications

hat examine the new cyber-physical reality of critical infrastructure.

he proposed approach can enrich information regarding the robust-

ess of critical infrastructure that serves as cyber-physical systems, by

onsidering the unique characteristics of the physical parts in terms of

tructural design and assessing the level of interaction among cyber and

hysical parts. Expert judgment is of crucial importance as they have a

espoke knowledge of their systems. More specifically, port facilities as

nalyzed in previous studies [ 63 ], include interacting components that

perate in physical space (e.g., waterfront) and in cyber space (e.g., edge

evices). Such physical components are quite susceptible to natural haz-

rds (e.g., flood, earthquake etc.). Fragility functions can be employed

or these structures, given earthquake scenarios based on the seismicity

evels of the area of interest [ 101 ]. Damage states for the structures of

nterest and interdependencies among physical and cyber components,

ased on expert judgment can later define the operational level of cyber

paces and the overall operation levels of the entire cyber-physical sys-

em. As research related to damage states, based on fragility functions or

ther methods, given different hazard scenarios for different structures

s extended, more details can be integrated into this approach [ 102 ]. 

. Conclusion 

Transportation networks are of vital importance for societies’ func-

ioning. Integrating cyber space with physical space has boosted the

erformance of transportation infrastructure. However, this integration

nd transition to cyber-physical systems has resulted in increasing com-

lex interdependencies that threaten the robustness of transportation

etworks to hazards and threats. Current studies focusing on interdepen-

ent networks mainly rely on the assumption of strong interdependen-

ies and overlook the engineering aspect of cyber-physical systems. A

ew robustness assessment approach for transportation networks under

 cyber-physical perspective is proposed to bridge this gap. The novel

pproach considers different levels of interdependencies associated with

he damage states and serviceability levels of the coupled physical and

yber network when the former is subjected to earthquake events. Ro-

ustness is then measured considering the contributing pair of nodes in

he physical and cyber network as the degradation of the overall ser-

iceability level. A new robustness improvements indicator is proposed

hat is based on physical and cyber attributes. The robustness improve-

ent indicator aims to identify pairs of nodes so that their enhancement

an result in more robust systems. A case study of an illustrative trans-

ortation network using seismic data from real-world transportation in-

rastructure is adopted to showcase the application of the approach. Re-

ults indicate that transportation networks are less robust to earthquake

vents due to cyber-physical interdependency levels. Application of ro-
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ustness improvement indicator resulted in an increase of robustness

evel by 41 %. To demonstrate the approach’s usefulness, we compared

he results with existing methods that greatly differentiate. Adopting

ur proposed improvement strategy results in a 41.9 % increase in ro-

ustness. Overall, it has been demonstrated that the proposed robustness

ssessment approach for transportation networks under a cyber-physical

erspective can constitute a valuable method for stakeholders who at-

empt to integrate the cyber domain into the transportation domain. 

elevance to resilience 

In this study, we focus on robustness as a fundamental aspect of

nfrastructure resilience, ensuring that systems can withstand and per-

orm effectively under various stresses, shocks, and disruptions. By en-

ancing robustness, infrastructure becomes more resilient, minimizing

owntime, reducing repair costs, and improving public safety during

rises. We consider the performance of the system from a new cyber-

hysical perspective, that can help stakeholders more efficiently im-

rove resilience strategies by combining traditional hazards (e.g., nat-

ral hazards) with security issues of emerging technologies in critical

nfrastructure. 
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