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Abstract: Aiming at the problems of difficult deployment and access of surveillance system server, as well as high operation and
maintenance cost, a remote surveillance camera is designed based on RK3566 chip, which is controlled and transmits data via email
platform. Firstly, to address the impact of environmental factors such as weather and light on image quality, a deep neural network (DNN)
image exposure correction network is employed to rectify images with abnormal exposure. Additionally, a back propagation (BP) neural
network is utilized to fit a curve relating the brightness difference to the gamma value of images before and after exposure correction,
thereby adjusting the gamma value of the camera. Secondly, to enhance the precision of YOLOVS5 algorithm in differentiating between
anomalies in nighttime imagery, infrared image data are employed, and a context-aware light-weight label assignment head and coordinate
attention mechanism are incorporated into the model to augment the model’ s detection accuracy and recall rate for small targets.
Furthermore, to meet the demand for reporting of abnormal situations in unattended environments, an automatic target identification and
reporting process has been designed which combines YOLOvVS algorithm with the frame-difference motion detection algorithm. The
camera has been tested for compatibility with the current mainstream commercial email platforms. The mean time required for transmitting
a single image file via the email platform is less than 10 s, while the mean time for transmitting a short video is less than 60 s. The BP
network’s average training loss is 0.015, and the average testing loss is 0.013, which basically meets the precision requirements for gamma
adjustment. The improved YOLOV5 algorithm achieved an mAP@0.5 of 91.5% and a recall rate of 85.5% , effectively enhancing the
accuracy of small object detection.

Key words: email transmission; exposure correction; back propagation (BP) neural network; gamma value; YOLOV5

. consuming only 41 mW. Additionally, intelligence
0 Introduction corresponds to the integration of various artificial
intelligence (AI) algorithms, such as you only look once

As the level of automation and intelligence in ‘
(YOLO) ", MobileNet”, and region convolutional

industrial  production environments continues to

. (8] : "
increase, the role of remote surveillance systems neural network (RCNN) ™ for image recognition and
becomes increasingly  significant.  Through the target detection. Among them, the YOLO algorithm

application of various image processing technologies!!  offers advantages such as high detection speed and

3]

and target detection algorithms*?, accuracy,

making it suitable for deployment on
[9,10]

the surveillance

embedded devices , therefore, it becomes the most

camera can achieve target detection and automatic

widely used target recognition algorithm in the

reporting function in an unmanned environment. The

design of surveillance cameras is trending towards
miniaturization and intelligence. Miniaturization leads to
reduced power consumption. Magno et al." proposed a
multimodal wireless smart camera equipped with a
pyroelectric infrared sensor and a solar energy harvester.
This self-powered camera can operate perpetually in an
outdoor scenario. Also to reduce hardware power
consumption during video encoding, Liu et al. "
designed a video encoder for surveillance systems

surveillance domain. For instance, Wei et al."" applied
HD-YOLO algorithm to fisheye camera surveillance
devices, and design the radius-aware loss function to
adapt the impact of fisheye distortion. Abdusalomov et
al."” employed the improved YOLOV3 algorithm for fire
monitoring systems, and deployed the algorithm on an
embedded device. Khazukov et al."" " utilized YOLO
algorithm in traffic cameras to analyze traffic flow.
Similarly, YOLO algorithm can also be used for vehicle
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speed detection in the traffic monitoring””. Besides
target detection algorithms, surveillance cameras are
generally equipped with motion detection algorithms
such as frame differencing"”, and RetinaNet'"".

In summary, current designs of remote surveillance
cameras generally exhibit the following characteristics:

1) Streaming media and cloud services: Video and
image data from surveillance systems are transmitted via
streaming servers or cloud servers and can be viewed
through specific applications.

2) High definition: Modern surveillance cameras
typically
exposure, providing clear image quality. And many

support high resolutions and automatic
cameras offer low-light capabilities, enabling clear video
capture in low-illumination environments, with some
also featuring infrared night vision.

3) Al algorithms: Built-in motion detection algorithms
can identify and record moving objects within the frame and
trigger alerts. Utilizing Al, these cameras can recognize
specific objects.

4) Automatic reporting: Based on the analysis of
surveillance content, the system can automatically
report any anomalies such as unauthorized personnel
entry or the presence of smoke and fire on the premises.

Although the use of streaming services or cloud
servers for video data transmission in surveillance
cameras ensures real-time data availability, it leads to
elevated operation and maintenance costs. In remote
industrial ~ environments  with  lower  real-time
requirements (e. g., unmanned power stations), this
complicates equipment deployment and functional
expansion instead.

For the above issues, this paper presents the design of
a smart remote surveillance camera based on email
platform, which does not require the construction of a
dedicated server or the submission of a public IP
application. Instead, it utilises an ordinary email for both
control and data transmission. Furthermore, it is
compatible with numerous commercial email platforms,
which can be accessed at any time or place, making the
usage scenarios more flexible. Additionally, the security
of commercial email platforms is typically superior to
that of self-hosted servers. The utilization of such
platforms can guarantee data security while concurrently
reducing server operation and maintenance costs.

In the design of remote surveillance cameras, this
research focuses on addressing the following practical
issues:

1) In the industrial environment, the surveillance camera

is typically situated in locations distant from the target area,

such as the eaves of a building or a high tower. As a result,
the target often occupies a small portion of the overall
image, which places high demands on the algorithm’ s
capability for detecting and localizing small targets.

2) The improper setting of exposure parameters is the
primary cause of ineffective image results when the outdoor
surveillance camera captures images. If the exposure time
or gamma is not set correctly, the resulting image will be
either too bright or too dark overall. Moreover, in practical
applications, the automatic exposure mode of the camera
either responds slowly and takes a long time to adjust, or
the automatically adjusted exposure effect is suboptimal.

3) Tt is of particular importance to control power
consumption in the context of solar-powered remote
surveillance camera. However, in the context of the
RK3566 platform,
requires invoking the neural network processing unit
(NPU) for acceleration™,
utilisation of additional hardware resources and results in

the target detection algorithm
which necessitates the

increased power consumption. Therefore, the start
timing and duration of the target detection algorithm
need to be strictly controlled.

Above all, the main contributions of this research are
as follows:

1) A remote surveillance camera based on email system
has been designed, wherein a device-side program monitors
the email server to automatically parse control command
emails as well as compose and return image data emails.

2) An image exposure correction process has been
developed, along with a self-constructed dataset
comprising image brightness differences and camera
gamma value for back propagation (BP) neural network
fitting. Initially, the brightness of abnormally exposed
images is corrected using a deep neural network (DNN)
exposure correction network, with the corrected images
serving as reference to calculate the brightness difference
relative to the original images. Subsequently, the camera
gamma value is adjusted using a BP neural network that
fits the brightness difference and gamma value, thereby
obtaining normally exposed image data.

3) The YOLOv5 algorithm has been improved,
adding the context-aware light-weight label assignment
head (CLILAHead) detection head to the YOLOvV5
algorithm to improve the detection of small targets, and
enhances the coordinate attention mechanism in the
backbone network to improve the detection accuracy and
to correct the localisation errors.

4) An automatic target identification and reporting
process has been designed which combines the YOLOv5
algorithm with the frame-difference motion detection
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algorithm. Upon detecting the motion target, the YOLOvVS
algorithm 1s invoked to identify the target within the image
data, and the NPU resources are released immediately after
the identification. Subsequently, the device determines
whether to establish a network connection and transmit the
image data back based on the target recognition results.
The remaining sections are organized as follows. Section
1 introduces the design concept and methodology of the
surveillance camera, including the method of email
transmission, the image exposure correction process, the

improved YOLOVS5 algorithm, and the automatic target

Commercial
email platform

Client Control email

identification and reporting process. The experimental
results are shown in Section 2. Conclusions are presented
in Section 3.

1 Design methods

The surveillance camera is controlled by the RK3566
chip. It is mainly composed of a camera, a solar charging
module, and a 4G network module. The device receives
email control information and returns image data emails
through the network module. The overall block diagram is
shown in Fig.1.

Email App.

Webmail interface Data email

——————t —————

Device Solar power
supply module
Power
4G network
module RK3566
Imw
Camera /
Exposure
adjustment

Fig. 1 Overall block diagram

In the software component, the surveillance camera is
based on Ubuntu 22.04 system with kernel version 5.10.
The primary function is to monitor the email server and
automatically parse the commands contained within emails
when new emails are sent from the specified email address.
Subsequently, it executes the corresponding functions
based on these commands, such as capturing snapshots or
recording short videos. Upon completion of these tasks, the
acquired data is automatically compiled into an email as
attachment and sent back to the client's email address. The
overall workflow is illustrated in Fig.2.

Process 1: Software design concept

1 while Listening the email server do
2 if Receive new email then
Parsing the command in email
thread func
L Perform the corresponding function

thread reply
End of function execution then
Composition reply email
L Send to the client email address

NelNoREN BRe NI I

Fig. 2 Software design concept

In the “corresponding functions” section of the
process, there are operations that significantly consume
software and hardware resources, mainly including the
image exposure correction and the target detection
improved YOLOvS algorithm. The
process is executed using a multi-threaded approach™”’,
whereby distinct threads are bound to discrete CPU
cores through affinity settings, as illustrated in Fig. 3.

function with

This approach is employed to prevent the overloading of

shared hardware resources by concurrent tasks.

s.sched_setafffinity(0,/CPU
CPUl (= 0s.sched_setaflfinity(0] num}) Function sub-thread
cat/proc/interruptslgrep ethO
CPUO |« CPU core mask [« Interrupt number *Networkt}llr(;terface
e

cat/proc/irq/33/smp_affinity

Fig. 3 Affinity setting

1.1 Email transmission

Email transfer function relies on Internet message
access protocol (IMAP)
protocol (SMTP) *' The IMAP is employed to search

for new emails, retrieve and parse control commands

and simple mail transfer

within the emails. The SMTP is used to add images or
short videos as attachments to the returned emails and to
send the emails. The email transmission process is

illustrated in Fig.4.

:— Client side : :_ Device side :
Function control emails _,I IMAP parsing emails
o ]
| Commands |
________________ v
Manual | | Short Annmaly_ —— Perform the corresponding
snapshot| | video | {detection| Ermcitom

[ Receive returned email

}«——{SMTP construct return email]

Fig.4 Flow chart of email transmission
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Two mailboxes are employed in this design, the mailbox
at the device side is utilized to receive user commands. The
mailbox at the client side is used to control the remote
camera and receive feedback data. In practical tests, the
total number of emails in the inbox will impact the time
required for the programme to scan the inbox email list.
Therefore, used emails in device side mailbox are deleted
at the conclusion of each function execution cycle. The
specific flow of email parsing and data email return is
illustrated in Fig.5. The program requires the email account
and the specific licence to log in and monitor the IMAP and
SMTP servers. Furthermore, the device can be managed
hierarchically through email accounts with different levels
of permissions. This method facilitates the maintenance of
remote cameras while ensuring data security.

Algorithm 1: Reading and parsing emails using IMAP protocol
Data: The information required for login
Result: The control commands

1 // Step 1: Connecting to email server using the IMAP
protocol
2 IMAPClient + IMAP server hostname

3 // Step 2: Log in the designated email account
4 Login « Licence, email account

5 // Step 3: Select and access inbox
6 Uid « server.search(’Recent’)

7 // Step 4: Reading and parsing email
8 Message « server.fetch(Uid)

9 Control command « [Email subject]

Control command

| Perform the corresponding function |

v

Algorithm 2: Replying emails using the SMTP protocol
Data: The information required for login, the image date
Result: An email with attachment reply to client mailbox

1 // Step 1: Use the SMTP protocol to connect to the email
server
2 SMTPserver <— SMTP_SSL(SMTP hostname)

3 // Step 2: Log in the designated Email account
4 Login « Licence, email account

5 // Step 3: Construct the reply email with an attachment

6 email ['Subject'] « [Email subject]

7 email ['From'] « [Sender's name]

8 email ['To'] « [Recipient's name]

9 email.attach(image data files)

10 // Step 4: Send the email

11 SMTP.sendmail(Sender's mailbox number,Recipient's mailbox
number)

Fig. 5 Email parsing and feedback process

1.2 Image exposure correction

In order to guarantee optimal image quality, it is essential
to undergo a preliminary processing stage prior to the
recognition and transmission functions being carried out on
the image. The primary cause of suboptimal image quality
in outdoor surveillance camera is the utilisation of

inadequate exposure settings. Digital cameras can adjust the
exposure value to change the brightness of the image. This
exposure value can be either manually controlled or
automatically adjusted in auto exposure (AE) mode. In the
latter case, the camera measures the amount of light
received from the scene through-the-lens (T'TL) and then
compensates for any fluctuations in brightness levels by
(EV) f21]
Exposure errors may be attributed to a multitude of factors,

adjusting the exposure value accordingly

including lens metering errors, inadequate lighting
conditions, significant fluctuations in scene brightness
levels, and operator errors in manual mode. These errors
are introduced at the outset of the acquisition process and
subsequently by the camera’s image signal processor
(ISP) , which generates the RGB image in a non-linear
manner, rendering it difficult to rectify them in the final
generated image™™. While current cameras basically have an
automatic exposure mode, however, the camera’s auto
exposure mode tends to be slow and ineffective.

In order to address this issue, this research employs an
image exposure correction network that incorporates a
Laplacian pyramid and a DNN"™. Then, the camera’s
gamma value is adjusted using a curve fitted by a BP
neural network. The overall flow of image preprocessing

for exposure correction is shown in Fig.6.

Determine image exposure
level by average brightness

I
o—]
exposure
Original image
Abnormal C
exposure arers
DNN exposure BPNN adjust

correction network gamma value

Fig. 6 Image exposure correction process

In this process, the DNN-corrected images serve as
intermediate data for luminance difference reference.
And based on this reference, BP neural network adjusts
the gamma value, bringing image exposure back to
normal level.

The DNN initially repairs the global color information
and subsequently enhances the image details. The
network is divided into multiple scales, each containing a
sub-network for processing images of different
resolutions to more effectively capture global and local
exposure information. Next, the feature information at
different scales is fused and the image size is restored by
up-sampling operation of the transposed convolutional
layer. Finally, the feature map is converted into an

exposure-restored image by the convolutional layer.
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However, this network introduces additional noise,
resulting in a slight degradation of image quality.
Consequently, the DNN-corrected images are not
directly transmitted to the client as final images but serve
only as intermediate data for reference.

After the process of utilising the DNN network for
rectifying  anomalies in image exposure, the
discrepancies between the repaired and unrepaired
images are employed to facilitate the adjustment of the
camera’s exposure parameters. The parameters that
exert a significant influence on the camera’ s exposure
effect are typically the exposure time and gamma value.
The gamma value is a parameter that controls image
brightness and contrast. It is used to adjust the total
response curve of an image to align with the nonlinear
visual perception of the human eye. Initially, the
exposure time is adjusted based on auto exposure to
roughly determine the range of exposure levels.
Subsequently, the repaired and unrepaired images are
transformed from the BGR color space to the YUV color
space, and the luminance difference in the Y-channel is
calculated. A

gamma values and average luminance difference is

self-constructed dataset comprising

created based on the aforementioned luminance
difference. The dataset comprises 4 668 data pairs, each
pair containing the mean luminance difference between
the image exhibiting an exposure anomaly and its
corresponding corrected image, as well as the gamma
value associated with that luminance change. Given that
on most cameras can the impact of gamma value on
image brightness be described as follows: when gamma
is greater than 1 and gradually increasing, the image will
become brighter; when gamma is less than 1 and
gradually decreasing, the image will become darker,

therefore the average brightness difference in the dataset

CA

Imechanism|

is represented by signed data rather than absolute values.
In the case of an exposure time that has been roughly
determined, the brightness of the image will not change
significantly. Based on the actual test results, the
brightness difference in the dataset has been set within
the range of — 80 to 135; the gamma value range is
between 0 and 3.0. It should be noted that the adjustable
range of the gamma value may have different mapping
relationships in different cameras.

The BP neural network is constructed to derive the
gamma value that should be corrected for different values
of luminance difference. The network comprises two
hidden layers: an input node representing the mean
luminance difference, and an output node representing
the gamma value. The combination of the average
luminance difference of the images before and after
processing by the exposure correction network and the
fitted curve of this BP neural network constitutes the

entire image exposure correction process.
1.3 Target detection

The image after exposure correction is fed into the
target detection process. A clear image with uniform
brightness distribution can significantly enhance the
accuracy of target detection.

The target detection process of the surveillance
camera is implemented using the YOLOvS5 algorithm.
To 1improve the ability of small infrared target
localization, the coordinate attention mechanism is
added to the algorithm’s backbone network, and the
CLLAHead detection head is added to improve the
model’s small target knowledge accuracy by using a
wider range of scene information.

The flow of the modified algorithm is shown in Fig.7.

CLLAHead

J 4

Input Weight-adjusted
feature maps

feature map

f Class probability

Confidence score

Output

Fig.7 Schematic diagram of improved algorithm

1.3.1 Coordinate attention mechanism

In YOLOV5, the attention mechanism is employed to
augment the feature extraction module, thereby enabling
the model to more effectively concentrate on salient
regions within the image and consequently enhance the
accuracy of the detection process. Infrared images are

typically characterized by low contrast and indistinct

edges. To enhance the model’ s capacity to detect minute
infrared targets, the coordinate attention mechanism is
introduced to improve feature representation. The
structure of the coordinate attention mechanism with
feature map scale change is illustrated in Fig.8. Here, C,
H, and W denote the number of channels, height, and

width of the feature map, respectively; and r denotes the
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scaling factor, which is employed to reduce the number
of channels in the feature map, thereby reducing the
computational complexity. Firstly, two one-dimensional
vectors are obtained respectively by the average pooling
of the input feature map in the horizontal (W axis) and
vertical (H axis) directions. Subsequently, a concat
operation is performed, and the channels are compressed
Following that, the

information in the vertical and horizontal directions is

using 1X1 Conv. spatial
normalized and activated through batch normalization
(BN) and non-linear operations, and then encoded. The
horizontal and vertical feature maps are subjected to an
ascending dimension operation using 1 X1 Conv, and a
sigmoid activation function is used to respectively obtain
the weights in both directions. After applying the
sigmoid function, all values are compressed into the (0,
1) range. Consequently, the feature vectors after the
sigmoid transformation are represented using more
similar colors in the figure. Finally, the weights are
multiplied with the input feature maps to obtain the

output feature maps after adding the coordinate attention

mechanism'™®’.
w
Em |
Input| ﬁ"[_]
| ;
H-axis b et G —
Ave pool
i [ w
= H
’ Concat+1x1 Conv ‘ |= = . “ ‘
* TN gl
{ BN+Non-linear ‘ \\ —
.
| |
1x1 C I1x1 C
‘ 1 onv | onv (CIrXHE W)X 1
Sigmoid ‘ Sigmoid 9
N
co—a-

CX1XW

— H
Output VexHx1

Fig. 8 Coordinate attention mechanism

The distinctive aspect of the coordinate attention
mechanism 1s the use of separate pooling in the
horizontal and vertical directions instead of the general
global pooling. This is due to the fact that in the context
of a small target recognition task, the precise location
information of the target is of great importance. Global
pooling, represents a global
which

information into channel descriptors and outputs only a

encoding of spatial

information, compresses  global  spatial
single feature vector. This makes it difficult to retain
location information. Pooling along the horizontal and
vertical directions separately generates a pair of

orientation-aware feature maps, which allows the model

to learn long-range correlation information along one
spatial direction while retaining accurate position
information along the other spatial direction. The output
2'( 1) denotes the vertical direction pooling at height 4 in
the cth channel can be expressed as

1

Zf’(/l):WI((h,i), (1)

where z.(%,7) denotes the input feature map’ s value at
the cth channel, row A, column 7. In the horizontal
direction, the output 2“(w) at the cth channel with width
w can be expressed as
1
zlw)=—xlj,w). 2
(w)=alj.w) @)

Similarly, L(j,w) denotes the input feature map’ s

value at the cth channel, row j, column w.
light-weight label

1.3.2 Introducing context-aware
assignment detection head

In the YOLOVS target detection algorithm, the primary
function of the detection head is to transform the feature
map into the final detection result, which typically
comprises a regression branch and a classification branch for
predicting the target s size and location within the image"".
The original detection head in YOLOVS5 treats the object
detection task as a regression problem, dividing the entire
image into multiple grid cells and predicting the bounding
box and the confidence level for each bounding box within
each grid cell. Finally, the prediction results of multiple grid
cells are combined into a tensor, thereby simultaneously
accomplishing object localization and classification during
the forward propagation of the network.

In order to enhance the precision of target detection, it is
essential to leverage contextual features and integrate a
more comprehensive array of scene data. For this purpose,
a CLLLAHead detection head in conjunction with a
distributed focus loss (DFL) function is employed to
substitute for the detection head in the original model. The
method is distinguished by its integration of contextual

7 and use of distributed focus loss function™

information
through multi-level feature extraction, which enhances the
recognition and localisation of targets in images. It is
particularly suited to complex scenarios comprising multiple
targets of varying sizes. Furthermore, the parameter count
of this detection head is minimal, making it well-suited to
environments with limited computing resources, such as
embedded devices.

In contrast to the conventional approach of feature
fusion, which employs direct summing or splicing, the
CLLAHead detection head utilizes a local feature

weighted fusion of feature maps at varying scales. The
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overall flow of the detection head is illustrated in Fig.9.
The notation “k1n256s1” refers to a convolutional layer
characterized by having 256 output channels, a kernel
size of 1 X1, and a stride of 1. The feature maps
preprocessed by this convolutional layer are fed into the
CLLA feature fusion module for local feature extraction
and weighted fusion. The feature fusion module
performs local feature extraction on a region of L X W
size, and attention computation is conducted between
feature maps of varying levels to enhance the feature

representation®”.

For the input feature vectors, the
query vector (Q) , key vector (K) and value vector (V)
are computed by linear transformation. The feature-

weighted fusion component calculates the weights

to different features based the

similarity between the query and key vectors, and then

corresponding on
weighs the sum. The fused features are subjected to
target detection by the CLLLASegment module, and a
segmentation mask is generated for each detected target.
This allows the position of the target to be accurately
determined and the shape of the target to be precisely
delineated™. The DFL module is employed for the
implementation of DFL, which serves the primary
function of facilitating the acquisition of a distributional
representation through tensor transformations for the
purpose of learning predictive probability distributions in
target detection tasks. This enables the model to gain a

more nuanced understanding of target uncertainty'*"’.

[ " CLLABlock —i » CLLASegment
r k1n256s1 |
| Feature map 1 | r____—___BFI— ———————— |
CLLA feature i e e T T —
| kin256s1 fusion i | nls |
Feature map 2 C Tensor Tensor
| S L — (_)HV_ ———————— | =Li' transformation Softmax e transformation :

Fig. 9 Overall process of CLLAHead

1.4 Automatic reporting process

The automatic reporting process relies on frame
difference motion detection and the aforementioned
improved YOLOV5 algorithm. Frame difference motion
detection is designed to identify moving targets in video.
The algorithm performs a difference operation on two or
three frames that are consecutive in time, subtracting the
pixel values at corresponding positions across different
frames. It then judges the absolute value of the greyscale
difference and determines that there is a motion target in the
frame if the absolute value exceeds a certain threshold. The
particular methodology for implementing this function is as
follows: transforming the image data into a greyscale map,
and calculating the inter-frame difference between the
(N — 1)th frame and the Nth frame in accordance with

dz'ff(l',j):‘ ﬁ’ame:\‘-(z',j)*ﬁfamey,l(i,j)‘, (3)
where frame(i,j) denotes the pixel value at the
coordinates (7, ) in the original images, while diff (i,j)
represents the pixel value in the difference image.
Afterwards, each pixel value of the difference image is
compared with the threshold value specified in the
procedure, and the pixel value P(7,j) is set to a
predetermined maximum or minimum value according to
the comparison result as

255, diff (i,j)>> threshold,

P(i,j)= (4)
(i) 0, diff (7,j )< threshold.

In the event that the differential pixel value exceeds
the specified threshold, the pixel value of the point is set
to 255, which

Conversely, if the differential pixel value is less than or

corresponds to the color white.
equal to the aforementioned threshold, the pixel value of
the point is set to 0, which represents the color black.
Subsequently, the result after thresholding is denoised.
Ultimately, the contour of the moving object is
determined by the white area on the image. When the
contour is sufficiently large, it is determined that a
moving object is present. The algorithmic flow and

practical results are illustrated in Fig.10.

A\

Original image 2

Frame difference Threshold processing Outline

Fig. 10 Motion detection algorithm

Motion detection algorithm is used for photographing

individuals or vehicle intruding in an unattended
environment in automatic mode. The overall automatic
reporting process is to capture images when the motion

detection algorithm determines the presence of moving
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objects. This is followed by the application of the improved
YOLOVS5 algorithm for target recognition. In the event that
preset abnormal objects, such as people and vehicles, are
present within the target, the remote camera is networked
and the captured image is returned to the client via email.
Conversely, if no abnormal objects are present within the

target, the camera does not return the image.
2 Experiment and analysis

2.1 Result of
process

image exposure correction

This part mainly includes the results of both DNN and
BP neural networks, as well as the final results of the
entire image exposure correction process. The effect of
image exposure correction is demonstrated in Fig. 11,
the subfigures (a) and (b) present the restoration results
of overexposed image, while subfigures (¢) and (d)
illustrate the correction outcomes for underexposed
image. Although the restored images exhibit significant

improvements in terms of color and brightness, they

0.04 — Trair.ling loss
— Testing loss

1
0 25 50 75100125150 175200
Epoch

(a) Training loss and testing loss

become noticeably more blurred compared to the original
images. This limitation is more evident in the restoration

of overexposed images.

(a) Overexposed image

(d) Underexposed image restoration effect

(¢) Underexposed image

Fig. 11 DNN exposure correction effect

The fitted curve is illustrated in Fig.12. The average
testing loss of the network is 0.013, while the average
training loss is 0.015. The fitted curve exhibits a high
degree of consistency with the dataset in Fig. 12(b),
indicating the model’ s strong fitting capability.

— Fitted curve

® Training set

@ Testing set

=50 0 50 100
Brightness diff

(b) Fitted curve performance on dataset

Fig. 12 Fitted results of BP neural network

The actual testing results of the exposure correction
process are shown in Fig. 13. The figure presents the

image data and corresponding pixel histograms before

and after the DNN exposure correction, as well as after

gamma value adjustment.

RGB and brightness histogram

RGB and brightness histogram

RGB and brightness histogram

g16 — Blue E gS ___ Blue = i — Blue

=14 Green ! = 4 Green % 8 Ciéen
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Pixel value
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Fig. 13 Actual testing results after gamma value adjustment
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Histograms  quantitatively — analyze the color
distribution and brightness of image data, with the
horizontal axis representing pixel values ranging from 0
to 255 and the vertical axis representing the frequency of
each pixel value in the image. In the histogram before
exposure correction, brightness values are concentrated
near 255, indicating an overall bright image, and the
pixel values across all three color channels are also
predominantly distributed near 255, indicating that the
image has an overall white color bias. After exposure
correction, the pixel value distribution tends to be more
balanced; however, the DNN exposure correction
network causes image blurriness, as Fig. 13(b). The
final images, Fig. 13(c), obtained after gamma value
adjustment using the fitted curve, exhibit balanced color
distribution, the majority of pixel values fall within the
range of 100 to 200, surpassing the original images in
both subjective quality and quantitative histogram

analysis.
2.2 Result of improved YOLOVS algorithm

2.2.1 Dataset and experimental environment

The experimental configuration is based on the x86
64 architecture of the Ubuntu 18.04 system with an
NVIDIA RTX 3060 GPU and 32 GB running memory.
Python 3.9 was used as the programming environment
and torch-1.12.0 as the deep learning framework.

The infrared dataset used in this research totals
10 820 images. The tag types are a variety of large and
small targets under infrared light conditions, including
trucks, bus, cars, walking personnel, and cyclist,
which are common in industrial environments. Trucks
and bus are basically large targets, most of cars are small
targets, and personnel are basically small targets. The
images were captured at a height of between 5 m and
60 m above the ground, in alignment with the
installation  location of the outdoor industrial
environment surveillance camera. One-tenth of the
images in the dataset were randomly selected to form the
testing set, one-tenth of the remaining images were
selected as the validation set, and the other images were
the training set. The whole process used stochastic
gradient descent method to train 160 epochs, batch size
is set to 16, learning rate is set to 0.01, cosine annealing
hyperparameter is set to 0.01, learning rate momentum
is set to 0.937, and weight decay coefficient is set to
0.000 5.

2.2.2 Comparative experiments before and after model
improvement

To evaluate the efficacy of the model enhancement, a

comparative analysis was conducted between the
algorithms prior to and subsequent to the improvement.
Heatmap 1s a visual representation of the potential
locations of targets within an image. By mapping the
confidence levels across different regions of an image,
heatmaps offer insights into the decision-making process
of the model. The intensity of color in a heatmap
corresponds to the likelihood of a target’s presence, with
the brighter the color, the greater the probability that the
model considers the presence of a target in that region.
Fig. 14 illustrates the comparison of heatmap results
between the original YOLOvS5 algorithm and the
modifications made by separately introducing the
coordinate attention mechanism and the CLLAHead
detection head. Result shows the incorporation of the
coordinate attention mechanism enhances the ability of
small infrared target localization, identifying more
targets and delineating the boundaries between adjacent
targets more distinctly. And CLLLAHead detection head
leads to a notable enhancement in the model’ s capacity

to recognize distant minute targets.

(c) Heatmap of model with CLLAHead detection head

Fig. 14 Heatmaps of module impacts on YOLOVS5 algorithm

The mAP@0.5 and Recall of two algorithms during
the training process were compared, and the results are
shown in Fig. 15. The metric mAP@0.5 is the mean

average precision across all categories, calculated at an
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intersection over union (IoU) threshold of 0.5, and
Recall is the ratio of correctly identified positive
instances to the total actual positive instances.

Fig. 15(a) illustrates the change curve of the model
mAP@O0.5 before and after improvement. During the
initial 20 training sessions, the model mAP@O0.5
exhibits

improvement due to model underfitting.

significant  fluctuations before and after
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Fig. 15 mAP@0.5 and Recall curve comparison before and
after model improvement

Following this period, the value of the improved model
exceeds that of the pre-improved model. After the 80
training sessions, the model mA P(@0.5 value demonstrated
a tendency towards stabilization, and the mA P@0.5 of the
91.5%,
representing a notable enhancement in comparison to the

improved model reaches approximately
86.8% achieved by the pre-improved model. This suggests
that the improved model exhibits superior detection
accuracy relative to the pre-improved model.

Fig. 15(b) illustrates the change curve of the model
Recall before and after the
improvements. The improved model exhibits a higher
After
stabilisation, the improved model’s recall rate reaches
85.5% , exceeding the original model’s 82.9%. This

indicates that the improved model exhibits a reduced

implementation of

recall rate than the pre-improved model.

leakage rate and a heightened probability of detecting the
target in the same environment, while simultaneously
ensuring the ability to discriminate between similar
targets and image noise.

Fig.16 illustrates the test plot of the results obtained prior
to and following the implementation of the algorithmic
improvement. Fig.16 (a) depicts the enhanced algorithmic
detection outcomes, whereas Fig. 16 (b) illustrates the
original algorithmic detection outcomes. The original
algorithm s target recognition accuracy is relatively low due
to the distance of the target, the small proportion of the
overall picture, or the mutual occlusion of the targets. The
these

shortcomings, enhancing target recognition accuracy and

improved  model  significantly  addresses

reducing target omission.

(b) Original algorithm detection results

Fig. 16 Comparison between improved algorithm and original algorithm detection results



138 Journal of Measurement Science and Instrumentation Vol. 16 No. 1, Mar. 2025

2.2.3 Ablation experiments effect on the model’s performance, with an improvement

The CLLAHead detection head, the coordinate of 2.4% in mAP@0.5 for the overall target and 2.5%
attention mechanism, and the distribution focus loss and 3.6% for the Person and Cyclist mini-targets,
function are incorporated into the original model, and the respectively.  The complete improved algorithm
final results of the ablation experiment are presented in demonstrates an enhancement in mAP@0.5 by 4.7%
Table 1. The overall evaluation index of the model is and in Recall by 2.6% in comparison to the original

based on mAP@0.5 and Recall, while mAP@0.5 of the algorithm for the overall target. Furthermore, the
small targets (Person and Cyclist) is employed to assess mAP@0.5 improvement is 6.8% and 6.1% for the two

the model’ s capacity to detect small targets. The results small targets, respectively. The experimental results
of the experiments demonstrate that the introduction of demonstrate that the method proposed in this research
each module in this study has led to an enhancement in can effectively enhance the mAP and Recall of the
the model’ s accuracy in recognising the target. Of these, network model, thereby improving the precision of
the CLLILAHead detection head has the most pronounced infrared small target detection.

Tabel 1 Results of ablation experiments

Improved modules Performance metrics
CLLAHead DFL CA mAP@0.5/ % Recall/ % mAP@0.5-Person/ % mAP@0.5-Cyclist/ %
X X X 86.8 82.9 81.9 82.1
~ X X 89.2 84.1 84.4 85.7
N v X 90.1 84.4 85.8 86.6
v/ N N 91.5 85.5 88.7 88.2
2.2.4 Comparative experiments improvements all lead to an increase in target recognition
The improved YOLOvVS algorithm respectively accuracy. However, the ECA and CBAM predominantly
incorporating efficient channel attention (ECA) , global influence the recognition accuracy of large targets,
attention module (GAM) , convolutional block attention exhibiting a relatively weaker impact on small targets. The
module (CBAM) , and adaptive feature pyramid network AFPN detection head, improves the recognition accuracy
(AFPN) modules is compared with the improved algorithm of small targets but demonstrates a limited capacity to
in this research for small object detection on infrared differentiate between similar targets. Additionally, all the
dataset, as illustrated in Fig.17. The results show that aforementioned improvement methods exhibit a tendency
compared with the original YOLOv5s model, the above for small target missed detection.

Confidence score

Improved module

YOLO vSs  YOLO v5s+CBAM YOLO v5s+ECA YOLO v5s+GAM  YOLO v5s+AFPN  Ours

(a) Original images (b) Comparison of detection results with diffferent improved modules
Fig. 17 Comparison of recognition results with different improvement modules

) . receipt of information. This is achieved by parsing the
2.3 Physical equipment

subject line of the email to ascertain the requisite control
The camera utilizes email for the transmission and commands, which are then executed to facilitate the
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desired functions. The actual email is illustrated in
Fig.18. The sender of the return email is “Device 17, the
subject and content of the email are its corresponding
functions, and the acquired image data are added to the
return email through attachments.

Shortvideo Surveillance Image ¢
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Fig. 18 Email for the actual return of the camera

3 Conclusions

This paper presents the design and implementation of
a remote intelligent surveillance camera based on the
RK3566 chip, which employs email control and data
transmission. Following testing, the average time
required for transmitting a single image is less than 10 s,
while the average time for transmitting a short video is
less than 60 s, which meets the demand of remote
surveillance under unattended environment.

Furthermore, an image exposure correction process
has been developed, which utilises a DNN for the
preprocessing of images acquired by the surveillance
camera, and adjust the camera’ s gamma value based on
BP neural network fitted result. Thereby ensuring the
quality of the captured images.

In order to enhance the detection capacity for anomalies
during nocturnal periods, improvements are made to the
YOLOvVS algorithm, including the incorporation of a
coordinate attention mechanism in the backbone network to
enhance the model’ s perceptual capacity and the use of the
CLLAHead detection head to obtain richer feature
representations, thereby increasing the model’ s detection
accuracy. The experimental results demonstrate that the
enhanced algorithm attains a mAP@0.5 of 91.5%,
representing a 4.7% improvement over the original
algorithm. Additionally, the Recall reaches 85.5% , an

increase of 2.6 % , while markedly enhancing the detection

capability for small infrared targets.

In future research, more precise power consumption
control methods should be explored. Additionally, the
use of dedicated email accounts or email platforms can be
considered to enhance upload bandwidth and improve
device transmission speed.
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