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Abstract: Aiming at the industry cyber-physical system (ICPS) where Denial-of-Service (DoS) attacks and actuator failure coexist, the
integrated security control problem of ICPS under multi-objective constraints was studied. First, from the perspective of the defender,
according to the differential impact of the system under DoS attacks of different energies, the DoS attacks energy grading detection
standard was formulated, and the ICPS comprehensive security control framework was constructed. Secondly, a security transmission
strategy based on event triggering was designed. Under the DoS attack energy classification detection mechanism, for large-energy
attacks, the method based on time series analysis was considered to predict and compensate for lost data. Therefore, on the basis of passive
and elastic response to small energy attacks, the active defense capability against DoS attacks was increased. Then by introducing the cone-
complement linearization algorithm, the calculation methods of the state and fault estimation observer and the integrated safety controller
were deduced, the goal of DoS attack active and passive hybrid intrusion tolerance and actuator failure active fault tolerance were realized.
Finally, a simulation example of a four-capacity water tank system was given to verify the validity of the obtained conclusions.
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under network attack. DoS attacks are the easiest network

0 Introduction attack to implement, and the attacker does not need to

obtain prior knowledge of the system, so it is more common

New changes are constantly taking place in the field of .
7.8

in industrial system'"*. Its purpose is to prevent the

industrial systems. Through the adoption of emerging

transmission of communication information in the system,

internet-based concepts, technologies, tools, and

methods, a new generation of industrial cyber-physical which may lead to system performance degradation or even

systems (ICPS) has emerged”. With the penetration of instability. Therefore, the issue of security control under

digitalization, networking, and intelligence in industrial DoS attacks has attracted extensive attention. The elastic

systems, new vulnerabilities have emerged in ICPS
while the interconnectivity has increased. This change
has made ICPS security issues more and more
prominent”.

Network security plays an important role in the
successful communication of system information. In
practical applications, the transmission of information
through communication networks may be subject to
malicious attacks. There are more and more types of
network attacks, such as Denial-of-Service (DoS)
attacks”’, false data injection (FDI) attacks"', replay
I6]

attacks™, malicious sensor node attacks™, etc. Therefore,

it is of great significance to study the security control design

control under DoS attacks was studied”'”. The optimal
DoS attacks scheduling analysis and energy management
have been studied""'”. And the predictive control based on
event triggering under DoS attacks was also considered"?’.

At the physical layer, actuators are also highly prone
to failure in harsh industrial environments. It is well
known that the fault-tolerant control (FTC) method can
effectively compensate for the failure of the actuator and
ensure the reliability and safety of the dynamic

[14-16

system"', Some effective linear-matrix collaborative

d"" ¥ However, in

FTC design methods were propose
some practical systems, most of them are nonlinear, so

it is very important to study the FTC of nonlinear
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systems. The FTC problem of nonlinear multi-agent
systems with switch topologies was solved". However,
the above achievements mainly focus on the security
control method under the influence of actuator failure or
network attack, and the research on the security control
problem affected by the coupling of DoS attacks and
actuator failure is seldom considered.

ICPS is a new generation of industrial engineering
system, so it is necessary to consider the integrated
security control of information security and physical
security. In recent years, scholars have also made some
achievements in the research of comprehensive security
control. The adaptive event-triggered security control
problem of a random nonlinear multi-agent system was
studied under a class of DoS attacks and actuator
failures, and a new fault-tolerant/intrusion-tolerant
control method was proposed””. Passive event-triggered
fault-tolerant control of actuator failure in networked
control nonlinear systems was studied under DoS
attacks, and a new periodic event-triggered sampling
method was adopted”’. The dual security control and
communication collaborative design  method for
nonlinear cyber-physical systems was studied under the
coexistence of actuator failure and DoS attacks™.
However, these research results are obtained by using
system flexibility to deal with DoS attacks intrusion,
which 1s a passive intrusion-tolerant method in nature,
and its tolerance to DoS attacks 1s limited.

Based on the above discussion and analysis, this study
aimed to study the integrated security control method of
ICPS under multi-objective constraints under the
influence of limited energy DoS attacks and actuator
fault coupling. The novelty and contributions of this

paper are as follows.

A lw(t)

1) From the perspective of the defender, according to the
difference in the impact of DoS attacks with different
energies, the impact of DoS attacks on the system was
regarded as a special delay, the DoS energy classification
standard was formulated, and the ICPS comprehensive
security control framework was proposed.

2) A security transmission strategy based on event
triggering was proposed, and a DoS attacks energy
classification detection mechanism was designed. For
large-energy DoS attacks, the method of sampling based
on time series analysis was used to predict and
compensate for the lost data, and to enhance the active
defense capability of the system against DoS attacks.

3)Under the

mechanism, considering the multi-objective constraints

unified non-uniform transmission
such as a-stability and y suppression performance, a
method of ICPS comprehensive security control and
communication collaborative design under DoS attacks was
given. And through the cone-complement linearization
algorithm, the nonlinear problem in the design of the
observer and the controller was transformed into a nonlinear
programming problem constrained by a set of linear matrix

inequalities.
1 System description

1.1 ICPS security control architecture under
DoS energy classification

For the -consideration of DoS attacks

classification detection and intrusion tolerance strategy,

energy

Fig. 1 shows the ICPS integrated security control
architecture. The main components of the system are the
controlled object, intelligent sensing unit, control unit,

and execution unit.
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Fig. 1 ICPS integrated security control architecture
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The limited energy DoS attacks acting on the sensor side
network interrupt the information transmission by hindering
normal communication, thus degrading the system
performance or even destabilizing it.

In the

responsible for data measurement, and the sampler and

intelligent sensing unit, the sensor is
event generator is responsible for data sampling and
filtering. Reducing the frequency of data transmission
can improve the system’ s tolerance to DoS attacks and
reduce the communication burden.

In the control unit, the attack detector is responsible
for DoS attacks energy classification detection and the
alarm indicator is used for high-energy DoS attacks
indication, and a pulse signal is sent to trigger the
predictive compensator to predict and compensate for the
lost data. Based on the data successfully transmitted or
predicted and compensated, the observer estimates the
state quantity and fault quantity, and the controller
completes the corresponding control quantity calculation
and finally transmits it to the execution unit through the
network on the execution side.

In the execution unit, the zero-order holder is
responsible for maintaining the non-uniform period of
the control variable and then transmitting it to the

actuator to acts on the controlled object.

1.2 Data timing analysis under non-uniform
transmission

In order to actively defend against the DoS attacks on
sensors, this section proposes an event-based security
transmission strategy. The timing relationship of data
transmission under finite energy DoS attacks is shown in
Fig.2.

© Successfully transmitted packets

Sampled packets

O Trigger tackets © Predictive compensation packets

Fig. 2 Data update sequence diagram under non - uniform
transmission

In Fig. 2, i,(k=1,2,--+) indicates the sampling
moment of the sampler, and the sampling period is 7,
t,(k=1,2,---) indicates the event trigger time, j, (k=
1,2,-++) indicates the moment of data transmission after

successful transmission or predicted compensation.

Considering the event-triggered communication scheme

on the sensor side, once y(z,) is successfully
transmitted, the next trigger instant will be determined

by the event-triggered conditions.

L=t min {r,h},
ry—

rrlrin{r\[y([kJrr)—y(zﬁ)]T(D[y(t,g+r)—y(l/g)]>
oy (14 r)@y(1,+r)), (1)

where 6€[0,1] is a predefined parameter; @ is a
positive definite symmetric matrix; if 7, is the triggering
time of the current event, the next triggering time 7, ,
satisfies two conditions.

1) Ifr,<<h,thent,., = t,+ rg

2) If .= h, the next event trigger moment is defined
as t,,,=1,+ I, h indicates the maximum event trigger
interval between two adjacent trigger moments #, and
toi1, thatis .., — 1, << h.

Combined with the idea of hierarchical intrusion
tolerance proposed in this paper, the system delay
caused by small-energy DoS attacks is small, and it will
not have a large negative impact on system performance,
utilizing the elastic robustness of the system to time
delay to cope with small-energy DoS attacks. The large-
energy DoS attacks will increase the system delay and
the system performance loss. Therefore, it is necessary
to predict and compensate for some lost data. Finally,
the time sequence of data successfully received by the
front end of the observerisj,(£=1,2,-:-).

From the aforementioned security event trigger
strategy, it can be seen that the data filtered by the
trigger conditions are transmitted in a non-uniform
cycle, so this system is a typical non-uniform sampling
data system, which can be transformed into time-delay
for analysis by using the relatively mature time-delay
system theory”. For the non-uniform transmission
problem and the impact of small energy DoS attacks, the
delay function can be defined as

T([):[ijkal‘e[jbjlﬁrl)a 2)
and the delay function satisfies 2 << ()< A.

1.3 Controlled object model description

It can be seen from the ICPS safety control framework
in Fig. 1 that the system is a typical sampling data
system. Consider the linear ICPS model with actuator

failure
()= Ax(t)+ Bult)+ E f(¢t)+ B,w(z), ;
y(ik):CI(Z‘k)JFEﬂ)(Z}), @)

where A,B,E;B,,C,E, are known suitable dimension
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matrices; x(z)ER", u(sr)ER™, y(i,)ER" represent
the system state vector, control input vector, and
system sampling output, respectively; w(z)ER"™,
v(7,)ER™ represent the system disturbance and sensor
measurement noise, respectively; f (7)€ R" represents
the continuous time-varying fault of the actuator, and

the derivative norm is bounded, that is, there is a
</

constant f,, andH f(z)‘

2 DoS attacks active and passive hybrid
intrusion tolerance strategy

2.1 Design of DoS attacks hierarchical detection
mechanism

Combining Figs.1 and 2, it can be seen that regardless
of whether DoS attacks occur or not, the transmission
interval of system measurement output data is T =
jes1 — ji- Considering the data security transmission
strategy and the improvement of control performance,
the maximum security event trigger interval 4 is taken as
the standard for distinguishing the energy of DoS
attacks. If the data transmission interval T<Ch, it is
considered that the system has not suffered DoS attacks
or suffered small-energy DoS attacks. If T> h, then it
is considered that the system has suffered large-energy
DoS attacks. Based on the energy classification standard
formulated above, whether large-energy DoS attacks

occur is determined by the alarm factors A, that is

0, other,

SNt @

where #€(0, 1)is the safety factor. When A = 1, the data

prediction compensation mechanism will be triggered.
2.2 Design of tolerance strategy for DoS attacks

Under the security event trigger mechanism, for
small-energy DoS attacks, the data transmission delay is
limited within the maximum security trigger interval &,
and the robustness of ICPS to delay is used to deal with
it. For large-energy DoS attacks, the data transmission
delay caused by them is greater than the maximum safe
trigger interval A. If large-energy DoS attacks are
detected at time j,, and y( j,) has been discarded at this
time, it is necessary to predict and compensate for the
lost data, thatis, to carry out the active invasion.

The method based on time series analysis is
considered to predict and compensate for the missing
data, the autoregressive moving average mixed model
ARMA (p, ¢) is used to predict the missing data. It is a

mixed form of the autoregressive model (AR) and the
moving average model (MA), so it is also called the
mixed model. Its

autoregressive moving average

equation form is
ypm<].k):C+ ¢>1y(j;, 1)+ ¢2y(j;, z)+ e

G,y ji,)te,— 0y — Oreyy— o+ — 0,e0,, (5)
where ¢ is a constant; ¢, ¢, -+, ¢, is the coefficient of
autoregressive model AR; p is the order of AR;
0.,0,,+++,0, 1s the coefficient of moving average model
MA; ¢ is the order of MA; e, is a white noise sequence
with mean value O and variance o”.

Through the compensation method, the measurement
data received by the front end of the final observer can be

expressed by

y(jk), A=0,
. ]
YO o, A=t ©

3 Design of multi-object constrained

observer under DoS energy

classification
Combining Egs. (2) and (6), the fcontinuous time-
varying delay output can be obtained by
y(t—12(2)), 2=0,

o ,
i) yo (1= (1), A=1. M

Construct the state and fault estimation observer, that

() =A& (O Bu()+E f (0)— L[ 3(0)—5(2)],
y(t)=Czx(t—1z(z1)), (8)
flo=—F[3()—35)],
where x(7) and y(7) are system state estimation value
and observer output value, respectively, f(zf) is fault
estimation value; L and F are observer gain matrix and
fault gain matrix, respectively.
e.(t)=x(t)—x(1),
Define ¢ €,(2)=y(2)— 3(2), the error system can be
e ()=f(1)—f(1),
obtained by
e (t)=x(1)—x(t)=Ae,(t)+ Ese,(1)—
LCe (t—z(2))+ LE,(1— (1))~ B,w(1),
e,(t)=Ce (t—t(1))— FE,o(t—7(1)).
©)
The derivative of the fault estimation error with

respect to time is given by
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—FCe,(t—7(1))+ FE,v(t—7(1))— f(¢1).
(10)

the augmented error

é(1)=

Combining Eqgs. (9) and (10),
system can be obtained by

e(t)=Ae(r)—LCe(t—(¢))—
LE,v(t— (1)),

(A E] e A
where A—[O 0}, e(t) Lf(f)}’ c=[c 0],

[L] [Bw OJ B {w(z‘)}
, B, = ,w(r)=| . .
F 0 I ()

Theorem 1 Given a positive number «a, if there exist
definite

N
—
~
~

oo

L

a,h,y,, positive symmetric  matrices

P,Q,R,Z, and matrices M, Y of appropriate dimension
satisfying linear matrix inequalities (12) and (13), then

there are observer gain matrix L and fault gain matrix F,

- Vi Vi Vs Vi Vi
* V22 VZX V24 VZS
* * * Vi Vis
* * * * V..
* * * * *
* * * * *
* * * * *
* * * * *
* * * * *

where * is the transpose of a symmetric matrix, and
U,=PA+A"P+Q—R+3M+3M",
U,=3M—M"U;=3M—8M",
Uy=3M+12M", U;;=—¢""YC+ 3M,

U,=hA"P, Uy=+h A'P
UZZZ_Q_M_MT,Uz;‘;:_M_gMT,
U24:7M+ 12MT, U23:*M,
U%%:_SM_SMT, U24:_8M+ 12MT,
U:=—8M,U,,=12M + 12M", U,.= 12M,
Us; =R, Uy =—he"""(YC ),

= o 1
Us=—h e (YC), Us=— 7",
U,=—PR 'P,Uy=—PZ 'P,

Vi=PA+A"P+Q—R+3M+3M"+1,
Vyo=3M—M",V;=3M—8M",
Viu=3M+12M", V,;=—e"""YC + 3M,
Vie=e"""PLE,, V;=—PB,, Vi;=hA"P,

V]]o:ﬁATP, VzQZiQiMiMT,

for DoS attacks at different energy levels, the dynamic
error system (11) can be asymptotically a-stable when
there is no disturbance, and the performance index can
be satisfied when there is disturbance.

Je.(l:= 7

‘) H U, (i) j), L and F can be obtained from L = [2}

a;

u, U, U, U, U; M" U; Uy
* Uy, Uy U, U, M 0 0
* * U33 U34 U35 MT O 0
* * * T
U44 U45 M O O < (),(12)
* * * * Uz M' Us; Usg
* * * * * UG(S O 0
* * * * * * U, 0
L * * * * * * * USS;
Viie, M' Vi Vi
0O M" 0 0
0O M"™ 0 0
0O M" 0 0
0 ! 5! 5
M2V Vel g, (13)
0 0 VGF} VGIO
Vi 0 Vie Vi
* Ve O 0
s * Ve 0
* * * Vl()l()_
V23:7M78MT, V24:7M+ IZMT,
VZ.%:*M, V33:78M* SMT,
V34:78M+ 12MT,V35:78M,
V44 — 12M+ 12MT, V45 — 12M, V53:R
V59 — Eeu,r(l)(yc_ )’I" VS]O i 7@ eu,r(/) ( YC_ )’I"
Vie=— 7?15 Vig=— Eea'rm(YEy )T,
Vio=—- E ea'rm(YEU)T, V77:*}’%I,
. = _ 1
Vi =hBLP, Viy=—E BLP.Us=— 7",
U99:7PR71P, Ul()l():ipzilp.
Proof: introducing the state transition x(7)=e “'£ (),
Egs. (3) and (7) can be transformed as Egs. (14) and (15)
£t :fié’([ + Bu, (t)+ E,f, (t)+ B,w, (¢ ),(14)
Vo (1)=CE(t— (1)) + E,v, (1 — (1)),
where A:A+a11, u, ()=e"ult), f.(t)=
e f(t), w,(t)=e"w(t), y,(t)=e"" "Vy(1),

v, (t—1(2))=e"" "o(z—1(2)).



HAN Yinlong, et al. / ICPS multi-target constrained comprehensive security control based on DoS attacks energy grading ... 523

— (),
=7 T

15
Ve (1—T(2)), (13

A=0,

A=1.
By introducing a state transition #(7)=e “£(¢), the

state and fault estimation observer with a-stability can be

designed as

E(1)=AE()+ Bu, (1)+ E f. (1)—
L[ 5. ()= y.(1)],
3. (1)=CE(t— (1)),

folt)=—e""F[ 3, ()= 3. (1)],

(16)

where £(2)ER" and 3y, (1)ER" are system state

value and observer value,

respectively; f, (z) is fault estimation value; L,F are

estimation output
observer gain matrix and fault gain matrix, respectively.
e (1)=E()—E(2),
Define{ e, (1)=1y, (1)— y. (¢),and the error system
e ()= Ff. ()= f. (1),
can be obtained by
¢ (1)=Ae, (1)+ Ese, (1)~ B,w, (1)~
LCe" e, (t—t(1))+
LE,e“""v, (t— (1)),
e (1)=Ce, (1—1(1))= E,v,(t—7(1)).

7

The derivative of fault estimation error with respect to
time 1s
én (1)=—e"""FCe, (t—t(1))+
e FE v, (t— (1))~ f. (¢). (18)
Combining Egs. (17) and (18), the augmented error
system can be obtained, that is

e, (1)=Ae,(t)—LCe""e, (t—1(1))—

B,w, (t)+ LE,e*""v, (t— (1)), (19)
where
i=|4 E| é=[c 0],E{L},BW{B” O]
0 0 F 0 I

B [em‘(z)} ) w, (1)
e, (t)= s w,, (2)=| . .
e (1) fult)

The Lyapunov-krasovskii functional is constructed by
V(O)=V.(t)+ V,(1)+ Vi(1)+ Vi(r), (20)

where

—hY t+0

Vio=R[  &()Ré, (s)ds—

t—z(r)

[ prRe (e,

t— (1)
e, (t—t(r))and P,Q,R,Z are

positive definite symmetric matrices.

where ¢, (2)=e, (1)—

Under zero iitial conditions, consider making the
error system (19) asymptotically stable, let w(7)=0,
v(r— t(r))=0, and take the derivative of V (z) along
this system to get

V)=V ()+ V.()+ Vi) + Vi), (1)
where
Vi(1)=2e.(¢)Pe, (1),
V.(t)=e;(1)Qe, (t)— el (t—h)Qe,(t—h),
ViO)= R ()26, (0~ | &1(5) 26, (s)ds,

t—h
Vi(t)=h'el (1) Re, (t)+el (1—7(1))Re, (t—1(1))—
e, (1)Re, (1).
A new type of B-L inequality is used to deal with the
integral term in V5(7), namely

_J’ ,é;(S)Zéa,(S)dS< gf‘[sym{ﬂ’rM}_‘_

t—h

M RM g, (22)
where
T
c=le.() e.(t—h) yi y. e (t—z()],
toe,(s) © o (t—s)e,(s)
= —ds, sz ——ds,
7 —h /’L x4 t—h hz s
I —1 0 0O O Z 0 0
InmH=\r 1 —2I 0 OLR=|0 37 0|
I —I —6I 12I O 0O 0 52

Put the Eq. (22) into Eq. (21), and record M, =
[1 00 0 0],M,=[A 0 0 0 —e"LC],
Mi;=[0 I 0 0 0], M.,=[0 0 0 0 I],
then there are e, (2)=M,¢,, e, (1)=M,¢ e, (t—
h)=M¢, e, (t—t(1))=Mq,.

Therefore, it can be obtained that
V(l‘)< g‘f‘zlgl, (23)
where
21:M1T1PM12+M1T2PM11+M1T1QM11*MngMlst
MM, ZM , + "M + M "I + hMRM " +
MiiRMldx - MiliRMll + h/ZMigRMlz-

If X,<<0 holds, then V(z)<<0, according to the
Lyapunov stability theory, we know that the error system
(19) is asymptotically stable, that is, it has a-stability.

Under zero initial conditions, when v(z— 7(7))# 0,
w ()7 0, consider the H.. performance indicators
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L=V tel (e, (t)—

yive (t—7(¢))v, (1—
denoted by

gZZ[Em(Z) e, (1

yiw, (t)w, (t)—
w(1))<<0, (24)

—h) y y, e, (t—1(1)) v, (t—

T

(1) w, (1)]
M,=[I 0 0 0 0 0 0],

M.=[A 0 0 0 —e"LC e"LE, —B,]

=[0 1T 0 0 0 0 0],

M,=[0 0 0 0 I 0 0],

(7 0 0 0 0 0 O]

O I 0 0 0 0 O

M,;=|0 0 I 0 O O Of,

0O 0 0 I 0 0 O

L0 0 0 0 I O 0]

[0 0 0 0 0 I O]
MZ67

LO O 0 0 0 0 I}

Then there is e, (¢ )= Mﬂgg,éa,(l‘) Mg, e, (1—
E) M?agz, ea,(t )>:M24§27 —M25§27
|: Z'*T ﬁ}a‘(f)} :Mg(;gg.

Therefore, it can be obtained that

]1<§522§2<0’ (25)
where
X, =M, PM+ My, PM, + M QM — M,QM,, +

hM 2, ZM, + M (IT' M + M IT + hMRM " ) M ; +
M} \RM,, — My RM,, + B> M RM ,, + MM, —
YiM s M .

According to the Lyapunov stability theory, if X, <0
holds true, then Eq. (25) holds true, that is, the dynamic
error system (19) satisfies the performance index (24) .

Based on the above deduction, the dynamic error system
(19) has a-stability and H_. performance indicators, if and
only if the following matrix inequalities are established.

X, <0,
X,<<0.

Expand Eq. (26) and set Y= PL, and apply Schur’s
lemma to get Eqs. (12) and (13) , respectively.

(26)

Integrating Eq. (24) from 0 to + oo, it can be obtained
that

Vitoo)= VI(0)<

L
fj e, (t)e, (1)de+ yfj w, (1)w, (¢)dt+

+oo
7?2(]}“ _jk)‘v:,(j/c)‘va‘(j/c)y
=0

where V(0)=0, V(+)=0, w, (1)EL,[0,00),
v, (j.)EL,[0,00), then there is

boo boo
J é;i}(t)éa,(zf)dzéyﬁj w, ()w, (1)dr+
0 0

oo
2

Y1 (jk+1

k=0

7j/z)v;-,(jk)val(j/z)-
Namely,
, ) oo
em(l>;<7§|: w, <l>H2+ Z(jwrl 7]-&)‘
k=0

In summary, Theorem 1 has been proved.
In addition,

‘Uu‘(]‘b>

}

there are nonlinear terms in the
inequalities (12) and (13) in Theorem 1, which cannot
be directly solved by the LMI toolbox in MATLAB.
Here, the cone complement linearization algorithm will
be introduced to obtain the observer parameters. Select
the appropriate dimension matrix G, T', so that PR ' P =
G,PZ'P=T holds true, then the matrix inequalities
(12) and (13) can be transformed into

u, U, U, U, U; M" U, Uy
* Uy Uy Uy Uy M' 0 0
* * Usy; Uy Ug M' 0 0
* * * U, U M 0 0 <0
* * * * U55 MT U)/ U58
oo 2 Us 00
* * * * * * * — T
(27)
(Vi Vi, Vi Vi Vi Vg Vg MT Vg V]
* VZZ Vgg V24 Vz:, 0 0 AMT 0 0
* * Ve Vi Vi 0 o M" o0 0
* * * Vy Vs 0 0o M" 0 0
* * * * Vss 0 0 M' Vse Vs <0.
* * * * * Vis 0 0 Vio Vi
* * * * * Ve 0 Vi Vi
L R N 0
L * * * * * * * * * —T_
(28)

Transform the formula PR 'P>=G,PZ 'P=T into
G '=P'RP
{T‘ =pizp "
itand set G '=G,P '=P,R'=R, T '=T,7 '=

Z. The inequality constraint group can be obtained by

apply Schur’s complement lemma to

(G P G 1 P I
¢ ’fFo{ _Fo,{ Fo,
P R I G I P
(R 1 I P T I
}>o[l_ 5}20,[ }20, (29)
I R P Z I T
z T
]>o.
1 Z

Using the cone complement linearization algorithm, the
problem of solving the observer can be transformed into the
minimization problem with the constraints of the LMI
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group.
min Tr(GG+ TT+ PP+ RR+ 727).

The steps to solve the minimization problem are given

(30)

below.

1) Obtain a set of feasible solutions satisfying
inequalities (27), (28), and (29), and denote as
(P, Qo R, Z0,S0,Go, G, R, Py, T0, T, Z,,Y,).  Verify
whether the obtained optimal solution satisfies the
(12) and (13), if
obtained; if not, set #= 0 and execute step 2.

inequalities so, the solution is

2) Solve the minimization problem with LMI group

constraints.
min Tr(G,G + G,G+ P,P+ PP+ R,R+ R,R +
T T+T.T+22+227).

Let Eqgs. (27), (28), and (29) remain unchanged.
Let the optimal solution obtained be (G- |, G, P,
P/c+1v Rk+1’ Eﬁ*l7 Tk+1?Tk+17Zk+l’Z/c+l> .

3) Verify whether the obtained optimal solution
satisfies the inequalities (14) and (15), and if so, the
solution is obtained. If not, check whether % has reached
the specified number of iterations, if so, there is no
solution; otherwise, set k= k+ 1, go back to step 2.

4 Design of integrated safety controller
with multi-objective constraints

Under the limited energy DoS attacks, according to

the state and fault values estimated in the previous

Fll FIZ Fllﬂ F14 1-'15
* 1-'22 1123 F24 FZ’)
* * F33 F34 F?’)
* * * F44 F43
* * * L g
* * * * *
* * * * *
* * * * *
* * * * *
* * * * *
_Ell EIZ ‘E].‘} El-l Elﬁ EIG E17 EIS
* EZZ ‘EZ.'% E24 EZS 0 0 0
* * Eﬁ%.’% EB-L Eliﬁ 0 0 0
* * * By Es O 0 O
* * * * B 0 0 O
* * * * * Ebb 0 0
* * * * * * E77 0
* * * * * * * Exx
* * * * * * * *
* * * * * * * *
* * * * * * * *
* * * * * * * *
* * * * * * * *
* * * * * * * *
* * * * * * * *

»x» x» » » s lccocococococo

section, the integrated security controller with active and
passive tolerance of DoS attacks and active fault
tolerance is designed as
u(t)=Ki(t—1(1))— B E, f(t—(¢)), (31)
where z‘e[jk,j“l); K&R""" is the controller gain
matrix; B° € R™ " is the fault adjustment matrix, which
satisfies (I — BB" ) E,= 0.
Putting Eq. (31) into the state equation of Eq. (3) , the
closed-loop CPS model can be obtained by
#(t)=Ax(t)+ BKx(t—t(t))+ BKe (t—7(t))—
Ere,(t—t(1))+B,w(t)+c(t)E,f(1). (32)
Theorem 2 Given positive numbers h,y,,0,a,, if
there are positive definite symmetric matrixes P,Q,R,Z
and matrices M, K ,Q,, Q:, Q: of appropriate dimension,
satisfying Eqgs. (33) — (35), then there is a controller
gain K and an event trigger weight matrix @, which can

make the closed-loop system a,-asymptotically stable

performance indicators

ls],<

vl @ O+ 3G — i e G0

for DoS attacks at different energy levels and meet the
2
).

2
g
2
2

The controller gain K=(PB) 'K and the event
trigger weight matrix @ can be jointly obtained by

H e, (jr)

ry, ry I, I
0 0 0 0
0 0 0 0
0 0 0 0
I, I'ys I'yy, I,
AP O (33)
r- o o 0
* Iy O 0
* * I, 0
* * * I TSt
0 M" B, En En 8|
0 M" 0 0 0 0
0 M" 0 0 0 0
0 M" 0 0 0 0
0 M Ea, En Esn Ess
0 0 Eoy Eos Eeu s
0 0 By Euns B s
0 0 Z By Ea E. |<0, (34)
0 0 0 0 0 0
E 10 0 0 0 0 0
* B 0 0 0 0
* * B 0 0 0
* * * Buy 0 0
* * * * B 0
* * * * * o Bl
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@ B1F e ),

* 1 3

[Q6 Ei Z}> 0. (35)
* Qs

where

I' =PA+A"P+Q—R+hQ, +3M+3M",
I,=3M—M",T.,=3M—8M",
I,=3M+12M", T';=—e¢""K+ 3M,
ry—hA P, —=T AP, I'y— kAP,
I,=hA"P, Ty=—Q—M—M",
I,=—M—8M",I,=—M+12M",
I',=—M,I';,=—8M— 8M",
I'y=—8M-+12M",I';;=—8M,
I',=12M+ 12M", I', = 12M,

I' =R, I',=—he~""K",

3
F58: — /}l eazr(t)KT, FSD — _hgeazr(r)KT,
I'sy=—he"""K",

1 _ __
F66:779}1271,F77:7PR71P,F8827P271P,

Iy _PQsilPa Flom:_PQsilp,

E,=PA+A"P+Q—R+hQ,+1+3M~+3M",
,=3M —M",E,,—3M — 8M",
E,=3M+12M" E;;=—e“""K+ 3M,

Ey=—e""K E;= *EQZT(I)PE/’, E=PF.,,

—

B —hA"PE, =k AP, B — KA P,
E.=hA"P,E,=——Q—M—M",
E,=—M—8M",E,=— M+ 12M",E,,=—M,
E,=—8M—8M',E,=—8M+ 12M",
E.=—8M,E,=12M + 12M",E .= 12M,

— D _ 7y _ 7 7)) T
EJJ_R!ESIZ__heaZZ(z)K , By = — h e K )
3
— _ a, (1) 7T == _ at(t) pr T rmm 2
Es,=—h’e K' B ;=—h K, Eg )’21,

[

12122*}3]?71?, 31313:—[_) 71}_): 51414:*PQ3711’_),
1515:*[_)Q571P-

The proof and solution of Theorem 2 are similar to

m

m

Theorem 1, and will not be repeated here.

5 Simulation experiment and result
analysis
5.1 Simulation examples and related

parameter settings

In order to verify the feasibility and effectiveness of the
proposed method, the four-capacity water tank model is
used to complete the simulation experiment™. The
model parameters are

—0.016 0 0.042 0
A 0 —0.011 0 0.033

0 0 —0.042 0 '

0 0 0 —0.033

0.083 0 0.01 0.01
B 0  0.063 Bu— 0.01 B 0 ,
0 0.048 0 0.01

0.031 0 0.01 0.01

C=05I, E;=—[0.083 0 0 0.031]".
h=0.1s, and the

simulation time is 800 s. Considering the randomness of

Take the sampling period

DoS attacks, Fig. 3 shows the sequence diagram of
blocking the communication interval when limited
energy DoS attacks occurs, so that it occurs between
150 s and 800 s. Among them, in 150 s<C #<C500s, it is
small-energy DoS attacks, and in 500 s << 7<<800s, it
is large-energy DoS attacks. The solid line indicates the
blocking communication interval, that is, the data
packet cannot be sent normally in this interval.

1.0

I =
e ) e
T T

DoS attacks

e
o
T

300 400 00 600 700 80
t/s

0 100 200 0

Fig. 3 DoS attacks energy sequence diagram

Continuous time-varying faults are"®’
‘ 0, 1< 250,
f)= .
2+ 2sin0.01x (7 — 250), 250 s<C7<<800s.

The actuator failure occurs between 250 s and 800 s,
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X1,9,05,2, represent the water level change of the four-
capacity water tank, and yi,y.,ys,ys represent the
observed value of the corresponding water level change.
At the same time, two pumps are used to supply water
to the four-capacity water tank, and the control input of
the water pump is u(z). Assuming that there are
disturbance w(z) and noise v(7,) of the Gaussian white

noise process subject to N(0.1,0.01) in the simulation

process, the initial stateisx(0)=[4 4 2 2 ]I

5.2 State and fault estimation under multi-
objective constraints

For the state and fault estimation observer designed in
this paper, a;,=0.05, y,=5, f=0.8, h=0.5 are
given. Among them, a;, = 0.05 is the stability constraint
parameter of a-, whose value represents that the closed-
loop poles of the system are all located at the left side of
— 0.05 on the left half plane of S plane. y,=275 is a
parameter of disturbance rejection rate. The smaller the
value, the stronger the system’ s ability to suppress
disturbance. §=0.8 is the safety factor, that is, the
parameter affecting the intersection of the passive
intrusion tolerance area and the active intrusion tolerance
area of the DoS attack. 2= 0.5 is the graded detection
time threshold of passive intrusion tolerance and active
intrusion tolerance, that i1s, the maximum allowable
delay of the system exceeds 0.5 s, and the active
intrusion tolerance method is adopted, otherwise the
passive intrusion tolerance method is adopted.

According to Theorem 1, the observer gain matrix L
and the fault estimation gain matrix F are

0.8502 —1.5537 —0.6612 1.6213

0.024 5 0.944 7 0.0168  —0.005 2
| —0.0166 —0.0103 0.5770 0.053 2

0.0232 —0.5936 —0.2327 1.3557

F=[5.2086 31.0035 7.3338 —26.8293].

Figs. 4—6 show the simulation results of state
estimation error, actuator fault estimation, and fault
estimation error, respectively.

0.05 T ; T T . .

e

-0.05

-0.10

State estimation error

-0.15

0 100 200 300 400 500 600 700 800

-0.20

t/s
Fig. 4 Diagram of state estimation error

Fault

0 100 200 300 400 500 600 700 800
t/s

Fig.5 Actual and estimated faults of actuator
0.5 T T T T . .
0
-0.5
-1.0
-1.5
-2.0
-2.5

Fault estimation error

100 200 300 400 500 600 700 800
s

(=]

Fig. 6 Diagram of fault estimation error

It can be seen that at 7<<150 s, the system has no
faults and no attacks, and only external disturbances
exist, and the state estimation error and fault estimation
error of the system both tend to be 0. It can be seen that
the observer has the ability to suppress external ability to
disturb. At 150 s << << 250 s, the system has no faults,
but there are small-energy DoS attacks. It can be seen
that under the action of system “elasticity”, the error
between the state and fault estimation of the system still
remains near 0. At 250 s <Z << 500 s, when the actuator
fault is applied, the error between the initial state and the
fault estimation is large, but it quickly converges to near
0, the state estimation error keeps fluctuating between
+0.03, and the fault estimation error remains between
+0.25 fluctuation. At 500 s <<7=<< 800 s, when the fault
and external disturbance remain unchanged, the DoS
attacks energy is increased, and the active-passive
hybrid intrusion tolerance strategy is adopted. It can be
seen that the state and fault estimation of the system is
basically unaffected.

To sum up, the state and fault estimation observer can
accurately estimate the system state and fault
information for ICPS with coexistence of DoS attacks of
different energy levels and actuator failure, and lay a
foundation for the design of comprehensive security

control devices.

5.3 Comprehensive security control under
multi-objective constraints
For the designed integrated safety controller,
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according to (I —BB")E,=0, the fault adjustment
matrix can be obtained by
B :[11.955 0 —10.5732 0 0.249 6}
0 0 0 0
Given the parameter values y,=4, 6=0.001, a,=
0.04, the event trigger weight matrix @ and the state
feedback gain matrix K can be obtained by Theorem 2,

Le.,
0.1463 0 0 0
o—10°x| O 01463 0 o
0 0 01463 0
0 0 0 0.1463
K{—O.ZSZB 0.4526 —0.1460 —1.513 0]
0.0281 —0.0117 —0.5465 —0.1526]

Fig.7 shows the output response curves of the system
with attack active and passive hybrid intrusion tolerance
and fault active fault tolerance.

2.0 T T T . "

1.5

1.0

0.5f

System output

(0] v

_0'50 100 200 300 400 500 600 700 800

t/s

Fig. 7 Response curves of system output

It can be seen that in the case of adding the DoS
attacks and the failure mode as mentioned above, except
at the moment of adding the failure, the output response
curve of the system fluctuates slightly, but under the
action of the comprehensive safety controller, the
equilibrium state is quickly restored. And whether it is
under small-energy DoS attacks or large-energy DoS
attacks, under the active and passive intrusion tolerance
strategy, the system output response curve is basically
not affected by the attack, and can still tend to a balanced
state.

Fig. 8 shows the prediction and compensation
measurement data under the high-energy DoS attacks after
500 s. It can be seen that the prediction data almost
coincides with the real data by using the proposed time
series analysis prediction compensation method. In order to
further reflect the accuracy of the compensation data, Fig.9
shows the error between the compensation data and the real
data after 500 s, and the compensation error is kept within
a small range, which ensures the reliability of the prediction
data.

2.0 T T T
s Training set data
1.5 Test set true value b
— — — - Test set predictions value
10f ]
) 3
0.5r g
ot ey e —
05 | . |
0 200 400 600 800
t/s
(a) Prediction and compensation data of y,
2.0 T T
""""""" Training set data
1.5 Test set true value B
‘,_ — — — - Test set predictions value
10t :
o
05F 1
o TS
05 . . A
0 200 400 600 800
t/s
(b) Prediction and compensation data of y,
1.0 .
08L | Training set data |
' Test set true value
0.6 _ — — — - Test set predictions value i
8 0.44,: .
02} ]
0% -
-0.2¢ , . ; ]
0 200 400 600 800
tls
(¢) Prediction and compensation data of y,
1.0 T T
0.8F | Training set data i
E Test set true value
0.6 7 — — — - Test set predictions value i

0 200 400 600 800
t/s

(d) Prediction and compensation data of y,
Fig. 8 Prediction and compensation data under high power DoS

attacks
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Fig.9 Prediction data compensates for errors
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In order to further highlight the effectiveness of the
active compensation strategy, under the condition that
the attack and fault remain unchanged, Fig.10 shows the
system output response curve of the passive intrusion
tolerance method only for the limited energy DoS
attacks. It can be seen from the simulation results that
after adding a high-energy DoS attacks at 7= 500 s, the
fluctuation of the system output response curve increases
significantly. Obviously, only passive intrusion tolerance
methods cannot effectively defend against large-energy
DoS attacks. It shows that the active-passive hybrid
intrusion tolerance method is effective for the defense

against large DoS attacks.

2.0 . . . . . . "

System output

0 100 200 300 400 500 600 700 800

tls
Fig. 10 Output response curves of system under dynamic

intrusion

@, as a key parameter affecting the dynamic
performance of the system, the increase of its value
means further improvement of the system performance.
Under the premise of limiting y,—4, o=0.001,
Table 1 shows the average data packet transmission
period, data packet transmission rate, and the change of
the number of control unit calculations under different a..

Table 1 Influence of different @, parameters on communication

and computing resources

a, hy /s 0/ % m
0 0.225 31.2 3555
0.02 0.202 35.8 3960
0.04 0.184 40.5 4347
0.06 0.165 46.1 4 848

h. 1s the average transmission period of data packets,
7 1s the transmission rate of data packets, indicating the
ratio of triggered and successfully transmitted data
packets under DETCS to the cycle time trigger
mechanism, and m is the number of calculations by the
control unit.

It can be seen from Table 1 that with the increase of
a,, the

average data packet transmission period
gradually decreases, but the data packet transmission
rate and calculation amount gradually increase. So the
improvement of system performance is at the cost of

sacrificing communication resources and computing

resources. Therefore, in actual engineering, we cannot
blindly increase @, to improve system performance. We
should weigh the pros and cons of system performance,
communication resources, and computing resources
according to the network environment where the system
is located and the possible DoS attacks situation. Then
more reasonable parameters are selected to achieve the
optimal goal of comprehensive security control.
Considering the randomness of DoS attacks time,
c=0.001,

Table 2 shows the impact of different triggering intervals

under the premise of limiting y,=4,

h on the system under multiple simulation studies. The
physical meanings of 4,, and m are the same as those in
Table 1. p1s the calculation rate.

Table 2 Effects of different trigger time intervals on system

h Noyss o/ % m
0.2 0.122 50.26 4021
0.3 0.135 46.80 3744
0.4 0.164 42.81 3425
0.5 0.205 37.18 2974
0.6 0.237 32.76 2621

It can be seen from Table 2 that the increase of / is
accompanied by the increase of A, and the decrease of
m, which means that the detection threshold of attack
classification increases, the system security and
performance are reduced, but the system computing
burden is reduced, and certain computing resources are
saved. It can be seen that the security and performance of
the system and the occupation of computing resources
are mutually restricted. In specific practice, reasonable
parameters should be selected according to the actual
control objectives, which can save computing resources
on the basis of ensuring the good security and
performance of the system. At the same time, the
introduction of & also makes the hierarchical detection of

attacks more flexible.

6 Conclusions

The collaborative design of ICPS integrated security

control and communication under multi-objective
constraints was studied, combined with the maximum
a DoS

classification detection mechanism was designed, and a

security trigger interval, attacks energy
DoS attacks active and passive hybrid intrusion tolerance
strategy was proposed. And the prediction method based
analysis was used to effectively
data, and the ICPS

comprehensive security control and communication

on time series

compensate for the lost

collaborative design method under the multi-objective
constraints was given. The simulation experiment was
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carried out on a common industrial four-capacity water
tank system. The results showed that the proposed
method could effectively distinguish and defend against
DoS attacks of different energy levels. It could achieve
the goal of attack active and passive mixed intrusion
tolerance and fault active fault tolerance. Multi-objective
constraints enabled the system to effectively suppress the
influence of disturbance and noise and have better
dynamic performance, which improved the security
control level of the system.

Due to different network layouts, when DoS attacks
occur on both ends of the system at the same time, how
to find a security control strategy for ICPS based on the
active-passive hybrid intrusion tolerance idea of DoS
energy classification will be a hot spot in the future.
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