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Abstract:  A facile encryption way was successfully applied to the holographic optical encryption system with high speed, multi-
dimensionality, and high capacity, which provided a better security solution for underwater communication. The reconstructed optical  
security system for information transmission was based on wavelength λ and focal length f  that were keys to encryption and decryption. To 
finish the secure data transmission (λ, f) between sender and receiver, an extended Rivest-Shamir-Adleman(ERSA) algorithm for the 
encryption was achieved based on three-dimension  quaternion function. Therein, the Pollard’s rho method was used for the evaluation and 
comparison of RSA and ERSA algorithms. The results demonstrate that the message encrypted by the ERSA algorithm has better security 
than that by RSA algorithm in the face of unpredictability and complexity of information transmission on the unsecure acoustic channel.
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0 　Introduction

With the rapid development of modern 
communication technology, optical encryption 
technology based on holography has made great process 
relying on a new technology that has many advantages 
such as high speed, multi-dimensionality, and  high 
capacity[1-3]. Subsequently, optical information security 
technology is rapidly developing and has the potential for 
providing reliable security for data transmission. Hence, 
this technology has gradually attracted more attention 
and been considered as an enabling technology[4-6].

In recent years, optical encryption system, especially  
holographic optical encryption system, has been widely 
used for achieving preferable security. It is a new and an 
outstanding solution for protecting the data and data 
transmission, and openes up a new field of optical 
information security[7-16]. Numerous researches in this field 
have devoted their efforts to strengthening the security of 
data transmission. For example, Li et al. [17] applied 
holographic technology to optical image encryption by 
combining optical encryption with image-hiding technology.

The encryption system based on RSA public key was 
classic, which was initially proposed by Rivest et al. in 

1978[18]. However, the research on RSA was blank until 
RSA system was developed by Elkamchouchi et al. based 
on Gaussian integers in 2002[19]. This system is similar to the 
probabilistic scheme proposed by Kuwakado et al in 2007[20]. 
Both of them contain the same modulus equations[19,21].

In early study, the encryption system based on the 
extension of Rivest-Shamir-Adleman(RSA) algorithm 
was implemented by complex function[22]. In this work, to 
improve the encryption algorithm based on RSA, we 
proposed a more appropriate method with quaternion 
function. The quaternion function is one of hyper complex 
numbers, which has been widely used in computer graphics 
and encrypted data transmission. Here, the motivation of 
using quaternion function is that, firstly, it is complex 
function with 3-vector and one-scaler parameters; 
secondly, it has noncommutative property by which the 
highest security of data transmission can be achieved[23].

This paper presents a new scheme of encryption system 
using a quaternion function for extended RSA (ERSA) 
algorithm. The paper is organized as follows: in Section 1, 
a brief introduction to system design is made. In Section 2, 
the ERSA algorithm is implemented to send a cipher to the 
receiver. The computer simulation is descripted in 
Section 3, including encryption and decryption processes. 
In Section 4, the security of  data transmission using ERSA 
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and RSA algorithms are evaluated by Pollard’s rho method. 
Finally, the conclusions are listed in Section 5.

1 　System design

As shown in Fig.1, it is an optical digital holographic 
system for encryption and decryption, among which a 
space light modulator (SLM) and a Fourier lens-based 
optical collimators are significant components[24].

The Fourier lens is a special lens on which the output 
wave is focused[25]. The focal length f is determined by the 
sender, and it is an important factor for strengthening the 
security of the system. The system implements virtual 
holographic method together with an object wave and a 
reference wave, and then the encryption and decryption 
methods of object information can be performed.

The reference wave is expressed as

UR ( x,y)= |UR |e
- iky2

2R ( x ), (1)

where |UR | is the real amplitude of the reference wave, 
k = 2π λR is the wave number of the reference wave, λR 
is the wave length of the reference wave, and R ( x ) is a 
radius of curvature.

The SLM is used in the system settings, which 
behaves like a periodic diffraction grating, encoding the 
information u(x) (e. g. “10110101”) into the object 
wave. When the object wave is preceded through the 
Fourier lens, the object wave UO ( u,f ) is calculated by[26]

UO ( u,f )= 1
λO f

∫
-∞

∞

u ( x ) e
-2πixu

λO f dx, (2)

where λO is the object wavelength, f is the focal length, 
u ( λO f ) is the spatial frequency, and UO ( u,f ) is at the 
focal plane x=f.

In Fig. 1(a), the object wave comes across the 
reference wave, which assists the generation of an 
interference fringe pattern (IFP) at the sender side.

The IFP can be calculated by determining its intensity as
I ( x,y)= |UR + UO |

2 =

UOU *
R + |UR |

2 + |UO |
2 + U *

OUR, (3)

where U *
O and U *

R are the complex conjugates of UO 
and UR, respectively. The IFP is considered as a cipher 
that carries object information u(x). This process is 
called encryption.

Then, the IFP is transmitted to the receiver at a very 
small divergence angle within the communication 
channel to achieve fast data transmission and high safety  
considering long-distance underwater turbulence and 
diffraction loss.

In Fig.1(b), at the receiver side, the IFP is illuminated 
only by the reference wave to produce an image of new 
object I' ( x,y ), which is given by

I '( x,y)= I ( x,y)UR =

UO|UR |
2 + |UR |

2
UR + |UO |

2
UR + U *

OU 2
R. (4)

It can be seen that I' ( x,y ) contains four parts 
representing light waves from the hologram. Among 
them, the first part UO|UR |

2 is proportional to UO and it 
is part of the reconstructed object wave. This process is 
called decryption.

In the encryption and decryption processes, the 
reference waves at both sides of the sender and the 
receiver should have the same value, and the wavelength 
λR of reference wave is considered as the first key. In the 
Fourier lens model, the output signal as new cipher can 
be taken as a primary factor, and thus the focal length f is 
regarded as the second key.

2 　ERSA algorithm

To finish the secure transmission of data message 
(λ, f) between the sender and the receiver, an extended 
process focusing on encryption is proceeded using the 
three-dimension quaternion function and ERSA 
algorithm. As shown in Fig. 2, ERSA algorithm is used 
to deliver the message (λ, f) as the cipher to the receiver 
side.

The ERSA algorithm is used to send the cipher (λ, f) 
to the receiver after the following encryption steps shown 
in Algorithm 1, where a public key b,N  based on 

Fig. 1　An optical encryption & decryption digital holographic 
system

Fig. 2　Schematic diagram of ERSA algorithm
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three-dimension quaternion function and a private key 
d,N  are obtained.

In Algorithm 1, both p and q are quaternion function 
with 3-complex vectors and one scaler as p=xp+ypi+
wpj+zpk, and q=xq+yqi+wqj+zqk, and their squared 
absolute value | p | 2 and | q | 2are prime number.

At the sender side, the cipher c is calculated based on 
the public key, and then it carries the message m to be 
sent to the receiver, as shown in Algorithm 2. The value 
of m is calculated by the private key, this decrypted 
message is then delivered to the receiver, as shown in 
Algorithm 3.

3 　Simulation

3.1 　Encryption process

The simulation was carried out with the tools of 
Fourier lens and hologram from software COMSOL 
Multiphysics[27]. The parameters were set as follows: 
inset wavelength λO was 550 nm; wave length λR was 
550 nm resulting from the absorption window with a 
wavelength of 550 nm during underwater transmission; 
focal length f was 6.20 mm because the light of the 
Fourier lens-based optical collimator has a very small 
divergence angle for long-distance transmission; the 
hologram was designed as a rectangle with the horizontal 
sizw(Lx) and vertical size(Ly) of 120 μm and 30 μm, 
respectively.

Suppose that a digital message u(x), e. g. 
“10110101”， to be sent from the sender to the receiver. 

As displayed in Fig. 3, the reference wave is introduced 
first, and then the object wave appears on the top of this 
system.

Fig. 3 shows the results of encryption process. The 
IFP arises due to the interaction between the object wave 
and the reference wave, and λO and λR are the same 
value. Therefore, IFP is set to be 45° and regarded as a 
cipher to record the encrypted message.

3.2 　An example of ERSA algorithm

There is an example of message transmission from the 
sender to the receiver based on ERSA algorithm with λ=
550 nm and f=6.20 mm. According to Algorithms 1 to 3 
described in section 2, a security system is built. 

Firstly, the keys are obtained according to 
Algorithm 1:

1) Setting two different quaternion functions, p and q, 
are  expressed as

p=22+13i+4j+5k, (5)

q=22+14i+7j+2k, (6)

where || p
2
 and || q 2

 are prime number.
2) The value of N is calculated by

N = pq= 270+588i+244j+123k. (7)

3) Selecting an integer b with 1 < b < φ (N ), φ (N )=
491 904 can be got. Especially, b is a coprime to φ (N ), 
that is, gcd (b,φ (N ) )= 1, where gcd ( ⋅ ) is great 
common divider.

4) d can be calculated according to the congruence 
relation as

bd = 1mod φ (N ), (8)

where b is 71, and d is calculated as 214 775.
The public key is defined as PK b,N , so the pair 

71 270+588i+244j+123k  is the public key obtained. 
The private key is defined as sK d,N , so the pair 
214 775, 270+588i+244j+123k   is the private key 

obtained.
Then, the message m ( λ,f ) is encrypted according to 

Algorithm 2.
1) At the sender side, m ( λ,f ) is encrypted using the 

public key b,N  as 71 270+588i+244j+123k , and 
then

c = m b mod N. (9)

Algorithm 1 Calculation of <Keys>
1. Input p,q∊C, b∊Z
2. N = ( xp + yp i + wp j + zp k )( xq + yq i + wq j + zq k )
3. φ ( p)= ( xp

2 + yp
2 + wp

2 + zp
2 )- 1

4. φ (q)= ( xq
2 + yq

2 + wq
2 + zq

2 )- 1
5. φ (N )= φ ( p) φ (q)
6. d ≡ b-1 mod φ (N )
7. Output PK b,N ( w + xi + yj + zk ) , SK d,N ( w + xi + yj + zk )

Algorithm 2 <Encryption>
1. Input m (λ, f)

2. c = m b mod N
3. Output c

Algorithm 3 <Decryption>
1. Input c
2. m = cd mod N
3. Output m (λ, f)

Fig. 3　Encryption and electric field intensity at λO=λR=550 nm， 
（inset： IFP with 45°）
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2) The encrypted message c will be sent to the 
receiver as the cipher.

Finally, the cipher c is decrypted according to 
Algorithm 3.

1) At the receiver side, the cipher c is decrypted by
m=cd mod N, (10)

where d=214 775 and N=270+588i+244j+123k.
2) In this way, the encrypted message are decrypted, 

and the result is m(550 nm,6.20 mm).

3.3 　Decryption process

As shown in Fig. 4, the decryption process is well 
conducted when permitting the reference wave to pass 
through the hologram. The output will be a new object 
wave that carries the information sent by the sender. 
Meanwhile, the value of reference wave of the sender 
should be kept the same as that of the receiver.

The reference wave is shown on the hologram, which 
is used for IFP decryption. Then, new object wave is 
created when λR is selected as 550 nm. Here, λR is 
identified as the first key in the process of decryption.

Afterwards, the focal length f of 6.20 mm as the 

second key is sent after ERSA encryption, so that a new 
object wave is created via the transformation with a 
digital stream (10110101). Finally, the decrypted code 
is compared with the original code when f =6.20 mm, as 
shown in Fig.5.

It can be seen that the reference wave with λR=
550 nm has the largest amplitude and exhibits an optimal 
electric field strength, which means that the signal (blue 
color) matches with period of the original code best.

4 　Quality evaluation

The public key of ERSA algorithm consists of 
modulus N and encryption exponent b. Among them, 
modulus N is composed of the product of two quaternion 
numbers, as shown in Table 1. The importance of 
modulus N is to increase the complexity of the public key 
and to strengthen the security from trap door attacks.

Pollard’s rho method[28] is a special-purpose 
factorization algorithm for solving the discrete logarithm 
problem and for finding small factors of a composite 
number. Hence, after modulus N is decomposed by 
Pollard’s rho method, if the average output loop in the 
same key length has the highest level, ERSA will 
provide better security. The modulus N and key size of 
RSA, RSA-C[22] and ERSA are compared, as shown in 
Table 1.

The calculation method of private key is demonstrated 
in Algorithm 4, processing time t and output loop n of c 
with various key sizes. 

To verify the security of c, the Pollard’s rho method is 
utilized to analyze the value of c. Herein, if more  -n is 

Fig. 4　Decryption and electric field intensity at λR= 550 nm， 
（inset： IFP with 45 ℃）

Fig. 5　Comparison between original code and decrypted code

Table 1　Details of N and key size of RSA， RSA⁃C， and ERSA

Algorithm

RSA

RSA⁃C

ERSA

Modulus N

xp xq

( xp + yp i ) ( xq + yq i )

( xp + yp i + w p j + zp k )( xq + yq i + w q j + zq k )

Size of key

Length(x)

Length(x)+Length(y)

Length(x)+Length(y)+Length(w)+Length(z)

Algorithm 4 <Pollard’s rho method>
1. Input m, c, N
2. s.t m= cdmod N,  Start=time. Clock
3. n=0
3. Repeat
4. n++
5. Choose an,βn ∈ [ 0,| N | 2 - 2 ] randomly
6. mn=( c )an g βn mod( | N | 2 - 1 )
7. until ∃ l s.t. 1 ≤ l ≤ n,ml = mn

8. d=( βl - βn) (αn - αl)-1 mod ( | N | 2 - 1)
9. t=time. Clock - Start
10. Output d, n, and t.
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available, which means better security, the average output 
loops -n can be calculated for RSA and ERSA. In addition, 
RSA and ERSA are evaluated on the average processing 
time t to ensure the efficiency. It is possible to calculate the 
private key with small amount of data from m=cd mod N by 
personal computer. However, it is difficult to calculate it 
with  huge data for long c by personal computer, and maybe 
super computer is needed. As shown in Fig.6, the Pollard’s 
rho method is used to obtain n̄ of c for 8 bit, 12 bit, 16 bit, 
and 32 bit, respectively, revealing the average processing 
time t under different private key d.

The results show that the average output loop n̄ and time 
t calculated by Pollard’s rho method are reasonable. It can 
be seen from Fig.6(a) that ERSA has better security than 
RSA when the size is higher than 12 bit, which proves 
ERSA is more suitable for strengthening the security. 
Comprehensively considering the processing time, 
efficiency and security between RSA and ERSA, ERSA is 
superior although it takes slightly longer processing time to 
decompose c code. Therefore, using ERSA algorithm to 
encrypt message (λ, f) is a more appropriate method for 
strengthening the security of  data transmissions in this 
work.

5 　Conclusions

This paper presents a new method of encrypting 

system information (λ, f) using ERSA algorithm based 
on three-dimension quaternion function. The encryption  
& decryption model has been successfully simulated in 
the optical system. The optical system has two keys, 
wavelength λ is considered as the first key, and focal 
length f is considered as the second key. For encryption 
and decryption, the two keys need to be coherent. The  
results are evaluated by Pollard’s rho algorithm and 
ERSA algorithm has better security because the ERSA 
algorithm with quaternion function is a complex function 
with 3-vector and one-scaler parameters, which is non-
commutative and can achieve the highest data 
transmission security. Therefore, the obtained 
encryption system is a more appropriate method to 
ensure the security of data transmission.
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基于四元数扩展的 RSA算法的全息光通信系统
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摘 要： 针对目前水下光通信安全难题， 提出了一种具有高速、多维、大容量等诸多优点的新型全息光学加密系统。该系统将光学

传播波长 λ 和傅里叶透镜焦距 f 作为构建安全数据传输、 实现加密和解密过程的关键秘钥。为确保发送方和接收方数据传输的安

全性， 基于三维四元数函数实现了扩展 RSA（Extended RSA， ERSA）的加密过程。最后， 采用 Pollard’s Rho 方法评估了 RSA 算法

和 ERSA 算法的安全性。结果表明， 针对不安全声信道上传输消息的不可预测性和复杂性问题， ERSA 算法加密比 RSA 算法加密

具有更高的安全性。

关键词： 全息术； 四元数； 傅里叶透镜； 扩展 RSA； Pollard’s rho 方法
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