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Abstract: The theory of quadratic residues plays an
important role in cryptography. In 2001, Cocks developed
an identity-based encryption ( IBE ) scheme based on
quadratic residues, resolving Shamir’ s 17-year-old open
problem. However, a notable drawback of Cocks’ scheme
is the significant expansion of the ciphertext, and some of its
limitations have been addressed in subsequent research.
Recently, Cotan and Teseleanu highlighted that previous
studies on Cocks’ scheme relied on a trial-and-error method
based on Jacobi symbols to generate the necessary
parameters for the encryption process. They enhanced the
encryption speed of Cocks’ scheme by eliminating this trial-
and-error method. Based on security analysis, this study
concludes that the security of Cotan-Tegeleanu’ s proposal
cannot be directly derived from the security of the original
Cocks’ scheme. Furthermore, by adopting the Cotan-
Teseleanu method and introducing an additional variable as
a public element, this study develops a similar enhancement
scheme that not only accelerates the encryption speed but
also provides security equivalent to the original Cocks’
scheme.
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0 Introduction

In 1984, Shamir'"’ proposed the concept of an
identity-based cryptosystem in his paper. However,
this initial work did not directly result in a complete
identity-based encryption ( IBE) scheme; instead, it
laid the foundations for subsequent research. In 2001,
Boneh et al. *' introduced the first practical IBE
scheme using bilinear pairings, while Cocks'”
constructed the first practical IBE scheme based on
quadratic residues.

The Cocks’ IBE scheme processes messages bit-by-
bit, encrypting 1 bit of plaintext into a pair of large
integers. Therefore, it results in significant ciphertext
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expansion. On the other hand, Cocks’ IBE scheme
offers some advantages, including efficient encryption
and decryption, security based on standard cryptographic
assumptions, and support for additive homomorphism"*'.
Therefore, it can be applied in scenarios involving small
messages, such as electronic voting, auction systems,
and private information retrieval.

This paper focuses on the elementary method to
accelerate Cocks’ encryption process proposed by Cotan
and Teseleanu'® . They noted that all previous papers
dealing with Cocks’ IBE scheme have relied on a trial-
and-error method based on Jacobi symbols to generate the
values which are required by Cocks’ encryption
algorithm. This study analyzes the security of this method
and presents a similar method for accelerating Cocks’
IBE scheme without compromising its security proof.
This study also provides the reader with benchmarks for
Cocks’ original scheme, the proposed algorithm and
Zhao et al.’ s IBE scheme .

The rest of the paper is organized as follows. In
Section 1, the background knowledge on Cocks’ IBE
scheme is introduced. In Section 2, the security of Cotan
and Tegeleanu’s method for enhancing Cocks’
encryption is analyzed, and the proposed algorithm is
described, which is proven secure without affecting
efficiency. In Section 3, the performance of encryption
algorithms that are relevant are evaluated. Conclusions
are then drawn in Section 4.

1 Preliminaries

This section begins with introducing some
mathematical notations and definitions, then moves on to
discussing the Cocks’ IBE scheme and its security.

1.1 Notations

For a set X , write x<— X for the process of sampling
an element x from X uniformly at random. For any
algorithm A, write x <— A(y) to mean the operation of
running A on input y , and obtaining the outputx . Let N
be the product of two Rivest-Shamir-Adleman ( RSA)
primes p and g . The Jacobi symbol of an integer « modulo
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n is represented by (a/n). Let Q, = {x* | x € Z, | be the
set of quadratic residues in the multiplicative group
Zy = t{ae{0,1,--, Nl | ged(a, N)= 1} mod N.
Let J, = {x e Z; |(x/N)= 1} denote the set of
elements in Z, (the set of the integers modulo N) whose
Jacobi symbol with respect to Nis 1.

1.2 1IBE scheme

An IBE scheme consists of the following four
probabilistic polynomial time ( PPT) algorithms.

1) Setup(«)

The setup algorithm Setup takes as input a security
parameter « , and returns a master key pair (mpk , My ),
where m,, denotes the master public key and m, denotes
the master secret key. The message space is denoted
by M.

2) KeyGen(m, , my, i,)

The key generation algorithm KeyGen takes as input
the master key pair (m,, m,) and an identity i,. It
returns the secret key s, associated with an identity .

3)Enc(my, iy, m)

The encryption algorithm Enc takes as input m, , i,,
and a message m € M. It returns a ciphertext C.

4)Dec(m, , s, C)

The decryption algorithm Dec takes as input m,, , s,
and C for i,. It returns a message m when C is a valid
ciphertext, or outputs L to denote the failure.

Correctness. Given any i, and all messages m e M,
the correctness property requires that Dec(m , , s, C<+
Enc(m,, i,,m))=m.

1.3 Cocks’ IBE scheme

Cocks"® constructed the first IBE scheme based on
the quadratic residuosity assumption ( QRA) in 2001,
thus solving the open problem proposed by Shamir'' that
has lasted for 17 years. Cocks’ s IBE scheme does not
satisfy anonymity due to the Galbraith’ s test ). As a
result, researchers have proposed different methods to
solve this problem'***'. For example, in 2016, Joye'"
proposed an anonymous variant based on cyclotomic
polynomials and algebraic torus. This variant is
comparable to the Cocks’ s IBE scheme in terms of both
efficiency and ciphertext expansion. Here gives its
extended version based on the details provided in
Ref. [4] ( the original scheme only considers prime
numbers p=g=3(mod 4) ).

1) Setup( k)

Given a security parameter x , generate two k -bit
RSA primes p,q and compute their product N = pq.

N

pk»

Sample an element ue— Jy\Q,. The public parameters are
mpk={N, u, H} , where His {0,1} “—J,, a publicly
available cryptographic hash function mapping an
arbitrary binary string to the set J,. The master secret key
ism,=1{p, q!.

2) KeyGen(m, , my, i,)

1

SetR, =H(i,). IfR, € Q,, then compute r,, = R’

1
mod N; otherwise compute r,, = (uR.,) > mod N. Return
s, = {r,}| as user i,’ s private key.

3)Enc(my, i,, m)

On inputting m,, , an identity i, and a message m
{=1,1}, derive the hash value R,=H(i,). Choose at
random two values ¢, , tZ&ZN such that (¢,/N)= (t,/N)=
m. Calculate ¢, =¢, + R,;/t, mod N andc, =¢t, + uR, /1,
mod N. Return the ciphertext C = (¢, ¢,).

4)Dec(my , s, C)

On inputting m, , a secret key s, = {r,| and a
ciphertext C = (¢,, ¢,), compute and return the message

¢, +2ry o2 .

—— 1, ifr,=H(,) (mod N);
N

¢y + 2ry .

—~———|, otherwise.
N

1.4 Complexity assumption

It is well-known that Cocks’ IBE scheme is
semantically secure under the QRA in the random oracle
model, whose definition is explicitly presented as
follows.

Definition 1 (QRA)

Given a security parameter k , let RSAGen(k) be a
polynomial-time algorithm that generates two « -bit RSA
primes p,q and compute their product N = pg. The QRA
relative to RSAGen( k) asserts that the advantage

Ad”gl?;wcpn(’() = ‘Pr[d‘l(N,x) =1 ‘x‘R* Q;‘VJ -
PrlA(N,x) =1 |xeJ\Q, ] |

is negligible for any PPT adversary .4, where in each case
the probabilities Pr[ - | are taken over the experiment of
running (N,p,q)«—RSAGen( k ), x is chosen uniformly
from Q, and J,\(Q,, respectively.

2 Cocks’ IBE Scheme with Efficient
Encryption

2.1 Cotan and Teseleanu’ s method for enhancing
Cocks’ encryption

Recall that the encryption algorithm in Cocks’ IBE
scheme should choose at random two values ¢, ,tZL Z,
such that (¢,/N)=(1,/N)=m. In a recent paper by Cotan
and Teseleanu'® | the authors noted that all the papers
based on Cocks’ IBE scheme produced multiple values
until the Jacobi symbol was m , and presented the
following improved encryption algorithm, where e €
Z ,\J, should be chosen as a public element in the Setup
phase. The authors also remarked that ¢,(i = 0,1) could
be interpreted as a Goldwasser-Micali ciphertext.

Enc(m,, i,, m) algorithm is as follows.

On inputting m, , an identity id and a message m €
{=1,1} ,derive the hash value R,=H(i,).

R
Choose at random two values x, , x,«— Z,.
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1-m

Sets, = eTxf mod N forie {0,1}.

Calculate ¢, =¢, + R,;/t, mod N and ¢, =1t, + uR,,
mod N.

Return the ciphertext C = (¢, ,c,) .
2.2 Security analysis

Cotan and Tegeleanu did not give the security proof
of their proposal in the paper. Note that t; € e(, if
m=-1land¢, € Q,if m =1, thus the range of ¢, is only
half of the set {t € Z; | (t/N)=m} form e {—1,1}.
Therefore, one cannot directly apply the security proof of
Cocks’ IBE scheme. In fact, providing the security proof
for Cotan and Teseleanu’ s proposal is quite complex; it
is associated with the distribution of the Jacobi symbols
modulo N in the sets {t € eQ, |t + R/t| and
{t € Q, |t+R/t} for some fixed R € Q,.
2.3 The proposed Cocks ’ efficient encryption

algorithm

In light of the above analysis, this study proposes an
improved method that can be easily proven secure. In the
Setup phase, the system chooses e, , e, as public elements
such thate, € Z,\J,ande, € J,\Q,. The master public
keym, = {N, u, e, e,, H|, where u<- J,\Q,. The
proposed Cocks ’  efficient algorithm
Enc(m,, i,, m) is as follows.

On inputting m,, an identity i, and a message

e {—1,1} ,derive the hash value R ,=H(i,).
Choose at random two values x, , xZL Z,.

/1,

encryption

1-m

Sett, = e, ehx’ mod Nfori e 0,1} andj < {0,1}.

Calculate ¢, =t,+R,,/t, mod N and c,=t,+uR, /1,
mod N.

Return the ciphertext C = (¢, ,c,).

Assume that p mod 8 < ¢ mod 8. To accelerate the
encryption process, (e, ,e,) can be selected as

(e ,e;,) =

(-1,2), if p=3(mod 8) and ¢ = 5(mod 8) ;
2,-1), if p=3(mod 8) and ¢ = 7(mod 8) ;
(=1,-2), ifp=5(mod8) and ¢ = 7(mod 8);
random, otherwise.

Therefore, the complexity of the proposed algorithm’ s
encryption is

O(M(k)), ifp=3(mod8) and g =5(mod 8);
O(M(k)), ifp=3(mod8) and ¢ =7(mod 8);
O(M(k)), ifp=>5(mod8) and g =7(mod 8);
O(3M(k)), otherwise,

where M ( k) denotes the time to multiply k -bit numbers.

In the above algorithm, the range of ¢,(i = 0,1) is
exactly the set {t € Z; | (¢/N) =m} form e{ -1, 1}.
Hence, by the proof of Lemma 1 in Ref. [ 4], the
following theorem can be obtained.

Theorem 1 Let C = (c¢,,c,) be the ciphertext
generated as above. If H(i,) ¢ (,, then the component
¢, corresponds with the same probability to the encryption
of message m = 1 or m =— 1. On the other hand, if
uwH(i,) ¢ Q,, then the component ¢, corresponds with
the same probability to the encryption of message m = 1 or
m=— 1.

By Theorem 1, the technique outlined in this section
does not interfere with the security proof of Cocks’ IBE
scheme provided in Appendix A of Ref. [4].

3 Performance Comparison

This study evaluated the encryption algorithms for
Cocks’ original scheme” | the proposed algorithm and
Zhao et al.’ s IBE scheme'® on a single personal
computer using the GMP library ( version 6.2.1) for
large number operations. The development environment
was Visual Studio 2022. It chose to encrypt 100 000
messages, each with a key length of 128, 192 and 256
bits, respectively. According to the data in the National
Institute of Standards and Technology ( NIST)''" | the
RSA modules with the sizes of 3 072, 7 680 and 15 360
offer 128, 192 and 256 bits security, respectively. The
results are provided in Table 1.

From Table 1, it can be seen that the proposed
algorithm’ s encryption is nearly 2 times faster than that
of the original Cocks’ scheme. Zhao et al.’ s IBE
scheme improves the encryption speed of the original
Cocks’ scheme by approximately 5 times by omitting the
computation of the Jacobi symbol and the modular
multiplicative inverse in Cocks’ encryption, albeit at the
expense of doubling the length of the ciphertext.

Table 1 Average encryption time of different methods

Average encryption time/ms

Key length/bit — ;
Original Cocks’ scheme

Proposed algorithm Zhao et al. ’ s IBE scheme

128 32.4582
192 113.3450
256 392.3510

12.9203 6.1849
51.0758 22.2106
190. 633 0 82.061 1

4 Conclusions

This study analyzes the security of the scheme

proposed by Cotan and Tegeleanu, and presents a similar
method for accelerating Cocks’ IBE scheme without
compromising its security proof. This study also provides
the reader with benchmarks for the original Cocks’
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