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Abstract: As an emerging sensing paradigm, mobile crowd
sensing (MCS) comprises a collection of mobile users that
utilize their sensing devices to efficiently execute and send
data contributions. However, the integration of privacy and
reputation mechanisms ( evaluating reliability ) is crucial
requirements for building secure and reliable MCS
applications. Firstly, participants are assured that their
privacy is preserved even if they contribute sensitive
personal data. Secondly, the reputation mechanism allows
the server to monitor participant behaviors and reliability,
as biased or inaccurate contributions may demote the system
quality, making it essential for the server to validate
participants. Integrating a reputation mechanism with
privacy is a challenging and contradictory objective. The
reputation mechanism measures the participant behavior
during the entire sensing activity, while privacy aims to
preserve participant credentials. Thus, a novel privacy-
preserving and reputation-aware participant selection
(PRPS) scheme for MCS has been proposed. The PRPS
scheme integrates privacy with a reputation mechanism,
preserves the privacy of participant identities and reputation
values by employing pseudonyms and cloaking techniques,
respectively, and protects the location and data privacy.
Extensive simulations have been conducted. Using
performance evaluation, we affirm precision, efficacy and
scalability of the PRPS scheme by comparing privacy-
preserving and utility-aware participant selection ( PUPS)
and utility-aware participant selection ( UPS ) schemes,
respectively, and demonstrate the impact of privacy and
reputation on data contributions. Next, the outcomes of the
PRPS scheme are assessed. Finally, we estimate the
efficiency and the accuracy of the PRPS scheme in
evaluating participant reliability and behavior.
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0 Introduction

With the proliferation of smart devices and the
progress of sensing and communication technology, a
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growing number of individuals are sharing observations
and fueling the creation of mobile crowd sensing
(MCS )™, MCS offers a variety of advantageous
applications  including  detecting, collecting and
scrutinizing the surrounding sensing data, as it completes
sensing tasks by involving ordinary mobile users with
high-performance sensing devices without any additional
sensor deployment ™. MCS are generally applied to
various fields, such as road and traffic information, smart
cities and environment monitoring'™ '

MCS has recently emerged as a hot research topic in
industry and academia due to its low energy
consumption, high mobility, friendly installation and
maintenance, long operational time, and so on''"’.
Thus, it is considered among the essential technologies in
sensing applications of the Internet of Things (IoTs) ™",
However, despite the advantages, MCS encounters issues
of privacy and security, data quality and reliability and
rewarding the participants """ The  openness
characteristic of MCS can allow inaccurate contributions,
malicious attacks, and participant data and information
discloser'"”’ ; the presence of malicious mobile users not
only undermines the accuracy of the sensing data but also
damages the MCS application'™’. Moreover, participant
enthusiasm may be reduced due to the risk of their
privacy leakage. Thus, MCS must evaluate each
participant reliability' " *'".

Therefore, this paper proposes a novel privacy-
preserving and reputation-aware participant selection
(PRPS ) scheme. The PRPS scheme assesses each
participant reliability by evaluating contribution and their
past reputation values and finally rewarding them with a
new reputation value. The PRPS scheme comprises three
key stages: preserving participant privacy for identity,
contribution, location and reputation value; selecting
reliable participants according to the reputation value and
contribution;  assigning and updating participant
reputation values. Each stage must follow multiple steps
to accomplish its tasks, including equations and functions
that compute reputation values. This research is an
extension of our earlier work reported in Ref. [ 22].

The key contributions of the research are outlined
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below.

1) We consider that participant private information
can be compromised during the sensing activity. Thus,
preserving the data contribution and the location is not
enough. In addition, mobile users are anonymized using
the pseudonym technique by the authentication server
(A, server). This results in reliable participation and
alleviates the abnormal effect of corrupted data and
malicious users.

2) We state that the accuracy of contribution and the
reliability of participants are essential for MCS. A way to
assess participant contribution and reliability is evaluating
their reputation values.

3 ) The PRPS scheme computes participant
reputation values based on their current contribution and
the reputation of their previous contribution ( historical
behaviors ). The reputation of participants is concealed by
using a masking/cloaking mechanism to transmit the
reputation securely.

4) Simulations are conducted, and the efficacy and
the effectiveness of the suggested strategy are assessed.
Simulation and experimental outcomes demonstrate that
the PRPS scheme achieves privacy and security objectives
with an accurate evaluation of participants and rewarding
them with reputation values. The PRPS scheme is
compared with privacy-preserving and utility-aware
participant selection ( PUPS) scheme and utility-aware
participant selection ( UPS) scheme to show the impact
of privacy and reputation on data contribution.

The remainder of this paper is structured as follows.
Section 1 covers related research work. The system
model, the attack model and design goals are presented in
Section 2. Section 3 presents the PRPS scheme. The
performance assessment, simulation setup and outcomes
are discussed in Section 4. The conclusions are outlined
in Section 5.

1 Related Work

In the MCS context, the open, large and dynamic
environment makes it challenging to assess the participant
reliability. Vital concern of a service provider (SP) is to
gather data from reliable participants. The rational
participant will not actively submit the sensing data
voluntarily and requires a reward to participate. The
unreliable participants may deliberately send inaccurate
data to get more rewards or mislead system results > .

A few research analyzes confined strategies for
addressing mobile user participation in the MCS system
with suitable incentives such as reputation. The
participant selection scheme'®’ chose suitable mobile
users for sensing tasks and considered a reputation
mechanism to assess the reliability of the data, but
ignored the participant privacy. Reputation mechanisms
can minimize threats and damage of manipulative and
malicious mobile users. Thus, the mobile user reputation
is crucial for the MCS system >

27] 28]

Kantarci et al. *" and Sun et al. "™ considered the
reputation-awareness incentive scheme to collect data and
increase data quality. A reputation management system
that involves the participant analysis prior to the sensing
task has been demonstrated by Yang et al. ™. The
applicant specifies the requirement list and later rates and
selects participants who fit these criteria based on their
reputation values. Restuccia et al. ™ proposed a
reputation management system that maintained a list of
trusted individuals who consistently sensed reliable data
and were protected from outside threats. Hence, the
system determined nearby a trusted participant and
evaluated other participant contributions based on these
trusted participant contributions. A reputation technique
depending on the participant prior contributions assessed
by the quality of sensor data was suggested by Manzoor
et al. *''. The quality evaluator evaluates the data quality
and past reputations to analyze the participant recent
reputations. However, the privacy of participants was not
targeted in Ref. [31].

Approaches proposed in Refs. [32-35] implemented
a reputation mechanism for measuring the participant
reliability. Upon completion of the sensing task, a high-
reputation value was assigned to reliable participants,
whereas a low-reputation value was allotted to malicious
participants. Nevertheless, these assigned reputation
values relied on the current sensing report and disregarded
the past reputation values, leading to inaccurate results.

Many reputation techniques and privacy-protecting
methods have been examined in the literature. However,
due to the conflict between privacy-preservation and
rewarding reputation, several studies focused on privacy
and reputation challenges separately ™'. The integration
of these systems in MCS is still in its infancy. A
reputation mechanism is crucial for a reliable MCS system
that allows the server to select the optimal set of reliable
participants. To achieve good quality of sensing data,
recruiting participants possibly requires compensating
rewards to mobile users to encourage and ensure reliable
contributions'®'. Amintoosi et al. ™ demonstrated the
user quality and the reputation level in social networks,
and Huang et al. "*" considered data and reputation based
on time. However, both ignored the rewarding
mechanism. Hu et al. ™ proposed the reputation
mechanism for vehicular networks based on the reputation
value; the third-party reputation management center, in
this case, was accountable for managing reputation. The
past reputation of the mobile users reflects the participant
past behavior and reliability. We aim to consider the
contribution and the past reputation as parameters for
recruiting mobile users to reduce the threat of dishonest
users. However, the needless necessity of a reputation
center is eliminated. Christin et al. " discussed the issue
of managing the reputation of anonymous participants by
applying pseudonyms and secret transfers of reputation
using blind signatures. Reference [ 36 ] also proposed a
reputation system for anonymous participatory sensing,
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and preserved privacy by separating participant identities
from their reputations.

The privacy concerns with the reputation design in
mobile sensing are emphasized by Wang et al. "™ and
Yang et al. *'. The reputation values connected to a
particular identity and data contribution may potentially
lead to identifying participants'™ . However,
schemes proposed in Refs. [33—-34, 41] overlooked the
privacy of participants and the reputation scheme. In
practice, the majority of the present privacy approaches in
MCS focused on either sensed data privacy ™' | reputation
privacy' ', location  privacy™ , or participant
privacy ' | separately, but failed to consider all the
above into one study ™.

Zheng et al."® and Li et al. "' utilized a pseudonym-
based method to provide anonymity to mobile users (also
known as random pseudonyms ). However, the un-
linkability between real identities and pseudonyms can be
assured. Merging it with another approach, e. g., cloaking
or encryption, can hide other information. To prevent
identification, the cloaking approach substitutes the original
data with its corresponding anonymized data'®’. The
reputation mechanism is excessively used in assessing
participant trustworthiness . Integrating anonymity and
encryption prevents adversaries from inferring and linking
the sensing information of the participants.

Due to the above reasons, the light-weight privacy-
preserving scheme'®’ is used to preserve the reputation,
contribution and location of participants and it is
integrated with the proposed reputation mechanism to
effectively select reliable participants. In contrast to
previous approaches, our scheme preserves participant
privacy, and evaluates and assigns the reputation values.
Importantly, the suggested scheme does not need a
reputation authority ( RA) or reputation server (RS),
and scales effectively with the number of participants.

2 Problem Formulation

In this section, we delineate the system model
(Fig. 1), the attack model, and aimed design goals.

Se,

egister+pseudonym generation+session initiatior

. Renew pseudonym
Participants

P A,S

th'

Fig. 1 System model for MCS

2.1 System model

The MCS system model, as depicted in Fig. 1,
comprises three entities in the sensing campaign, namely,
SP,A,S and participants P, (i=1, 2, ---, n,, where n,
is the number of mobile users ), and shows the
relationship between the three entities. A,S is the
trustworthy entity engaged in the attack model. The
following definitions emphasize the basic responsibilities
in steps and assumptions pertaining to each entity.

1) P, is an entity that participates in data collection
and is capable of executing the sensing task assigned by
SP . Firstly, P, authenticates with A, S, and requests and
receives a pseudonym. Secondly, P, selects a task
broadcasted by SP . Thirdly, P, generates the sensing
contribution C, and sends C, together with its reputation
R, ,to SP . Fourthly, P, re-authenticates with A S for a
new task after completion of the sensing task. P, cannot
alter their pseudonyms and cannot fake their identity and
reputation values.

2) SP is responsible for broadcasting and distributing
tasks to mobile users. Firstly, SP initiates a sensing
campaign. Secondly, SP queries participant validation
from A,S and receives valid/invalid acknowledgement
report from A, S . Thirdly, SP collects and aggregates the
sensing reports, applies a reputation mechanism, and
evaluates contribution and reputation. Fourthly, SP
computes a new reputation R/ ,, and assigns and forwards
it to P, SP knows the participant contributions and
reputation values. However, the participant actual
locations and identities are concealed.

3)A,S is a trusted entity responsible for
authenticating participants and generating pseudonyms.
Firstly, A,S generates and sends the pseudonym
identity PID! to P,.
transfers these pseudonyms PID; after each campaign to
P. A,S maintains a record of the participant
pseudonyms in succession, knows the participant P,,
but is unaware of the participants’ other attributes.
A S discards the old pseudonym PID!, so an adversary

Secondly, A,S renews and

cannot use it again. Only A, S knows old and new PID,;
and can identify the malicious user in the attack
detection process.

Figure 2 illustrates in detail the complete protocol of
the PRPS scheme and highlights the key activities that are
carried out in the entire sensing process, while taking
reputation and privacy into consideration. By
broadcasting a sensing task, SP aims to collect data from
the specified region. Each P, ( within the vicinity )
interested to participate in the sensing task is related with
following characteristics.

1) Reputation R, indicates reliability, credibility and
trustworthiness of P, with regard to the past contribution.
SP evaluates the participant reliability based on the
previous behavior and recently transmitted contribution,
and computes the new reputation value. It is a vital
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attribute, and SP aims to select participants with high
R, ., as low R, can degenerate MCS reliabilty.
2) Contribution C, is the sensed data that P, provides
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Fig. 2 Protocol of PRPS scheme for MCS system

In addition, R ; and C, are privacy sensitive and
should not be disclosed or inferred.

The stages below depict the sensing processes in the
PRPS scheme for the MCS system, as identified in
Fig.2. ( Note: presuming that the participants have
necessary Apps on their smartphones) .

Stage 1: P, initially registers with A;S .

Stage 2: A,S generates the first
authentication identifier PID!, and allocates it to P, .

Stage 3 P, and SP collaborate to create a session key

random

ki,SP :
Stage 4: to start the session, P, transmits k, ¢, to
A,S.

Stage 5: A, S stores this key and acknowledges P,,
informing that the session has begun at A S. P,sends its
first anonymous identitier PID to SP .

Stage 6: SP sends a query about PID] to A,S .

Stage 7. if the identification matches the received
identifiers, A S verifies it. A valid acknowledgement is
replied to SP. This certificate contains its current
identifier and valid acknowledgement PID! and A.
Otherwise, a non-valid acknowledgement A, is replied.

Stage 8: if P, is correctly verified by A,S, PID'
senses its environment and constructs its first C,, adopting
a privacy-preserving scheme'®’ on the report contents.

Stage 9: this report P, contains PID first

contribution and existing reputation PID( C. + R ;P

i

is then forwarded to SP .

Stage 10: SP receives the report, assesses PID'
contribution and previous reputation ( using the PRPS
scheme) , and calculates a new reputation.

Stage 11: after computation, the new reputation R’, ,
is sent back to PID?, indicating the completion of a task.

Stage 12: P, contacts the A, S to get a new pseudonym
PID! by submitting its most recent pseudonym PID! .

Stage 13 . the new pseudonym is forwarded to P, .

The pseudonym and the cloaking are only valid
within the duration of the task activity; after that, it is
discarded and reusable for another activity.

2.2 Attack model

During the participant selection, participants seek to
conceal sensing locations and contributions from
malicious participants. Therefore, the main privacy
leakage risks are caused by internal adversaries who
participate in the sensing and reporting processes.
Adversaries are defined as follows.

1) Honest-but-curious: P, and SP are viewed as
passive adversaries and adhere to the semi-honest model.
It indicates that they follow the pre-defined protocols
honestly, yet are interested in confidential data, location,
contribution and reputation of others and attempt to infer
as much as possible. However, SP is considered as a
curious but trusted entity.

2) Collusive: P, may also conspire with one another
or with SP to divulge additional private information via
sharing.



PRPS . Privacy-Preserving and Reputation-Aware Participant Selection Scheme for Mobile Crowd
Sensing 199

3) Trusted: A,S is the trusted entity incorporated to
manage the attack model. Under the attack model, it
enables adversaries with low reputations to submit
requests in sensing tasks.

2.3 Design goals

The proposed PRPS scheme for MCS applications
has the following design goals.

1) The sensing reports in the PRPS scheme do not
contain the real identity of P,, and SP cannot associate it
with a particular participant. Similarly, mobile users
cannot falsify identity, and be revealed to other users.

2) The un-linkability between a participant actual
identity and pseudonym is achieved through A;S. Only
P,and A,S are aware of the participant identity.
However, A,S is unaware of other attributes of
participants.

3) Reputation of each participant is determined by
the previous behavior, and P, does not have control over
the update process. Further, this reputation value cannot
be falsified or discarded. Each participant reputation is
updated and managed in a way that does not compromise
their anonymity.

4) The privacy attacks are mitigated or avoided by
evaluating contribution and reputation values of mobile
users, distinguishing them from malicious ones.

3 PRPS Scheme

A summary of the PRPS scheme and the algorithms
is provided.
3.1 PRPS scheme overview

To preserve the privacy of participant contribution
and reputation values, it is cloaked by using a one-time
padding cloaking technique'™’. One-time padding
cloaking relies on the fact that when SP gets reports from
all participants and computes the summation, the secret
values S, will be nullified. In this way, there is no

undesirable impact on the accuracy of the contribution and
reputation values.

S, is shared in advance as a collective seed to avoid
the overhead of quadratic communication due to swapping
between participants. However, in consideration of
security, S, will only be used once. Thus S, is subjected
to the secure hash function A( ) that is already known to
every participant. For updating S,, the new mask is
calculated as h(S,) .

The participants obtain the SP public key ( Pk, ) by
public key infrastructure ( PKI). For instance, in a
scheme, P, and P, encrypt Reports (1) and (2) and send

them to SP, respectively.
E, (PID'(C +R', ) +5), (1)

Ekal,<Ple?(cj +R. ) -S). (2)

When SP receives the two cipher-texts, it decrypts the
cipher-texts using the secret key (Sk_,) , i.e.,
P =Dy [E, (PID}(C,+R', ) +S)], (3)
’ sp sp ’

r,J

P, =Dy [E, (PIDC + R, ) -S)], (4)

and gets the following Report (5) to perform further
operations on them.

P, =PID)(C, +R', ) +PID!(C,+R' ). (5)

Figure 3 shows the data flow from participant
smartphones to SP through the PRPS scheme. The PRPS
scheme consists of three main stages. Stage I involves
receiving the privacy-preserving participant report. In
stage II, the scheme computes each participant reputation
weight in a sensing area, selects contribution of
participants with the highest reputation value, and collects
at SP. In stage III, the PRPS scheme updates participant
reputation value based on their contributions and past
reputations, and assigns a positive value to the selected
participants with the highest reputation value.

Validation process
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Fig. 3 Layout of reputation mechanism in PRPS scheme
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SP maintains two databases at the PRPS scheme: the
reputation database (RDB) that records each participant
reputation information, and the contribution database
(CDB) that records all contributions that are executed by
participants. Further, the PRPS scheme provides two
modes of operation, namely, oldie and newbie, to help
make decisions in selecting reliable participants.

3.2 Reputation-based selection algorithm

In Algorithm 1, the PRPS scheme firstly collects
participant contributions as input. It then chooses
participants with reliable contributions and reputation
values, and evaluates participants. Finally, it assigns
participants new reputation values as output.

Algorithm 1 PRPS scheme

Input: participant contributions
Output: accurate contributions; update reputation

Sensing area weight S| ; calculation

1. Get participant reputation values // Call Algorithm 2

2. forx «— 1 to n do
3. R, < 2R,
4. fori <— 1to n do
5. W, — R
6. S, X WR,,

Highest reputation value R,
7. fori«—1tondo

8. ifR .., <R, =R, .,
0. then R, <R,
10. else ifR, .., = R, ,,,

11. then R, —R, .,
12. else R, <R, .,

Send C, of R ,to SP
V, or Vi, updating reputation value
13. fori«—1tondo

14. ifR,;, = R,

15. then

16. fori«—1to n do

17. Ve, =V, +1
18. else

19. fori«—1to n do

20. ViVt 1
21. R, ., =6C, +(1-0)R,,

Send R’ ; of PID to SP and PID

After gathering all participant sensed data
(contribution C, ), the PRPS scheme computes the total
sensing area weight S .
calculating participant reputation values R _, from
Algorithm 2, for: = 1, 2, .-, n, where n is the total
number of participants. When the reputation values of
participants ( Step 1) are computed, the scheme
computes each participant reputation weight W, among all

The next stage involves

other participants ( Steps 2—5). The total weight of all
participants in the sensing area is one.

Definition 1 In a task for n participants with
contributions, the participant reputation weight is

R

v

W,o=— (6)
2R,
Definition 2 The sensing area weight is
S\Mi = 2 WLR\,i' (7)

Steps 7 — 12 compare the reputation values of
participants, select among them the highest value R, as
the reputable participants, and accept C, of the winner at
SP for further computations.

Lastly, R, values of the selected participants are
updated by the PRPS scheme as a positive value V, and a
negative value V, for accurate and inaccurate C,,
respectively (Steps 13—21) , which either rise or decline
R, .. Suppose that from previous (total 9) contributions,
R, of participant P, is 77.8% from 7V, and 2V,. If P,
acquires a V,, in a new contribution, R, becomes 80%.
However, if it receives a Vy, R, becomes 70%.

Algorithm 2 Participant reputation value computation

Input; participants
Output; participant reputation values

1. for i« 1to n do
itX;, <z // Newbie
3. then R, ; < np
61 // 1 =0.60
4. else if X, < Q // Oldie
then V,, , < 2 Ve

T, —X,

8§D // D =0.50
7. else forx<— X, - (Q - 1) to X, do

Ver < 2 Ve,

T, <0
10 R HVW'"

. v,i T

3.3 Reputation value computation algorithm
Reputation metrics demonstrate participant steadiness
and reliability and allow the PRPS scheme to make a
selection decision.
Definition 3 To evaluate the reliability, a new
definition is introduced to compute the recent reputation
value of the participant;

R, ,;=6C, + (1 -8R, (8)

where C,; is the current contribution ( calculated as in
Ref. [46]); R, is the past reputation value; & is the
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coefficient that decides the weightage among C; and R ; to
compute participants new reputation value. The MCS
application may set the value of § depending on their
requirements for reliability criteria.

The process to compute R, is shown in Algorithm 2.
R, ; could be calculated by the two criteria as newbie and
oldie. For a new participant (np) newbie ( Steps 2—-3),
the scheme firstly assigns R, , = 0.50, an initial value.
Then, participant P, constructs recent reputation through
their submitted contributions. Finally, the scheme assigns
6 to be 0. 60. For a mature participant, i.e. , an oldie, it
gives disreputable P, chance to re-establish their reputations
(Steps 4—9) in case of multiple contributions. The PRPS
scheme selects the minimum number of two sets of
contributions, X or (), where X denotes the overall
individual contributions and () represents the required
number of contributions to be qualified as an oldie.

When X is the minimum number of contributions,
the total positive value V,, ; of P, equals the sum of
positive values of participant reputation in the past
contributions ( Steps 4—6). When ( is the minimum
number of contributions, V,,, is the sum of positive
values of participant reputations in the last () contributions
(Steps 7-9). Lastly, the historic reputation value R, of
P, is computed ( Step 10)

R, = (9)

4 Performance Evaluation

Extensive simulations were performed to provide
accurate results of the PRPS scheme to assess their
performance. The PRPS scheme assesses all participant
reputations, chooses the most reliable contributions,
transfers them to SP, and updates and assigns the
computed reputation values to participants. Initially, we
compared the PRPS scheme with PUPS'* and UPS'*
schemes and examined their performance trends to show
the inferiority of the PRPS scheme. Later, we illustrated
the scenarios of participant behaviors and the impact on
reputation values. Finally, we investigated the PRPS
scheme for its evaluation accuracy.

4.1 Simulation setup

In the MCS system, the sensing area of
approximately 10 km X 10 km was considered. In the
given area, 200 mobile device users were randomly
distributed in the grid. The data contributions and
reputation values are real values between [0, 1]. The
uniform distribution is employed to generate sensing
contribution and reputation values of each participant. We
conducted different simulations and analyzed the trends
while building the related parameters. Then, we
evaluated the PRPS scheme and illustrated the reputation
value patterns. The parameters for the simulations are
shown in Table 1.

Table 1 Simulation parameters

Parameter Value
Simulation area/km?’ 100
Total No. of P, 50 to 200
Total No. of contributions X 0<X<10
C; 0<C <1
R, ; O<R, <1

4.2 Performance comparison

In the simulation, we determine the scheme
performance and notice the trend of accumulated
contributions achieved for 10 rounds. Figure 4 depicts the
contribution curves and clearly shows that our light-
weight PRPS scheme achieves higher contribution levels
in the existence of reputation and privacy than the other
two schemes.

105
20r —oPRPS
. —=—PUPS
ST ——UPS
1.6}
g
E 12
£1.
5
S10
058
0.6
0.4

Y 3 4 5 6 7 8§ 9 10
Round

—

Fig. 4 Comparison of achieved data contributions among PRPS,
PUPS, and UPS schemes for 10 rounds

4.3 Impact of participant behavior on reputation
values

Accuracy performance of the PRPS scheme was
estimated for distinct participant behaviors through
Algorithms (1) and (2) and Egs. (6)—(9). For a
sensing campaign, an outcome of 200 participants was
studied, and the behavior of participants was split into
two categories: category A and category B.

In category A, participants with high R, ; and high C,
acquire high R’ . Similarly, participants with low R_,
and high C, acquire high R’ ;.

In category B, participants with high R, and low C,
get a penalty resulting in a drop in their R', ;. Similarly,
participants with low R, ; and low C, receive low R’ ;.
Figure 5 (a) depicts the resultant reputation values of
participants.

Then, we considered the scenario X where it was
assumed that 15 out of 100 participants changed their
behaviors, which caused their transition from category A
to category B. In Fig. 5 (b), a drop in reputation values
reflects the transitions of categories. This scenario enables
us to evaluate the performance of the PRPS scheme.
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Fig. 5 Reputation values; (a) participants; (b) in scenario X

To recapitulate, the PRPS scheme outperforms in
providing high accumulated contributions; it accurately
assesses the reliability of participants and their reputations
and successfully assigns the reputation values to distinct
behavior participants.

4.4 Assessing PRPS scheme outcomes

Determining the participant reliability and identifying
precise contributions are vital duties of SP. Therefore, we
use a false positive rate (FPR) R,, and a false negative
rate (FNR) Ry as two indicators to assess the accuracy of
PRPS scheme outcomes in participant evaluation.

False positive ( FP) means that the participant is
actually unreliable, yet outcomes show that calculated
reputation values are above the specified threshold. False
negative ( FN) means that the participant is actually
reliable, while outcomes show that computed reputation
values are below the threshold value. To distinguish
participants ( reliable ones from unreliable ones), a
threshold percentage is assigned to reputation values.
Depending on the predetermined threshold value, there is
an inverse connection between FP and FN. Higher
thresholds result in a lower FPR and a higher FNR.

In our system, we randomly classified participants
into reliable ones and unreliable ones, and randomly
selected participants for different ranges from 50, 100,
150 and 200 and set the metrics to three different
thresholds (65% , 75% and 85% ) to display the accuracy

rates of evaluating participants in distinct settings. FPR
and FNR are computed as

~

U

R, (10)

TPT '
P R

Ry=—",
YT, =T

P PT

(11)

where P, represents the total sum of all unreliable
participants with reputation values higher than the
threshold value in T, (a set of a total number of
participants 7, = {50, 100, 150, 200} ) ; P, is the total
sum of all reliable participants with reputation values
lower than 7T, threshold; T, is the total number of
participants whose reputation values are above the
threshold value in 7, .

By executing FPR and FNR in Egs. (10) and
(11), for a set of 50 participants with a threshold of
65% , we get a subset of 40 participants above the
threshold and 10 participants below the threshold.
Similarly, for a set of 100, 150 and 200 participants, we
obtain a subset of 75, 108 and 165 participants above the
threshold and 25, 42 and 35 participants below the
threshold, with FPR of 5%, 6% and 7%, and FNR of
4% , 2% and 2% , respectively. Figure 6 reflects FPR and
FNR outcomes for all three threshold levels.
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—=—FPR —=—FPR —=—FPR
—e—FNR —e—FNR —e—FNR
0.12 0.12 012}
0.10 0.10 0.10
2008 0.08 008}
& 2 £
o~ o~
0.06 0.06 006 e
0.04 0.04 004}
0.02 s 0.02 P S Y
0 0 ‘ - 04 :
50 100 150 200 50 100 150 200 50 100 150 200

Number of participants

(a)

Number of participants

Number of participants

(b) (©)

Fig. 6 FPR and FNR with three thresholds for PRPS scheme: (a) 65% threshold; (b) 75% threshold; (c) 85% threshold
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5 Conclusions

This paper proposes a PRPS scheme for the MCS
application. The PRPS scheme adopts a light-weight
privacy system to preserve identity, location, sensing
contribution and reputation value privacy. In addition,
participant reliability is ensured by the incorporation of a
reputation system. The PRPS scheme assesses
participants, validates the contributions and reputation
values, and effectively assigns reputation values to them.
Further, the PRPS scheme is presented via the theoretical
analysis and the experimental assessment. The evaluation
results show that the PRPS scheme accurately assesses the
participants, and it identifies participant behaviors in the
sensing task and assigns them new reputation values. For
future work, we propose to expand the MCS system for
multi-purpose sensing tasks.
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B O MR RRNERL, B ERER A (mobile crowd sensing, MCS) i —HBIHHIF, X
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AR FIEEIRAMN S 55 %8 (privacy-preserving and reputation-aware participant selection, PRPS) 7%,
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( privacy-preserving and utility-aware participant selection, PUPS) 7% MR 2 5 & £ (utility-
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