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Abstract: Based on the ciphertext-only attack ( COA )
assumption, the statistical fault analysis ( SFA) is proposed
to break all versions of QARMA in the Internet of
Everything ( IoE ) , where suitable strategies are taken into
consideration for the uncertainty of tweaks to cover more
rounds of fault injections. It also presents the novel double
distinguishers of Cramér-von Mises test-Hamming weight
( CM-HW ) and Kuiper ’ s test-maximum likelihood
estimation (KT-MLE) to improve the attacking efficiency.
According to the experimental results, the attackers can
inject 374 and 726 random faults into the deeper
antepenultimate round to recover 128-bit and 256-bit secret
keys of QARMA with a reliability of at least 99%,
respectively. Hence, QARMA is vulnerable to the SFA in
the IoE. The results offer a valuable reference for the
lightweight tweakable cryptosystems with the reflection
structure and the protection of the cryptographic devices.
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0 Introduction

The Internet of Everything ( IoE) brings together
data, things and people to associate networks more
closely and valuably than ever before. It turns data into
actions that create rich experiences, new abilities and
passionate opportunities for individuals, companies,
cities, regions and countries. Large-scale
implementations with convenience and reliability are
provided for logistics applications, intelligent buildings,
animal searching, medical care, precision farming,
entertainment,  transportation, weather  forecasts,
environmental protection, etc. The IoE comprises
dimensional distributed independent objects taking sensors
to track environmental or physical conditions. As Fig. 1
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shows, it integrates a gateway that supplies wireless
connection back to the wired world and distributed
Sensors.

However, due to the dynamic and connected
configuration, the IoE faces numerous threats, such as
interruption, interception, modification and fabrication.
Thus, secure correspondence is extremely significant in
the IoE. Sensors are reliable when every correspondence
has been initiated from a trusty source, and the attackers
do not manipulate messages. These issues in the IoE may
become similar to those in the classical computer
networks. However, some unique properties of the IoE,
such as the mobility of sensors, the self-organized nature
and the catastrophic consequences of security failures can
cause more critical security. Conventional cryptosystems
cannot meet the requirements of low-resource devices
which have extreme power and memory constraints. It is
imperative to apply the cryptosystems to satisfy high
security and low power consumption in the IoE. Under
this circumstance, lightweight cryptosystems have been
designed and applied for encryption, authentication,
digital ~signature, etc. ™"’  Therefore, lightweight
cryptosystems can reduce power consumption for devices,
and provide secure network connectivity to low-resource
embedded devices.

QARMA, as a lightweight tweakable block cipher
with a reflection structure, plays a vital role in data
confidentiality, integrity and authentication in the IoE.
The lightweight tweakable block cipher QARMA was
proposed by Avanzi in 2017'"'. It can be applied to
classical memory encryption, the design of keyed hash
functions and the generation of short tags for hardware
and software implementations. Its characteristics of low
power consumption and high efficiency are suitable for
data protection of the limited-resources devices in the
IoE. QARMA has flexible options for the 64-bit and
128-bit block sizes and the corresponding 128-bit and
256-bit secret key sizes, respectively. The tweak can
change at a lower cost, avoiding altering the secret key
frequently.
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QARMA is a typical reflection cipher, and its
encryption is identical to the decryption'”’. In the design
of a reflection cipher, the robust reflector and key
expansion can affect the security of the general
structure . QARMA adopts the three-round Even-
Mansour scheme to be secure against classical
cryptanalysis and has the advantage of low-latency
hardware implementation. Since the publication of the
QARMA cipher, differential analysis, linear analysis,
algebraic analysis, statistical saturation analysis, meet-in-
the-middle analysis, impossible differential analysis and
other cryptanalysis technologies have studied the security
of all versions of QARMA, including QARMA-128 and
QARMA-256""1%1

1 Related Work

In 2018, Li et al. " leveraged the meet-in-the-
middle analysis with the linear relation of the
MixColumns to analyze the 9-round QARMA. In 2019,
Li et al. """ proposed the statistical saturation analysis on
the 11-round QARMA with the tweak differential
invariant bias. Later, Zong et al.'"™ presented an
impossible differential analysis with the mixed integer
linear programming ( MILP) technique and designed a
series of 7-round related-tweak impossible differential
distinguishers on the 10-round QARMA-128. In 2020, on
the properties of the linear operations and the redundancy
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impossible differential analysis of the 11-round QARMA-
128 and QARMA-256, and the meet-in-the-middle
analysis of 12-round QARMA-256, respectively.

As one typical side-channel analysis, fault analysis
has played a crucial role in evaluating the implementation
security of cryptosystems since 1997*'). By injecting
faults into the running cryptographic devices, the
attackers can quickly break the cryptosystems with
incorrect information. The faults are triggered by laser,
magnet, voltage, glitch, or modification of the code in
the hardware or software. Based on the implementation
security, there are several fault analyses, such as
algebraic fault analysis ( AFA )™’ differential fault
analysis (DFA) " | impossible differential fault analysis

S meet-in-the-middle ault  analysis
( IDFA )™ he-middle  faul ly
( MITMFA )'®', and statistical fault analysis
(SFA) >,

On the attackers’ ability to capture information, the
basic assumption of cryptanalysis can be roughly
classified as the chosen-ciphertext attack ( CCA ),
chosen-plaintext attack ( CPA ), known-plaintext attack
(KPA) , ciphertext-only attack (COA), etc. As shown
in Table 1, the classical cryptanalysis of QARMA focuses
on the assumptions of KPA and CPA. However, the
known or designated plaintexts are hard to control in the
actual IoE scenario. The attackers may have the weakest
ability to obtain random ciphertexts only. It is necessary
to discuss the security analysis of QARMA against the

of the key schedule, Liu et al.'"” improved the COA attackers to challenge the harsh environment.
Table 1 Summary of the cryptanalysis of the QARMA cipher

Cryptanalysis Assumption Round number " Ref.
Linear analysis KPA 3/3 [12]
Statistical saturation analysis KPA 10/11 [17]
Differential analysis CPA 3/3 [12]
Impossible differential analysis CPA 11/11 [19]
Meet-in-the-middle analysis CPA —/12 [19]

SFA with novel distinguishers COA 16/22 This paper

*

Note: " means the total number of attacking rounds.
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In 2013, Fuhr et al. ™ made a significant step
forward in the ciphertext-only fault analysis to capture the
advanced encryption standard ( AES) secret key with the
assumption of COA. As shown in Table 1, based on the
random byte-oriented fault model, they designed three
classic distinguishers of squared Euclidean imbalance
( SEI ), Hamming weight ( HW ) and maximum
likelihood estimation ( MLE) to recover the secret key
with 320 random faults. In 2016, Dobraunig et al. >
leveraged the statistical fault attacks on a list of
authenticated encryption schemes and implemented the
attack on the hardware. Later, Li et al. "***' proposed the
SFA with several distinguishers, including goodness-of-fit
(GF), maximum a posteriori ( MAP) and goodness of
fit-squared Euclidean imbalance ( GF-SEI), on the LED
and Simeck lightweight ciphers. There is no research on
the lightweight tweakable block cipher against the SFA.
As for the classical cryptanalysis, the tweak is public for
all parties. However, the tweak may be out of control
and become unknown owing to the severity of the IoE
scenario. And critically, each cipher may have its
exquisite distinguishers to the challenges of attacking
efficiency.

This study presents the SFA with novel
distinguishers to break QARMA with a reflection
structure. The attackers can use the previous six

distinguishers of SEI, HW, MLE, GF, MAP and GF-
SEI, and the novel distinguishers of Cramér-von Mises
test-Hamming weight ( CM-HW ) and Kuiper’ s test-
maximum  likelihood  estimation ( KT-MLE ),
respectively. Compared with the security analysis of AES
and LED in Table 2, the proposed SFA can extend fault
locations into the deeper antepenultimate round of
QARMA. The SFA method takes suitable strategies to
deal with the known and unknown tweaks. The
experimental results show that there are only 374 and 726
faults to recover 128-bit and 256-bit secret keys of
QARMA on average, respectively.

The rest of this paper is structured as follows.
Section 2 introduces the notations and the structure of
QARMA. Section 3 proposes the SFA on QARMA,
combining the different strategies with the known and
unknown tweaks. Section 4 describes the simulation
experiments by analyzing the accuracy, reliability,
number of faults, complexity and latency. The last
section summarizes this paper.

Table 2 Comparison of the SFA in recovering the secret keys of AES, LED and QARMA

Distinguishers ABS-I28 % QARMA 26 LED-64 * ] QARMA-128
Model Location™ #Faults® Model Location™ #Faults® Model Location™ #Faults® Model Location™ #Faults®
SEI Byte L-1 320 Byte L-2 556 Nibble L -1 560 Nibble L -2 1164
HW Byte L-1 288 Byte L-2 470 Nibble L-1 312 Nibble L -2 812
MLE Byte L-1 224 Byte L -2 438 Nibble L -1 320 Nibble L -2 800
MAP — — — Byte L-2 438 Nibble L -1 304 Nibble L -2 812
GF — — — Byte L-2 105 Nibble L -1 480 Nibble L -2 1708
GF-SEI — — — Byte L -2 566 Nibble L -1 424  Nibble L -2 1280
KT-MLE — — — Byte L-2 396 — — — Nibble L -2 780
CM-HW — — — Byte L-2 374 — — — Nibble L -2 726

Notes : (DLocation means
() #Faults means the number of fault injections.

2 Specification of QARMA

2.1 Notations

—, ~ and ~ denote the inverse of an operation, the
observed value, and the theoretical value of an element,
respectively.

X, Y and K denote the plaintext, the ciphertext and
the secret key, respectively.

k, and k, denote two subkeys.

w, and w, denote two whitening keys.

n and m denote the block size and the cell size,
respectively, wheren € {64, 128} andm e {4, 8} .

R, R and P denote the forward round function, the
backward round function and the pseudo-reflector,
respectively.

the round of the first fault injection, where L represents the total number of rounds in each cipher;

r denotes the number of rounds in the forward or
backward round.

T, ; denotes the jth cells of a tweak in the ith round,
wherei € [0, r— 1] andj € [0, 15].

t; denotes the tweakey in the ith round function,
wherei € [0, r—1].

h and w denote the permutation and the linear
feedback shift register ( LFSR) in the tweak update
function, respectively.

a and ¢, denote the round constants used in QARMA |
respectively, wherei € [0, r — 1] .

A, ., B, ;, C.,and D, denote the jth cell of the
output of SC, MC, PC and ART in the ith backward
round, respectively, where ie [0, r=1]; je [0, 15];
SC means SubCells; MC means MixColumns; PC means
ShuffleCells; ART means AddRoundTweakey.
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@, O, || and / denote the bitwise-XOR, bitwise-
AND, the concatenation, and the division, respectively.

<, >, < and > denote the left circular shift,
the right circular shift, the left logical shift, and the right
logical shift, respectively.
2.2 Structure of QARMA

QARMA supports 64-bit and 128-bit blocks, and has
the corresponding 128-bit and 256-bit secret keys, as
shown in Table 3. It composes encryption, decryption,
key expansion and a tweak update function.

Table 3 Versions of QARMA

Block size Key size  Cell size  Number of rounds
64 128 4 12, 14, 16
128 256 8 20, 22, 24

Forward rounds

]
e[ se
/
-G
N

As shown in Fig. 2, the encryption structure
comprises the forward rounds, the central construction
and the backward rounds. The forward rounds consist of
r-round functions of R, where r € {5, 6, 7} in
QARMA-128, and r € {9, 10, 11} in QARMA-256.
Each ‘R is composed of four operations as follows

1) ART where the round tweakey is XORed with the
state ;

2) PC which has the Midori-like permutation of the
state ;

3) MC where the state multiplies the diffusion
matrix ;

4) SC which substitutes the state with the S-Box.
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Fig. 2 Structure of QARMA cipher

Similar to the AES final round, the short version of
R omits the ShuffleCells and the MixColumns
operations. The backward rounds also comprise the r-

round functions of R, which is in reverse order of R

with the above inverse operations as ART, PC . MC and
SC . The central construction includes a forward round
function R, a pseudo-reflector PP and a backward round

function R. The tweak update function, the encryption
and the key expansion are shown in Algorithm 1,
Algorithm 2 and Algorithm 3.

Algorithm 1 The tweak update function

Input: T,
Output: 7, T,, ---, T

r

FORi = 0TOr - 1DO
Ty = h(T))
FOR ;=0,1, 3, 4, 8, 11, 13DO
T+1_] = ((((THL]'@(m/z)) > (m/4)) @

ON) < (m-1) @ (T.,,>1) ;

i+1, )

(T,
END FOR
END FOR

RETURNT,, T,, -

Algorithm 2 The encryption

Input: X, w,, w,, ky, k, T,
Output; Y

Run Algorithm 1;

S = XD wys

FOR: = 0TOr - 1 DO
S=R(S, kDT, D) ;

END FOR
S = 7?’(S’u}] @Tr) 5
S =P(S, k) ;

S=R(S, w,®T.) ;
FORi =r-1TO 0 DO
S :ﬁ(s5 bk ®T, ®c Do) ;
END FOR
Y =S®w:;
RETURN Y

Algorithm 3 The key expansion

Input; K

Output: k,, k,, w,, w,

wy | ky = K5

w, = (wy, >>1) @ (w, > (16m - 1)) ;
ky = kys

RETURN &, k,, w,, w,
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3 SFA of QARMA

3.1 Basic assumption and fault model
The proposed SFA method is based on the COA
assumption, where the attackers can collect the
corresponding ciphertexts only with a single key. The
35
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20 |
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[

01 2 3 4 5 6 7 8 9 1011 12 13 14 15
Value of each nibble
(a)
Fig. 3 Distributions of fault injection; (a) nibble fault for QARMA-128; (b) byte fault for QARMA-256

3.2 Main process with the unknown tweak

Generally, the tweak requires to be changed for each
encryption to keep the secret key fixed and steady. In
classical cryptanalysis, the tweak is often regarded as one
public parameter, and the attackers can obtain its value at
any time besides the ciphertexts. While in the remote and
harsh environment of the IoE, it could be the case that the
tweak may be unknown. For instance, a device can be out
of control, and cannot trigger off the tweak at one time. It
is hard for the attackers to get the tweak value sustainably.
On the basis of various values of r, the attackers can take
the corresponding strategy to recover the secret key.
3.2.1 Attacking steps withr € {7, 9, 10, 11}

The primary process takes the differential strategy
and comprises the following four steps.

Step 1 The attackers induce random m-bit faults in
the encryption and collect the faulty ciphertexts, where m €
{4, 8} . The positions of faults can be D,;, C, ,orB,  in
the backward round function, wherej € [0, 15] . Figure 4
shows the propagation path of fault injections in B, .

4, B, c, D,
\

SC MC PC ART _‘
A B, C, D,

sC MC pC A\ﬁs—T EEH%

N\ T

4 7

o ||| [EE

sC ART

== | | B

B H

Fig. 4 Fault propagation in backward round function of QARMA

fault model is random nibble-oriented for QARMA-
128, and  byte-oriented for QARMA-256,
respectively. The attackers can inject faults into the
encryption, and take advantage of the bitwise-AND
operation with the non-uniform distribution. The
distributions of the affected nibbles and bytes are
depicted in Fig. 3.
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When the tweak is unknown, the attackers can
utilize the tweakey candidates and the faulty ciphertexts to

calculate the intermediate state ;1,’]. as:
Ay, =MC(PC(SC(Y D t, Dw,) @1,))
=MC(PC(SC(YD 1, ®w,)) @PC(1,))
= MC(PC(SC(Y®1, Dw,))) ®MC(PC(1,)),
where each round tweakey candidate is the guess value of
t, ®w,, and corresponds to one set of ;11'1 . The value of
MC(PC(t,)) can be omitted because the faults do not
affect it. Then the attackers can calculate as follows:
A, =MC(PC(SC(YDt, Dw,))).
Recovering all cells of the round tweakey relies on
the position of the affected nibbles or bytes. Figure 5
summarizes the relations between the value of j in Bz,,,- and
the recoverable cells. For example, whenj = 0, the 5th,
10th and 15th cells of the round tweakey can be
recovered, respectively.

Fig. 5 Relations between recoverable cells of round

tweakey and positions of fault injections
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Step 2 The attackers use statistical relations to
distinguish the expected round tweakey. They need to
calculate the distinguishing value for every set of the
intermediate states. Then, the candidate, corresponding
to the minimal or the maximal value, is the expected
round tweakey. The details of eight distinguishers are
introduced in Sections 3.4 and 3.5, respectively. The
attackers can pick up a suitable distinguisher, and recover
3m bits of ¢, @ w,, as illustrated in Fig. 5. Then they
modify the positions of fault injections, and repeat the
above steps until all bits of #, @ w, are recovered.

Step 3  After recovering ¢, @ w,, the attackers can
calculate the value of £, @ w, @ T, by

by @w, DT, = (1, ®Dw,) Dade,.

Owing to the XOR operations, the attackers cannot
divide k£, and w, without the help of other relations,
whether the tweak 7, is known or not. Hence, other
round tweakeys must be recovered to calculate the values
of ky, w,, and T,.

Similarity to the recovery of {, @ w,, the attackers
can induce the faults in B,, C,, or D,, and then repeat
Steps 1 and 2 until ¢, are recovered. The value of ¢,,

ty,+-+and t, do likewise. After recovering ¢,, ¢,,--+ and
ts, the attackers have
=k PT, Da@c,,

where i € [0, r— 1] . For example, the values of T, and
T, are calculated as

T =k, @t DaDc,,
{Tz =k, ®Dt, DaDe,.

Then,

T'"®T,=k®t, Dadc, Dk, Dt,DaDe,
=t,®t,Dc, De,.

According to the tweak update function, the relation
between T, and T, is deduced as

T, =w(h(T,)).
Thus,
T, @w(h‘(T])) =t @Zz@c1 @CZ’

The above differential equation is helpful in
calculating some cells of 7,. The cells are insoluble when
the differential values are equal to zero. The reason is
that the LFSR w does not affect all the cells during the
iterations in the tweak update function. Hence, the other
differential equations, i.e., T, ® T,, T, ® T,,--- and
T, @ T, are necessary, which correspond to different
recoverable cells in T',. The details are shown in Table 4.
After calculating all the cells of T, the attackers can
derive the original tweak T, as

T, =h(a(T,)).

Table 4 Relations between the differential equations and the
recoverable cells in T,

Differential equation Recoverable cell in T

T, ®T, 0,4,5,6,7,9, 15

T, ®T, 1,2,3,4,5,7,9,11, 12, 15
T, ®T, 1,3,7,8,9, 11, 12, 14
T, ®Ts 3,8,9,10, 12

T, ®T, 8,9, 12,13

Step 4 On the values of i, @w,, ¢,, Tyand T, the
attackers can calculate k,, w,, w, and K as

ky=t, T, Da®¢,,

w =, dw,) Dk,DT,Dadc,,

wy, =(((w,>(n-2))01) ®w,) K1,
K =w, || k,.

3.2.2 Attacking steps withr € {5, 6}

Because the LFSR w in the tweak update function
only changes the value of specific tweak cells, the
permutation 7 must make w modify the other tweak cells.
Furthermore, the structure of 4 shows that all cells of the
original tweak can be affected by w if and only if the
tweak update function iterates at least five times. As a
result, the attackers have to recover six-round tweakeys
by the SFA to construct five differential equations.

However, as shown in Table 4, the attackers can
only leverage ¢, ,t,,--- and¢,_, to construct five differential
equations, i.e. , r=7. Andw,® T, cannot construct the
differential equations because of the whitening key w,.
Hence, the differential strategy in Section 3.2.1 is
unavailable for QARMA-128 whenr € {5, 6} .

In the case of r € {5, 6}, the attackers modify the
round of fault injection and repeat Steps 1 and 2 until £, in
the central construction is recovered. Then, they derive
the values of (¢, @ w,) ,¢,,t,, " ,t,_,, (T @ w,) and k,
one after another. Finally, the secret key K can be
calculated as follows:

k():kl’

T, =h(o(t, Dk, Da®c,)),

w, =1, ®w,) Dk, DT, Dadc,,

w, =(((w,>(n-2))01) ®w) K1,
K =w, || k,.

3.3 Main process with the known tweak

Usually, the tweak can be altered frequently, and it
is a public variable for all parties. The attackers can
observe the tweak, and use it directly in the SFA of
QARMA. Similar to Section 3.2. 1, the attackers inject
random faults in the encryption, and the fault propagation
is shown in Fig. 4. They unite the subkeys candidates
with the faulty ciphertexts to calculate the intermediate

state ;11.], as follows .

b=k, T, Da®c,,
A, =MC(PC(SC(YD1t,Dw,))).
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Because of the known tweak 7, the value of T, D a @ ¢,
can be viewed as a constant. And

A, =MC(PC(SC(YDky @uw, ®T,@a®c,))),

where each subkey candidate represents the guess value of
k, @ w, and corresponds to one set of the intermediate
states A e

Subsequently,  the calculate  the
distinguishing value of every set of ;1]<]. . And the
candidate, which corresponds to the minimal or the
maximal distinguishing value, is the expected subkeys.
The attackers can recover 3m bits of k, @ w, by picking up
a suitable distinguisher. All eight distinguishers are listed
in Sections 3.4 and 3.5. The attackers modify the
positions of fault injections and repeat the above steps
until all bits of k, @ w, are recovered.

Due to the XOR operation, it is impossible to do the
partition of £, @ w,. To separate k, @ w, into k, and w, ,
the attacker must induce the faults in B,,C, or D,, and
repeat the above steps, until £, in ¢, is recovered. After
separating w, and k, through the SFA | the secret key K is
calculated as

K= w, k= (((w,>(n=2))01) Pw,) K1) | k.

attackers

3.4 Classic distinguishers
3.4.1 SEI description

SEI compares the proximity between the observed
sample and the uniform distribution. In the SFA of AES,
Fuhr et al. ™ applied the SEI distinguisher in the
recovery of the secret key. The attackers can distinguish
the expected candidates by calculating the distribution of
all observed cells. The SEI distinguisher is expressed as

"1 1 2
¢ - q
D = z ( - ) ’

= f 2m

where g denotes the value of a nibble or byte; i,

represents the observed number of ¢, ¢ € [0, 2" - 1],
m € {4, 8} ; f denotes the number of fault injections.
The expected round tweakey corresponds to the maximal
SEI value.
3.4.2 HW description

The HW introduced by Reed"™ is equivalent to the
HW in the binary case. It calculates the distance from a
binary string to an all-zero string. In other words, the
HW counts the amount of ‘1’ in a specific binary string.
The HW distinguisher, applied in the SFA of AES, is
described as

2"-1

D= X (0, HD).

where H( - ) represents the Hamming distance. The
expected round tweakey corresponds to the minimal HW
value.
3.4.3 MLE description

MLE estimates the unknown distribution with the

application of the known distribution'®’. On the
assumption in Section 3. 1, the probability distribution of
the bitwise-AND is shown in Fig. 3. The MLE
distinguisher is denoted as

2" -1

QMLE = z (’:tq ° ]ngf (q))9
q=0

where 7 ( - ) represents the probability function. The
expected round tweakey corresponds to the maximal MLE
value.
3.4.4 MAP description

MAP applies the Bayesian statistical model to
distinguish the expected round tweakey. Different from
the MLE distinguisher, the MAP distinguisher should
calculate the prior hypothesis in advance, as shown in
Fig. 3. The MAP distinguisher is defined as

F (A, k) - G(k,)
Z F(A k) - G(k,)

~MAP

where k  represents a guess value of the round tweakey,
w e [0, W—1] ; Wrepresents the size of the candidates
et; ;1,,]. denotes the observed value of the internal state;

F (/\1,‘/. | k,) denotes the distribution function of ;11'!. with
k, ; G(k,) denotes the prior function of £, . In the SFA
of QARMA, W = 2’ . The expected round tweakey
corresponds to the maximal MAP value.
3.4.5 GF description

GF tests whether a distribution fits another. In the
SFA, the attackers calculate the value of GF for each
round tweakey candidate between the observed
distribution and the theoretical distribution. The GF
distinguisher is expressed as

o ( ﬂq _’}q ) ’

D= 2 —

where &q represents the theoretical number of ¢. The
expected round tweakey corresponds to the minimal GF
value.
3.4.6 GF-SEI description

GF-SEI as a double distinguisher, associates the
characteristics of the GF distinguisher with the SEI
distinguisher. At first, the GF distinguisher can reduce
the number of candidates as

(a0,

QGF:Z

N
q=0
u,

Then, the SEI distinguisher picks up the expected round
tweakey from the remaining candidates. It is calculated as

"1 1 2
®55| = Z:)(;‘zm) .

The expected round tweakey corresponds to the minimal
GF value and the maximal SEI value.
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3.5 Novel distinguishers
3.5.1 KT-MLE description

KT-MLE combines two single distinguishers of MLE
and KT to be a novel double distinguisher, aiming to
improve the attacking efficiency of SFA. The novel KT is
usually used to test whether an observed sample fits the
given distribution. The compatibility between the
designative distribution and the samples is KT’ s statistic.
The values of the MLE distinguisher are calculated as

2" -1

@MLE = z (ﬂq ° ]0g§<q))'
q=0

And the unexpected candidates whose values are less than
the maximal value of MLE are omitted. Then, the
remaining candidates are filtered by the distinguisher of
KT as follows:

“_F
I q
On the basic assumption, the candidate is the expected
round tweakey if and only if the values of the MLE and
KT distinguishers are both maximal.
3.5.2 CM-HW description

CM-HW is a new double distinguisher that unites
two single distinguishers of CM and HW. The CM test is
a criterion for calculating the difference between two
distributions. The novel CM distinguisher picks up the
candidate, corresponding to the minimal statistic as

1 Z2x + 1 - z
Doy =7+ Z(Tf - F(A, | kw)) .

Then, the HW distinguisher gets rid of the unexpected
candidates by

Dyr = sup F(g+1) —%

gelo, 2"-1]

+ sup
gel0,2"-1]

My

@HWZ%. Zo(ﬂq'H(Q)) .

Eventually, the remaining candidate corresponding to the
minimal HW value is the expected round tweakey.

GF-SEI
u CM-HW
uKT-MLE
GF

MLE
s HW
m SEI

(a)

4.2 Reliability

Reliability represents the successful probability in the
SFA of QARMA. It can estimate the performance of each
distinguisher instinctively. Reliability of recovering
3m-bit of the round tweakey by the distinguishers for

4 Simulation

The software simulation is implemented in a personal
computer with a 3.6 GHz AMD processor and 16 GB
RAM. And the brute-force search of the round tweakey
runs on the Cuda with the NVIDIA GeForce GTX 1660
GPU. With 10 000 experiments, accuracy, reliability,
the number of faults, complexity and latency are applied
to estimate the performance of distinguishers and the
attacking efficiency of the SFA. Each experiment
includes the fault injections, the intermediate states’
derivation and the key recovery.

4.1 Accuracy

Accuracy describes how many candidates are
considered the expected round tweakey by a distinguisher
at the attacking procedure. A distinguisher exhibits high
accuracy when only one candidate is regarded as the
expected round tweakey. So the root mean-square error
(RMSE) is a vital index to describe the accuracy of a
distinguisher. The RMSE E,, is calculated as

Egus :\/]1/52;] (p(e) - 1),

where ¢ (&) denotes the number of candidates considered
as the expected round tweakey by a distinguisher; N
represents the number of repetition experiments for a
distinguisher in the same number of fault injections and
N=10 000; & denotes the numbering of an experiment.
Therefore, a distinguisher is more accurate when the
RMSE is closer to zero with fewer faults. Figure 6 shows
the RMSE of recovering 3m-bit of the round tweakey by
the distinguishers for QARMA. The RMSEs of all
distinguishers can approach zero when the number of fault
injections is sufficient. The novel distinguishers of CM-
HW and KT-MLE achieve the top three RMSE with fewer
faults in QARMA-128 and QARMA-265, respectively.

10.00
8.00 " CM-HW
B 600 = KT-MLE
2 400 MLE
2.00 GF-SEI
0.00 .
MAP
BHW
= SEI

(b)
Fig. 6 RMSE of recovering 3m-bit of the round tweakey by the distinguishers for QARMA: (a) QARMA-128; (b) QARMA-256

QARMA is shown in Fig. 7. Two subfigures stand for
two versions of QARMA, and the colored lines denote
the states of all distinguishers. With the increment of
fault injections, the reliabilities of SEI, HW, MLE,
MAP, GF, GF-SEI, KT-MLE and CM-HW can
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gradually achieve 99% in the SFA of QARMA-128. As
for QARMA-256, however, the reliability of GF is less
than 80%. Thus, the distinguisher of GF is not suggested

in the SFA of QARMA-256. Compared with the previous
distinguishers, the reliability of the novel distinguishers
can reach 99% with fewer faults, as shown in Fig. 7.

—SEI —SEI
—HW —HW

N MLE 8 MLE

z Z

= MAP = MAP

o ®

g GF g GF

GF-SEI GF-SEI
—KT-MLE —KT-MLE
—CM-HW —CM-HW
10 20 30 40 50 60 70 80 90 100 20 40 60 80 100 120 140 160

Number of faults

(@)

Number of faults

(b)

Fig. 7 Reliability of recovering 3m-bit of the round tweakey by the distinguishers for QARMA: (a) QARMA-128; (b) QARMA-256

4.3 Number of faults

The number of faults is an important measure of the
attack efficiency of the distinguishers in the SFA. Table 5
summarizes the least number of faults when each
distinguisher achieves its highest reliability in the
recovery of the secret key of QARMA. The distinguishers
of SEI, HW, MLE, MAP, GF, GF-SEI, KT-MLE and
CM-HW require 1 163, 811, 800, 811, 1 707, 1 280,

779 and 726 faults in the recovery of the whole QARMA-
256 secret key with the maximal reliability, respectively.
And they also require 555, 470, 438, 438, 1 056, 566,
395 and 374 faults to break the version of QARMA-128,
respectively. According to the experimental result,
fewer faults are required in the SFA of QARMA by the
novel distinguishers of KT-MLE and CM-HW.

Table 5 The number of faults in recovering the secret key of QARMA when each distinguisher achieves its highest reliability

QRAMA-128 QARMA-256
Distinguishers
Reliability/ % #Faults Reliability/ % #Faults
SEI =99 555 =99 1163
HW =99 470 =99 811
MLE =99 438 =99 800
MAP =99 438 =99 811
GF =99 1 056 =80 1707
GF-SEI =99 566 =99 1280
KT-MLE =99 395 =99 779
CM-HW =99 374 =99 726

4.4 Complexity

The complexities are composed of time complexity
and data complexity. Attacking all versions of QARMA-
256 shares the same complexities because only five round
tweakeys are necessary for the secret key derivation. As
for QARMA-128, different quantities of round tweakeys

are recovered, which results in different complexities.
Table 6 summaries complexities in recovering the secret
key of QARMA when each distinguisher achieves its
highest reliability. Based on the experimental results, the
novel proposed distinguishers of KT-MLE and CM-HW
require lower time and data complexities.
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Table 6 Complexities in recovering the secret key of QARMA when each distinguisher achieves its highest reliability
Time complexity Data complexity

Distinguishers QARMA-128 QARMA-256 QARMA-128 QARMA-256

r=2>5 r=6 r=717 €1{9,10,11} r=2>5 r==6 r=17 €1{9,10,11}
SEI 226. 29 226. 51 226. 52 239. 58 222. 29 222. 51 222. 52 235. 58
HW 226. 14 226. 36 226. 36 239. 14 222. 05 222. 27 222. 28 235. 06
MLE 226. 04 226. 26 226. 26 239. 12 22], 95 222. 17 222. 17 235. 04
MAP 226. 12 226. 34 226. 34 239. 23 22]. 95 222. 17 222. 17 235. 06
GF 228. 22 228. 44 228. 45 241, 13 223. 22 223, 44 223, 45 236. 13
GF-SEI 227. 90 228. 13 228. 13 241. 30 222, 32 222. 54 222. 54 235. 71
KT_MLE 225. 89 226. 11 226. 11 239. 08 22]. 80 222. 02 222. 03 235. 00
CM_HW 225. 81 226. 03 226. 03 238, 98 221. 72 221 .94 221 .95 234. 89

4.5 Latency

Latency is the time consumption to recover the round
tweakey in the software implementation. The latency of
the attacking procedure is composed of the faults
injections, the intermediate states’ derivation and the key
recovery. The experimental results show that the
distinguishers SEI, HW, MLE, MAP, GF, GF-SEI,
KT-MLE and CM-HW spent 62. 4, 53.9, 50.0, 49.6,

119. 6, 62.0, 59. 3 and 60. 4 ms in the SFA of QARMA-
128, respectively (Fig. 8 (a)); and for QARMA-256,
those distinguishers spend 12. 69, 9.00, 17.53, 12.36,
9.94,9.19, 12.27 and 8. 83 s, respectively (Fig.8 (b)).
In summary, the novel distinguisher of CM-HW stands in
the first place for the SFA of QARMA-256, and KT-
MLE ranks the fourth for QARMA-128.

400 90
u CM-HW 1 CM-HW
350 f 80
un KT-MLE 70 I s KT-MLE
MLE MLE
-
£ MAP 250 | | MAP
g 200 5
b =HW g 40 s HW
& 150 | &
| | u SEI 30y u SEI
100 | | ||| i 0 | i
i
% ’ " GF 10 GF
0 L i 1 f L 0 i L L 1 1 1 i i I L L L I f ! i
10 20 30 40 50 60 70 80 90 100 20 40 60 80 100 120 140 160
Number of faults Number of faults
(a) (b)
Fig. 8 Latency of recovering 3m-bit of the round tweakey by the distinguishers for QARMA: (a) QARMA-128; (b) QARMA-256

5 Conclusions

This paper proposes the SFA of the lightweight
tweakable block cipher QARMA with the novel
distinguishers of CM-HW and KT-MLE. It only requires
at least 374 and 726 faults to recover 128-bit and 256-bit
secret keys of QARMA with a reliability of at least 99% ,
respectively. As for the different types of tweaks, the
SFA takes the corresponding strategy to make fault
injections into the deeper round of QARMA. In the
practical IoE scenario, it is essential to take effective
counter-measurements to protect the last three rounds of
QARMA from statistical fault analysis.
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