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Supplementary Information
1 Authentication Process between Quantum Authentication Server and One User

The proposed Scheme based on EPR and CNOT Gate

With the objective for protection versus man-in-the-middle, Masquerade as Dishonest and Exchange Fake attacks,
the quantum authentication server (QAS) have to verify and authenticate the identity of communicated disjoint users,
so they can transmit quantum messages in a secured manner. The authentication process between (QAS) and uy, is
achieved by EPR entangled state and CNOT gate. At the time of user enrollment, (QAS) and u, share a series of
joint binary authentication key J,. QAS generates a EPR state, |Ws, > where S and A photons are corresponding to

QAS and u, respectively. QAS reserves its particle locally and transfers the other particles to uy .

The required steps for authentication between QAS and u, are shown below and illustrated by (Eq. (1—6))

1. QAS and uy have a joint binary authentication key Jx as shown in Eq. (1). This information is distributed
to u, at registration time and has to be kept confidently between QAS and uy,.

Jk = J2se-- Jon} 9]

2. Ifu, would like to send a secret message over the network , u, informs this information to QAS. When
QAS receives the request, it generates EPR pair states |¥; >={¥;, ¥,,¥;,..., WPy }. For ease the
following EPR pair states is assumed to be generated as shown in Eq. (2)

1

Then, the quantum authentication server reserves S at his location and transfers A particle to u,

3. Once uy, obtain his A particle, he prepares his own new state n as in Eq. (3). The new state resulted from
encrypting the secret identity information as per the particular user operation.



|q)n(A) >= |]2i—1 ® ]Zi >, (3)

Where 1 < i < N and @ denotes the specified user operation.

4. wuy performs o operation on both the transmitted particle and n (new state particle) together. The
produced particle p will be a three entanglement particles state as in Eq. (4)

|¢'p(A) >=¢NOT(|¢)n(A) >® |l[l>)l (4)
Where fyor = €y at Jp;-1 =0 and€yor = €, at Jp;; =1. £y and £, are described as in Eq. (5):

Lo=10s>10,>Q L, + |15 > |1, >Q oy, ,
O = 45> [42> Q Iy + |=s> |—a> @ 0y, (5)

5. Afterward, u, preserves his own particle at his location and transmits the produced particles |¢P(A) > to

QAS

6.  When QAS receives |, @ >, it starts decrypting them by performing {y,r operation on both his particle

S and n as showing in Eq. (6)

|’ >= fyor( |¢p(A) >) (6)

P(a)

7. QAS starts identity verification of u, by measuring |® > according to g, . The resulted state have to be

4
in either 0 or 1. If the measurement result is identical to |J,;_1 , J,; > S0 uy is authenticated and verified.
Therefore, they can go ahead for communication process. But, if the resulted measurement is invalid then
the authentication process will be aborted and u, is not authenticated.

2 Authentication Process between Quantum Authentication Server and Two Users

2.1 The proposed Scheme based on GHZ and CNOT Gate

The authentication process among QAS, u, and ug is achieved by GHZ entangled state and CNOT gate. At the time
of user enrollment,QAS, u, and up share a series of joint binary authentication key J,. QAS generates a GHZ state,
|Wusp > where A, S and B photons are corresponding to u, , QAS and ug respectively. QAS reserves its particle

locally and transfers the other two particles to each user.

The required steps for authentication between QAS and two users u, and ug respectively are shown below and
illustrated by (Eq. (7—12)).



QAS, uy and up have a joint binary authentication key /. as shown in Eq. (7). This information is
distributed to u, and ug at registration time and has to be kept confidently among u, ,up and QAS.

Jk = J2se- Jon} @)

If u, would like to send a secret message to ug , uy informs this information to both uz and QAS. When
QAS receives the request, it generates GHZ tripartite states |¥; > = {¥;, ¥, ,¥;, ..., Py }. For ease the
following GHZ tripartite states is assumed to be generated as shown in Eq. (8)

1
|l1, > = \/_E( |OAOSOB >+ |1A1513 > (8)

Then, QAS reserves S at his location and transfers A and B particles to u, and up respectively.

Once uy, and ug obtain their A and B particles, each of them prepare his own new state n as in Eq. (9). The
new state resulted from encrypting the secret identity information as per the particular user operation.

|q)n(A) >= |]2i—1 ® ]21' >,
chn(B) >= |]2i+1 ® ]Zi > (9)

Where 1 < i < N and ® denotes the specified user operation.

u, and ug perform € or operation on both the transmitted particle and n (new state particle) together. The
produced particle p will be a four entanglement particles state as in Eq. (10)

|¢p(A) >= ¢NOT( |Cbn(,4) > ® |lp > )r
|¢p(3) >=¢NOT(|‘Dn(3) >Q |¥>) (10)
Where €yor = €o at J,; =0 and €yor = £, at J,; = 1. €, and £, are described as in Eq. (11):

Lo=104>[0s> 0 >Q L+ [1,> |15 > |15 > Q 0y, ,
L1 =1+a> [+s> 45> Q I+ |—4> |=5> |—5> Q 0y, (11)

Afterward, uy and ug preserve their own particles which mean u, keeps A and up keeps B at their
locations and transmit the produced particles |, “ > and |, @ > respectively to QAS

when QAS receives both |, @ > and |, - >, it starts decrypting them by performing ¢y, operation

on both his particle S and n as showing in Eq. (12)

@ >= LorClbpgy >)
[y, > = Lor(Idp s, >) (12)
QAS starts identity verification of u, and up by measuring |Cl>n( a > and |, ® > according to g, . The

resulted state have to be in either 0 or 1. If the measurement result is identical to |J5;—; , J,; > and
V2ix1 » J2i > so u, and ug are authenticated and verified respectively. Therefore, they can go ahead for
communication process. But, if the resulted measurement is invalid then the authentication process will be
aborted and u, and ug are not authenticated.



3 Authentication Process between Quantum Authentication Server and Three Users

3.1 The proposed Scheme based on GHZ and CNOT Gate

The authentication process among QAS, u, , ug and u; is achieved by GHZ entangled state and CNOT gate. At the

time of user enrollment, QAS, u, , ug and u, share a series of joint binary authentication key J,. QAS generates a

four photons GHZ state, |W4s5c > where A , S, B and C photons are corresponding to u, , QAS , ug and u,

respectively. QAS reserves its particle locally and transfers the other three particles to each user.

The required steps for authentication between QAS and three users u, , ug and u respectively are shown below and
illustrated by (Eq. (13—19)) and Figure S1.

1.

QAS, uy and up have a joint binary authentication key Jx as shown in Eq. (13). This information is
distributed to uy, , up and u. at registration time and has to be kept confidently among u, ,up , u; and QAS.

Tk =125 Jon} (13)

If u, would like to send a secret message to ug and u. ; u, informs this information to ug , u, and QAS.
When QAS receives the request, it generates GHZ four states |¥; > = {¥;, ¥, ,¥s, ..., Wy }. For ease the
following GHZ four states is assumed to be generated as shown in Eq. (14)

1
|'1U > = \/_E( IOAOSOBOC >+ |1A15131C > (14)

Then, QAS reserves S at his location and transfers A , B and C particles to u, , ug and u, respectively.

Once u, , up and u, obtain their A , B and C particles, each of them prepare his own new state n as in
Eq.(15). The new state resulted from encrypting the secret identity information as per the particular user
operation.

1P gy > = V2ie1 & Joi >,
|¢)n(3) >= |]2i+1 ® ]21' >,
|q)n((;) >= 342 ® Joi > (16)

Where 1 < i < N and Q denotes the specified user operation.

Uy , ug and u. perform €, operation on both the transmitted particle and n (new state particle) together.
The produced particle p will be a five entanglement particles state as in Eq. (17)

M)p(A) >=¢N0T(|q)n(A) >Q |¥>),
|¢p(3) > = fyor( |¢n(3) >Q |¥>),
|¢'p(C) >= ¢NOT( |Cbn(c) > ® |qj >) (17)

Where €yor = o at J,; =0 and fyor = £ at J,; = 1. £y and £, are described as in Eq. (18):



o =104> 105> 105 >0 >Q I, + |1, > |15 > |15 > |1 > ® 0y, »
L1 = 144> [+s> 45> |+c> Q L+ [=4> |=s> |=5> |—c> Q 0y, (18)

Afterward, u, , ug and u, preserve their own particles which mean u, keeps A , ug keeps B and u. keeps
C at their locations and transmit the produced particles |, @ >, by @ > and |, © > respectively to

QAS

when QAS receives |¢P(A) >, |¢P(B) > and |¢P(C) >, it starts decrypting them by performing €yor
operation on both his particle S and n as showing in Eq. (19)

[0y >= fop( |¢p(A) >) ,

P
|¢’p(3) >= fop( |¢p(3) >)
165, > = LorClbp gy >) (19)

QAS starts identity verification of u,, up and u, by measuring |<Dn( > |P > and |<I>n(c) >

n(B)
according to g, . The resulted state have to be in either 0 or 1. If the measurement result is identical to
Vziz1 5 J2i > 5 Uzisr » J2i >  and  |Jai42 , Joi > so uy , ug and u, are authenticated and verified
respectively. Therefore, they can go ahead for communication process. But, if the resulted measurement is

invalid then u, , ug and u, are not authenticated. Therefore, the authentication process will be aborted.

----@ QAS Moasuroment
Legitimate User

b4 Fake User

Fig. S1 Authentication Process between Quantum Authentication Server and Three Users.



4 Masquerade as Dishonest Multicast User

If an eavesdropper would like to impersonate as a fraudulent user, then the eavesdropper will take control on the
transferring particle , B or C from QAS to u, , ug and u. respectively. By supposing that the eavesdropper
performing a universal operation R on A , B and C as shown in Eq. (20 — 26)

[04R > — a]0,0g > + Bol0,1g > +vo[1,05 >+ 8o[1415 > (20)
[14R > = a;]0,05 > + B1[041p > +y1|1,05 > + 81,1 > (21)
[0R > a;|0505 > + B;,|051g > +y,|1505 >+ 8,|151g > (22)
1R > a3|050g > + B5|051p > +y3|1505 > + 85151 > (23)
[0cR>— a4|0c05 > + Ba|0c1p > +y,]1c05 >+ 8,|1c 1 > (24)
|[1cR > - a5|0:05 > + B5|0c1p > +ys|1c0g >+ 5]1c1 > (25)

Where |R > denotes a superfluous state which is generated by the eavesdropper, E represents the eavesdropper
particle and,

lag| + 1831 + lvs| + 1651 = lag| + IBZ] + Iv2| + 1671,

|z + 1BZ] + 1¥Z| + 16Z] = la3| + B3] + Iy3| + |63] =1 (26)

Masquerade as Dishonest Multicast User 4

By assuming that the eavesdropper will work only on particle A which means particles B and C are not included
and we excluded it from the transmitted state, so the eavesdropper performing its operation |0,R > and |1;R >, a
new transmitted state will be generated as showing in Eq. (27,28)

Yisay >= [Pisa)' > 27

1
Wisa)' >= \/_E(Q'OIOSOAOE > + Bo]050,41g > + ¥0|051,05 > + 5p|051415 > + 1150405 > + B;|150,1 >
+ V111s140g > + 811,41 >) (28)

The eavesdropper transfers the new prepared state |¥(s4)’ > to QAS. Subsequently, QAS applies fyor on the
received state as outcome one of four states |‘{’(°S(L) > ,|‘P(‘)5{4) > ,|‘{’(150A) >,|‘P(151A) > which corresponding to the
paired bits 00, 01, 10 and 11. By assuming when the paired bits are equivalent to 00 and 01 then QAS operation is

equivalent as in Eq. (29 — 31).
|‘P(05(34) > = |Wea)' > (29)

By performing £, the result is obtained in Eq. (30,31)

1
|lp&(34) > = \/_5(0‘0|050AOE > + Bol0s0,1g > + ¥0|051,0g > +

801051415 > + a;1]150,15 > + B11150,0g > + y1|1s1415 > + 8:11151,05 >)
(30)
1
W& > = \/_E(aowsoAlE > + Bol0s0,0g >+ y0[051,15 > +
801051,05 > + ;150,05 > + B11150,1g > + y1|15140F > + 81151415 >)
(€29)]



So the possibility for detecting the eavesdropper for |‘P(05% > is ?00( 4 can be computed from Eq. (30) as shown in
Eq. (32).

1
Poo(yy =5 (ad[FIvEI+IBEI+IE]) 32)

As well when the paired bits are equivalent to 01, so the chance for discovering the eavesdropper for |‘{’(051A) > s
Pos (a) can be computed from Eq. (31) as shown in Eq. (33)

1
Po1gyy =5 (b Iy I+IBEIHIST]) (33)

Additionally, the probability for detecting the eavesdropper Py, ) and Py, @ is equivalent to B, (A) and
?01( A)respectively. Therefore, the sum of probability for detecting the eavesdropper Bg,m, @ for u, is equal to % as
shown in Eq. (34, 35)

1
?Sum(,q) = 2 (?OO(A) + P01(_4) + ?10(,4) + ?11(A)) (34)

1
?Sum(A) =3 (35)

According to Simmons theory, the consequence of Eq. (35) verified that the proposed scheme is unconditionally
secured under this kind of attack.

Masquerade as Dishonest Multicast User B

By assuming that the eavesdropper will work only on particle B which means particles A and C are not included
and we excluded it from the transmitted state, so the eavesdropper performing its operation |0gR > and |[1z;R >, a
new transmitted state will be generated as showing in Eq. (36,37)

¥ isey> = [Wisp)' > (36)

, 1
[Wispy > = \/_5(0‘2“)50305 > + B;|05051g > + ¥,|051505 > + 6,]051515 > + a3|150505 > + B5]150515 >
+ v3|1s150g > + 85151515 >) (37

The eavesdropper transfers the new prepared state |W(sz)" > to QAS. Subsequently, QAS applies #yor on the
received state as outcome one of four states |‘P(°5(}3) > ,|‘P&1B) > ,|‘P(15%) >,|‘P(1513) > which corresponding to the

paired bits 00, 01, 10 and 11. By assuming when the paired bits are equivalent to 00 and 01 then QAS operation is
equivalent as in Eq. (38 — 40).

|lp(os%) >= o |Yesp' > (33)

By performing £, the result is obtained in Eq. (39,40)



1
|lp(os(}5') >= \/_E(Q'ZIOSOBOE > + 32105051 > + 51051505 > +

021051515 > + a3|15051; > + B3|15050g > + y3|1s1p1lg > + 85]151505 >)
(39
1
|Wie > = TE(“2|050315 > + B21050505 > + ¥,[0s1p1g > +
(40)

So the possibility for detecting the eavesdropper for |‘P&OB) > and is Py () €N be computed from Eq. (39) as
shown in Eq. (41).

1
Poogsy =5 (a3IHVEI+IBZI+I62]) (41)

As well when the dual bits are equivalent to 01, so the chance for discovering the eavesdropper for |‘P(°513) > is
Po1 () €N be computed from Eq. (40) as shown in Eq. (42)

1
Po1sy =5 (a2 HvZI+IB31+163]) (42)

Additionally, the probability for detecting the eavesdropper B, ®) and Py, ®) is equivalent to P, ®) and
Po1 (B)respectively. Therefore, the sum of probability for detecting the eavesdropper Pgy., ®) for up is equal to ' as
shown in Eq. (43 , 44)

1
?Sum(g) = 2 (?00(3) + P01(3) + ?10(3) + P11(3)) (43)

1
?Sum(g) =3 (44)

According to Simmons theory, the consequence of Eq. (44) verified that the proposed scheme is unconditionally
secured under this kind of attack.

Masquerade as Dishonest Multicast User C

By assuming that the eavesdropper will work only on particle C which means particles A and C are not included
and we excluded it from the transmitted state, so the eavesdropper performing its operation |0.R > and |[1;R >, a
new transmitted state will be generated as showing in Eq. (45,46)

Pse) >= Yoy > 45)

, 1
[Pscy >= ﬁ(a’dosocoE > + B4]050c1g > + ¥4]051c0g > + 8,|051c1p > + as|150,0 > + Bs|150,1g >
+ ¥5l1s1c0p > + 85151015 >) (46)

The eavesdropper transfers the new prepared state |¥(scy > to QAS. Subsequently, QAS applies £yor on the
received state as outcome one of four states Wiy > ,|Wie) > .|Wisz) >.|Wisey > which corresponding to the
paired bits 00, 01, 10 and 11. By assuming when the paired bits are equivalent to 00 and 01 then QAS operation is
equivalent as in Eq. (47 — 49).



|qJ(OSOC) > = o |Yeie) > 47

By performing £, the result is obtained in Eq. (48,49)

1
|qJ89()C) > = ‘/_E(azl-lOSOCOE > + B4]050c1g > + y4]051:05 > +

041051c1g > + as|150c1; > + Bs|150c05 > + ys|1s1c1p > + 8515105 >)
(48)
1
|q“'(%lc) > = ‘/_E(azl-lOSOClE > + B4]050c0g > + y4|0s1c1g > +
0410510p > + a5[150,05 > + B5|1s0c1g > + y5|151c05 > + 85151015 >)
(49)

So the possibility for detecting the eavesdropper for |‘P(OSOC) > is Py () can be computed from Eq. (48) as shown in
Eq. (50).

1
Poocyy =3 (@I HVEIHIBEIH165]) (50)

As well when the paired bits are equivalent to 01, so the chance for discovering the eavesdropper for |‘{’(051A) > s
Pos (a) can be computed from Eq. (49) as shown in Eq. (51)

1
Po1gyy =5 (gl Iy +IBE1+165]) (51)

Additionally, the probability for detecting the eavesdropper Pw(c) and Py, © is equivalent to Py, © and ?01(C)
respectively. Therefore, the sum of probability for detecting the eavesdropper g, © for u. is equal to %2 as shown
in Eq. (52, 53)

1
?Sum(c) = 2 (?OO(C) + ?Ol(c) + ?IO(C) + ?ll(c)) (52)

1
?Sum(c) =3 (53)

According to Simmons theory, the consequence of Eq. (53) verified that the proposed scheme is unconditionally
secured under this kind of attack.

Masquerade as Dishonest Multicast User A and B

By assuming that the eavesdropper will work on two particles A and B at same time. So the eavesdropper
performing its four operations |04R > ,|1,R >, |0zR > and |[1zR >, a new transmitted state will be generated as
showing in Eq. (54,55)

|Wisany> = [Wisan' > (54)



, 1

[P(sapy >= \/_5(“00-’2|050AOBOE > + Bof210504051g > + apy2|05041505 > + 56,1050, 1515 >
+¥0@2|051,0505 > + 6210514051 > + ¥¥210514150F > 4+ §06,|051,1515 >
+ a1a3]|150,0505 > + B1B5|1504051g > +a,¥3|150,1505 > + 5185|150, 1515 >
+ 71315140505 > + 6183|15140515 > + v1¥3|1s141505 > + 6:63] 15141515 >) (55)

The eavesdropper transfers the new prepared state |W(s45)" > to QAS. Subsequently, QAS applies fyor on the
received state as outcome one of eight states |Wiag) > . [Wiis) > [Was > - Wias) > - [Wisas >
|Wisan) > | Wsapy > and Wiy > which corresponding to the tri—bits 000, 001, 010, 011, 100, 101, 110 and 111.
By assuming when the tri—bits are equivalent to 000 and 001 then QAS operation is equivalent as in Eq. (56).

1
|lp(05(,)403) >= E(a’o“zwsoAOBOE > + BoB21050,0515 >+ agy2]050,1505 > + B38,]050,1515 >

+ ¥0@2|051,0505 > + 6210514051 > + ¥¥21|0514150F > 4+ §06,|051,1515 >
+ a10a3]|1504051g > + B1B5|15040505 > +a,¥3|150,1515 > + B185|150,1505 >
+y1a3|151,051g > + 61 63]15140505 > + y1¥3|1s141515 > + 8:65]|15141505 >) (56)

So the possibility for detecting the eavesdropper for |‘P(°S‘1{)B) > s ?000(5 4p) €N be computed from Eq. (56) as
shown in Eq. (57).

1
Pooo(samy = 3 (layas?| + lyras® + |B0B22| + |50522| + layys? + 1vays?l + 1BoS2° | + 18062%]) (57)

As well when the tri—bits are equivalent to 001, so the chance for discovering the eavesdropper for |‘P(95(3413) > is
?OOI(SAB) can be computed from Eq. (56) as shown in Eq. (58)

1
Poot(sapy = 3 (lagaz®| + lyoaz?| + |.31.332| + |51.332| + laoy2?] + 1vov22l + B185°| + 16,85%]) (56)

Additionally, the probability for detecting the eavesdropper By, (SAB) * Plo1 (54B) and P11o(s 4B) is equivalent to
Pooo (S4B)" As well By (SAB) * P1o0 (54B) and P (54B) is equivalent to Pgq (S4B)" Therefore, the sum of probability

for detecting the eavesdropper P, (54B) for u, and up is equal to Y2 as shown in Eq. (57, 58)

1
PSum(SAB) = g (POOO(SAB) + ?001(SAB) + P010(5‘,43) + P011(5‘,43) + ?100(5,43) + P101(5143) + P110(5143) + ?111(5/13))
(57)
B _1
Sum(saB) ~ 3 (58)

According to Simmons theory, the consequence of Eq. (58) verified that the proposed scheme is unconditionally
secured under this kind of attack.

Masquerade as Dishonest Multicast User A and C
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By assuming that the eavesdropper will work on two particles A and C at same time; which means particle B is not
included and we excluded it from the transmitted state. So the eavesdropper performing its four operations
[04R > ,|1,R >, [0.R > and |1.R >, a new transmitted state will be generated as showing in Eq. (59,60)

[Wisacy™ = Wisae) > (59)

, 1
|Wsaey >= ﬁ(a0a4|OSOAOCOE > + BoBs]050,0c1g > + agysl|05041c05 > + Bo64|050,1c1g >
+ ¥0@4|0514,0c05 > + 80B4105140c1g > + ¥o¥al05141c0g > + 6064[05141c1g >
+ a1a5|15040c05 > + B185|150,0c1g > +a1¥5|150,1c05 > + 185]150,1c1 >
+¥1a5|15140c05 > + 81 B5|15140c1g > + v1¥s|1s141c05 > + §;65]15141c1 >) (60)

The eavesdropper transfers the new prepared state |[W(sac)’ > to QAS. Subsequently, QAS applies fyor on the
received state as outcome one of eight states |‘P(Os(ffc) >, |‘P(05(f41C) >, |‘{’(051,{)C) >, |‘{’(°§41C) >, |‘P(15(ffc) >,
|‘P(1&1C) > ,|‘P(151£C) > and |‘P(151A}C) > which corresponding to the tri—bits 000, 001, 010, 011, 100, 101, 110 and 111.
By assuming when the tri—bits are equivalent to 000 and 001 then QAS operation is equivalent as in Eq. (61).

1
|\p(05%)c) > = \/_7( @o®4|050,0c05 > + Bof4]050,0c1g > + agya|05041:05 > +

B0041050,1c 1 > + Y0@4|05140c0g > + 80B4|05140c1g > + ¥o¥al0s141:05 > +
80041051411 > + a1a5]|150,0c 15 > + B1851150,005 > +a1y5|150,1c1 > +
B165115041:05 > +¥1a5|1s140c1g > 4+ 6:1B5|15140c0g > + y1¥5]1s141c1 > +

6105|151,1:0g >) (61)

So the possibility for detecting the eavesdropper for |‘P(°5(ffc) > s ?000(5 Ac) €an be computed from Eq. (61) as

shown in Eq. (62).
1
?ooo(SAC) =3 (|a'1a52| + Inas?| + |ﬁoﬁ42| + |5oﬂ42| + laays®| + lyays®| + |30542| + |50542| ) (62)

As well when the tri—bits are equivalent to 001, so the chance for discovering the eavesdropper for |‘P&?416) > is

POOl(SAC) can be computed from Eq. (61) as shown in Eq. (63)

1
POOl(SAc) =3 (|a0a42| + lvoas?| + |B1.352| + |51352| + laova®| + [vova®| + |B1552| + |51552|) (63)

Additionally, the probability for detecting the eavesdropper Py, (s4¢) > Pio1 (54C) and Py, (54C) is equivalent to
Pooo (SAC)" As well Py (SAC) * Ploo (SAC) and P14 (s40) is equivalent to Pyp; (SAC)" Therefore, the sum of probability

for detecting the eavesdropper B¢, (s40) for u, and u is equal to %2 as shown in Eq. (64, 65)

1
?Sum(SA(;) = g (?OOO(SAC) + ?001(SAC) + P010(514(;) + POll(SAC) + P100(514(;) + ?101(SAC) + PllO(SAC) + Plll(SAC))
(64)

1
PSum(s,qc) =3 (65)

According to Simmons theory, the consequence of Eq. (65) verified that the proposed scheme is unconditionally
secured under this kind of attack.
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Masquerade as Dishonest Multicast User B and C

By assuming that the eavesdropper will work on two particles B and C at same time; which means particle 4 is not
included and we excluded it from the transmitted state. So the eavesdropper performing its four operations
[0gR > ,|15R >, |0¢R > and |1.R >, a new transmitted state will be generated as showing in Eq. (66,67)

¥ spey> = Wseey) > (66)

, 1
|Wspey >= ﬁ(“2a4|05030005 > + B284]105050c1g > 4+ a374]050510g > + 28410505115 >
+ ¥2a4|05150c05 > + 6,8,10515001g > + ¥2¥4l051p1c05 > + 6,84105151c1g >
+ a3as|15050.0g > + B3f5|15050c1g > +asys|1s051c05 > + B365|15051c1g >
+v3a5|15150c05 > + 85B5|15150c 15 > + ¥3¥s|1s151c0g > + 65|1s151c1g >)  (67)

The eavesdropper transfers the new prepared state |‘~P(SBC)' > to QAS. Subsequently, QAS applies £yor on the
received state as outcome one of eight states Wi > . [Wkpey > [Wise) > 5 Wise > - [Wisse >
|‘P(IS°B}C) > ,|‘{’(1515‘.)C) > and |‘P(1511,}C) > which corresponding to the tri—bits 000, 001, 010, 011, 100, 101, 110 and 111.
By assuming when the tri—bits are equivalent to 000 and 001 then QAS operation is equivalent as in Eq. (68).

1
|lp(os%)0) > = E(%“HOSOBOCOE > + B2B4l05050c 1 > + a2y4|0505105 > + B28,4]05051c 1 >

+ ¥204|05150c05 > + 6,8,410515001g > + ¥2¥al0s1p1c05 > + 6,64]05151c1g >
+ a3a5|15050c1g > + B3f5|15050.0F > + azys|1s051c1g > + B365]15051,05 >
+¥3as5|15150c1g > + 85B5|15150.05 > + y3ysl1slplcly > + 6305|1515105 >) (68)

So the possibility for detecting the eavesdropper for |‘{’(°5%’C) > is Byoo (sBcy €N be computed from Eq. (68) as

shown in Eq. (69).
1
Pooocspey =3 (lazas?| + lysas?| + |ﬁzﬁ42| + |5zﬁ42| + lasys?| + lysvs2| + 8264 | + 16:6,°) (69)

As well when the tri—bits are equivalent to 001, so the chance for discovering the eavesdropper for |‘P(°S%1C) > is

Poo1 (sBc) €N be computed from Eq. (68) as shown in Eq. (70)

1
Poo1(spey =3 (lazay®| + lyaq®| + |53/)’52| + |53352| + lazva?l + [v2¥a?] + 1Bs8s%| + 18305%]) (70)

Additionally, the probability for detecting the eavesdropper Byq4 (SBC) ° Pio1 (SBC) and P49 (SBC) is equivalent to
POOO(SBC)' As well ?010(536) , ?100(530 and ?111(536) is equivalent to P001(SBC). Therefore, the sum of probability
for detecting the eavesdropper P, (SBC) for up and u, is equal to Y2 as shown in Eq. (71, 72)

1
PSum(SBC) = g (POOO(SBC) + POOI(SBC) + ?010(586‘) + POll(SBC) + P100(53(;) + ?101(530 + ?110(53(;) + IP111(53(;))
(71)

(72)

1
?Sum(sgc) = E
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According to Simmons theory, the consequence of Eq. (72) verified that the proposed scheme is unconditionally
secured under this kind of attack.

Masquerade as Dishonest Multicast User A, B and C

By assuming that the eavesdropper will work on three particles , B and C at the same , a new transmitted state will
be generated as showing in Eq. (73,74)

|¥sapey> = |Wsase) > (73)

|¥ (sape) > = \/_15(“00(2“4|050AOBOCOE > +B 2841050405001 > + agaz¥4|050,051,0; > +
BoB2641050,051c1g > + agy,@4]|0504150.05 > + B62B4|0504150c15 > + agy2V4|0504151:05 > +
Bo6264|050,151c1g > + ¥oa@4|0514050c05 > + 8024105140500 15 > +y0azY4]0514051:05 > +
80B26410s1,051c1g > +¥oY2a4|05141500F > + §062P4|0514150c1g > + YoY2Yal0s14151:05 > +
80020410514151c15 > +aya3a5|1504050.05 > + B1B3B5[150,4050¢15 > + a3 a3y5|150,051:05 > +
B1B3051150,051c1g > + a1y3a51150415005 > + B18365|150,150¢c 15 > + a1¥3Ys|150411c05 > +
B16365|150,151c1g > + y1a3a5|1514050005 > + 81 8385|151,050c1g > +y1a3Y5|151,051c0 > +
81B305|151,051c 15 > + y1¥3a5|1514150.05 > + 810585|151,150c 15 > + y1¥3Ys|1s14151c05 > +

816365|151,151c1g >) (74)

The eavesdropper transfers the new prepared state |LP(SABC)' > to QAS. Subsequently, QAS applies £yor on the

received state as outcome one of sixteen states |‘{’(°s‘34°£c) >, |‘P&(jf§c) >, |‘P(OS%£C) >, |‘P(°5(f415}6) >, |‘P(°sf4°£c) >,
0101 0110

|¥(sapc) > ) |¥(sapc) >
0111 1000 1001 1010 1011 1100 1101 1110

[Wisage) > » |Wisape) > 5 Wisane) > 5 Wisare) > » Wisase)y > » |Wisae) > » Wisane) > » [W(sapce) > and

|‘P(151A}Blc) > which corresponding to the four—bits 0000, ....., 1111. By assuming when the four—bits are equivalent

to 0000 then QAS operation is equivalent as in Eq. (75,76).

|Wiape) > = %(a’o“za’dosoAOBOcOE > +PBo B2P4l050,050c1g > + aoa,¥4|050,0510F > +
BoB2641050,051c1g > + agy,@4]|0504150.05 > + B62B4|0504150c15 > + agy2V4|0504151:05 > +
Bo06264|050,151c1g > + Yoa4|0514050c05 > + 80B,84105140500 15 > +y0azY4]0514051:05 > +
80B2041051,051c1g > +¥oY2a4]051,1500F > + §562P4|051,150c1g > + YoY2Yal0514151:05 > +
80020410514151c15 > +aya3a5|1504050c15 > + B1B3PB5[150,4050c05 > + a3 azy5|150,051c1p > +
B1B3051150,051c0g > + a1y3a5]1504150c1g > + B18365|150,150c05 > + a13ys|15041p1c 1 > +
B16365|150,151c0g > + y1a3a5|1514050c 15 > + 8183P5|151,050.0F > +y1a3Y5|151,051c1g > +
81B385|1s1,051:05 > + y1¥3a5|161,150c15 > + 6105P511514150c05 > + y1¥3Ys|lslalplcly > +

816305|151,41510; >) (75)

So the possibility for detecting the eavesdropper for |‘P(05(340,§)C) > is Pyooo (saBcy €N be computed from Eq. (75) as
shown in Eq. (76).

1
?OOOO(SAgc) =3 (lﬁo ﬂzﬂ42| + |ﬁoﬁz542| + |.3052542| + |5032542| + |5o52542| + |y azas?| + |lagysas?| +
[V1vsas®| + (Iyaasas?| + |ﬁ052.342| + |50ﬁzﬁ42| + |5052[J’42| + layazys?| + lagysys®| +
[viasys®l + lyavsvs®l) (76)

As well when the four—bits are equivalent to 0001, so the chance for discovering the eavesdropper for |‘{’&(3f§lc) > is
POOOl(SABC) can be computed from Eq. (75) as shown in Eq. (77)
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1
P0001(5,435) =3 (lagapas®| + |agazva®| + lagvaas®| + laovava®l + [vo@aaa®| + [voava®| + lvovzaa?| +

[Vovava?l + (|ﬁ1ﬁaﬁsz| + |ﬁl.33552| + |ﬁ153552| + |51.33552| + |ﬁ153352| + |5133352| +
|5153.352| + |5153552| 77

Additionally, the probability for detecting the eavesdropper Pyg11 (SABC) Po1o1 (SABC) * ?0110(5 ABC) ?1001(5 ABC)

?1010(5,436) , ?1100(5/“36) > P1111(5ABC) is equivalent to ?oooo(SABC)- As well ?0010(5/;35) , ?0100(5/;36) , P0111(5,436)
'PlOOO(SABC) , P1011(5ABC) , P1101(sABC) , in(SABC) is equivalent to ?0001(SABC). Therefore, the sum of probability

for detecting the eavesdropper P, (S4BC) for uy , ug and u. is equal to '2 as shown in Eq. (78 , 79)

1
Psum(SABC) = E (?OOOO(SAgc) + P0001(5‘43(;) + P0010(5‘430) + P0011(5,43(:‘) + P0100(5143(;') + P0101(5143(:‘)
+ P0110(5143(;') + P0111(5,43(:‘) + P1000(5143(;') + P1001(5‘,43(;) + P1010(5‘,43(;) + ?1011(SABC)

+ ?1100(SABC) + ?1101(SABC) + ?1110(SABC) + ?llll(SABc)) (78)

1
?Sum(SABC) =3 (79)

According to Simmons theory, the consequence of Eq. (79) verified that the proposed scheme is unconditionally
secured under this kind of attack.

5 Two Way Channel Substitution Fraudulent Attack between Quantum Authentication Server and One
User

The operation of the eavesdropper @, and € on the transferred particle 4 is given by (Eq. (80) — (83))
[1,€>—= Bl04E10 > + ag|1,E1y > (81)
1
|+,E>- 5| +,> (agl€g > + agl€qy > +.3£|501 > +B:€0 >)

1
+ §| —> (agl€gp > —ag|€qy > —ﬁ€|go1 > +Bel€10 >)
(82)
1
|—,€>- ;| +,> (ag|€gp > —agl€yy > +'8£|801 > —Bel€1p >)

1
51 =4> (ael€p > +ag|€1y > —3£|€01 > —Bel€10 >) (33)

The operation of the eavesdropper 0, and u on the transferred information particle |®,, a > is given by (Eq. (84)

—(87)
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|On(,q)l'l > - a#|0n(A),u00 > + Bylln(A)”01 > (84)
Ly B>~ BulOn 1y > + ol T pyy > (85)
1
| +n(A) u>- El +n(A)> (a,ulnu'()o >+ aul:ull >+ Bﬂlﬂ(n > +B#|:u1() >)
1
+E| _n(,q)> (al‘luOO > = aﬂlull > - Bﬂlﬂm > +Bﬂ|ﬂ10 >) (86)
1
| Toy B > El +n(A)> Capligy > —ayluy, > +Bu|“01 > = Bu“‘w >)
1
+E| _H(A)> (aﬂll'LOO >+ aﬂlull > - Bﬂlnu(n > = Bylﬂm >) 87)

Correspondingly, performing the unitary operation involves the following prerequisites see (Eq. (88) to (90))

loE[+|BE| =1, |ad|+|Bal =1 (88)
<€go | €10> + <€p1 [ €11>=0 (39)
<Hoo | H10™> + <Ho1 | H11>= 0 (90)

Additionally, for simplifying the discussion, assumes that equations for orthogonal conditions and equations for
non-orthogonal conditions are given by (Eq. (91 — 92)) and (Eq. (93 — 94)) respectively.

<€l €1 >=<E| €11 >=<Ep|E1p>=<Ep1|E1>=0 1
< Moo | Ho1 > =< Mol M1 >=<Hgo| Mo >=<Ho1|H1> =0 (92)
<800‘£11 > = cos 9£,<801\€10 > = cos (ps (93)
< li00|ll11 > = cos epz< I’J'Ol“’llo > = cos (‘Ou (94)

When the two-bit key J, J = 00, so the subsequent encrypted state by QAS is given by (Eq. (95,96))

i+1

W >= 00, { o [0 (Y& | € >) | [, >1 [ 0> }

(95)
1
Wy > = = [( g &y [05040,) €oo Hoo > + ag By [0s0a1n ) €00 Mo1 > + Be Bul0s140n ) Eo1 1o >
+ Be 0ul0sLaTngy) o1 ta1 > + Be & 15040, Exotoo > + Be By| 150a0n ) €01 ot >
+ g By |15 Talng, €11 Mo > + e @y [15140n ) Exy a1 >) | (96)

The eavesdropper will be detected if the transferred particle state is not |0 >, in such condition, the Probability of

na)

detecting the eavesdropper when J; J;,1 = 00 is given by (Eq. (97))

pSum(]i Jis1 = 00 )= (ag Bu)z + (Be au)z 97)

By performing the comparable sequences from (Eq.(95) — (97)) forJ; J;s1 = 01 indicating that the Probability
of detecting the eavesdropper is equivalent to Pgy, (J; Ji+1 = 00 ). The Probability of detecting the eavesdropper
when J; Ji11 = 10 is given by (Eq. (98))
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[ (ag Bu)z( 1+ cosOg) + (Bg Bu)z( 1+ cos @¢) + (ag au)z( 1 — cos 6¢)

2 (93)
+ (Be @) (1 — cos ¢g)]

Rsum(Ji Jisr = 10 ) =% [

By performing the comparable sequences from (Eq.(95) — (97)) for J; Jix1 = 11 indicating that the Probability
of detecting the eavesdropper is equivalent to Pg,m(J; Jix1 = 10 ). From above equations we can realize that when
J; = 0 the Probability of detecting the eavesdropper is equivalent to (og Bu)z + (Be au)zand when J; = 1 is

equivalent  to %[[[(aS B)?(1+cos 0:) + (Be B)?( 1+ cos @e) + (e ) (1 —cos 0:) + (Be o)’ (1—

ws oo

By combining Eq. (97) and Eq. (98), we can compute the total Probability of detecting the eavesdropper in the
authentication process is given by (Eq. (99))

Psum= "2 [ pSum(]i = O) + pSum(]i =1 )] 99

If the eavesdropper would like to reduce his detecting possibility then the eavesdropper has to adapt Fg,,, as
minimum detecting possibility see (Eq. (100)). Eq. (100) computed under the assumption of ag = @, =1

Sum = Min(Rsym) = = (1 — cos 6¢) (100)

From Eq. (100) it’s shown that Min(Pg,y) is correlated on cos ¢ but uncorrelated to 6, . Therefore, the
eavesdropper’s unconditional information amount on the transferred key bits among QAS and uy can be
approximated by (Eq. (101)).

fp(][( vQTotal)

Tk »Orotar ) = Zx,y ?(]K 1 Orotal ) log2 P(Jx) P(Orotal)

(101)

Where 01,4 denotes the total operation applied by the eavesdropper @; and 6,, x denotes the key values (00, 01,
10, 11) with probability P(x) = i , Jx specifies the chosen random values from variable x , y = €;;p,; with i, j,

v,7 € {0,1} which denotes 16 probabilities of the joint measurement result of the eavesdropper at positions 0,
and 0,. For restoring the value of eavesdropper’s unconditional information amount from Eq. (101). We should only
realize the P(Jx) and P( Ororar | Jx ) by (Eq. (102))

P(]K , Orotar )= T(]K )P( Orotar | Jx ) (102)

Supposing a particular case P( €yg 1o | 00) by substituting in Eq. (96), the reduced detecting possibility of the
eavesdropper’s unconditional operation @r,.,; is either Eyg pgo or €14 py; With equal probability of %> when J,;_4
Joi = 00 see (Eq. (103))

1
|lpSum22 >= ﬁ( |050A0n(A) S00 I’J'()() > + |151A0n(A)811 IJ'11 > (103)

Since <€, | €11> = cos B¢ from Eq. (93) so,
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P(€po Moo | 00)=(1 + sinbe) /2 (104)

As (x) =1, s0o P(00) =+ and from (Eq. (104)) P(Ego oo | 00) = (1 + sin6g) / 2. Accordingly by
substitution in Eq. (102), the eavesdropper’s unconditional information amount on the transferred key bits J,;_4
J>i = 00 is given by (Eq. (105))

1+sin f¢

P00, € Moo ) = P(00)P(Epg Hoo | 00) = 3 (105)
Therefore, the mutual obtained information by eavesdropper’s total operation @7, is given by (Eq. (106))
1 ; ) . :
‘I=Z [(1+5sin0g)log,(1+sinb:)+(1—sinbg)log,(1—sinbe)] (106)

Since sinf = V8 X Sum — 16 X Sum? (see Supplementary Information (7) for Proving Relation between sin 8¢
and Sum), by substitution in Eq. (106)

Z_I

T4

[(1+V8XSum—16X Sumz)log2(1+\/8x5um—16x Sum?)

+ (1 —V8xSum —16 x Sum?)log,(1 — /8 x Sum — 16 x Sum?) (107)

The correlation between the mutual information ¥ and the minimum detecting possibility Sum for the eavesdropper
is shown in Table S1 and Figure S2

Table S1. Correlation between Mutual Information T and the Minimum Detecting Possibility Sum for One User

Sum 0% 5% 10% 12.5% 25% 35% 45% 50%
T (Bits)
One User 0 0.139 0.2655 0.3227 0.5 037717 @ 0.139 0

Relation between T and Sum for One User

0.6

0.5

0.4

0.3

Mutual Infomation T (Bits)

SuUmEO0% Sum=5% Sum=10% Sum=125% Sum=25% Sum=35% Sum=45% Sum$50%

Minimum Detection Possibility Sum (%)

g One User  «oo-coo-- Poly. (One User)

Fig. S2 The Correlation between the Mutual Information ¥ and the Minimum Detecting Possibility Sum for One
User.
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If the eavesdropper would like for unconditionally obtaining the transferred authentication key Jx between QAS and
u, ,so for every transferred key, the eavesdropper must conclude which two — bits are utilized for the
authentication process. In accordance with the eavesdropper’s measurement output y = &, with i,j, v,7T €
{0,1}, and the key values (00,01,10,11). Therefore, the eavesdropper can conclude the probability of the
transmitted key bits.

For example if y = €y111 then the eavesdropper can conclude that the transferred authentication key bits either 00,
10 or 11 with probability equal to 0.5, 0.25 and 0.25 respectively. By supposing that the eavesdropper selects the
likelihood for identifying the transmitted key values 00 or 01 is P and for identifying 10 or 11 is 1 — P and take
into consideration the unsuccessful measurement result as in Eq. (105). Consequently, the unconditional detection
possibility P, of i is given by (Eq. (108))

P, = (1+52in95) E P+l _;p)] +(1—+“98) E ( _ga)] (108)

By simplification of Eq. (108) P, of Jx is given by (Eq. (109)) (see Supplementary Information (8) for Proving
Relation between P, , P and sin 0¢)

?ezg[(sines(sx‘la—1)+4] (109)

If P =1 implies that the detection possibility P, is maximized see (Eq. (110)) (see Supplementary Information
(9) for Proving Relation between P, ,P,™ and Sum)

P =1 (V16X Sum—16 X Sum? +1) (110)

Table S2 and Figure S3 show the correlation between maximized unconditional detection Possibility P, and the
minimum detection possibility Sum

Table S2 Correlation between Maximized Unconditional Detection Possibility P,™ and Sum for One User

Sum 0% 5% 10% 12.5% 25% 35% 45% 50%

P, 0.25 0.40 0.45 0.47 0.50 0.47 0.4 0.25

Relation between Maximized Absolute Detection Possibility and Sum for One
User

0.4

=
ba

=
-

=]

Sum=0% Sum=5% Sum=10% Sum=125% Sum=25% Sum=35% Sum=45% Sum=>50%
Minimum Detection Possibility Sum (%6)

Maximized Absolute Detection Possibility
[=]
L

—y— One User  -----eee- Poly. (One User)



Fig. S3 Correlation between Maximized Unconditional Detection Possibility ,™ and Sum for One User.

Therefore, the possibility of the eavesdropper for positively retrieving the transferred keys P.” for ], =

{J1,J2,J3 o e e v e e v e e e e o} se (Eq. (111))

Pl = [P (1 = Sum)]V/? (111)

By substituting (Eq. (110)) in equation (Eq. (111), so

]N/Z (112)

P = [3(VBX Sum—16x Sum? +1)(1— Sum)

6 Two Way Channel Substitution Fraudulent Attack between Quantum Authentication Server and Two
Users.

Firstly, the eavesdropper listens to the communication channel and intercept the transmitting particle from QAS to
u, and ug . The eavesdropper applies operations @; and @, along with supportive particles €,y at his side on the
transmitted particles A and B respectively. Subsequently, the eavesdropper transfers the produced particle to u, and
ug. Once u, and ug obtain the resulted transferred particle, they doesn’t know there is an eavesdropper and he
executed an operation. Both u, and up apply their ordinary operations and transfer the resulted particle to QAS. The
eavesdropper interrupts the new state particle sent by u, and ug. The eavesdropper performs operations @5 and 0,

along with supportive particles p,mn at his side on the new particles |® > and |‘Dn(3) > respectively.

)
Successively, the eavesdropper transfers the resulted particle to QAS. The eavesdropper attempts to obtain a
confident amount of information about the key by utilizing two supportive particles €, u on particle A and other two

Y ,n on particle B.

The operation of the eavesdropper @, and € on the transferred particle A is given by (Eq. (113) — (116))
[0,€>— ag|0,E€9 > + Bc|14E01 > (113)
[1,€> - B[04E€9 > +ag|14E; > (114)
|+,E€>- §| +,> (agl€p > + ag|€qq > + B[E€g1 > +Be[E1p >)

1
+;| —a> (0g|€g9 > — ag|€41 > — Be|€o1 > + Bel€1p >)
(115)
1
| =4 €>= Sl +,> (el€p > — g€y > + Bel€o1 > —Bel€10 >)

1
51 =4> (ael€p > + agl€11 > —Bel€o1 > —Bl€10 >) (116)

Correspondingly, the operation of the eavesdropper @, and y on the transferred particle B is given by (Eq. (117) —
(120))
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[0y >— a,|0gy,, > + B},|1By01 > (117)
|1y >— By|OBV1o > +a,|lgy,, > (118)
1
| +B y>- El +B> (aylyoo >+ aylyll >+ BylyOl >+ Bylylg >)
1
+E| _B> (aylyoo > - aylyll > - Byly(n > + Bylylo >) (119)

1
| —BY > El +B> (aylyoo > _aylyll >+ BylyOl > = Bylylg >)

1
+E| _B> (aylygo >+ aylyll > - Bylyol > - Bylylo >) (120)

The operation of the eavesdropper @5 and u on the transferred information particle |, @ > is given by (Eq. (121)

—(124))
10, > = @ulOngyytog > + B, [TngyHop > (121)
1Ly > BulOngyig > + ullngy iy > (122)
00> %l Fagy” (Gulkge >+ uliyy >+ B ligy > + Bl >)
+%| “n> (Qultoo > = ulyy > =B ligy > + B, 11y >) (123)
I L %I Fow” (o lpgy > = o liyy > 4B, 1y > —B,luy >)
+%| To” Calitgy >+ oyluyy > =B l1gy > = B, l1yg >) (124)

Correspondingly, the operation of the eavesdropper 0, and 1 on the transferred information particle |¢)n(3) > is
given by (Eq. (125) — (128))

0nggyN > = ay|On g Moo > + Byllngg Mor > (125)

[ 1ng M > = BylOng Mo > + ay|ln,Miq > (126)
| g N>~ %| Fng> (annoo > + aynis > + Bynor > + Bynio >)

+ =1 =ngy> (Moo > = ylMuz > = Bylnor > + Bylnie >) (127)
| =0y 1> = 5|+ > (OylMoo > = aylMax > + ByMox > = Bylneo >)

+ =1 =nggy> (Moo > + ayIay > = Bylor > — Byl >) (128)

Correspondingly, performing the unitary operation involves the following prerequisites see (Eq. (129) to (133))

log|+IBE| = 1, |ad|+IBAl . [oG|+IBEI = 1, [oG|+IBF] =1 (129)
<€go | €10> + <€p1 [ €11>=0 (130)
Moo [M10> + <Mo1 [N11>= 0 (131)
<Hoo | H10™> + <Ho1 | H11>= 0 (132)
Yoo | Y10> + <Yo1 [ V1:>= 0 (133)

Additionally, for simplifying the discussion, assumes that equations for orthogonal conditions and equations for
non-orthogonal conditions are given by (Eq. (134 — 137)) and (Eq. (138 — 141)) respectively.
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<€l €1 >=<E1p| €11 >=<Ep|E1p >=<Ep &1 >=0 (134)

<n00|n01>=<n10|n11>=<n00|n10>=<n01‘n11> =0 (135)
< Hoo | Ho1 >=<Hyo M1 >=<Hoo|Hio>=<Ho1|H1> =0 (136)
<YoolYo1 >=<Y10!Y11 > =<Yoo |Y10 >=<Yo1lY11> =0 (137)
< EOO ‘ 811 > = cos 68’ < 801 ‘ 810 > = cos (ps (138)
<Mgo|Mny >=cosB,, <My |M,, >=cos P, (139)
<Moo | Hyy > =058, , < lo; | pyy >=cos @ (140)
<y00|y11 > = cos Gy, <y01|y10 > = coS ®, (141)

When the three-bitkey J,_; J, J;;; = 000, so the subsequent encrypted state by QAS is given by (Eq. (142, 143))

W8 > = o050, { £y [0; (W) | €>) | [®n, >]1 [0; (W20, [ ¥ >) | @y >] 0> 0> )
(142)
8% > = 5[ (te 0 1050401, €00 oo > + te By 10504 T, Eoo oz > + Be Bul0sTa0n,) €01 oo >
+ Be 0105 TaTn,) o1 taz > + Be & 15040, Erotoo > + Be By| 150400, €01 bos >
+ otg By [15TaTngy €1 o > + e o [ 151400, Exy ax >) |+ [Caty oy 1050504, Yoo Moo >
+ &ty By 1050105 Yoo No1 > + By Bnl0s1g0n ) Yo1 Mo > + By &y|0s1pln 5 Yor Mix >
+ By ay 150g1n 5 YioMoo > + By Bn| 1505004 Yo1 No1 > + @y By |151B1n(3) Y11 N1o >
+ 0ty oy 151500, Vi a1 >) | (143)

The eavesdropper will be detected if the transferred particle state is not |0 > or |0, @ > in such condition, the

)
Probability of detecting the eavesdropper when J;_1 J; Ji+1 = 000 is given by (Eq. (144))

PSum(]i—l Ji Jiz1 = 000 )= (ag Bu)z + (B au)z + (O‘y Bn)z + (By an)z (144)

By performing the comparable sequences from (Eq. (142) — (144)) for J;_1J; Ji+1 = 001,010 and 011
indicating that the Probability of detecting the eavesdropper is equivalent to Pgym(Ji—1 Ji Jix1 = 000 ).

The Probability of detecting the eavesdropper when J,_; J; J,,; = 100 is given by (Eq. (145))
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PoumUiaJi Jiss = 100 ) =2[[ [ (ae B)?(1+ o5 06) + (Be B)"(1+ cos @) + (e @) (1= cos 0) +
(Bg au)z( 1 — cos @¢)] ] + [ [ (o Bn)z( 1+ cos Gy) + (By Bn)z( 1+ cos (py) + (ay an)z( 1 —cos Gy) +

(By o) (1 = cos )] ]] (145)

By performing the comparable sequences from (Eq. (142) — (144)) for J;_1J; Jix1 = 101,110and 111
indicating that the Probability of detecting the eavesdropper is equivalent to Pgym(Ji—1 J; Jiz1 = 100 ). From
above equations we can realize that when J;_; = 0 the Probability of detecting the eavesdropper is equivalent to

(ag B)? + (Be a)® + (ay By)? + (By ay)? and when J;_; = 1 is equivalent to %[[ [ (g B)?( 1+ cosBe) +
(Be B?( 1+ cos @g) + (ag au)z( 1—cos0¢) + (Be au)z( 1—cos @g)] | + [ [ (ay Br)?( 1+ cos6,) +

(BY Bn)z( 1+ cos@y) + (ay an)z( 1 — cos Gy) + (By an)z( 1 —cos (py)] ]]

By combining Eq. (144) and Eq. (145), we can compute the total Probability of detecting the eavesdropper in the
authentication process is given by (Eq. (146))

RPsum= "2 [ pSumUi—l =0)+ l;‘)Sum(/i—l =1 )] (146)

If the eavesdropper would like to reduce his detecting possibility then the eavesdropper has to adapt Pg,, as
minimum detecting possibility see (Eq. (147)). Eq. (147) computed under the assumption of ag = a, =@, = @, =
1

Sum = Min(Pgyy,) = % (1—cosBc+1—cos ) (147)

From Eq. (147) it’s shown that Min(Rg,) is correlated on cos ¢ and cos 6, but uncorrelated to 6, and 6,.
Therefore, the eavesdropper’s unconditional information amount on the transferred key bits among QAS , u, and
ug can be approximated by (Eq. (148)).

P(]K '@Total)

E1:(]1( , Orotar ) = Zx,y,zfp(])( , @Total ) logz :D(}K) P(Orotal)

(148)

Where O7,,, denotes the total operation applied by the eavesdropper @, , 0, , 05 and 0,, x denotes the key values
(000, 001, 010, 011, 100, 101, 110, 111) with probability P(x) = % ,J ¢ specifies the chosen random values from

variable x , y = €, withi,j,v,7 € { 0,1} which denotes 16 probabilities of the joint measurement result of the

eavesdropper at positions @ and 5 ,z = YiaNex with k, 1, ¢,» € { 0,1} which denotes 16 probabilities of the joint

measurement result of the eavesdropper at positions @, and @,. For restoring the value of eavesdropper’s
unconditional information amount from Eq. (148). We should only realize the P(Jx) and P( Orrar | Jx ) by (Eq.
(149))

:PUK » Orotal ) = ?(]K )?( Orotar |]K) (149)
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Supposing a particular case ‘P( €gg Moo YooNoo| 000 ) by substituting in Eq. (143), the reduced detecting possibility
of the eavesdropper’s unconditional operation Orqy; is either €gg oo YooNge OF €11 Kyq YqqMy; With equal

probability of /2 when J,._, J,. J,;.; = 000 see (Eq. (150))

1
[Wsumagy > = ﬁ( |OSOAOn(A) €oo Hyy > + |151A0n(A)£11 My, > +]05050

SAB n(p) Y()() 7100 >+ |151B0n(5) Y11 7111 >

(150)

Since <€y | €11> = cos B¢ and <y | y11> = cos 0, from Eq. (138) and (141) respectively so,
P(€oo Hoo YooNool 000) = (2 + sin Ogum) / 2 (151)

As (x) = é , so P(000) = % and from (Eq. (151)) P( €40 Moo YooNoo| 000) = (2 + sin Bgym) / 2. Accordingly

by substitution in Eq. (149), the eavesdropper’s unconditional information amount on the transferred key bits
J2i-1 J2i J2i+1 = 000 is given by (Eq. (152))

2+sin Osym

P( 000, €y Koo YooNoo ) = P(000)P(Eyp Koo YooNoo| 000) = 16

(152)

Therefore, the mutual obtained information by eavesdropper’s total operation Or,,,; is given by (Eq. (153))

T =% [(1+sin Ogyy ) log,(1+ sin Ogyy, ) + (1 — sin Og,y, ) log, (1 — sin Ogyy, ) | (153)

Since  sinfg,y, = V16 X Sum — 16 x Sum? — 3 (see Supplementary Information (10) for Proving Relation
between sin fg,,,, and Sum), by substitution in Eq. (153)

Z=%[(1+\/16xSum—16x Sum2—3)log2(1+\/16><Sum—16>< Sum?® —3)

+ (1—-+v16 x Sum — 16 x Sum2—3)log2(1—\/16xSum—16>< Sum? —3) (154)

The correlation between the mutual information T and the minimum detecting possibility Sum for the eavesdropper
is shown in Table S3 and Figure S4.

Table S3. Correlation between Mutual Information ¥ and the Minimum Detecting Possibility Sum for Two Users

Sum 0% 5% 10% 12.5% 25% 35% | 45% | 50%
T (Bits)
Two User 0.5 0.378 0.2655 0.28 0125 013325 023 025
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Relation between ¥ and Sum Two Users

0.6

05

0.4

03

02

0.1

Mutual Infomation T (Bits)

Sum=0% Sum=5% 3Sum=10% 5Sum=125% Sum=25% Sum=35% 5Sum=43% Sum=50%

Minimum Detection Possibility Sum (%)

g Ty Users Poly. {Two Users)

Fig. S4 The Correlation between the Mutual information ¥ and the Minimum Detecting Possibility Sum for Two
Users.

If the eavesdropper would like for unconditionally obtaining the transferred authentication key Jx among QAS , uy
and up , so for every transferred key, the eavesdropper must conclude which tri — bits are utilized for the
authentication process. In accordance with the eavesdropper’s measurement productivity y = &;;p,, with i,],
v,7 €{0,1},2z = yNe, With k,1, ¢, € {0,1} and the key values (000,001,010,011,100,101,110,111).
Therefore, the eavesdropper can conclude the probability of the transmitted key bits.

For example if y = Eyouy1 and z = yyonq then the eavesdropper can conclude that the transported authentication
key bits either 000, 101 or 111 with probability equal to 0.5, 0.25 and 0.25 respectively. By supposing that the
eavesdropper selects the likelihood for identifying the transmitted key values 000,001,010 or 011 is P and for
identifying 100,101,110 or 111 is 1 — P and take into consideration the unsuccessful measurement result as in Eq.
(152). Consequently, the unconditional detection possibility P, of ] is given by (Eq. (155))

_ (2+sinBsym1) 1 1 _ (2—-sin Bsym) 1 _
P, = 220 fsum) [2 P+iQ ?)] s [4 a ?)] (155)

By simplification of Eq. (126) P, of J¢ is given by (Eq. (156)) (see Supplementary information (11) for Proving
Relation between P, , P and sin Og,py,)

Pe = [ (sinOsum(3 X P—1) +4] (156)
If P =1 implies that the detection possibility P, is maximized see (Eq. (157)) (see Supplementary Information
(12) for Proving Relation between P, ,P,™ and Sum)

P = (V16 X Sum—16 x Sum? —3 +2) (157)

Table S4 and Figure S5 show the Correlation between Maximized Unconditional Detection Possibility P, and the
minimum detection possibility Sum.

Table S4 Correlation between Maximized Unconditional Detection Possibility P,™ and Sum for Two Users

Sum

0%

5%

10%

12.5%

25%

35%

45%

50%

P,

0.07

0.125

0.187

0.22

0.50

0.72

0.74

0.75
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Relation between Maximized Absolute Detection Possibility and Sum Two
Users

08
08
0.7
06
05
0.4
03
02
01

Maximized Absolute Detection
Possibility

g1 Sum=0% Sum=5% Sum=10% Sum=12.5% 3um=25% Sum=35% Sum=45% Sum=>50%
Minimum Detection Possibility Sum (%)

g TWO USEIE ceereees Paoly. (Two Users)

Fig. S5 Correlation between Maximized Unconditional Detection Possibility 2, and Sum for Two Users.

Therefore, the possibility of the eavesdropper for positively retrieving the transferred keys P, forJ, =

{J1J20J3 e e e e e e e e e e e Jan ) s€€ (EqL (158))

P, = [P"(1— Sum)]3N/4 (158)

By substituting (Eq. (157)) in equation (Eq. (158)), so

) . _ 3N/4
P = [Z(\/16x5um—16x SumZ =3 +2)(1—Sum)] (159)

7 Proving Relation between sin ¢ and Sum

From Eq. (100) Sum = Min(Psy,,) = % (1 —cos 6¢) (160)
Sum=%—%cos O¢ (161)

4 X Sum=1- cos ¢ (162)

cos g = 1—4XSum (163)

cos 0% = [1— 4 x Sum]? (164)

cos 0g% = [1—8 x Sum + 16 x Sum?] (165)

By using the mathematical formulation of
cos 0% +sinft =1 (166)

Therefore, by substituting from Eq. (165) in Eq. (166)

1—8 xSum+ 16 x Sum? +sin 0% =1 (167)
sinf¢® =1—148 x Sum — 16 X Sum? (168)
sin Bg2 = 8 x Sum — 16 X Sum? (169)

So
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sinf¢ = V8 X Sum — 16 X Sum?

(170)
8 Proving Relation between P, , P and sin O¢
_ (1 +sin6g) 1 1 _ (1-sin O¢) 1 _
p=0 L p gt (1-p)|+ 2 [ (- P) (170)
By dividing Eq. (170) into Eq. (171) and Eq. (172)
(1 + sin 0¢) 1 1 _
T LZ)P +2(1-P) (171)
1-sinfg) 1
; [Z (1- P)] (172)
By simplify Eq. (171)

(P+ P sin 6g) + (1 + sin 8g)(1-P) (173)

(P+ P sin 0¢) + (1—-P+ sin Ggg—P sin 6¢) (174)
(2XP+ 2XP sin Og+1—P+ sin Og—P sin Og)

5 (175)
By simplify Eq. (172)
(1- sin Bg)(1-P) (176)
( g 0¢)
1-P—sin Bg+P sin O¢
5 (177)
By adding Eq. (175) and Eq. (177)
Pe _ [2+ sin 95(;><P+P—1)] (178)
[2+ sin Og(2xP+P—-1)]
P, = £ . (179)
Pe=§[(sin98(3><P—1)+2] (180)
So Eq. (180) = Eq. (109)
9 Proving Relation between P, , P, and Sum
From Eq. (180) P, =< [(sinfe(3xP—1)+2]
If P = 1 indicates that the total estimation probability P, is maximized to P,™
P == [(sinfe(3x 1) —1) +2] (181)
P.™ = [ (2 x sin 0¢) + 2] (182)
p,™ =§[sin(9S +1]

(183)
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P.™ = <[ sin 0 + 1] (184)

From Eq. (170), sinfz = V8 x Sum — 16 X Sum? , by substitution in Eq. (184)

P.™ = [ VB X Sum — 16 x Sum? +1] (185)

So Eq. (185) = Eq. (110)

10 Proving Relation between sin Og,,,, and Sum

From Eq. (147) Sum = Min(Rgyp,) = i (1—cosBc+1—cos0,) (186)
Sum = % - %cos Osum (187)

4 X Sum = 2 — cos Og, (188)

cos Ogym = 2 —4 X Sum (189)

c0s Osym” = [2 — 4 x Sum]? (190)

c0s By’ = [4—16 x Sum + 16 X Sum?] (191)

By using the mathematical formulation of
c0S Ogym” + Sin Ogym> = 1 (192)

Therefore, by substituting from Eq. (191) in Eq. (192)

4—16 X Sum+ 16 X Sum? + sin Ogyy> = 1 (193)
Sin Ogym® =1 —4 416 x Sum — 16 X Sum? (194)
Sin Ogym> = 16 X Sum — 16 x Sum? — 3 (195)
So
SinBgym = V16 X Sum — 16 x Sum? — 3 (196)

11 Proving Relation between P, , P and sin Og,,

P, = (2+si7; Osum) E P +i - ?)] n (Z—Sirgﬁsum) E a _?)] (197)

By dividing Eq. (197) into Eq. (198) and Eq. (199)
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(2 +sinOgymp [1 1
Eratlomd 242 (1- 7)) (198)
(2—sinOsym) [1
G fsumd 12 (1 - )| (199)
By simplify Eq. (198)
2xP+ ?zin Osum) + (2—2XP + sin Gggum—? sin Osym) (199)
(4XP+ 2XP Sin Ogym+2—2XP + Sin O sym—P Sin Osym) (200)
8
By simplify Eq. (199)
(2— sin Ogyy ) (1—P) (201)
8
(2 = 2XxP —sin Ogym+ P Sin Osym) (202)
8
By adding Eq. (200) and Eq. (202)
P, = [4 + sin GSWZ(ZXP+7’—1)] (203)
P, = [2+ sin O gym(2xP+P-1)] (204)
8
Pe = 5[ (sin O5m(3 X P —1) +4] (205)
So Eq. (205) = Eq. (156)
12 Proving Relation between P, , P, and Sum
From Eq. (205) Pe = <[ (sinOsumBXP—1) +4]
If P = 1 implies that the detection possibility P, is maximized to P,™
P = %[ (SinOgyum((3X 1) —1) + 4] (206)
P = <[ (2 X sin Ogum) + 4] (207)
P = [ sin Ogym + 2] (208)
P = <[ sin Ogum + 2] (209)
From Eq. (196) sin 8y, = V16 X Sum — 16 X Sum? — 3 , by substitution in Eq. (209)
?em=§[ V16 x Sum — 16 x Sum? — 3 + 2] (210)

So Eq. (210) = Eq. (157)
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the Transmitted Keys (38)
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=) : =)

e & (e

; | ;

probability of Successfully Retrieving
o
b
\

13 Detailed Computations for Relation between N, Sum ,P,”

Table S5 (A, B, C, D) Numerical Calculations for Fig. S6 ((A), (B), (C), (D)) .

a

probability of Successfully Retricving

A B
Sum (%) | N (Bits) P~ Sum (%) | N (Bits) P."
0 2 0.25 12.5 2 4.08 x 1071
12.5 4 1.668 x 1071
12.5 8 2.782 x 1072
0 16 153 x107° 12.5 16 7.7 x 10™*
C D
Sum (%) | N (Bits P” Sum (%) | N (Bits) P,
50 2 1.25x 107t
50 4 1.56 X 102
50 8 2.5x107*
50 16 5.96 x 10~
B
05 -
&
£ 045 -
2o s
g £
S 2035
;oo
g £ 025
@ g 0.2
o & 05
=g
E = 01 -
'g 0.05 -
o
: : ; - 1 - > o T T T T : T
2 4 B g2 10 12 14 16 2 4 & 2 10 1 14 16
Number of Transmitted kev [Bits) Number of Transmitted key (Bits)
0.5 05
0.45 045 -
D4 04
035 ] 0355

the Transmitted Keys (%)

= =
SRR Ba
the Transmitted Keys (%)

probability of Successfully Retrieving U
= =]
ERERE

L
0.05 0.05 \
{3 T T T T T T I G T T - T 1 1 -
2 4 b 2 10 12 14 16 2 4 B 8 10 12 14 16
Number of Transmitted key (Bits) MNumber of Transmitted key (Bits)

Fig. S6 (A) Relation between P,” , N = [2,4,8,16] andSum =[0]% ; (B) Sum =[12.5]% ;

) Sum=[25]1% ;D) Sum=[50]%.
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14 Detailed Computations for Relation between P.” and N while 7, =[12.5,25,37.5,50]%
and Sum = [0,12.5,25,50 |[%

o
-E £
.E’ Ell
3 3
g2 58
e g
Zgos z 505
¥ 2 S
B304 2302
LR 8 E
9= &=
2 E 03 ZEo1s
58 58
gg 02 g’— 01
£ 01 a
3 . 8 005
5 K
2 0 2
8 s
a N=2 N=4 N=8 N=16
N=2 N=4 N=8 N=16
Number af Transmitted key {Bits) Number of Transmitted key (Bits)
Total =0% ,MaxP=0.5 [MTotal=12.5%,MaxP=0.5 [1Total =25%, MaxP=0.5 | Total =50%, MaxP = 0.5 Total =0, MaxP = 0.25 [ Total =12.5% , Max P = 0.25 [ Total = 25 %, Max P = 0.25 | Total =50%, MaxP = 0.25

o
<
r
o
c
£ =
ko i
"‘ E ?_E’
L
§ 01 Z 304
= E 012 E b
EC g E 03
T 3
] 0.08 3 %02
£ 006 58
@ g 004 EF 01
58 =
= 002 )
2 3 o0
N=2 N=4 N-8 N-16 5 N=2 N=4 N=8 N=16
e Number of Transmitted key (Bits) Number of Transmitted key (Bits)
Total =0% MaxP=0.125 MTotal=12.5% MaxP=0.125 [1Total=25% MaxP=0.125 | Total =50% MaxP=0.125 Total =0% , Max P =0.375 [ Total = 12.5% , Max P =0.375 ) Total =25 %, Max P= 0375/ Total = 50% , MaxP = 0.375

Fig. S7 (A) Relation between P,” , N = [2,4,8,16] while Sum = [0,12.5,25,50 ]% and P,™ =[50 ]% (B)
P, =[25]%; (C) P, =[12.5]%; (D) P, = [37.5]%.

Table S6 (A, B, C, D) Numerical Calculations for Fig. S7 ((B), (A), (C), (D)) respectively.

P, [ Sum (%) [ N (Bits) P’ P.™ | Sum (%) N (Bits) P’

e
0.25 0 2 0.25 0.50 0 2 0.5
0.50 0 4 0.25

0.50 12.5 2 0.4375
0.50 12.5 4 0.1914
0.50 12.5 8 0.0366
0.50 12.5 16 1.34 x 1073

0.25 25 2 0.1875
0.25 25 4 0.0351
0.25 25 8 1.23x 1073
0.25 25 16 1.53x107°
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0.25 50 2 0.125 0.50 50 2 0.25

0.25 50 4 0.015625

0.25 50 8 2.44x107*

0.25 50 16 5.96 X 1078 0.50 50 16 1.53 x 105

B
C

P,™ | Sum (%) | N (Bits) P"

0.125 0 2 0.125

0.125 0 4 0.0156

0.125 0 8 2.5%x107*

0.125 0 16 5.96 X 1078

0.125 12.5 2 0.109 0.375 12.5 2 0.3281

0.125 12.5 4 0.0119 0.375 12.5 4 0.10766

0.125 12.5 8 1.43 x 1074 0.375 12.5 8 0.01159

0.125 12.5 16 2.04 x 1078 0.375 12.5 16 1.34 x 1073

0.125 25 2 0.09375 0.375 25 2 0.28125

0.125 25 4 8.78 x 1073 0.375 25 4 0.07910

0.125 25 8 7.72 x 1075 0.375 25 8 6.25x 1073

0.125 25 16 5.96 X 1079 0.375 25 16 3.91x 1075
0.375 50 2 0.1875
0.375 50 4 0.03515

0.125 50 8 1.53 X 1075 0.375 50 8 1.32x 1073

0.125 50 16 2.32 x 10710 0.375 50 16 1.53 x 107°

15 Detailed Computations for Relation between P,” and N while P,™
Sum = [62.5,75,87.5 %

>

probability of Successfully Retrieving the

e

®

=

Transmitted Keys (%)
o (=] (=] (=]
o o o o @
~ a

o

N=4

Number of Transmitted key (Bits)

Total =62.5% , Max P =0.25 M Total =75 %, Max P = 0.25 [ Total = 87.5 %, MaxP = 0.25

=

probability of Successfully Retrieving the
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a

probability of Successfully Retrieving the
Transmitted Keys (%)
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o
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23 01

0.03 r e
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0.01 Zr L= L=

° 8 N=2 N=4 N=8 N=16
N=2 N=4 N=8 N=16 ? = = s i
Number of Transmitted key (Bits) a Number of Transmitted key (Bits)
Total =62.5% , Max P =0.125 [ Total = 75 %, Max P = 0.125 (] Total = 87.5% , Max P = 0.125 Total =62.5%, Max P = 0.375 MTotal =75 %, Max P = 0.375 (I Total =87.5% , Max P =0.375

Fig. S8 (A) Relation between P,” , N = [2,4,8,16] while Sum = [62.5,75,87.5 ]% and P, = [25]% (B)
P, =[50]%; (C) P,™ =[125]%; (D) P,™ =[37.5]%.

Table S7 (A, B, C, D) Numerical Calculations for Fig. S8 ((C), (A), (D), (B)) respectively.

A B
P,™ | Sum (%) | N (Bits) P," P,™ | Sum (%) | N (Bits) P”
0.125 62.5 2 4.68 x 1072 0.25 62.5 2 9.37 x 1072
0.125 62.5 4 2.19 x 1073 0.25 62.5 4 8.79 x 1073
0.125 62.5 8 4.82 x 1076 0.25 62.5 8 7.7 x 107°
0.125 62.5 16 233 x 10711 0.25 62.5 16 5.96 x 107°
0.125 75 2 3.125 x 1072
0.125 75 4 9.77 x 10~*
0.125 75 8 9.54 x 1077 0.25 75 8 1.53 x 10~°
0.125 75 16 9.095 x 10713 0.25 75 16 2.33 x 10710
0.125 87.5 2 0.015625 0.25 87.5 2 0.03125
0.125 87.5 4 2.5x 107* 0.25 87.5 4 9.77 x 10~*
0.125 87.5 8 5.96 x 1078 0.25 87.5 8 9.54 x 1077
0.125 87.5 16 3.55 x 10715 0.25 87.5 16 9.095 x 10713
C D
P, | Sum (%) | N (Bits p" P,™ | Sum (%) | N (Bits) P
0.50 62.5 2 1.87 x 1071
0.50 62.5 4 3.51 x 1072
0.50 62.5 8 1.23x 1073
0.375 62.5 16 1.53 x 1077 0.50 62.5 16 1.53 x 107°
0.375 75 2 9.37 x 1072 0.50 75 2 0.125
0.375 75 4 8.79 x 1073 0.50 75 4 0.015625
0.375 75 8 7.7 x 107° 0.50 75 8 2.5x107*
0.375 75 16 5.96 x 10~° 0.50 75 16 5.96 x 1078
0.375 87.5 2 4,68 x 1072
0.375 87.5 4 2.19 x 1073
0.375 87.5 8 482 x 1076 0.50 87.5 8 1.53 x 10~
0.375 87.5 16 233 x 10711 0.50 87.5 16 2.33x 10710

16 Detailed Computations for Relation between N, Sum , P,” for Two Users
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Fig. S9 (A) Relation between P,” , N = [2,4,8,16] and Sum =[0]% ; (B) Sum =[12.5]1% ; ©
Sum=1[251% ; (D) Sum=1[50]%.

Table S8 (A, B, C, D) Numerical Calculations for Fig. S9 ((A), (B), (C), (D)) .

A B
Sum (%) | N (Bits) P, Sum (%) | N (Bits) P
0 2 1.73 x 1072 12.5 2 8.5 x 1072
12.5 4 7.18 x 1073
12.5 8 5.2x 1075
0 16 8.15 x 10~1° 12.5 16 2.66 x 10~°
C D
Sum (%) | N (Bits) P
Sum (%) | N (Bits) P," 50 2 2.3x 1071
50 4 5.27 X 1072
50 8 2.78 x 1073
50 16 7.73 x 107

17 Detailed Computations for Relation between P,” and N while ?,™ = [12.5,25,37.5,50 |%
and Sum = [0,12.5,25,50 |% for Two Users

Table S9 (A, B, C, D) Numerical Calculations for Fig. S10 ((B), (A), (C), (D)) respectively.
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P,™ | Sum (%) | N (Bits) P, P,™ | Sum (%) | N (Bits) P’

0.25 0 2 1.25 x 1071 0.50 0 2 0.35
0.50 0 4 1.25 x 1071

0.25 0 16 5.96 X 1078
0.50 12.5 2 0.29
0.50 12.5 4 0.084
0.50 12.5 8 0.007
0.50 12.5 16 49 %1075

0.25 25 2 0.08119

0.25 25 4 0.0066

0.25 25 8 435 x%x107°

0.25 25 16 1.9 x107°

0.25 50 2 442 x 1072

0.25 50 4 1.95 x 1073

0.25 50 8 3.8x10°°

0.25 50 16 1.5x 10°11

C

P | Sum (%) | N (Bits) P’

0.125 0 2 0.044

0.125 0 4 1.95 x 1073

0.125 0 8 3.8x107°

0.125 0 16 1.46 x 10711

0.125 12.5 2 0.036 0.375 12.5 2 0.188

0.125 12.5 4 1.3 %1073 0.375 12.5 4 3.5 x 1072

0.125 12.5 8 1.7 x 107¢ 0.375 12.5 8 1.2x1073

0.125 12.5 16 2.8x 10712 0.375 12.5 16 1.56 x 1076

0.125 25 2 0.029 0.375 25 2 0.149

0.125 25 4 8.2x107* 0.375 25 4 0.022

0.125 25 8 6.8 x 1077 0.375 25 8 49 x107*

0.125 25 16 461 x 10713 0.375 25 16 2.45x 1077
0.375 50 2 0.08119
0.375 50 4 0.0066

0.125 50 8 5.96 x 1078 0.375 50 8 4.35%x107°

0.125 50 16 3.6 x 10°15 0.375 50 16 1.9 x 107°
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18 Detailed Computations for Relation between P.," and N while P,™ = [12.5,25,37.5,50]% and
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[0,12.5,25,50 ]% and P,™ =[50 ]% (B)
[12.5]% ; (D) P,™

Table S10 (A, B, C, D) Numerical Calculations for Fig. S11 ((C), (A), (D), (B)) respectively.

A B
P | Sum (%) | N (Bits) P, P | Sum (%) | N (Bits) P,
0.125 62.5 2 1.015 x 1072 0.25 62.5 2 2.9 x 1072
0.125 62.5 4 1.03 x 10~* 0.25 62.5 4 8.2x107*
0.125 62.5 8 1.06 x 107° 0.25 62.5 8 6.8%x 1077
0.125 62.5 16 1.13 x 10716 0.25 62.5 16 4,61 x 10713
0.125 75 2 5.5x 1073
0.125 75 4 3.1x107°
0.125 75 8 9.3 x 10710 0.25 75 8 5.96 x 10~
0.125 75 16 8.7 x 10719 0.25 75 16 3.6 x 10715
0.125 87.5 2 1.95 x 1073 0.25 87.5 2 0.0055
0.125 87.5 4 3.8x 10°° 0.25 87.5 4 3.1x 1075
0.125 87.5 8 1.5x 10711 0.25 87.5 8 9.3 x 10710
0.125 87.5 16 2.12 x 10722 0.25 87.5 16 8.7 x 1071°

C D

[ e [ Sum(®) [NBits) | P | [P ] Sum(%) | NBits) | P,”
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19 Analysis of Unconditional Retrieved Mutual Information for One and Two Users by the
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Fig. S12 Relation between Reduced / Increased Mutual Information T Percentage % and Minimum Detection
Possibility Sum = [0,12.5,25,50 ]% for One and Two Users. (A) N= [2](B) = [4]; (C) N= [8];

D) N = [16].
Table S11 (A, B, C, D) Numerical Calculations for Fig. S12 ((A), (B), (C), (D)).
A B
Sum (%)| N (Bits)| One Two I(Reduced Sum (%)| N (Bits)| One Two I(Reduced
User Users /Increased) User Users /Increased)
0 2 0.25 0.0173 -93% 0 4 0.0625 | 0.0003 -52%
50 2 0.125 0.23 78% 50 4 0.0156 | 0.0527 64%
C D
Sum (%)| N (Bits)| One Two I(Reduced Sum (%)| N (Bits)| One User Two Users | I(Reduced
User Users /Increased) /Increased)
0 8 0.0039 | 9x 1078 -100% 0 16 1.53x107% | 85x 10715 -100%
50 8 0.0003 | 0.00278 44% 50 16 5.96 X 1078 | 7.73 x 10~° 29%
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Fig. S13 Generation of GHZ States.
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