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ABSTRACT

Quantum secure direct communication (QSDC) can transmit secret
messages without keys, making it an important branch of quantum
communication. We present a hybrid entanglement-based quantum
secure direct communication (HE-QSDC) protocol with simple linear opti-
cal elements, combining the benefits of both continuous variables (CV)
and discrete variables (DV) encoding. We analyze the security and find
that the QSDC protocol has a positive security capacity when the bit error
rate is less than 0.073. Compared with previous DV QSDC protocols, our
protocol has higher communication efficiency due to performing nearly
deterministic Bell-state measurement. On the other hand, compared with
CV QSDC protocol, this protocol has higher fidelity with large a. Based on
these advantages, our protocol may provide an alternative approach to
realize secure communication.

Keywords quantum secure direct communication, hybrid entanglement,
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1 Introduction

Quantum communication refers to the realization of
information transmission based on the basic principles of
quantum mechanics, which has been widely concerned
because of its theoretical unconditional security [1, 2].
Quantum key distribution (QKD) provides an uncondi-
tionally secure means of distributing secret keys between
two spatially separated parties [3—6]. Quantum secret
sharing (QSS) [7, 8] uses quantum channels to share
random keys among multiple parties. Both QKD and
QSS do not transmit the message directly. Besides QKD
and QSS, there is another important quantum communi-
cation branch, named quantum secure direct communi-
cation (QSDC) [9-11]. Different from QKD and QSS,
QSDC enables secret information to be transmitted
directly through a quantum channel without neither key
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nor ciphertext. Long and Liu [9] introduced the first
QSDC protocol. In 2003, the two-step QSDC protocol
was proposed [10]. In this protocol, they transmit the
Einstein—Podolsky—Rosen (EPR) pairs in two steps with
security checking applied in each step to avoid the leakage
of information. Recently, QSDC was developed in both
theory and experiments. For example, in theory, the
measurement-device-independent (MDI) QSDC [12, 13],
device-independent (DI) QSDC [14-16], one-step QSDC
protocols [17-19], and some other important QSDC
protocols were proposed [20-30]. In experiment, in 2016,
the first QSDC experiment using single photon was realized
[31]. In 2017, with the help of quantum memory (QM),
the first entanglement-based QSDC protocol was realized
[32]. In the same year, the QSDC experiment using
500 m optical fiber was realized [33]. The QSDC experi-

ment in free-space was reported in 2020 [34]. In 2021,
=
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the first QSDC network was realized [35]. In 2022, fiber-
based QSDC without active polarization compensation
was reported [36]. The distance of QSDC reached
100 km in 2022 [37]. Recently, an interesting QSDC
experiment using squeezed state was realized [38].

In quantum communication, photons are frequently
used to transmit information due to its rapidity of trans-
mission. Two different ways of encoding, i.e., discrete
variable (DV) and continuous variable (CV) are used. In
DV regime, for a single photon, the polarization degree
of freedom (DOF) is usually used to encode the information
for its simple manipulation [39—41]. In the CV regime,
the carrier of information is the regular component of
the light field states (position and momentum in phase
space) rather than the DOFs (such as polarization and
phase) of the photon. A great number of important
works on both DV encoding [42-44] and CV encoding
[45-48] have been reported and they have made consid-
erable progress in recent decades. In QSDC, the QSDC
protocols using DV encoding [9-15, 17-20, 24] and CV
encoding [25-27] are also proposed independently.

However, both DV and CV have their own advantages
and disadvantages [49, 50]. For example, in DV encod-
ing, it is difficulty to implement a deterministic two-bit
controlled gate operation [51, 52]. Moreover, the Bell-
state measurement (BSM) is an indispensable tool in
quantum communication and the success probability of
BSM is only 50% [53, 54]. On the other hand, the char-
acteristics and advantages of CV entanglement, such as
coherent state entanglement [55], lies in its ability to
achieve near-deterministic BSM, high-efficiency detec-
tions, and unconditional operations [56]. The coherent-
state Bell state measurements have been employed in
both twin-field QKD (TF-QKD) [57] and device-inde-
pendent QKD (DI-QKD) [58], which not only enhances
the secure transmission distance but also ensures the
security of the measurement device independence and
device independence. However, achieving high efficiencies
and unconditional operations often come at the cost of
lower fidelity and this approach generally introduces
losses [59].

A novel type of hybrid entanglement coding that
combines the advantages of CV and DV has been
proposed and realized [60-62]. Especially the hybrid
entanglement based on coherent-state and polarized
photons received the attention of researchers [63-65].
Many interesting protocols using hybrid systems have
been proposed, such as hybrid quantum repeater [66, 67],
hybrid entanglement QKD [68-72], hybrid entanglement
purification [73], and some other interesting protocols
[74, 75].

In this paper, we present the first hybrid entangle-
ment-based QSDC (HE-QSDC) protocol. The hybrid
qubit can be described as |00) = |+)|a),|1L) = |-)]| — ),
where |£) = %(|H) +|V)) and the subscript L represents
the logical qubit. Here, |H) and |V) denote the horizontal
and vertical polarization modes of photons, respectively.
|o) is the coherent state. Compared to existing DV

QSDC protocols, our protocol has a higher communication
efficiency due to the use of near-deterministic BSM.
Additionally, for QSDC protocols that rely on CV
entanglement, we have shown that our protocol has a
higher fidelity when satisfying the large o required for
near-deterministic BSM.

The structure of this paper is organized as follows. In
Section 2, we first describe the hybrid qubits and the
key element of this protocol, i.e., near-deterministic
BSM. In Section 3, we propose the HE-QSDC protocol
subsequently. In Section 4, we analyze the security of
our HE-QSDC protocol. In Section 5, we analyze the
fidelities of hybrid entanglement and CV entanglement
in a lossy environment. In Section 6, we perform a
discussion and conclusion.

2 Hybrid Bell states measurement

In this section, we briefly introduce the hybrid Bell
states measurement (HBSM). The hybrid Bell states can
be written as follows:

9%) = - (000) = [1010))

1
V2

In Ref. [51], a method was proposed and implemented to
convert between the four hybrid Bell states using the
Pauli X and Z operations. This demonstrates that it is
possible to transform one Bell states into another using
these operations. Before introducing the BSM, it is helpful
to briefly review the two existing types of BSMs: the
coherent-state BSM and polarized-state BSM. The four
entangled coherent Bell states, represented as |¢pt)c =
A (Ja)a) £ a)|—a)) and [¢=)o=2-(a)|- a)%|- a)la)),
can be distinguished using a coherent-state BSM, which
involves a 50:50 beam splitter (BS) and two photon

number parity detectors (PNPDs) [76]. Here, - =

—— L represent the normalization constants. The
\/ 24£2¢—2lal? P . . . .

setup is shown in Fig. 1 (M1) [51], with the subscript C
denoting the coherent state. After passing through the
BS, the four coherent Bell states can be transformed

into the states as

[W¥) = —(|0p 1) & |1.00)). (1)

)0 = - (la)la) +] - )] = a)) 2% [even)0),
+

670 = g (lala) | = o) — ) 25 lodd)|0)
5% = ()| = a) + | - abla) £ 0feven).
97)o = g-(ladl - a) — |~ a)la)) 25 [0)oda). (2)

Here, |even) = &-(]v2a) +| — v/2a)) with the normalization
constant of 4 and |odd) = 7-(|v2a) — | — v2a)) with the
normalization constant of 4- contain only even and odd
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Table 1 The results for hybrid Bell states measurement
(HBSM). The elements in the first row represent the four
possible outcomes in the coherent BSM, while the first
column stands for the two recognizable outcomes in the
polarized BSM, with F, indicating a failure. The other cells

SPD: in the table represent the HBSM outcomes, which are deter-
mined by the row and column that correspond to the coherent
SPD, and polarized BSM results, respectively. The asterisk denotes
PBS, combinations that are not possible or indicate a failure if one
occurs.
PNPD, SPD,
- loT) o l67)e lvH)e [v )
SPD, )P |o7) |®%) * *
M M2 ) e . . ) )
. . F, o+ @) o) w)
Fig. 1 Two Bell states measurement (BSM) elements in
our protocol [51]. M1 is coherent state BSM element imple-
mented by 50:50 beam splitter (BS) and two photon number
parity detectors (PNPDs). It can unambiguously distinguish Here, [¢p%)p = %(|H>|H> £ [V)IV)).

all four coherent Bell states with a high success rate
1—e 2’ The measurement fails only when no photon is
detected at both PNPDs. M2 is BSM for polarized state with
50% success probability to discriminate states
[wE) = |H)|V) + |V)|H). This measurement succeeds only when
one detector from the upper two and another from the lower
two detect a photon simultaneously.

two

photon number states, respectively. Therefore, the four
coherent Bell states can be discriminated by parity
measurements of the photons at the output. However,
there is a possibility of failure when no photon is
detected at both the PNPDs. This may imply that the
coherent Bell state is |¢T)c or [¢)c with an even output
of zero.

Figure 1 (M2) shows a feasible approach for imple-
menting a polarized-state BSM, using single photon
detectors (SPDs), polarization beam splitters (PBSs),
and half wave plates (HWPs). The subscript P indicates
the polarized-state. In this protocol, two Bell states
[W*)p = J5(IH)|V) £ |V)|H)) can be identified only when
one detector from the upper two and another detector
from the lower two register a photon at the same time,
with a success probability of 1/2.

The hybrid Bell states, as shown in Eq. (1), can be
discriminated near-deterministically by combining linear
optics with M1 and M2 [51]. Therefore, we can extend
Eq. (1) and express the hybrid Bell states in terms of
the standard form as follows:

|F) = 7(|0L0L> + [1L1L))
7 (Io)ploT)e + 197 ploT) o)
) = (|0L1L> +[1.00))

S\

(Ifb Yl )e — 7Y pleT)e). (3)

S\

Equation (3) shows that each hybrid Bell state can be
decomposed into a combination of polarized Bell states
and coherent Bell states. As a result, we can determine
the BSM outcome of the hybrid entangled states by
conducting two independent BSMs: one on the polarization
state and the other on the coherent state. Table 1
provides a detailed breakdown of these two BSM
outcomes, allowing us to extract the complete information
about the hybrid entangled state.

Based on Table 1, the discrimination process is highly
likely to succeed unless both M1 and M2 fail to perform
the BSM simultaneously. The failure probability F, in
this scenario is calculated to be 1 e~20° Hence, it is possible
to unambiguously dlstlngulsh the four coherent Bell
states with a success probability of 1— 1 e~22”. Notably,
the success rate increases with the value of parameter a.
For instance, a success rate of 99% can be achieved by
setting o to 1.4 [51].

3 Hybrid entanglement quantum secure
direct communication

As pointed out in Ref. [9], the security of a two-step
QSDC protocol relies on the transmission of entangled
photons in blocks and the verification of their security
at each step. Our proposed HE-QSDC protocol, which
utilizes near-deterministic BSM, follows a similar
approach to ensure its security. Figure 2 illustrates a
schematic diagram of the proposed HE-QSDC protocol,
while the specific steps of the protocol are outlined as
follows.

Step (1): Prepare sequence. Alice prepares N hybrid
entangled photon pairs as [®)) = %(|OL>C\OL>M+
[1L)c|1)m). Here, the subscripts C and M mean the qubit
in check sequence or message sequence.

Step (2): Transmit sequence. Alice sends a string of
qubits, denoted as Sc, to Bob. Here we should point out
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Fig. 2 [Illustration for the HE-QSDC with a sequence of hybrid entangled photon pairs. The two particles that combine
together represent a hybrid qubit and the two parts connected with a line are in a hybrid Bell entanglement. The smaller
circles represent the polarization state and the larger circles represent the coherent state. Su represents message sequence and

Sc is check sequence.

that such transmit requires two different channels, the
one is for the single photon and the other is for the
coherent state. Bob selects a suitable number of photons
both from two channels from Sc and performs measure-
ments on them using one of two measurement bases
randomly: the rectilinear basis Z comprised of states
Z :{|oL),|1L)}, or the diagonal basis X composed of
states X : {5(|0)L + [1)1), J5(10)e —[1)r)}.  These
basis have already been defined and used in quantum
teleportation in Ref. [51]. After performing the measure-
ments, Bob uses the classical channel to inform Alice
which photons he has measured from Sc, along with the
corresponding information about which measurement
bases were used and the results of the measurements.
Step (3): Check security. After receiving Bob’s infor-
mation about the measurements from Step (2), Alice
selects the corresponding photons in the message
sequence and measures them using the same measurement
basis as Bob. She then compares her measurement
results with those reported by Bob, performing an error
rate analysis to check for security breaches. If the error
rate is below the preset security threshold, it can be
assumed that there is no eavesdropper monitoring the
quantum channel. Otherwise, the communication is
terminated and both parties return to Step (1). In our
hybrid encoding protocol, we use logical bit bases
instead of physical bit bases for security check, which
differs from the previous QSDC protocols. In a noiseless

two

channel, Alice and Bob should obtain identical measure-
ment results in the absence of eavesdropping. Specifi-
cally, the entangled state |®*) should be uniform under
both the Z-basis and X-basis. Therefore, if both parties
randomly select the same measurement basis, they will
obtain the same measurement result. Any eavesdropping
attempt will inevitably impact the entanglement
between Sc and Sy, leading to different measurement
results and increased error rates. The transmission of the
Sc is mainly to detect the transmission security of the
entangled system without encoding confidential informa-
tion.

Step (4): Encode message. Under the condition of
ensuring the security transmission of Sc, Alice selects
one of the four unitary operations (Uy=1, U, =o.,
Us = 04, Us = g,) correspondingly to encode information
on each quantum state in the sequence Sy, (the remaining
photons after discarding the photons used for the first
round of security detection in the Sy). Here, I, o., o,
and o, are four Pauli operators [see Eq. (4)]. The four
unitary operations Uy, U, Us, and Uz can represent the
information 00, 01, 10, and 11, respectively. Here

Uop =1 =[00)(Oc| + [1r)(1L],

Up =0, = [00)(0c| — [1L)(1L],

Uz = 0y = [1)(00] + [0L) (1],
) )

Us = oy = [1)(O] — [OL)(1L]. (4)

51201-4
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The required unitary transformations can be accomplished
by utilizing a combination of Pauli X operations and
Pauli Z operations. Specifically, we can implement
|[+) = |-) by using a polarizing rotator on a single
photon mode, and |a) = | — a) by using a = phase shifter
on a coherent state mode. An arbitrary Z-rotation can
be implemented by applying a phase shift operation on a
single photon mode ({+),|—-)} — {+),e?|-)}), without the
need for any operation on a coherent state mode. Here ¢
is the rotation angle [51]. Alice also needs to select some
photons and randomly perform one of the four unitary
operations to secure the second transmission.

Step (5): Check security. After Step (4), Alice sends
Sy to Bob. In order to check the transmission security of
Sy, Alice will tell Bob which hybrid entanglement pairs
she has performed security check coding and the corre-
sponding operations she did. Bob judges whether the
second round of transmission is secure by estimating the
error rate of the channel. In fact, the eavesdropper can
only interfere with the transmission but cannot steal
information in the second round of transmission, because
he can obtain only one logic qubit from the hybrid
entanglement.

Step (6): Decode message. Bob decodes the message
by using the HBSM on the remaining hybrid entanglement
(see Fig. 1) and reads out the message directly with
Eq. (4) and Table 1. For example, the result of HBSM is
|+), the secret information is 01.

4 Security analysis of hybrid entanglement

QSDC

Inspired by Refs. [77, 78], we will conduct a security
analysis and calculate the security capacity of our HE-
QSDC protocol in this section. To facilitate subsequent
explanations, we will introduce and define some key
terms,

@) = [®7F) = 7(|0L0L> + [1L1)),
|@2) = |07) = 7(|0LOL> [1r1L)),
|@3) = [T7F) = 7(\0L1L> 11L01)),
|@g) = [¥7) = (|0L1L> — |1L0p)). (5)

Sl

When Eve can obtain as much information as possible,
we consider a pure state system |Upg) of pap as

|WABE) =

ZW@ |E:) = VAL®1) | Er) + v/ Aa| )

®|E2 )+ V/A3|®3) | Es) + v/ Aa|®a)| Ey).
(6)

Here, |®;) mean the Bell states of Alice and Bob and |E;)
represent the states of Eve’s auxiliary system which are
mutually orthogonal. Here

paB = A1|@1)(P1] + A2| Do) (Po| + A3|P3) (@3] + Na| Pu)(Pul,

(7)

where p,p represents Alice and Bob both perform the
same transformation chosen randomly from Uy, Uy, Us, Us.
These the mnondiagonal
elements of psp in Bell basis. \; are the probability of

operations will eliminate

|®;). The bit and phase error rate can be expressed as
€z = A3+ Aq and e, = Ay + )y, respectively. In this way,

PABE = |‘1’ABE><\I’ABE|
= >\1\‘1)1>|E1><E1\<‘I’1| + VA | O1) | 1) (B (|

A As|@1)|E1) (Es[(®s] + v/ A Aa|®1)| Er) (Eal (D4
+ \/E\¢2>|E2><E1| (1] + A2 |@2) | E2) (Ea| (D]
+ V25| @2) | E2) (B3 (@3] + v/ Ao @2)| Ea) (B | (D4
+ VA3 A1 |®3) | Es)(E1[(@1] + v/ Asha|®3) | Es) (B |(®s
+ Aa|@3) | Es) (B3| (3] + /AsAa| @3} | Es) (Ea| (]
+ VAN @) Ea)(Er|(B1] + v/ Aado| @a) | Ea) (Eo| (Do
+ V/Aads|@4) | ) (B3 |(®3] + M| )| Ea) (Eal (D).

(8)

In order to get the maximal information, Eve intercepts
all the photons and measures them in Step (5). So we
trace out B from ABE, we can get

(0B|pl0B) + (1B|p[1R)
= S OMO) B EANO] + VAR 0} B (B {0

Trp(paBe) =

+ /M X3 0} B ) (Bs| (1] — /A a0} Ex ) (Eyl(
+ VA1 [0) E2) (B[ (0] + As|0)| E2) (E2[(0]

+ v/ A2 As[0) | Eo) (Es| (1] \/W\O>|E2><E4|<1|
+ VA3 1) Es) (B (0] + v/ Asha| 1) Es) (E:

+ A3| 1) | E3)(Es| (1] — v/ AsAa|1)|Es) (Ey{ 1\
— VAN D) B2 (B (0] — v Aaa|1)| E) (E2](0
—Mu NEL(E3| (1] + M| 1) | Eg)(E4|(1])
(A1\1>|E1 (E1|{1] = VA1 A2 1) | E1) (Eo| (1]
- M|1>|E1><E3| (0] + VA1) 1) | 1 ) (Ey (0]
—M|1>|Ez><E1|<1\+Az|1>\E2><E2|<1\
— VA2 3|1 B2) (B3] (0] — /Ao Aa|1) | EL)(E
+ VAsAL|0) [ E3)(E1[(1] — /A3 h2|0)| Es)(E:
+ A3]0) | E3) (E3[(0] + v/ A3A4|0)| E3)(E4](0
+ VA0V B (B (1] — V/Aada|0)| Ey) E2
+ v/ AaXs|0)| Ex) (E3[(0] + Aa|0)| E4) (E4|(0])
1
= 5Py + Plgn))-

9)

Here, pj,,) and py,,) are the density matrix of [¢;) and |¢,),

Peng Zhao, et al., Front. Phys. 19(5), 51201 (2024)
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respectively. Note that both |0) and |1) represent hybrid
qubits |0.) and |1p) respectively, which we have defined
above. For simplicity, we omit the subscript L here. |¢;)
and |¢,) are defined as follows:

(1) = [0) (VA1 Br) + Vsl B2)) + [1) (Vs | Bs)

— v\l E4))

[61) = [0)(v/As| Bs) + /Al Ba)) + [1)(V M| Br)
— V2| E2)).

Notice that in Step (4), Alice has applied four unitary

operations Uy, U, U, and Uz to encode message, which

represent the information 00, 01, 10 and 11 respectively.
So the four encoding states are defined as

)

(10)

1
PAE,00 = UOPAEU(;r = §(P|w1> + P|¢1>)7

1
pag,01 = UipaeU] = §(Paz|w1> + Po.lé1) )5

66) = o-11) = 100 Aal ) + VAl )

— ) (/I — Vs Ba))]

67) = ovlon) = S50 lEs) + V| Ex)
+10)( \/>\E1 V| E2)),

|&8) = 0402 |¢n) = \1 Y(VA3|Es) + VAl Ed))

—10)(v 1\E1 — VA2|E2))] (13)
The Gram matrix is defined as follows:
Gij = /pip; (&il&)) (14)

where G;; represent the elements in row 4 and column j
of the Gram matrix. p; and p; are the probability distri-
bution of four encoding states. Hence we get

L1 c_1( 4 B
pak,10 = U2parUs; = 5(/)ax|w1> + Poalé1))s 8\ BT ¢ )’
1
pap1 = UspaeUs = i(pama’zh/q) + Popo.lpr))- (11)  Here
By exploiting Holevo bound in Refs. [77, 79], we can I a 00 00 b ¢
obtain A= @ 1 0 0 B— 0 0 d e ,
0 0 1 a b ¢ 0 O
I(A:E) < S0 papaca) — 1, (12) 0 0 a1 d e 00
. 1 —a O 0
where pag, and p, represent the encoded states and its Ca 1 0 0
probability distributions, respectively. Now our main C= 0 0 1 —a |’ (15)
task is to figure out S(3°, pupag,q.), Which is undoubtedly 0 0 —-a 1
complicated work. Encouragingly, Jozsa and Schlienz [80]
came up with one Gram matrix method for calculating with
the Von Neumann entropy of > pepape. From B
Eq. (11), we can get @ =M+ = A3 =M,
b:>\17)\2+>\37)\4?
[§1) = I|¢1) = |0 Y(VMIEr) + V| Ea)) ¢= "Mt A2t As— A=,
d= X — X2 — A3+ Ay,
|&2) = Jz|w1 = |0 (VA |E1 + vV A2|Es)) The eigenvalues of our gram matrix are
~ DA |E3> VB, ﬁaﬂlﬁg;
+ (a+ 6+
|§3) = oxltn) = |1 VAL EL) + VA2 |Ey)) 1+ (a—b—d)
1| 14+(a—b-4d)
+10)(v/X |E3> ValED)), s| 1-(@-b+d) (17)
64} = 000:lbn) = ZSID(VMIEL) + VAl Ba)) L=(a=b+d)
1—(a+b—d)
— 0} (VA |E3> VA4l Ey))], 1—(a+b—d)
|€5) = I|1) = |O VA3|E3) + v/ A4|Ey)) After simplification, eight eigenvalues can be obtained as
1 1 1 1 1 1 1 1 3
Ing Iag, Iy, 10y, L10g, L10g, 10y, 1)y, respectively. Hence
N W 2L AL 942 542 943 343 3N 3
+1)( 1|E1 — V| B2))] we can obtain
51201-6 Peng Zhao, et al., Front. Phys. 19(5), 51201 (2024)
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Fig. 3 Comparison of security capacity (bit rate) using
Holevo bound (HE-QSDC) and entanglement distillation
(ED-QSDC and ED-QKD). For simplicity, we assume that
the reception rates of Bob (Qp) and Eve (Qg) are 0.8 and 1,
respectively, as it is unlikely for Bob to have a count rate of
1 in practice and the count rate of Eve is not limited. It
should be noted that ED-QSDC and ED-QKD do not have a
deterministic BSM, so the key rate is multiplied by one half.

S(Z papAE,a) = S(G)

1 1 1 1 1 1 1 1 1
=h (2)\17 5)\1; 5)\2, 5)\27 §>\37 5)\3, 5)\47 5)\4, 2)\4)

=1+h(As + A1) + (A1 + A2)h <)\1)-\|-1/\2)
) < 1+ h(ex) + h(ez).

A3
+ (A3 + \)h
(s +A0) <A3+)\4

(18)

When d=ax*b, the Von Neumann entropy reaches its
maximum value 1+4h(e,)+h(e,). Therefore, from Wyner’s
wiretap channel theory [81], we can get

Cs>I(A:B)—I(A: E)=2—h(e) — h(e;) — h(ey).

(19)
When we consider the channel loss, we eventually get
Cs > Qg[2 — h(e)] — Qg[h(e;) + h(ey)]- (20)

Here, e is the error rate of the main channel between
Alice and Bob. h(e) is the Shannon entropy. Qp and Qg
are reception rates of Bob and Eve, respectively. Usually,
Qe=1.

We present a comparison of the security capacities
estimated using Holevo bound and entanglement distilla-
tion in Fig. 3 [77]. Entanglement distillation is a powerful
tool for security analysis that was introduced by
Deutsch et al. [82], Lo and Chau [83], Shor and Preskill
[84]. As for ideal QKD protocol based on entanglement
distillation (ED-QKD), the rate is 1 — h(e;)— h(e.),
which has been proved in Ref. [83]. To make a reasonable
comparison, we uniformly model the quantum channel
as a depolarizing channel p+ 2L+ (1 —p)p. Here, p, p, I
and d refer to density matrix, probability, identity
matrix and dimensions of quantum states, respectively.
In other words, for a d-dimensional quantum system, the

depolarizing channel replaces the quantum system with
a completely mixed state I with probability p and
retains the original state with probability 1 —p. There-
fore, the error rates of rectilinear basis Z and the diagonal
basis X in security check are £, and the depolarizing
probability is 2p — p? after the Bell states pass the depo-
larizing channel. As the result, the tolerable bit error
rate of our protocol is also lower than that of ED-QSDC
[77]. From Fig. 3, we can see that our HE-QSDC can
encode 1.6 bits of information, resulting in a higher security
capacity than ED-QKD at low bit error rates. The error
rate threshold of ED-QSDC and ED-QKD is approximately
0.11, while our HE-QSDC is 0.073. This is because our
main channel capacity continues to decrease as the bit
error rate increases.

5 Fidelities of hybrid entanglement and
continuous variables entanglement in
lossy environments

In this section, we aim to analyze the fidelities of hybrid
entanglement and CV entanglement in a lossy environ-
ment. We will now calculate the fidelity of the two
methods with an open system. In the case of photon loss,
the time evolution of the density matrix of a system can
be described using the Born—Markov master equation
[85-87]:

% _jp+ip.
or

Here, r represents interaction time. Jp=~Y, aipaj,
Lp= -3 aiajp—kaiaip, where -, aZT, and a; represent
decay constant, creation operator and annihilation oper-
ator for mode i, respectively. The general solution of
Eq. (21) can be described by p(r) = exp[(J+L)7]p(0) [88].
Here, p(0) is the initial density operator. In this way, the
hybrid entanglement |®+)= %(\OL)|OL>+|1L>|1L>) which
we used can be expressed as Eq. (22) at time 7 [87].

(21)

1
pi(7) = 5{[(t2\+><+| +72(0)(0]) @ [te) (ta]]?

(=) (=] +r2]0){0]) ® | — ta)(~tal]*?

+ (e ) (| @ [ta) (~ta])*?

+ (e ) (4] © | — ta) {tal) ).

(22)

Here, t = e /2 r = /T — e—7. The normalization time r
is expressed using interaction time 7 and decoherence
rate . Afterwards, we calculate the fidelity of our

hybrid entanglement with F = (®+|p,(7)|@F) (see the
Appendix for more details) and get

F = 1[2t4e—2(1—t)2\a\2 + 2t4e—\a\2(4r2+2(1—t)2)]'

1 (23)

If we use only CV entanglement in the form of
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manner.

the entangled state

RESEARCH ARTICLE
Eq. (24), we can also calculate the fidelity in a similar 1.0 — Hy (=1
Specifically, we can evaluate the fidelity —— Hy (6=2)
between the original state and the output state by 0.9 | ig{’/(“isl)
considering the effects of photon loss or other noise on z \ P %Z;zg
g 08 X ---CV (a=5)
= \ «-— - Classical
1 0.7 \ 3
[8%)e = (o) |adla)a) + | — a)| — )] — a}f — ). AN\ _—
N+ \ \ \\\
0.6 AY N
(24) 0.0 0.1 0.2 0.3 0.4

Here, the term ]\% represents the normalized coeffi-
cient, where N, =2+ 2¢=89>. The reason for using
|®+)c in Eq. (24) instead of |¢T)¢ in Eq. (2) is to correspond
with hybrid entanglement |[®+) = %(M)L)\OL) + 1) L))-
Similarly, we can describe the density matrix of entangled
coherent state in Eq. (24) at time 7 as follows:

pa(T) = A}i{(lmﬂml)@“ + (| = ta) (~ta)®

+ 81 [(Ja) (—ta] )4 + (| — ta) {tal) ®4]}.
(25)

Likewise, we calculate the fidelity of entangled coherent
state with Fy =c(®T|p2(7)|®F)c (see the Appendix for
more details) and obtain

Fy = [374(1*t)2|0¢\2 4 6*4(1+t)2\a\2] % (26787“2|oz|2 + 2)
+ 4e~20-0% 10l =20140)%lal® y (e=8r%lal® | 1),
(26)

Through numerical simulation, it can be observed that
when o is small, such as a =1, the fidelity of direct
transmission using entangled coherent states is better
compared to that of hybrid entanglement in Fig. 4.
However, as aincreases, the fidelity of hybrid entanglement
gradually surpasses that of entangled coherent states. It
is important to note that this difference does not
increase with the increase of a. In fact, as a continues to
increase, the two curves are approaching each other.
This case occurs because as the « increases, the loss also
increases, resulting in a rapid decrease in fidelity for
both methods in a short period of time.

6 Discussion and conclusion

So far, we outlined the key steps of our protocol and
discussed its security. In a practical quantum communi-
cation system, both single qubit and coherent state are
inevitably affected by noise during the transmission. If a
bit-flip error occurs, the initial state |®}) may become a
mixed state of the form

p=FIO0)(@x| + (1 - F)w)(T]. (27)

Here, F and 1 — F represent the probability of |®7) and
|¥1), respectively. On the other hand, in coherent-state
transmission, photon loss is a major issue that affects

7 (normalized time)

Fig. 4 The fidelity of hybrid entanglement through lossy
environment compared with CV entanglement according to
different o. Hy (a = 1) represents the case of hybrid entan-
glement when a = 1, the same for Hy (a =2) and Hy (o =5).
CV (a =1) denotes the case of continuous variables entangle-
ment when a =1, the same for CV (o =2) and CV (a=35).
The horizontal dashed lines means the classical limits 2/3. r
represents normalization time, which includes interaction
time 7 and decoherence rate 5. Note that the fidelity of
entanglement using CV is higher than that of hybrid entan-
glement for smaller a (such as a =1). Conversely, for larger
a (such as o = 2), the fidelity of using hybrid entanglement is
higher than that of CV entanglement. As o continues to
increase, the fidelity of both entanglements rapidly decreases
in a very short time, causing the two curves to continuously
converge.

the transmission. Due to the photon loss, a single
photon will be successfully transmitted with the trans-
mission efficiency of n, or dissipated into an environment
mode with the probability of 1-n [89, 90]. When we
trace over the environment mode, we can see that the
photon-loss errors are equivalent to the bit-flip errors in
the other basis [91]. Fortunately, entanglement purification
of bit-flip errors has been extensively studied for decades
[65, 92, 93], and especially the purification of such
hybrid entanglement was detailed in Ref. [65]. Moreover,
as described in Ref. [73], the photon losses in coherent-
state transmission can be incorporated into the mixed
state framework with bit-flip error and we can use the
same method to purify the photon-loss errors as we do
for bit-flip errors.

In QSDC protocols, QM plays an important role [94].
Alice encodes the information after they perform the
security check. Therefore, those photons that are not
used in security check should be stored in the QM. QM
was also exploited to demonstrate QSDC protocol in
experiment [32]. In this protocol, we assume that the
memory is perfect. Actually, the efficiency and fidelity of
QM will also influence the quality of QSDC. Usually,
the imperfect part in QM can be regarded as the noise
in quantum channel. For example, if the photon is not
storied in the QM successfully, it equals to be lost in the
quantum channel. In experiment, based on balanced two-
channel electromagnetically induced transparency in
laser-cooled rubidium atoms, quantum memory for
single-photon polarization qubits with an efficiency of >

51201-8
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85% and a fidelity of > 99% was reported [95]. The
fidelity of the qubit in QM can also reach more than 99%
with a storage bandwidth of 10 MHz [96]. The coherent
storage of light in an atomic frequency comb memory
over 1 hour [97]. However, high quality QM for quantum
repeater is still a big challenge in existing technology.

In conclusion, we presented the first HE-QSDC proto-
col. We also perform the security analysis, based on the
wiretap channel theory and the Gram matrix method,
demonstrates the unconditional security of our HE-
QSDC protocol. This protocol has two advantages. First,
it employs near-deterministic BSM composed of coherent
state and polarized mode in linear optics, which makes
the protocol has a higher communication efficiency.
Second, when compared to the protocol only using CV
entanglement, we have shown that our protocol has
higher fidelity when satisfying the large a required for
near-deterministic BSM. These advantages make our HE-
QSDC protocol become an alternative approach to realize
secure communication.
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Appendix

This Appendix offers a comprehensive analysis of hybrid
entanglement in an open system, including the evolution
of their density matrix and fidelity over time. The
hybrid entanglement [@F) = —=(j0L)|0L) + [1r)[1)) which
we used can be expressed as follows at time 7 [87]:

p1(r) = 1) (H + 210} (0]) @ [t ra]?
+ (2 =)(—| +r2|0)(0]) ® | — ta)(—tal]®?
+ (272 Ly (-] © [ta) (—ta])=2
+ (1272 ) (1 © | - ta) (ta])®2)
= f{[<t4\+>|+><+|<+\ +740)|0)(0](0)
+t2 2(1H10) O]+ + 0Y-) ¢+ {0])]
® |ta) [ta) (tal(tal
+ (=) =)= 1(~] + *[0)]0) (0] O]
+ 1272 (|=)]0) (0]~ + 0) =) (~{O])]

® | — ta)| — ta)(—ta|{(—tal
+tle 1l (1) ) (—|(—| © [ta)[ta) (—tal(—ta
) © | = ta)| — ta) (tal(ta))}.

(A1)

Therefore, the fidelity of the hybrid entanglement at
time 7 can be represented as

= (2T |pu(7)|@7)

= L1OLHOU] + (1el{1]) @ pr(7)
@ (10)|0L) + [1L)[1))}
= L+ (adal + (== l-a(-al) ® p(r)

@ (D)D) + =)= = a)f = &)].
(A2)

The above equation can be detailed as

‘a> — t4672(17t)2|a\2,

(H(+{al{alpr(T)[+)[+)]e)
(0l (@l (P -} adla) = e HaPr-2a=t7al
(—[{=|{a{a]pr () |4)|[4) ) ) = thedlal*r®—2(=0)%al®
(—[(=I(al(alpr(T)|=)|=)|a)|a) = tre~20=07"lal,

(A3)

Here we will use the inner product of coherent states,
which can be represented as

(afta) = em2(1-0%a% (taa),

(—ta| —a) = e7207D%" — (_4q| — q). (A4)

By summing up the four terms in Eq. (A3), we can
obtain the fidelity of the hybrid entanglement at time 7
in an open system as

P = %(2t4e—2(1—t)2|o¢|2 + ote—dlalri-20-t7lal)

(A5)

Afterwards, we will analyze the fidelity of CV entan-
glement in Eq. (24) at time 7 in an open system. We
can employ exp[(J + L)7]|a) (8| = (Bla) " |at)(Bt| in Ref.
[76] to Eq. (24) and we can get

— ta)(—ta])®!

ta) (ta]) ]}
(AG)

patr) = gzl ral)® +

+ eI (o) (1) + (| -

Therefore, the fidelity of CV entanglement at time 7 can
be expressed as

Fy = C<‘I)+|P2(T)|‘I>+>C
1
= Nfi[(<a|<al<a|<a| + (—a|(—al(—al(—a]) ® p2(7)

@ (||| |a) +] = a)| = a)| = )| = @)].
(A7)

Similarly, we calculate the four parts by decomposing
Eq. (A7):
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