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ABSTRACT

© Higher Education Press 2023

The intrinsic variability of memristor switching behavior can be used as a
natural source of randomness, this variability is valuable for safe applica-

tions in hardware, such as the true random number generator (TRNG).
However, the speed of TRNG is still be further improved. Here, we
propose a reliable Ag/SiN,/n-Si volatile memristor, which exhibits a typical
threshold switching device with stable repeat ability and fast switching
speed. This volatile-memristor-based TRNG is combined with nonlinear
feedback shift register (NFSR) to form a new type of high-speed dual
output TRNG. Interestingly, the bit generation rate reaches a high speed of
112 kb/s. In addition, this new TRNG passed all 15 National Institute of
Standards and Technology (NIST) randomness tests without post-process-
ing steps, proving its performance as a hardware security application. This
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work shows that the SiN,-based volatile memristor can realize TRNG and

has great potential in hardware network security.

Keywords volatile memristor, true random number generator (TRNG),

delay time, threshold switching device

1 Introduction

The Internet of Things (IoT) is a vast network that
connects the internet with other objects through infor-
mation-capturing devices [1]. With the dramatic growth
of the number of IoT objects and the excessive use of
cyberspace by users around the world, the existing hard-
ware infrastructure is becoming increasingly vulnerable
to security threats [1, 2], but the traditional software-
based data protection methods are vulnerable to attack

*Special Topic: Materials, Mechanisms and Applications of Memristors
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by predictive algorithms. “True Random Number Gener-
ator (TRNG)” is a hardware component that can generate
random bits based on its inherent stochastic physical
process to perform the function of key generation and
data encryption [3]. Researchers discovered that the
memristor exerts a great attraction as a resistive switching
device that changes the resistance state by applying an
external bias voltage, which has attracted attention due
to its low power consumption [4], operational capability,
high durability [5], fast switching speed [6], simple metal-
insulator-metal structure (MIM) [7], and Complementary
Metal Oxide Semiconductor (CMOS) compatibility [8, 9],
and it is very suitable for TRNG implement. Early
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TRNGs use the switching voltage or current fluctuations
of nonvolatile memristors as a random source, and these
methods are feasible. However, due to the lack of true
randomness, most TRNGs have difficulties in subsequent
randomness testing and require subsequent processing
(e.g., von Neumann correction) to pass the NIST
randomness test [10-13]. Therefore, researchers turned
their attention to volatile-memristor-based TRNG. Jiang
et al. [14] used the switching delay time in the Ag:SiO,
diffusive memristor (DM) as a random source, and
designed a new circuit with a clock and counter to
convert the stochasticity into randommess, and the
volatile-memristor-based TRNG that can pass the NIST
randomness test without post-processing was developed,
and the bit generation rate was increased to 6 kb/s.
Subsequently, Woo et al. [15] not only used an HfOo-
based volatile memristor, but also optimized the circuit
by introducing nonlinear feedback shift register (NFSR),
further improving the bit generation rate to 16 kb/s.
Kim et al [16] also proposed a self-clocking TRNG
device using the oscillating behavior of Mott memristor
as a random source, improving the bit generation rate to
40 kb/s. Li et al. [17] further increasing the operating
speed to 108 kb/s. Above works all have confirmed the
randomness of the TRNG through experiments and
simulations. However, the operational efficiency of the
mentioned TRNGs is only suit for ordinary encryption
applications now and still required to be improved for
wide application.

In this work, we fabricated a threshold switching (TS)
device based on the simple architecture of Ag/SiN,/n-Si
(ASS) for more efficient demonstration of TRNG. It is a
newly developed volatile memristor, which has a typical
threshold switching characteristic with stable repeat
ability, and more encouragingly, the delay time of this
TS device is about 47 ns, which is already faster than
most TS devices. Further, we use the delay time of this
memristor as a random source for setting up TRNG
units, which is the key to the successfully setting up
high-speed TRNG. Compared with the traditional
random number circuits, the ASS-memristor-based
TRNG and multiple nonlinear feedback shift register
(NFSR) functions are combined, and the rising edge and
falling edge of the clock signal are effectively used, which
realizes the dual output function and further improves
the bit generation rate and operation speed. In addition,
since the input bit is converted to a nonlinear function
of the previous state, it is better able to withstand password
attacks, and the bits generated by this TRNG can
directly pass 15 NIST randomness tests without post-
processing.

2 Experimental

2.1 Device preparation

In our experiments, SiN, thin films were prepared on

highly conductive silicon (crystal orientation (100), type
n, electrical resistivity 0.005-0.007 € x cm, thickness
(400 + 15) um) substrates by radio frequency (RF)
magnetron sputtering at a pressure of 1 Pa (only Ar)
and a temperature of 300 °C. Finally, the top Ag electrode
was deposited by direct current (DC) sputtering with
the help of a 100 um diameter mask.

2.2 Characterizations

The film thickness and the surface morphology were
observed by using transmission electron microscope
(TEM) and atomic force microscopy (AFM). The I-V
curves and pulse electrical measurements were measured
by using a Keithley 4200 SCS source meter with
4225 PMU. The input pulse was generated by the
Agilent 33250 A function/arbitrary waveform generator
and the pulse waveforms were captured with a LeCroy
WaveRunner 62 Xi oscilloscope.

3 Results and disscussion

As shown in Fig. 1(a), a layer of silicon nitride about
80 nm thick can be observed in a clear cross-sectional
TEM image. Figure 1(b) shows that the silicon nitride
layer is a clearly amorphous film, and the film edge is
clear and flat. And the AFM scan of the amorphous silicon
nitride layer with an area of 10 um x 10 pm is shown in
Fig. 1(c). There is no obvious fluctuation, which means
that the roughness of the silicon nitride film is very low,
indicating that the amorphous silicon nitride film is rela-
tively uniform and smooth, and can lay a foundation for
achieving stable device performance. Figure 1(d) shows
the electrical test structure of the memristor. In DC
scanning (I, =107 A), it is obvious that when the voltage
is 5.2 V, the current suddenly increases from a very
small current (about 10 A) to 10° A, which means
that the electroforming process has taken place as shown
in Fig. S1 of the Electronic Supplementary Material
(ESM). And Fig. 1(e) is the 100-cycle I-V of the device,
showing the reliable I-V characteristics of the TS device
with 10° A current compliance, where the device
suddenly reaches the low-resistance state (LRS) at about
1.7 V. While the sweep voltage is lower than 0.3 V, the
device spontaneously relaxes back to high-resistance
state (HRS), and exhibits typical unidirectional threshold
switching behavior at a sweep voltage. In addition, the
illustration in Fig. 1(e) shows the logarithmic form of
I-V over 10 scan cycles, which also illustrates the good
switching stability of the device. This threshold behavior
is generated by the spontaneous dissipation of the
conductive filament (CF) [18-21], and the corresponding
mechanism details can be found in ESM. And then, we
were pleasantly surprised to find that the I-V curve of
the device exhibits the bipolar resistive switching char-
acteristics when I, was applied up to 104 A, and the
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Fig. 1 Characterization of the SiN, film and ASS device. (a) TEM images of a cross-section of the SiN, film grown on n-Si
substrate. (b, ¢) The top-view images of the SiN, film surface of TEM and AFM, respectively. (d) Schematic of the electrical
measurement setup for characterizing the ASS structure. (e) 100 Consecutive DC switching cycles of the volatile memristor.
(f) The resistance states distribution from 100 I-V cycles with the I. of 10° A. (g) Cumulative distribution functions of
threshold voltage Vin, Vi of the SiN,/n-Si structure. (h, i) The distribution of the threshold/hold voltage with the I, of 107

A, respectively.

details of I-V curves can be observed in Fig. S1 of the
ESM. To further investigate the distribution of resistance
values, the high and low resistance of the device was
counted for 100 sweep cycles as shown in Fig. 1(f), and
it is found that the HRS is concentrated near 107 2, and
the LRS is concentrated near 10° Q. And the statistics
of threshold voltage data under the I. of 10° A is
shown in Fig. 1(g). The threshold voltage (Vi) and
holding voltage (V},) were calculated, and the histogram
with Gaussian fit of threshold voltage was analyzed in
Figs. 1(h) and (i). The distribution range of Vj, value is
1.55 to 1.95 V, and the distribution range of V}, value is
0.55 to 1.1 V, and the standard deviations of Vi, and Vj
are (1.775 £ 0.162) V and (0.860 £ 0.198) V, respec-
tively. The variation [6 = AV(20)/ Vipean] of Vin and Vi
of this device is about 9.1% and 23.0%, respectively,
which is much lower than other threshold devices (see
Table S2 of the ESM). These data are uniformly
distributed, which is helpful to design the switching

parameters of devices and improve the accurate control
of programming voltage in device applications.

To validate the threshold switching properties of the
device, we were inspired by the fact that the triggering
mechanism of biological nociceptors [22, 23| is highly
dependent on total time, intensity and the number of
stimuli. In this device, the threshold switching behavior
is related to the energy required for the CFs to form
between the electrodes [21, 23-25]. Therefore, the
threshold switching device output response was simulated
by applying electrical pulses with different widths and
amplitudes, and when the amplitude or pulse width
applied exceeds the threshold, the device was triggered
[20, 26]. A series of pulses with 5 V voltage amplitude
and different width (from 0.1 ps to 0.5 ps) were applied.
It could be observed the device was no respond before
0.4 ps, after that, the output current suddenly increases
means that the device was switched to LRS as shown in
Fig. 2(a). Then, a series of different amplitudes from
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Fig. 2 The current response to the input voltage pulse of
the devices. (a) A series of input pulses (blue line), consisting
of variable width from 0.10 to 0.50 ps and the output voltage
(red curve). (b) A series of input pulses (blue line), consisting
of variable amplitude from 1.0 to 5.0 V, and the red line
represents the corresponding output voltage. A higher input
voltage leads to a larger output current. (c) The relaxation
characteristic of using 3 V pulse and then using 1 V pulse,
the time interval between the two pulses is 0 ps, 2.5 ps,
4.5 ps, 6.5 pus and the output voltage (red curve). (d) The
retention characteristic of using 8 V pulse and then using a
1 V pulse, the time interval between the two pulses from
0 ps, 2.5 ps, 4.5 ps, 6.5 pus and the output voltage (red
curve).

1V to 5V (the pulse width is 0.4 ps) were used, and it
was found that when the pulse amplitude reached to 3 V,
the device responded. When the amplitude increased to
4V and 5 V, the output current would further increase,
which indicates that the device needs a certain amount
of energy for resistance conversion [Fig. 2(b)] [27, 28].
After being stimulated, the threshold switching device
entered a “relaxed” state [29], the device output
response after different amplitude voltages applied was
studied. In Fig. 2(c), a first pulse (voltage: 3 V, width:
0.5 ps) was applied to the device, and then applied a
second pulse (voltage: 1 V, width: 0.5 ps) at different
intervals (0, 2.5 us, 4.5 ps, 6.5 ps). It can be found that
the device always responded to the first pulse, and the
device gradually relaxed to HRS as the interval time
increases until it relaxes completely at 6.5 ps. Then, the

first pulses with different amplitudes (4 V, 5V, 6V, 7V)
and the same second pulses (voltage 1 V, width 0.5 ps)
were applied at different intervals were applied to the
device, and a similar output response was generated as
shown in Fig. S3 of the ESM. However, if the first pulse
amplitude was 8 V and the second pulse (voltage 1 V,
width 0.5 ps) were applied at different intervals, the
device always had a very clear response as shown in Fig.
2(d), which reflects an obvious bipolar resistance charac-
teristic of this device [27], and this bipolar resistance
switching characteristic is due to that higher voltage will
make the Ag CFs thicker and will be difficult to break
spontaneously [30, 31]. Therefore, the device has both
bipolar resistance characteristic and the threshold
switching phenomenon, which may have relevance to
electric field strength [14]. Through these tests, it can be
found that the device switching state and response can
be changed by various input pulse, which provides a
reliable range for selecting a suitable input pulse
required by TRNG.

In order to detect the switching speed of the device, a
pulse (voltage amplitude 5 V, pulse width 500 ns) (Vi,)
was applied, and observed the voltage of series resistor
(Vout) through an oscilloscope. As shown in Figs. 3(a)
and (b), a delay time of 47 ns was required from applying
a pulse to the device until the device reached LRS, and
when the applied voltage removed, the device relaxed to
HRS after a relaxation time about 38 ns (See Fig. S4 of
the ESM for specific calculation method), and it is faster
than many traditional TS devices in Table S3 of the
ESM. In order to further study the affecting factors of
the delay time, we conducted different pulse amplitude
and pulse frequency tests on the device, Fig. 3(c) shows
the relationship between the delay time and the voltage
amplitude, it can be observed the higher the voltage is,
the shorter the average delay time is, and the narrower
the distribution is. In addition, the delay time also
depends on the pulse frequency, the higher the frequency,
the shorter the delay time, as shown in Fig. 3(d). This
may be owing to the local temperature increase of the
device at higher pulse frequencies, which helps Ag CFs
form in the SiN, film [4, 11, 32-34]. Figure 3(e) shows
the 100 cycle delay time statistics of SiN, under the
pulse with a frequency of 1 MHz and an amplitude of
5 V, which can be observed that it conforms to the
Gaussian distribution. When the relationship between
the average delay, the pulse amplitude and frequency
are observed from a statistical point of view, it is found
that the higher the voltage amplitude, the shorter the
average delay time, and this phenomenon changes
roughly linearly with increasing voltage, as shown in Fig.
3(f). In Fig. 3(g), the mean delay time varies significantly
with the increase in frequency at the beginning. In addi-
tion, the statistical distributions of delay time under
different voltages at the same frequency (100 kHz) and
different frequencies at the same voltage (5 V) were also
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Fig. 3 The effect of voltage and frequency on delay time. (a, b) Switching speed of the device. (c¢) Delay time distribution
for different input pulse amplitudes (4 V, 4.5 V, 5 V, 55 V, 6 V). (d) Delay time distribution for different input pulse
frequencies (60 kHz, 80 kHz, 100 kHz, 120 kHz, 140 kHz). (e) Conduct 100 cycle delay time statistics under the pulse with
amplitude of 5 V and frequency of 1 MHz. (f) Relationship between average delay time and input voltage. (g) Relationship

between average delay time and input frequency.

statistically calculated as shown in Figs. S5 and S6 of
the ESM.

At present, TRNG unit was constructed using the
stochastic delay time generated by the electron capture
process as a random source, which was different from
the previous nonvolatile-memristor-based TRNG [13, 35,
36]. Traditional nonvolatile memristors need to be set
and reset to switch the resistance state, while the
volatile memristor exhibits a TS behavior, its random
delay time can be used as a random source for a simple
circuit, and random logic levels can be read to simplify
circuit operation [37-39]. However, the existing volatile-
memristor-based TRNG output random numbers at a
low speed, that is, the bit generation rate is relatively
low, which makes it only suitable for ordinary encryption
[40, 41]. In order to increase the application scope of
such TRNG and improve its practicality, it is necessary
to improve its bit generation rate, and the Linear Feedback
Shift Register (LFSR) is a method that can increase the
bit generation rate, and its power consumption is also
very small [38]. The feedback function of the LFSR is to
simply perform a logic operation on some bits in the

shift register and populate the result to the leftmost end
of the LFSR, as shown in Fig. S7 of the ESM, and for
each bit of data in the LFSR, we can participate in the
operation or not participate in the operation, but the
output of the LFSR depends heavily on the construction
of the feedback function, and even if the logic gate is
added to complicate the feedback function, the result of
the output is also not random. In addition, when XOR
gates are used for logical operations, if all initial states
are in the “0” state, all D triggers in the LFSR will
remain in the “0” state and all outputs will be always
locked to “0”. In order to solve above situations, we
used a nonlinear feedback shift register (NFSR), which
is slightly different from LFSR the specific working prin-
ciple will be described in detail in the next paragraph.
Moreover, we also used the logical structure consisted of
the XOR gate and the NOT gate as a feedback function,
and let the random logic level generated by the memristor
participate in the operation of the feedback function,
then it is output through a shift register composed of
four D flip-flops. In this case, the input bits are nonlinear
functions of its previous states, which effectively solves

Xiaobing Yan, et al., Front. Phys. 19(1), 13202 (2024)
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Fig. 4 Implementation of the TRNG. (a) Circuit schematic diagram of TRNG. (b, c¢) Voltage test results of each test
node. (d) Measured output results of two continuous periods of TRNG. (e) TRNG output demonstration process.

the above-mentioned latch problem [2, 42, 43].

There are four common NFSRs have been proposed
for the linear problem of LFSR, and Fig. S8 of the ESM
shows several types of the NFSR. The first method is
called Fibonacci NFSR, the new input of (n-1) bits are
the result of bringing the last state of all output bits
into the nonlinear function calculation, and the output
signal strongly depends on the nonlinear function when
it is transmitted. The second method is Geffe generator,
which is composed of three LFSRs and a multiplexer
composed of AND gates and NOT gates. And this
method introduces the outputs of multiple LFSRs into
nonlinear functions for operation and output results,

which enhances the linear complexity too. In addition to
nonlinear feedback transformation, the irregular clock
signals can also be used for LFSR. And in Massey—
Rueppel multispeed generator, one clock signal is the n
times of the other, and the complexity of feedback is
enhanced by setting two different clocks. Moreover, the
Beth—Piper generator also uses an irregular clock to
increase the linear complexity, and in this method,
LFSR1 controls the clock of LFSR2 through the AND
gatel) [42, 44].

In this circuit, according to the working principle of
Fibonacci NFSR, multiple output bits in the shift register
were introduced into the feedback function, and then

1) M. Puczko and V. Yarmolik, Presented at the Third IEEE International Workshop on Electronic Design, Test and Applications (DELTA’06),

2006
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Table 1 Comparison of this work with previously reported TRNG.

Random source Bit generation rate NIST tests
Ag:SiOy DM TRNG Delay time 6 kb/s Passed
HfOs-based memristor TRNG Delay and relaxation time 16 kb/s Passed
Cu,Te;, DM TRNG Delay and relaxation time 32 kb/s Passed
mott memristor TRNG Thermal fluctuation 40 kb/s Passed
Ag/TiN/HfO,/HfO,/HfO,/Pt DM TRNG integrate-and-firebehaviors 108 kb/s Passed
This work Delay time 112 kb/s Passed

combined with the working principle of Geffe generator,
so that different states of memristors would lead to
different outputs of the same feedback function. So, this
random behavior destroyed the pure dependence of XOR
gates and avoided the predictability of pure XOR linear
functions. Besides, it also combined the working principles
of Massey—Rueppel multispeed generator, and separated
the same clock signal into rising edge and falling edge,
and reversed the falling edge as the clock of the shift
register in the right circuit. In this way, the circuit can
output twice in a clock cycle, which greatly improves
the efficiency of random number generation. In the
design process, the combined functions must be carefully
selected to ensure the safety of the results [16], and
Fig. 4(a) shows the circuit design of the TRNG, it
includes memristor and NFSR composed of NOT gate
(CD4069, Texas Instruments), XOR gate (SNT4HCS6,
Renesas) and four D flip flops (MC14015b, Motorola).
What’s more, two memristors were introduced into
the circuit, which was the key to complete the nonlinear
feedback characteristic. Under the pulse stimulation, the
memristor completed transition from HRS to LRS after
a delay time, and transformed from LRS to HRS after a
relaxation time, then realize the input of random logic
level [12]. In this circuit, the delay time was regarded as
a random seed. The random characteristic of memristor
destroys the pure dependence of XOR gate and avoids
the predictable mode of output?. According to its
response to the input pulse, the memristor will switch to
the T'S-on state or TS-off state [15]. At this time, the
output of the memristor can be read as logic “1” or
“0” 3) [45], and the two states can change the old feedback
value (f1) to the new feedback value (£2). Its workflow is
shown in Fig. S10 of the ESM. Suppose that under a
certain pulse stimulation, the state of the memristor
is “1” (TS on), “17, 17, “0” (TS off), “0”, “0”. In this
hypothetical state, the output values are shown in Table
S1 of the ESM. It can be observed that when the
memristor is in the TS-off state, the new feedback value
is opposite to the old feedback value [48]. Otherwise, the
new feedback value will not change. Such a circuit structure

increases the complexity of the logic operation, improves
the output efficiency of data, and makes the output data
more random.

Here, the circuit is divided into left and right parts.
Since the functions of these two parts are similar, the
workflow of the circuit on the left part is mainly intro-
duced, and the related content of the right part is shown
in Fig. S9 of the ESM. For the left circuit, the nodes of
each test are marked in Fig. 4(a), and when the input
pulse V; was applied to the memristor (M1), the output
voltage value was displayed as Va1 (Va1 was the voltage
value of the resistance in series with the M1), and Vj;
continued high level after a delay time, which was input
to the XOR1 gate together with the feedback signal
from XOR2 gate [V3; in Fig. 4(b)] for logical operation,
and then the output result passed through a NOT gate,
and the inverting signal would be displayed as Vy; in
Fig. 4(c). Finally, Vj; entered the shift register, and was
transmitted at each rising edge of the clock signal and
finally output [Vou in Fig. 4(d)]. At the same time, the
output Vi1 signal would also participate in the operation
of its feedback function as the input of the right circuit.
Similarly, the output V2 of the right circuit would also
participate in the operation as an input of the left
XOR3. Figure 4(e) shows the sequence diagram of simu-
lation Vs through D flip-flop. Excitedly, the bit generation
rate of Vou1 was 112 kb/s, which was faster in the
reported TRNG so far, as shown in Table 1. To better
demonstrate the TRNG, the input square wave pulse
applied to the memristor was 5 V, the frequency was
200 kHz, and the duty cycle was 70%.

The performance of TRNG is evaluated by NIST
statistical test suite (SP 800-22) [35], and the suite can
evaluate the randomness and unpredictability of TRNG.
The whole suite includes 15 tests, each of which aims at
a specific aspect of randomness and returns two statistical
information each time, P-value (except for Non overlapping
template and Random excursions variant) and pass rate.
If the P-value is higher than 0.0001 and the minimum
pass rate is reached, each test will be regarded as passed.
Here, 85 sequences of 106 bit were collected, which

2 A. Poorghanad, A. Sadr, and A. Kashanipour, Presented in part at the Proceedings of the 2008 International Conference on Computational

Intelligence and Security —Vol. 01, 2008

3) 8. Fujita, K. Uchida, S. Yasuda, R. Ohba, H. Nozaki, and T. Tanamoto, Presented at the 2004 IEEE International Solid-State Circuits

Conference (IEEE Cat. No. 04CH37519), 2004
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Table 2 NIST randomness test results.
Test P-value Pass rate Min. pass rate Pass/fail

1. Frequency 0.676097 81/85 80/85 Pass
2. Block frequency 0.701879 84/85 80/85 Pass
3. Cumulative sums 0.624107, 0.126842 82/85, 81/85 80/85 Pass
4. Runs 0.340461 84/85 80/85 Pass
5. Longest run 0.126842 84/85 80/85 Pass
6. Rank 0.947557 85/85 80/85 Pass
7. FFT 0.284375 83/85 80/85 Pass
8. Non overlapping template - 12447/12580 11917/12580 Pass
9. Overlapping template 0.823278 81/85 80/85 Pass
10. Universal 0.999091 85/85 80/85 Pass
11. Approximate entropy 0.624107 83/85 80/85 Pass
12. Random excursions - 413/416 388/416 Pass
13. Random excursions variant - 928/936 874/936 Pass
14. Serial 0.572333, 0.448892 83/85, 83/85 80/85 Pass
15. Linear complexity 0.598138 83/85 80/85 Pass

passed all 15 NIST tests without any post-processing
steps, verifying the he reliability of randomness [37]. The
test results are shown in Table 2.

4 Conclusion

In conclusion, we fabricated a high-performance
Ag/SiN,/n-Si volatile memristor with stable threshold
switching characteristics, and the TS device has fast
switch speed with the delay time of 47 ns and the relaxation
time of 38 ns. In addition, we also discussed the key
factors affecting the delay time of the device and
provided data support. Then, the delay time of the
device was used as a random source to build the TRNG
and we provided a suitable choice for the input pulse of
the TRNG according to the threshold characteristics.
And more interestingly, the combination of volatile-
memristor-based TRNG and NFSR yielded a bit generation
rate of 112 kb/s, and successfully passed 15 NIST tests
without any subsequent processing. With the increasing
importance of hardware security in the Internet of
things era, it is believed that the ASS-memristor-based
TRNG has a great application potential in hardware
security system.
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