RESEARCH ARTICLE

FRONTIERS OF PHYSICS ‘ @\P | Volume 18 / Issue 5/ 51301 / 2023

e e e e e e e e e e o

A quantum secure direct communication scheme
based on intermediate-basis

Kexin Liang2, Zhengwen Caol2t, Xinlei Chen?, Lei Wang!, Geng Chail#*, Jinye Peng?!
9 9 9 9 y 9

1 Laboratory of Quantum Information & Technology (QIT), School of Information Science and Technology,
Northwest University, Xi'an 710127, China
2 State Key Laboratory of Integrated Services Networks (Xidian University), Xi'an 710071, China
Corresponding authors. E-mail: fcaozhw@nwu.edu.cn, *chai.geng@nwu.edu.cn
Received October 19, 2022; accepted February 23, 2023
© Higher Education Press 2023

ABSTRACT

Quantum secure direct communication (QSDC) is a method of communi-
cation that transmits secret information directly through a quantum chan-
nel. This paper proposes a two-step QSDC scheme based on intermediate-

basis, in which the intermediate-basis Einstein-Podolsky—Rosen (EPR)  ajice Bob /;l(lff)i ,gf,?) 2}2;;: ,S?E) ?IE/CS ,3?;)
pairs can assist to detect channel security and help encode information. ¢—¢ R oo oo
Specifically, the intermediate-basis EPR pairs reduce the probability of ¢—e '%_:_%' i X
Eve choosing the correct measurement basis in the first step, enhancing *—o l_:_i_%l s ; P+ oo
the security of the system. Moreover, they encode information together ~¢—e E_E_E oo 4
with information EPR pairs to improve the transmission efficiency in the ¢—¢ = T e! e U - PR3]
second step. We consider the security of the protocol under coherent eo—e check @ i ® Encoding § i o check oo
attack when Eve takes different dimensions of the auxiliary system. The —e = - i

simulation results show that intermediate-basis EPR pairs can lower the o g '%—i—%' o! oo
upper limit of the amount of information that Eve can steal in both attack g9 H ! H I os

scenarios. Therefore, the proposed protocol can ensure that the legitimate
parties get more confidential information and improve the transmission
efficiency.

Keywords quantum secure direct communication, two-step,
intermediate-basis

1 Introduction QKD was first proposed in 1984 to establish a secure
key before transmitting a message and has come a long

Secure communication guarantees political and economic ~Wway since then [7, 8]. QT can execute the transmission

security and social well-being. However, fast-growing
supercomputer technology and quantum computing [1]
threaten traditional encryption methods (for example,
RSA public key scheme [2]). Quantum communication is
an emerging and vibrant alternative approach based on
the uncertainty principle and no-cloning theorem of
quantum mechanics, which can fulfill unconditional
theoretical security. So far, it mainly includes quantum
key distribution (QKD) [3, 4], quantum teleportation
(QT) [5], and quantum secure direct communication
(QSDC) [6].
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and reconstruction of the quantum state over arbitrary
distance, and it will be a critical ingredient for a quantum
computation network [9, 10]. QSDC is a milestone
during the development of quantum communication,
which can achieve the direct transmission of messages
through a quantum channel [11]. There are two well-
known protocols known as two-step protocol [12] and
DL04 protocol [13], and the former uses Einstein—Podolsky
—Rosen (EPR) pairs while the latter uses single photons.
The security analyses [14-16] and experimental demon-
strations [17, 18] enable the two protocols to become the
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mainstream of QSDC. Moreover, [19] reports the first
practical QSDC experiment through the fiber transmission
of 0.5 km, and quantum state fidelity of entanglement is
91%, which shows the potential of QSDC and supports
its application on quantum communication networks. A
QSDC scheme without quantum memory is proposed to
solve one of the biggest obstacles to its practical applica-
tions [20]. In addition, the measurement-device-indepen-
dent (MDI) QSDC [21, 22] and its security analysis [23]
gradually become mature. The theories and researches
on free space QSDC and its experiments are in progress
[24, 25]. Another important QSDC scheme that has been
studied in recent years is semi-quantum secure direct
communication, which is proposed in [26]. And some
further development has been done in [27-29]. Continuous
variable QSDC is also being studied [30, 31]. Therefore,
the research branch of QSDC is becoming more and
more abundant.

Although QSDC has made some progress, there is still
a need to improve system performance. In this paper, we
propose a novel two-step QSDC scheme with intermedi-
ate-basis [32]. Intermediate-basis EPR pairs, on one
hand, enhance the system security by reducing the prob-
ability of Eve choosing the correct measurement basis,
and they also participate in information encoding
together with information EPR pairs, improving the
transmission efficiency. Finally, the security analyses
when Eve employs two different auxiliary systems to
execute coherent attack are all considered. Results show
that the intermediate-basis EPR pairs played a positive
role in resisting these attacks.

The remainder of this paper is organized as follows. In
Section 2, the proposed two-step QSDC protocol is
described in detail. The security analyses of this protocol
under coherent attack with two different auxiliary
systems of Eve are proved in Section 3. The summary is
given in Section 4.

2 The two-step QSDC scheme with
intermediate-basis

In this section, we describe the proposed protocol as
shown in Fig. 1, which includes two stages: security
detection and message transmission. Alice employs block
transmission technology, for arbitrary i-th block,
i € [1,M] (M is the number of all information blocks)

Step 1: Preparation of entangled pairs

Alice prepares two kinds of entangled pairs, [~) =
(J01) —|10))/v/2 represented by red balls in Fig. 1, and
g ) = (|6:60F) — 6:-6,))/v/2,(6; € (0,F)) represented by
green balls in Fig. 1. 6; is the angle of intermediate-basis
selected by legal parties when transmitting the i-th
block (its range is shown in Fig. 2) and is represented as
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Fig. 1 A QSDC scheme based on intermediate-basis. (U: A
unitary operation for encoding. The red balls refer to information
EPR pairs |¢~), and the green balls refer to intermediate-
basis EPR pairs ‘q/;; > Black dashed frame represents these

particles are chosen for channel security detection and blue
dashed frame represents these particles are used for channel
secondary detection.)

|6;) = cos(6;/2) |0) + sin(6;/2) |1},

6) = sin(6,/2)[0) — cos(8:/2) [1). 1)

Alice randomly arranges two entangled pairs to form a
new  sequence and keeps one subsequence
{P.(A),n =1,2,... N} by herself. Then she sends another
subsequence {P,(B),n =1,2,..., N} to Bob and announces
0; (N is the length of the two sequences).

Step 2: Channel security check

Entanglement is a resource that can resist interference
[19], attenuation, and mutation from the channel.
However, it is destroyed when Eve lurks in the channel,
and the measurement results of Alice and Bob no longer
conform to the EPR relationship. Therefore, an unrea-
sonable quantum bit error rate (QBER) appears.

Here, we judge the security of the first step of trans-

oy V)
) )
0)
)
[H)=[0), 1¥)=ID),
D)=+, )=I).

Fig. 2 The relationship between intermediate basis and X
basis and Z basis. (H) = [0),|V) = [1),|D) = [+).]4) = |-),
and the shaded part is the effective range of 6;.)
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mission through the Clauser-Horne—Shimony—Holt | ¢,> L 10) 4 11— 114 10) )
(CHSH) inequality [33-35]. That is, when the CHSH f A ATIB
inequality is violated, Eve cannot completely determine N
the measurement results of both communication parties. W} > 7 (10)4 [V p + 114 10)5),
When the violation is greater, the weaker its correlation
with Eve; When the violation reaches the maximum, the |q’_> 7 (1004100 = D)4 1)p),
quantum state and Eve are completely separated, and
the measurement results of both sides of the communication |<I>+> =— (041005 + )41 5),
will not be leaked to Eve. f
(2.a) Alice chooses randomly @ basis or R basis to |1/)9_¢> =10i) 4 |9il>B |6; >A 10:) 5
measure the chosen photons in P,(A). (2.b) Bob chooses _ 0; in( b
randomly S basis or T basis to( Izleé(msur)e the chosen |7/J;F,L. = 9i>A( ~COZ,-,( 2) ) - |‘9iL>A< sin( g,) ) )
sin( ) B cos(3) /

photons in P,(B), where

0=7,

R=X,

. —Z-X

S=—"F,
V2

. 7-X

T:

5 2)

(2.c) After all the checking photon pairs have been
measured, Alice and Bob reveal their measurement basis
and results, then they can calculate the CHSH polyno-
mial,

Somsi = (QS) + (RS) + (RT) - (o). (3)
where (-) represents mean value of measurement results.

According to the measurement reasults, if Scgsy < 2,
entanglement does not exist. At this time, the channel
security detection fails and the communication process is
abandoned. If 2< Scmgy <2v2, the measurement
results are non-local correlated, at this time, the channel
security detection passes. When Scpgy =22, this
means Alice and Bob share the maximally entanglement.
In specific experiments, this maximum value is generally
difficult to reach due to the influence of the environment.
The detection process of intermediate-basis EPR pairs is
similar.

Step 3: Encoding information

Alice relies on four unitary operations to load information
on the rest of the particles in P,(A), and the four
unitary operations are represented as Eq. (4).

Up=1=10){0]+ 1) (1],

Uz = 0. =0) (0] = 1) (1],

Us =0, = (1) (0] +]0) (1],

Us = 050 = [0) (1] — 1) (0] . (4)
Then the information EPR pairs [p~) = (|01) — |10))/v/2

are transformed into [7), [¢7), |@7) and |@T), respec-
tively. And the intermediate-basis EPR pairs |4, ) are
transformed into |y, ), |4 ), |5 ) and |®, ), respectively.

0i)a10:) 5 +10i) 4 107) 5

i>A ( Sln(%) >B - |OZL;A <

cos(%)
Step 4: Decoding information

|
=

cos(%)
—s1n(%) )B '
(5)

After Bob receives these quantum states, Alice publishes
the positions of these sampling pairs and the chosen
unitary operations on them to Bob. Bob executes corre-
sponding Bell-basis measurement on the two particles
simultaneously. The result of comparing random
numbers judges whether Eve cut the communication off.
If the communication process is unbroken, Bob can
obtain the secret information through Table 1.

It can be seen from Table 1 that due to the help of
intermediate-basis EPR pair |¢0*7_ ), the number of quantum
states that can be used for encoding is increased from 4
to 8, and the information transmission rate is increased
from 2 bit to 3 bit per operation.

3 Security analysis

3.1  Security analysis under coherent attack

A compound channel with an eavesdropper is called a
compound wiretap channel, with the novel difference

Table 1 Summary of Alice’s encoding and Bob’s decoding.

Entangled pair  Alice’s encoding Information Bob’s decoding

8 000 [¥7)

_ Us 001 [v)
7 Us 010 [27)
U 011 [®")

U1 100 ‘%}>

‘w7> Us 101 \w;>
" Us 110 |2%)
U 111 |25,)
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that one information rate is to be maximized and the
other minimized. As a way to realize secure communica-
tion, wiretap channel provides a good model for realizing
secure communication [36]. The security capacity Cs is
an important parameter which refers to the maximum
transmission rate that can be reached when the eaves-
dropper Eve can’t eavesdrop any useful information,
that is, when the legitimate users realize secure commu-
nication, as shown in Fig. 3.

Theorem: Supposed that X is a random variable
Alice send to Bob, Y is the outcome of Bob’s measurements
through legal channel and Z is the outcome of Eve’s
measurements through wiretap channel. Cy is defined as
(36]

Cs =max(I(X:;Y) — I(X; Z)). (6)

In order to achieve this goal, it is necessary to maximize
the reliable communication rate from the source to the
legitimate receiver I(X;Y), but the premise is that the
eavesdropper reduces the output of the source I(X; Z) as
much as possible.

Definition: The quantum wiretap channel has been
described by a single quantum operation 7 from Alice to
Bob and Eve together. Thelegal channel and the wiretapper
channel are defined ¢ =TrroT and ¢ =TrgoT [37],
respectively.

In other words, the main difference between classical
wiretap channel and quantum wiretap channel [38; 39]
comes from the no-cloning theorem, that is, Alice’s input
state can not be duplicated and then sent through both
channels ¢ and ¢’. According to Wyner’s wiretap channel

RESEARCH ARTICLE
elements of Q,
xi(PT) =5 %Px(m)e(p(x))
- %Px(w)s(a(p(w))),
x2(P,T) =S %Px(l’)s’(ﬂ(m))
- Zf Px(z)S(e'(p(x))),
Cs > mng(m(;,g?g;) - x2(P, X)). (7)

Some relevent proofs are in Ref. [40].

Similar to the original two-step QSDC protocol, the
security of the first step guarantees the security of the
proposed scheme. Assuming Eve performs a coherent
attack [41] where she attaches an auxiliary system |E) to
quantum channel and performs U;, then she sends
system B to Bob. Then the original EPR relationship
between Alice and Bob becomes

pas = Trp(Use | E) [07) (07| (E|Ufp),
pass, =Tru(Uss |E) [vg,) (g, | (Bl ULp). (8)
To simplify the effect of the attack on the system, an

additional operation that randomly chosen from U is
applied, the pap and pag,, are simplified to

theory, there exised an encoding method that allows the M 0 0 0
secure transmission of information at a rate lower than 0 X 0 0
the secrecy capacity, provided that the secrecy capacity PAB= | ¢ A3 0 J (9)
is positive. Notablly, the legal channel and wiretap channel 0 0 0 M\
are all quantum channel, thus, I(X;Y) and I(X;Z) are
all replaced by the Holevo quantity [37]. and
Theorem: Supposed x(-) is Holevo quantity, x; and X1 O 0 0
x2 are quantum version of I(X;Y) and I(X;Z), respec- 0 “ Mo, o 0
tively. S(-) is the von Neumann entropy, P is a probability PABs, = | 0 Ao.s O (10)
distribution over a finite set Q, p(-) is density operator, 0 0 0 Ao 4
and Y:={p(x):2€Q} is a set of states labeled by v
Wiretap channel ,———————=——— >
: Eavesdropper I
\_ _________ /l
Alice Bob
Quantum state . Quantum state .
preparation Encoding measurement DeEsdng
T Main channel l

01010101101110...

01010101101110...

Fig. 3 Wiretap channel model. The model comprises a transmitter, a legitimate receiver, and an eavesdropper. The channel
between transmitter and legitimate receiver is the main channel, and the channel between transmitter and eavesdropper is

the eavesdropper’s channel.
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The whole system v 45r can be expressed as
4
‘wABE> = Z V )\m |(I)m> |Em> 3
m=1

(11)

4
Ay 8) = D VAo [Po,m) | Em)
m=1

where |®,,,) and |®, ,,) is the Bell state and the interme-
diate-basis Bell state of system AB, |E,) is a set of
orthogonal states of Eve’s auxiliary system.

Finally, Eve intercepts all the qubits from Alice in the
last step to obtain maximal information about the

adjoint measurement cannot exceed that in single
measurement of one subsystem, thus, the upper bound
of x2(P,T) is [14]

XQ(P,T) < S (ZZMPAE,a) - ZPaS (pAE,a)

< h(e) + h(ez), (14)

where ¢, and ¢, are QBERs, h(-) is Shannon entropy,
and h(e:) = h(EZw) +hlez )y hlex) =hlex, )+ hlex _)s
vy ¥ p

i

i
€z = Ao+ Ay, €, = A3+ )\4, Ezw’ = )\9“2 —+ )‘9«;74’ and EZU’ =

2 "0,
Ao;3 + Ao, a0

i

In the absence of transmission disturbance, the infor-
mation amount of Y received by Bob is consistent with
that of X sent by Alice. In this scheme, each quantum
bit encodes 3 bit information. Thus, H(Y)= H(X)=3

message and measure them. Tracing out system B from

wABE7

pae =Tre(|Yase) (YaBEl),

PAE,, = TTB(’¢ABgiE> <¢A391E)), (12)  bit/symbol. In practical transmission, due to transmis-
sion, interference and other factors, bite error rate will
the encoded states are be introduced, leading to the existence of transfer
; entropy H(Y|X). The randomness of H(Y|X) is mainly
pae,000 = U1pagly, related to bite error rate. Hence, the capacity of the
PAE,001 = UQPAEUQT, main channel x;(P,YT) is determined by the bit error rate
_ T between classical information Alice and Bob [14],
paeot0 = UspapUs,
PAE,011 = U4PAEUL (P, T) =H{Y) - H(Y|X) =3 — hs(e), (15)
PAE,, 100 = UlPAEei UIT’ where e is the bite error rate distribution of the main
+ channel which can be obtained through the decoding
papy, 101 = U2pap, Us, process. The lower bound of the secrecy capacity of the
PAE,, 110 = Uspag,, U;, two-step protocol is [14]
pAE, 111 = Uspag,, Ul- (13) Cs = x1(P,T) — x2(P, )

> [3—hs(e)] — [h(ex) + h(e.)]. (16)

Even Eve measures all subsystems jointly, the infor-

mation acquired from one subsystem on average in Considering the block reception rate of Bob Qg and Eve
1.2
(@ . (b) (0
| — —_— e —
0t e 1 15
z 0.3 = 2
g g g
= 0.1 206 it
Q Q Q
=1 =1 g
g 01 g 04 g
= -= . =
© —0.1{ O o 05
02 0.2 -
\—)%__\‘g‘_*
-0.3 ; r . T - - 0 * . . . - T 0 - - . . -
165 1.7 175 1.8 185 19 195 2 19 2 21 22 23 24 25 26 25 255 26 265 27 275 28
Value of S¢ Value of S Value of Sqyg
—— X;» —x, without [y, ), — C, without |y, ), ——x, with |y, ) ——C, with|y,).

Fig. 4 The relation of channel capacity and the value of Scusy. In (a), based on the starting positions on the left, the lines
from top to bottom are the capacity of the wiretap channel without intermediate-basis EPR pairs, the capacity of the wiretap
channel with intermediate-basis EPR pairs, the capacity of the main channel, the capacity of the secrecy channel with inter-
mediate-basis EPR pairs, and the capacity of the secrecy channel without intermediate-basis EPR pairs. In (b) and (c),
based on the starting positions on the left, the lines from top to bottom are the capacity of the main channel, the capacity of
the wiretap channel without intermediate-basis EPR, pairs, the capacity of the wiretap channel with intermediate-basis EPR
pairs, the capacity of the secrecy channel with intermediate-basis EPR pairs, and the capacity of the secrecy channel without
intermediate-basis EPR pairs. Simulation parameters: reception rates Qg and Qg are all set to 1.
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Qr that represent the receiving capability of Bob and
Eve channels. The lower channel capacity bound of C is
given by [14]

Cs > QB [3— hs(e)] — Qr [h(ez) + h(e:)] .

Figure 4 shows the channel capacity of the proposed
QSDC protocol. Figure 4(a) depicts the extreme adverse
condition where the two particles lose their entanglement
completely. ¢, cannot improve the security of the proto-
col, and the C, of the two protocols are all negative.
Therefore, the transfer process is unsafe. In Fig. 4(b),
when entanglement between the two particles exists but
is not strong, two C, are still positive, but compared
with Fig. 4(c), they decrease. Figure 4(c) describes when
a channel is almost perfect and entanglement of the two
particles is intact, C, in the original two-step QSDC
protocol and the new protocol are all positive, thus, the
transfer process under coherent attack is secure. Besides,
the blue solid line is always lower than the blue dotted
line, which means the upper bound Eve can steal
reduces, so that the amount of effective information
between legitimate parties increases.

(17)

3.2 Security analysis under an optional eavesdropping

strategy

Now consider a more powerful strategy that Eve can
employ a higher dimension ancilla system since the
Stinespring dilation theorem [42] allows Eve to resort to
a four-dimensional system or two qubits to carry out an
attack in order to obtain a higher probability of guessing
right. The attack process can be reexpressed as

Usg la) |E') = |a) |Fo) + |a™) | Da) , (18)

where |a) € {|0),|1),|+),]-)} and (ajat)=0. |E') is a
higher-dimensional ancilla system, |F,) and |D,) are
Eve’s state after the interaction under guessing right or
wrong, respectively.

For the proposed protocol, the optional unitary inter-
actions are [32]

U[0)|E") = 0) |Fo) +[1) | Do) ,

|
U1 |E') = [1) |F1) +10) |D1),
Ul+)|E") = [4) [F}) + =) |D4),
Ul=)|E) =[=) [F-) +[+) [D-).

U10:)|E') = 16 | Fo.) +[65) Ds)
U(05)1E") = 0F) |Fos ) + 160 | Doy )

(19)

where )FO 1’+7_’01’94> and D0,1,+,—,61,9+> are Eve’s ancillary
states after the interaction. And the relations between
Eve’s states in the two bases are

2|Fy) = [Fo) + [F1) £ |Do) + D) ,

2|Dx) = |Fo) — |F1) F |Do) £ |D1) - (20)

Assuming that the unitary Ugg is such that Eve’s un-
normalized states are orthogonal of the following form
(in Eve’s two-qubit computational basis),

1) = (VF.0.0.0) .
|F) = (\/Fcos z,0,0,VFsin x)T,
Do) = (0,\/5,0,0)T,

T
D)) = (0,\/5005 y, v/ Dsin y,o) , (21)
where
F=1-D, D= 187 (22)

2—cosz+cosy’

and z, y are two arbitrary angles. Then according to the
conditional total output state,

prE|, =Ula) (o] ® |E") (E'|UT, (23)

Bob’s conditional state is

PBla = Trg (pBE'|a)
=F! <Fa ‘ PBE)|. | Fa>+D_1 <DO< | PBE|s | Doz>
= Fla) (o] + D |a*) {a*],
(24)

while Eve’s conditional output state is

PE|, = [Fo) (Fal +[Da) (Dal - (25)

In this way, Eve has a higher probability of correct
guessing at the same QBER, as shown in Fig. 5.

Once again, according to the Wiretap channel model
[36], the channel capacity of the QSDC protocol under a
higher-dimensional attack is shown in Fig. 6. It can be
seen that the preservation of entanglement is still the

0.85
0.8 4
0.75 4
0.7 4
0.65

0.6 A

—— With an ancilla system

Probability of Eve guessing right

0.551 __ With an ancilla system with

a higher dimension

0.5

0 002 004 0.06 008 0.1 012 0.14 0.16

QBER

Fig. 5 Eve's attack capability with different auxiliary
systems.
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Fig. 6 The relation of channel capacity and the value of Scpusy. In (a), the lines from top to bottom are the capacity of the
wiretap channel without intermediate-basis EPR pairs, the capacity of the wiretap channel with intermediate-basis EPR
pairs, the capacity of the main channel, the capacity of the secrecy channel with intermediate-basis EPR pairs, and the
capacity of the secrecy channel without intermediate-basis EPR pairs. In (b), the lines from top to bottom are the capacity
of the wiretap channel without intermediate-basis EPR pairs, the capacity of the main channel, the capacity of the wiretap
channel with intermediate-basis EPR pairs, the capacity of the secrecy channel with intermediate-basis EPR pairs, and the
capacity of the secrecy channel without intermediate-basis EPR pairs. In (c), based on the starting positions on the left, the
lines from top to bottom are the capacity of the main channel, the capacity of the secrecy channel with intermediate-basis
EPR pairs, the capacity of the secrecy channel without intermediate-basis EPR pairs, the capacity of the wiretap channel
without intermediate-basis EPR pairs, and the capacity of the wiretap channel with intermediate-basis EPR pairs. Simulation

parameters: reception rates Qp and Qg are all set to 1.

premise of protocol security. Although the C, in Figs.
6(b) and (c) are all positive, the channel capacity under
higher-dimensional attack is much lower compared with
that in Figs. 4(b) and (c). Fortunately, the intermediate-
basis EPR pairs play a positive role in dealing with
these two attacks, and both reduce the amount of infor-
mation obtained by Eve.

4 Conclusion and discussion

We make a comparison of the original two-step protocol
and the proposed protocol in Table 2 from aspects of
efficiency and safety analysis.

Due to the intermediate-bisis EPR pairs, the probability
of Eve choosing the correct measurement basis reduces
from } to 1. Moreover, they not only enhance the security
of particle transmission in the first step but also improve
the transmission efficiency of information in the second

step. In the security analysis of the new protocol, two
attacks with different dimensions are considered. Under
the premise of ensuring the security of the protocol, the
amount of information obtained by Eve is lessened,
hence, the amount of communication information
between the legal parties is increased.

However, any quantum system inevitably interacts
with the environment and thus results in decoherence.
The effect of the noise should be carefully considered in
order to estimate the success probability of the proposal.
Therefore, the practical security of this protocol, including
decoherence effect, active attack and passive attack of
Eve will be studied by some exact and efficient quantum
algorithms [43, 44]. The research on the practical security
of the protocol will further optimize our protocol, which
will be the focus of our future work. Therefore, the
proposed protocol will further enrich the technology of
QSDC and promote the implementation of a practical
QSDC system.

Table 2 Comparison of the advantages and disadvantages of the new protocol and the original two-step protocol.

The original two-step protocol

The proposed protocol

Probability of Eve guessing right

1 1

2 3
Upper bound of the amount of secret information stole by Eve Higher Lower
Necessary quantum resource |1/17> ‘1!1(; >, |¢’7>
Encoding methods 4 kinds 8 kinds

Encoding efficiency

2 bit per operation 3 bit per operation
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