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Multiparty quantum communication is an important branch of quantum networks. It enables private
information transmission with information-theoretic security among legitimate parties. We propose a
sender-controlled measurement-device-independent multiparty quantum communication protocol. The
sender Alice divides a private message into several parts and delivers them to different receivers for
secret sharing with imperfect measurement devices and untrusted ancillary nodes. Furthermore, Alice
acts as an active controller and checks the security of quantum channels and the reliability of each
receiver before she encodes her private message for secret sharing, which makes the protocol convenient
for multiparity quantum communication.
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1 Introduction

Quantum communication, such as quantum key distribu-
tion (QKD) [1–5], quantum secure direct communication
(QSDC) [6–14], and quantum secret sharing (QSS) [15–
19], provides an absolutely secure technique that trans-
mits private information between legitimate parties. Ben-
nett and Brassard proposed the first quantum commu-
nication protocol [20], enabling two parties to share pri-
vate key for encryption. In principle, eavesdroppers at-
tacking on a quantum communication process introduce
perturbations that inevitably reveal their interception [1].
However, practical apparatuses with imperfect functions
may have loopholes for side-channel attacks on quantum
cryptography [21–23]. In principle, the device indepen-
dent architecture based on the violation of Bell inequal-
ity can remove all side-channel attacks on quantum cryp-
tography using non-ideal devices [24–26], whereas it re-
quires a loophole-free Bell test [22]. Measurement-device-
independent (MDI) architecture [27] provides a simpli-
fied strategy for removing serious side-channel attacks on
practical measurement apparatuses by using postselected
entanglement. For instance, two legitimate parties with
practical measurement apparatuses can share private key
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by MDI-QKD [21, 22] and directly exchange classical mes-
sages over quantum channels by MDI-QSDC [28–31].

Multiparty quantum communication involves more
than two nodes of a network and directly transmits private
information among them without any classical relay [32–
34]. QSS is a typical multiparty quantum communica-
tion protocol [15–19]. It splits a private message into sev-
eral parts and sends each part to one party; the message
can only be reconstructed through cooperation between all
parties. In 1999, Hillery, Bužck and Berthiaume [15] pro-
posed the first QSS protocol using a maximally entangled
three-particle Greenberger–Horne–Zeilinger (GHZ) state;
Karlsson et al. [35] proposed a QSS protocol using two-
particle quantum entanglement. In 2004, Xiao et al. [36]
proposed a high-efficient QSS protocol, increasing its effi-
ciency to asymptotically 100% by properly choosing mea-
surement bases [37, 38]. Subsequently, some interesting
QSS protocols were proposed [39–46].

In 2015, Fu et al. [47] proposed the first MDI-QSS pro-
tocol with postselected GHZ states and closed loopholes
introduced by practical measurement apparatuses. Re-
cently, Gao et al. [48] presented a deterministic MDI-
QSS (DMDI-QSS) protocol and removed the requirement
of basis reconciliation in the MDI architecture [21–23]. In
this protocol, the sender Alice produces entangled pho-
ton pairs and sends one photon from each pair to David,
whereas the receivers (Bob and Charlie) randomly pro-
duce single photons in an eigenstate of σX or σY basis,
and also send their photons to David for GHZ-state anal-
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ysis. The GHZ-state analyzer in David’s node [49–51], in
principle, performs a teleportation operation and corre-
lates the states of photons kept in Alice’s node to that
prepared by the receivers. The receivers check the secu-
rity of DMDI-QSS before information encoding; and some
of receivers can cheat one receiver by a particular strat-
egy [52–54]. Therefore, it requires at least two faithful
receivers to guarantee the security of DMDI-QSS against
the participant attack [48].

Here we present a sender-controlled MDI-QSS protocol,
in which the sender performs as an active controller [55]
and can detect the attack from either outside eavesdrop-
per or unfaithful receiver (i.e., participant attack) by co-
operating with receivers. Single photons with random po-
larization inserted into entangled photon pairs are used
for security check [28–30]. Once a postselected GHZ
state is produced by ancillary David from individual single
photons, exclusive correlations are created among photon
states prearranged by the sender and receivers. After re-
ceiving the photon states published by all receivers, the
sender can perform security check based on the posts-
elected multiphoton entanglement rather than the mul-
tiphoton quantum teleportation that requires ancillary
measurements [48]. Therefore, the sender acts as an active
controller and encodes private information after ascertain-
ing the security of quantum channels and the reliability of
each receiver, which enables the receivers to share private
messages over quantum channels and makes this protocol
convenient for practical secret sharing.

2 Three-party sender-controlled MDI-QSS

protocol

A sender-controlled MDI-QSS protocol among three legit-
imate parties is shown in Fig. 1. The sender Alice pre-
pares a sequence of entangled photon pairs and divides
them into two sequences. She sends one photon sequence
to ancillary David after she randomly inserts some single
photons with random polarization in it. Bob and Charlie
prepare single photons with random polarization and send
them to David as well. David performs GHZ-state analy-
sis of each three photons with the same order and heralds
exclusive correlations among three legitimate parties by
either postselected entanglement generation or quantum
teleportation. These two cases will be used for security
check and secret splitting, respectively. Specifically, the
three-party sender-controlled MDI-QSS proposal is car-
ried out in the following steps.

Step (1): Photon-sequence preparation. Alice pre-
pares k1 entangled photon pairs in the Bell state |φ−⟩ =
(|01⟩ − |10⟩)/

√
2, where |0⟩ (|1⟩) represents a horizon-

tally (vertically) polarized photon, and divides them into
two sequences PK and PK′ by choosing one photon from
each pair and rearranging them with the same order as in

photon pair sequence [6–8]. She also prepares a sequence
PS consisting of k2 single photons which are randomly
prepared in either σX [i.e., | ± x⟩ = (|0⟩ ± |1⟩)/

√
2] or

σY [i.e., | ± y⟩ = (|0⟩ ± i|1⟩)/
√
2] basis, and randomly in-

serts them into PK′ to reform a new sequence PA consist-
ing of n = k1 + k2 photons. Meanwhile, Bob and Charlie
prepare n-photon sequences PB and PC with each photon
randomly initialized in either σX or σY basis, respectively.

Step (2): Photon-sequence transmission. Alice, Bob,
and Charlie send their photon sequences PA, PB , and PC

to the untrusted ancillary David to perform a GHZ-state
analysis of each three photons with the same order. The
GHZ-state analyzer can project the incoming photons into
one of three-photon GHZ states that can be described as

|Φ⟩000=
1√
2
(|000⟩+|111⟩), |Φ⟩001=

1√
2
(|000⟩−|111⟩),

|Φ⟩010=
1√
2
(|001⟩+|110⟩), |Φ⟩011=

1√
2
(|001⟩−|110⟩),

|Φ⟩100=
1√
2
(|010⟩+|101⟩), |Φ⟩101=

1√
2
(|010⟩−|101⟩),

|Φ⟩110=
1√
2
(|011⟩+|100⟩), |Φ⟩111=

1√
2
(|011⟩−|100⟩).

(1)

In practice, a GHZ-state analyzer can only identify two
GHZ states |Φ⟩000 and |Φ⟩001 when using linear optical
elements and single-photon detectors [49–51], shown in
Fig. 1. PBS1 and PBS2 are two polarizing beam split-
ters that transmit photons with horizontal polarization
|0⟩ and reflect photons with vertical polarization |1⟩; PC
is a polarization controller and completes a π/4 rotation
of the polarization; D1, D2, and D3 are single-photon de-
tectors and can distinguish between two polarizations |0⟩
and |1⟩, reporting 0 and 1, respectively. Therefore, the

Fig. 1 Schematic diagram of sender-controlled MDI-QSS
protocol. PBS1 and PBS2 are two polarizing beam splitters
that transmit photons with horizontal polarization |0⟩ and re-
flect photons with vertical polarization |1⟩; PC is a polarization
controller and completes a π/4 rotation of the polarization; D1,
D2, and D3 are single-photon detectors, which can distinguish
between two polarizations |0⟩ and |1⟩.
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Table 1 Quantum state of photons remained in Alice’s node
for four different cases when David announces a GHZ state
|Φ⟩b1b20. α is the number of σY basis that Bob and Charlie use
for single-photon preparation; β is the number of states | − x⟩
and | − y⟩ that Bob and Charlie prepared; γj is the number of
state |1⟩ in each |ω⟩j that are prepared in the σY basis; Case
1: α and β are both even (α = 0 or α = 2, β = 0 or β = 2);
Case 2: α is even while β is odd (α = 0 or α = 2, β = 1); Case
3: α is odd while β is even (α = 1, β = 0 or β = 2); Case 4: α
and β are both odd (α = 1, β = 1).

α− 2γj Case 1 Case 2 Case 3 Case 4

0 | − x⟩ |+ x⟩ − −
2 |+ x⟩ | − x⟩ − −
−1 − − | − y⟩ |+ y⟩
1 − − |+ y⟩ | − y⟩

state |Φ⟩000 leads to a coincidence event of three-detector
clicks 000, 011, 101, or 110, while the state |Φ⟩001 re-
sults in an event 001, 010, 100, or 111 [50]. Although
the success probability of this analysis is 1/4, it is enough
for security check and secret sharing of our three-party
sender-controlled MDI-QSS protocol.

When a photon k′ of sequence PA entering the GHZ-
state analyzer originates from PK′ and entangles with
the photon k of sequence PK , the GHZ-state analysis
can correlate the state of photon k kept in Alice’s node
and the single-photon states |i⟩ and |j⟩ prepared by Bob
and Charlie with i, j ∈ {+x,−x,+y,−y}. In general, the
states of photons k kept in Alice’s node will be projected
into an eigenstate of σX (σY ) if Bob and Charlie prepare
their photons in basis σX ⊗ σY or σY ⊗ σX (σX ⊗ σX

or σY ⊗ σY ) [48] and David reports successful GHZ-state
measurements on photons sent to him, shown in Tables 1
and 2. α is the number of σY basis that Bob and Char-
lie use for single-photon preparation. β is the number of
states | − x⟩ and | − y⟩ that Bob and Charlie prepared.
γj ≤ Min{α, 1} is the number of state |1⟩ of photons that
are prepared in the σY basis in each |ω⟩j . Here |ω⟩j with
j = 1, 2, 3, 4 are four state vectors of the σZ ⊗ σZ ba-
sis, the superposition of which consists the two-photon
state |i⟩ ⊗ |j⟩. For instance, David announces a GHZ
state |Φ⟩000, Bob and Charlie prepare their photons in
the state |+ x⟩ ⊗ |+ x⟩, this corresponds to the Case 1 in
Table 1 (α = 0, β = 0) with γj = 0 and α− 2γj = 0, and
the corresponding photon in sequence PK is projected into
the state |−x⟩; David announces a GHZ state |Φ⟩001, Bob
and Charlie prepare their photons in the state |+x⟩⊗|−y⟩,
this corresponds to the Case 4 in Table 2 (α = 1, β = 1)
with γj = 0 (γj = 1) and α−2γj = 1 (α−2γj = −1), and
the corresponding photon in sequence PK is projected into
the state |+ y⟩ (| − y⟩). Alice can encode her information
by applying local operations on photons kept in her node,
and then sends them to receivers for secret sharing.

When a photon s of sequence PA entering the GHZ-

Table 2 Quantum state of photons remained in Alice’s node
for four different cases when David announces a GHZ state
|Φ⟩b1b21. The parameters α, β, and γj in combination with
four cases are the same as that in Table 1.

α− 2γj Case 1 Case 2 Case 3 Case 4

0 |+ x⟩ | − x⟩ − −
2 | − x⟩ |+ x⟩ − −
−1 − − |+ y⟩ | − y⟩
1 − − | − y⟩ |+ y⟩

state analyzer originates from PS , it is separable from all
other photons. The product state of three photons enter-
ing GHZ-state analyzer can be described as a superposi-
tion of three-photon GHZ states. The GHZ-state analyzer
can only report one GHZ state of the superposition each
time, referred to as postselected entanglement. In general,
when Alice, Bob, and Charlie prepare their photons in the
bases with even σY , such as σX ⊗σX ⊗σX , σX ⊗σY ⊗σY ,
σY ⊗ σX ⊗ σY , σY ⊗ σY ⊗ σX , any three-photon product
state will be a superposition of four GHZ states, whereas it
never simultaneously contains states |Φ⟩b1b20 and |Φ⟩b1b21
with relative phase differences 0 and π between two com-
ponents consisting them, respectively. Here the subscripts
b1, b2 ∈ {0, 1} of |Φ⟩b1b20 are identical to that of |Φ⟩b1b21.
For instance, when Alice, Bob, and Charlie prepare their
single photons in σX ⊗ σX ⊗ σX basis, eight three-photon
product states can be described in the GHZ-state basis as
follows:

|+x+ x+ x⟩ = 1

2
(|Φ⟩000 + |Φ⟩010 + |Φ⟩100 + |Φ⟩110),

|+x+ x− x⟩ = 1

2
(|Φ⟩001 − |Φ⟩011 + |Φ⟩101 − |Φ⟩111),

|+x− x+ x⟩ = 1

2
(|Φ⟩001 + |Φ⟩011 − |Φ⟩101 − |Φ⟩111),

|−x+ x+ x⟩ = 1

2
(|Φ⟩001 + |Φ⟩011 + |Φ⟩101 + |Φ⟩111),

|+x− x− x⟩ = 1

2
(|Φ⟩000 − |Φ⟩010 − |Φ⟩100 + |Φ⟩110),

|−x+ x− x⟩ = 1

2
(|Φ⟩000 − |Φ⟩010 + |Φ⟩100 − |Φ⟩110),

|−x− x+ x⟩ = 1

2
(|Φ⟩000 + |Φ⟩010 − |Φ⟩100 − |Φ⟩110),

|−x− x− x⟩ = 1

2
(|Φ⟩001 − |Φ⟩011 − |Φ⟩101 + |Φ⟩111).

(2)

When Alice, Bob, and Charlie prepare their photons in
the basis σX ⊗ σY ⊗ σY , any three-photon product state
will be referred to as a superposition of four GHZ states
similar to the aforementioned case as follows:

|+ x+ y + y⟩ = 1

2
(|Φ⟩001 + i|Φ⟩010 + i|Φ⟩100 − |Φ⟩111),

|+ x+ y − y⟩ = 1

2
(|Φ⟩000 − i|Φ⟩011 + i|Φ⟩101 + |Φ⟩110),
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|+ x− y + y⟩ = 1

2
(|Φ⟩000 + i|Φ⟩011 − i|Φ⟩101 + |Φ⟩110),

| − x+ y + y⟩ = 1

2
(|Φ⟩000 + i|Φ⟩011 + i|Φ⟩101 − |Φ⟩110),

|+ x− y − y⟩ = 1

2
(|Φ⟩001 − i|Φ⟩010 − i|Φ⟩100 − |Φ⟩111),

| − x+ y − y⟩ = 1

2
(|Φ⟩001 − i|Φ⟩010 + i|Φ⟩100 + |Φ⟩111),

| − x− y + y⟩ = 1

2
(|Φ⟩001 + i|Φ⟩010 − i|Φ⟩100 + |Φ⟩111),

| − x− y − y⟩ = 1

2
(|Φ⟩000 − i|Φ⟩011 − i|Φ⟩101 − |Φ⟩110),

(3)

Similarly, when Alice, Bob, and Charlie prepare their
photons in the basis σY ⊗ σX ⊗ σY or σY ⊗ σY ⊗ σX , any
three-photon product state will also be referred to as a
superposition of four GHZ states. For these two cases, any
three-photon product state can be, respectively, described
as

|+ y + x+ y⟩ = 1

2
(|Φ⟩001 + i|Φ⟩010 + |Φ⟩101 + i|Φ⟩110),

|+ y + x− y⟩ = 1

2
(|Φ⟩000 − i|Φ⟩011 + |Φ⟩100 − i|Φ⟩111),

|+ y − x+ y⟩ = 1

2
(|Φ⟩000 + i|Φ⟩011 − |Φ⟩100 − i|Φ⟩111),

| − y + x+ y⟩ = 1

2
(|Φ⟩000 + i|Φ⟩011 + |Φ⟩100 + i|Φ⟩111),

|+ y − x− y⟩ = 1

2
(|Φ⟩001 − i|Φ⟩010 − |Φ⟩101 + i|Φ⟩110),

| − y + x− y⟩ = 1

2
(|Φ⟩001 − i|Φ⟩010 + |Φ⟩101 − i|Φ⟩110),

| − y − x+ y⟩ = 1

2
(|Φ⟩001 + i|Φ⟩010 − |Φ⟩101 − i|Φ⟩110),

| − y − x− y⟩ = 1

2
(|Φ⟩000 − i|Φ⟩011 − |Φ⟩100 + i|Φ⟩111),

(4)
or

|+ y + y + x⟩ = 1

2
(|Φ⟩001 + |Φ⟩011 + i|Φ⟩100 + i|Φ⟩110),

|+ y + y − x⟩ = 1

2
(|Φ⟩000 − |Φ⟩010 + i|Φ⟩101 − i|Φ⟩111),

|+ y − y + x⟩ = 1

2
(|Φ⟩000 + |Φ⟩010 − i|Φ⟩101 − i|Φ⟩111),

| − y + y + x⟩ = 1

2
(|Φ⟩000 + |Φ⟩010 + i|Φ⟩101 + i|Φ⟩111),

|+ y − y − x⟩ = 1

2
(|Φ⟩001 − |Φ⟩011 − i|Φ⟩100 + i|Φ⟩110),

| − y + y − x⟩ = 1

2
(|Φ⟩001 − |Φ⟩011 + i|Φ⟩100 − i|Φ⟩110),

| − y − y + x⟩ = 1

2
(|Φ⟩001 + |Φ⟩011 − i|Φ⟩100 − i|Φ⟩110),

| − y − y − x⟩ = 1

2
(|Φ⟩000 − |Φ⟩010 − i|Φ⟩101 + i|Φ⟩111).

(5)

However, when Alice, Bob, and Charlie prepare their
photons in the bases with odd σY , such as σY ⊗ σX ⊗
σX , σX ⊗ σY ⊗ σX , σX ⊗ σX ⊗ σY , σY ⊗ σY ⊗ σY , any
three-photon product state will be a superposition of eight
GHZ states with an equal probability of 1/8. For instance,
the three-photon product state | +y +x +x⟩ prepared in
σY ⊗ σX ⊗ σX basis can be described in the three-photon
GHZ-state basis as follows:

|+y +x+x⟩ = 1

4
[(1+i)(|Φ⟩000+|Φ⟩010+|Φ⟩100+|Φ⟩110)

+(1−i)(|Φ⟩001+|Φ⟩011+|Φ⟩101+|Φ⟩111)].
(6)

Therefore, for any three-photon product state, it can be
described in the GHZ-state basis by a deterministic su-
perposition. Once the three photons are prepared in the
bases with even σY , the GHZ-state analysis of them will
report one of four GHZ states, whereas the GHZ-state
analyzer will report one of eight GHZ states when they
are prepared in the bases with odd σY . The former case
will be used for security check, because any eavesdropper
will distort the GHZ-state analysis and can lead to a GHZ
state that is not contained in the superposition, shown in
Eqs. (2)–(5).

Step (3): Security check. David announces the results of
GHZ-state analysis through public channels, together with
the corresponding position of the photons. Alice, Bob,
and Charlie keep the raw data of successful GHZ-state
analysis and discard the rest. To detect eavesdropping,
Alice publishes the positions of single photons originating
from Ps in sequence PA and asks Bob and Charlie to pub-
lish their photon states with the same order in PB and
PC . By using the cases in which they have prepared three
photons in bases with even σY , Alice will calculate the
error rate of the photon-sequence transmission and judges
whether there is an eavesdropper or unfaithful participant
intercepting the quantum channel. When the error rate
is larger than the threshold, she will stop the communi-
cation process and asks Bob and Charlie to restart from
step (1); otherwise, she moves to the next procedure for
message encoding.

Step (4): Message encoding. After the security check is
passed, Alice encodes her secret message on the photons in
a modified sequence PK′′ which is a subsequence of PK and
their counterparts have led to a faithful GHZ-state analy-
sis. Specifically, if the bit value is 0, she does not perform
any operation on the corresponding photon, if the bit value
is 1, she performs a unitary operation U = |0⟩⟨0| − |1⟩⟨1|
on the corresponding photon, which completes the trans-
formation |+ x⟩ ↔ |− x⟩ and |+ y⟩ ↔ |− y⟩. Meanwhile,
Alice encodes some sampling bits together with the mes-
sage encoding for integrity check.

Step (5): Message decoding. In practice, there are two
methods for Bob and Charlie to decode the message sent
by Alice: (i) Alice sends the photons carrying her message
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to Bob (Charlie) who can read out the message by mea-
suring the photons in the right bases after Charlie (Bob)
publishes his photon states; when the measurement re-
sult coincides with that determined by Tables 1 and 2,
Bob (Charlie) receives a bit value 0, otherwise, he receives
a bit value 1. Subsequently, Alice publishes her informa-
tion about sampling bits and Bob (Charlie) can check the
integrity of the second sequence transmission. (ii) Alice
measures the photons in the right bases and publishes her
results over a classical channel, after she receives the ba-
sis information that Bob and Charlie use for their photon
preparation; Bob (Charlie) can then read out the mes-
sage after Charlie (Bob) informs him of his photon states.
Although one of the communication parties performs mea-
surement on photons carrying sender’s information, the
outcome is published immediately after the measurement,
which never leads to any security compromise. Therefore,
our protocol is MDI and can be immune to all side-channel
attacks on practical measurement apparatuses [22].

3 Security analysis

So far, we have presented the three-party sender-
controlled MDI-QSS protocol. An unfaithful receiver Bob,
in principle, can obtain Alice’s private information if he
can determine the states of photons in sequence PA and
hides himself in security check by introducing no distur-
bance. For instance, Bob can escape from being detected
by Alice if he always announces his single-photon states
after he knows the states of single photons produced by
Alice, then he can obtain Alice’s private information with-
out Charlie’s help if Alice sends her photon sequence PK′′

to Bob for message decoding and Bob measures them in
proper bases. Therefore, Bob can focus his attack on
acquiring Alice’s single-photon states using two different
strategies: (i) intercept-resend attacks; (ii) teleportation-
based attacks. We will show below that both attacks can
not get any useful information for Bob without being de-
tected by the sender Alice.

(i) Intercept-resend attacks. A direct intercept-resend
attack performed by the unfaithful participant Bob can
be carried out as follows: Bob intercepts each photon of
sequence PA and measures it in a randomly chosen basis
σX or σY . He prepares a photon with the same state as
her measurement outcome and sends it to David. Sub-
sequently, Bob can completely obtain private information
sent by Alice without Charlie’s help if he can evade Alice’s
security check and Alice sends her photon sequence PK′′

to him. Fortunately, this intercept-resend attack will be
detected by Alice during the security check in Step (3);
Alice stops her message encoding immediately after she
finds the unfaithful participant and leaks none of her pri-
vate message.

Alice uses single photons of sequence PA originating

from PS in combination with single photon states pre-
pared by Bob and Charlie for security check. In princi-
ple, David can only report one of four GHZ states, when
zero or two of three legitimate parties prepared their sin-
gle photons in the σY basis; meanwhile, any two parties
can infer the photon state prepared by the third party.
Therefore, Bob can know Alice’s photon state and then
evades security check if he measures Alice’s single photon
in the basis she prepared it. However, Bob will disturb
the outcome of David’s GHZ-state analysis, if he mea-
sures Alice’s photon with a conjugate basis with respect
to Alice’s preparation basis and sends David a photon in
the corresponding state. Both cases take place with an
equal probability of 1/2 and half of the later leads to an
error outcome of David’s GHZ-state analysis. Therefore,
the sender Alice always asks Bob and Charlie to announce
their states and determines whether even number of them
prepare their photons in basis σY . Consequently, she can
detect the intercept-resend attack by an average proba-
bility of 1/4 for each single sampling process, leading to
a deterministic detection of the attack with a larger sam-
pling subset.

(ii) Teleportation-based attacks. In a teleportation-
based attack, Bob prepares a sequence of single photons
PB and a sequence of maximally entangled photon pairs
in state |φ−⟩ = (|01⟩ − |10⟩)/

√
2. He divides the pho-

ton pairs into two photon sequences PS1 and PS2 by re-
arranging two photons of each pair into different photon
sequences without changing their orders. One photon se-
quence PS1 replaces photon sequence PA and is sent to
David for GHZ-state analysis, whereas the other sequence
PS2 is kept in his hand for subsequent operations. For in-
stance, Bob can perform a collective measurement of each
photon pair AS2i, consisting of photons Ai and S2i with
the same order i in PA and PS2.

When David’s GHZ-state analysis of PS1, PB , and PC

succeeds, each photon in sequence PS2 will be projected
into an eigenstate of either σX or σY , which is identical
to that described in Tables 1 and 2. A proper two-photon
measurement performed on each photon pair AS2i leads
to two distinct results: Bob can infer the state of Alice’s
photon Ki used for message encoding, if photons Ai and
Ki come from the same entangled photon pair and are
initialized to |φ−⟩; otherwise, Bob can only get a random
result, if Ai comes from single photon sequence PS and
has no correlated photon. In the latter case, photons Ai

and S2i are both in an eigenstate of either σX or σY , al-
though the state of Ai is prepared by Alice and the state
of S2i is a collapsed state of an entangled photon pair ac-
cording to Tables 1 and 2. The most efficient strategy for
Bob is measuring each Ai with a random basis σX or σY

and publishing his photon state Bi involving in GHZ-state
analysis accordingly. Therefore, this teleportation-based
attack will expose Bob’s attack with the same probability
as that of the intercept-resend attack when Alice performs
security check.
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4 Multiparty sender-controlled MDI-QSS

protocol

The sender-controlled three-party MDI-QSS protocol, in
principle, can be generalized to implement QSS involving
(n + 1) parties. In a sender-controlled multiparty MDI-
QSS protocol, the sender Alice can divide her message into
n parts and sends them to n parties. The procedures of
multiparty protocol is similar to that of three-party one,
except that n ≥ 3 rather than two receivers randomly
prepare their photons in state | ± x⟩ or | ± y⟩ and send
them to David for (n+ 1)-photon GHZ state analysis. In
principle, the (n + 1)-photon GHZ state analysis can be
achieved by quantum erasure and postselection that has
been used to construct the three-photon GHZ state anal-
ysis [49], shown in Fig. 1. For instance, a six-photon GHZ
state analysis using passive linear optics with efficiency
1/25 has been used to prepare twelve-photon GHZ states
(|0⟩⊗6+|1⟩⊗6)/

√
2 out of entangled photon pairs [56]. Fur-

thermore, the (n + 1)-photon GHZ state analysis can be
achieved with near-unity efficiency by using nonlinear op-
tics [57–59], such as a deterministic interface between sin-
gle photons and individual electron spins [60–63]. Here,
we focus on the security check and briefly discuss how to
complete the multiparty sender-controlled MDI-QSS pro-
tocol by encoding and decoding message.

The sender Alice prepares two photon sequences PA

and PK with the same method as described in three-
party protocol and sends PA to David. Meanwhile, n
receivers (Bob1, · · · , Bobn) prepare n photon sequences
P

(i)
B with i = 1, · · · , n and send them to David for (n+1)-

photon GHZ state analysis. Exclusive correlations among
(n+1) legitimate parties will be established, when David
announces a successful result of his GHZ-state analyzer.

For each (n+1) photon with the same order in PA and
P

(i)
B , α (n+1−α) parties prepare their single photons in

the σY (σX) basis; β (n + 1 − β) receivers prepare their
single photons in either the state | − x⟩ or | − y⟩ (|+ x⟩ or
| + y⟩). A (n + 1)-photon product state of these photons
can be described as

|ξ⟩ = 1√
N

N∑
j=1

iγj (−1)ηj |ω⟩j , (7)

where N = 2(n+1); |ω⟩j = |b0 · · · bn⟩ is a (n + 1)-photon
product state in the σZ basis with bk ∈ {0, 1} for k =
0, · · · , n; γj of α photons that are prepared in the σY

basis are in |1⟩ state in each |ω⟩j ; ηj of β photons that
are prepared in either the state | − x⟩ or | − y⟩ are in |1⟩
state in each |ω⟩j . Meanwhile, |ξ⟩ can also be described as
a superposition of (n+ 1)-photon states |ω̄⟩j = |b̄0 · · · b̄n⟩
with b̄k = 1− bk as follows:

|ξ′⟩ = 1√
N

N∑
j=1

iα−γj (−1)β−ηj |ω̄⟩j . (8)

Therefore, the state |ξ⟩ can be rewritten as a superposition
of |ω⟩j and |ω̄⟩j as follows:

|ξ′′⟩ = 1√
2N

N∑
j=1

(−1)ηj iγj [|ω⟩j + iα−2γj (−1)β |ω̄⟩j)]. (9)

The (n+1)-photon GHZ-state measurement performed by
David can collapse the state |ξ′′⟩ into one of 2(n+1) GHZ
states |Φ⟩a0···an

, i.e.,

|Φ⟩a0···an
=

1√
2
[|0a0 · · · an−1⟩+ (−1)an |1ā0 · · · ān−1⟩],

(10)

where ak ∈ {0, 1}, k = 0, · · · , n, and āk = 1− ak.
In practice, David can only identify two of 2(n+1)

GHZ states, i.e., |Φ⟩00···0 = (|00 · · · 0⟩ + |11 · · · 1⟩)/
√
2

and |Φ⟩00···1 = (|00 · · · 0⟩ − |11 · · · 1⟩)/
√
2, when using a

GHZ-state analyzer that is constituted of liner optical el-
ements and single-photon detectors. Clearly, the success
of David’s GHZ-state analysis will report different GHZ
states for different α when no attack is involved. When
α is even, the state |ξ′′⟩ will be specified as a superpo-
sition of 2n (n + 1)-photon GHZ states, in which one of
each GHZ-state pair (|Φ⟩a0···an−10 and |Φ⟩a0···an−11) with
different phases appears. The outcome of David’s GHZ-
state analysis will be either |Φ⟩a0···an−10 or |Φ⟩a0···an−11

with a probability of 1/2n for aj = 0 (j = 0, ..., n − 1).
However, when α is odd, the state |ξ′′⟩ will be specified as
a superposition of 2(n+1) (n+ 1)-photon GHZ states and
|Φ⟩a0···0 and |Φ⟩a0···1 appear with an equal probability of
1/2(n+1). This is the key for performing security check,
since both outside eavesdropping and participant attack
will disturb the outcome of David’s GHZ-state analysis
and Alice can detect the disturbance after n receivers in-
form her of their photon states.Likewise, exclusive cor-
relations are established between photons kept in Alice’s
node and single photons prepared by n receivers when
David reports a successful outcome of his (n+ 1)-photon
GHZ-state analysis using linear optics: The outcome is
either |Φ⟩a0···an−10 or |Φ⟩a0···an−11 with an equal probabil-
ity of 1/2(n+1).The parties then can complete the multi-
party sender-controlled MDI-QSS protocol by using sim-
ilar message encoding and decoding procedures to that
in three-party one, after Alice ascertains the security of
photon-sequence transmission.

5 Discussion and summary

In the photon-sequence transmission, we suppose that the
quantum channel is ideal without any noise and thus does
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not change the polarization of photons transmitting over
it. In practice, the channel noise will introduce depolar-
ization and dephasing to photons that transmit directly
over a quantum channel. This changes the states of pho-
tons entering the GHZ-state analyzer, and prevents the
communication parties from sharing perfect correlation
shown in Tables 1 and 2. Then it increases the bit–error
rate of random sampling in the security check. Fortu-
nately, the influence of the channel noise can be sup-
pressed by using photonic logical qubits, which are en-
coded in decoherence–free subspaces and are robust to
channel noise [64–67]. The GHZ state analyzer should
be modified accordingly. When the bit–error rate is rel-
atively low, forward error correction with redundant en-
coding can provide a passive method to suppress the in-
fluence of quantum channel noise and has been used to
perform QSDC [68–70]. For instance, a five-repetition-
per-bit encoding can decrease a bit-error rate of p0 ≤ 0.1
to p1 ≤ 0.0081 for the DL04-QSDC protocol [70–72].

The GHZ-state analyzer situated in an ancillary node
plays an important role in our sender-controlled MDI-QSS
protocol and it can be partly implemented by linear opti-
cal elements and single photon detectors [49–51]. In prac-
tice, this type of the GHZ-state analyzer can only distin-
guish two GHZ states from the other (2n − 2) n-photon
GHZ states. This imposes a restriction on the transmis-
sion efficiency of the MDI-QSS protocol and decreases the
efficiency exponentially with the number of receivers. For-
tunately, this restriction can be lifted by using nonlinear
optical elements [60–62], which leads to a deterministic
GHZ-state analyzer [57–59] and then multiphoton posts-
elected entanglement generation or teleportation.

For a sender-controlled MDI-QSS protocol involving n
receivers, single photons with random polarization are in-
serted into entangled photon pairs for security check. Half
of cases with desired outputs of the GHZ-state analyzer
contribute to security check, in which even number of ba-
sis σY are used for single photon preparation. A mod-
ified sender-controlled n-receiver MDI-QSS protocol can
be obtained from the original DMDI-QSS one [48], if the
sender prepares photon pairs and single photons with the
same length and sends two photon sequences in step (2) to
ancillary node for the GHZ-state analysis of (n+ 2) pho-
tons. This protocol equals to the original DMDI-QSS after
moving one receiver of the later to sender’s node and can
be inherently robust to any participant attack, because it
involves at least two faithful receivers, the combination
of which, ascertaining security check, is out of reach of
any other receivers. In principle, the modified protocol
requires no basis reconciliation, each case with a desired
output of the GHZ-state analyzer contributes to either se-
curity check or secret sharing. However, the efficiency of
the security check in the modified one is identical to that
of the sender-controlled MDI-QSS and equals to 1/2(n+1)

when GHZ-state analyzer is implemented by linear optical
elements and single photon detectors.

In summary, we have proposed a sender-controlled
MDI-QSS protocol. The sender performs security check
actively using postselected multiphoton entanglement
that is generated by the GHZ-state analysis of (n + 1)
single photons. When even number of parties prepare
their single photons in basis σY , an ideal outcome of GHZ-
state analysis is in a subspace of 2n dimensions. Attacks
from either outside eavesdropper or unfaithful participant
will introduce deviation from ideal outputs and can create
postselected multiphoton entanglement orthogonal to the
desired ones. The states of single photons prepared by the
sender is the single variable that determines the ideal out-
puts after all receivers have published their photon states.
Therefore, the sender performs as an active controller and
only encodes private messages after the sender checks the
security of photon-sequence transmission. This makes our
protocol useful for multiparty quantum communication
networks.
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