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We propose a novel scheme for measurement-device-independent (MDI) continuous-variable quantum
key distribution (CVQKD) by simultaneously conducting classical communication and QKD, which
is called “simultaneous MDI-CVQKD” protocol. In such protocol, each sender (Alice, Bob) can su-
perimpose random numbers for QKD on classical information by taking advantage of the same weak
coherent pulse and an untrusted third party (Charlie) decodes it by using the same coherent detectors,
which could be appealing in practice due to that multiple purposes can be realized by employing only
single communication system. What is more, the proposed protocol is MDI, which is immune to all
possible side-channel attacks on practical detectors. Security results illustrate that the simultaneous
MDI-CVQKD protocol can secure against arbitrary collective attacks. In addition, we employ phase-
sensitive optical amplifiers to compensate the imperfection existing in practical detectors. With this
technology, even common practical detectors can be used for detection through choosing a suitable
optical amplifier gain. Furthermore, we also take the finite-size effect into consideration and show
that the whole raw keys can be taken advantage of to generate the final secret key instead of sacrific-
ing part of them for parameter estimation. Therefore, an enhanced performance of the simultaneous

MDI-CVQKD protocol can be obtained in finite-size regime.

Keywords measurement-device-independent, continuous-variable quantum key distribution,

simultaneous, realistic detector compensation

1 Introduction

Quantum key distribution (QKD), which utilizes quantum
physics to enable the generation of secret keys between
two remote users (Alice and Bob) by employing untrusted
quantum and classical channels [1-7]. Two main categories
of QKD protocols have been analyzed: discrete-variable
(DV) QKD protocols [8-12] and continuous-variable (CV)
QKD protocols [13-16]. Unlike the DVQKD which in
view of single photon detection, the CVQKD employs the
quadrature components of the optical field to transmit the
signals which constitute the shared randomness [17-24].
The receiver, Bob, measures the quadratures by utilizing
high-speed and high-efficiency coherent detection (i.e., ho-
modyne or heterodyne detection) techniques [13].

The Gaussian-modulated coherent state (GMCS) pro-
tocol is the one well-known CVQKD scheme mainly be-
cause of its theoretical security [21, 25-30] and its prac-
ticality [31-34]. However, the security analysis of GMCS
protocol is usually based on the ideal assumption that the
devices are perfect and cannot be eavesdropped, which
is difficult to realize in the experimental implementa-

tion [35-37]. From a practical point of view, the security
loopholes caused by the imperfect devices can possibly
be exploited by eavesdroppers to adopt quantum attack
strategies, such as calibration attacks [38], local oscillator
(LO) fluctuation attack [39], wavelength attacks [37, 40],
the homodyne-detector-blinding attack [41] and the sat-
uration attack [42]. These attacks aimed to practical de-
vices have a serious effect on the practical security of the
CVQKD system.

To effectively eliminate all the existing and potential at-
tacks focused on practical detectors, measurement-device
independent (MDI) QKD protocols were proposed, which
guarantees to be secure against all possible detection at-
tacks [43, 44]. Soon afterwards, the MDI-QKD was well-
analyzed not only in theory [45-49] but also demonstrated
successfully in experiments [50-52]. At present, MDI-
DVQKD [44, 53, 54] and MDI-CVQKD [55-57] are two
main practical implementation ways for MDI-QKD. In the
framework of MDI-CVQKD, Alice and Bob are deemed as
senders. While, an untrusted third party, Charlie, is in-
troduced to perform Bell-state measurement (BSM) when
he receives the quantum states sent by Alice and Bob.
Such measurement results can be taken advantage of by
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Alice and Bob for secure keys generation in the postpro-
cessing. The MDI-CVQKD can remove all the known and
unknown side-channel attacks due to that the untrusted
third party Charlie is in charge of performing measure-
ment, there is no correlation between the security of the
protocol and the detectors.

Up to now, most of the MDI-CVQKD protocols are
based on Gaussian modulation, namely, the senders Al-
ice and Bob employ amplitude and phase modulators to
encode the information on coherent states, respectively. It
is interesting that the infrastructure needed for CVQKD
implementation is amazingly similar to that for classi-
cal coherent optical communication. Recently, the one-
way simultaneous classical communication and quantum
(SCCQ) protocol [58] and its improvement schemes [59—
61] were proposed in view of this similarity, where the
quantum information for CVQKD combined with bits for
classical communication are encoded on the same coher-
ent state. This is an attractive scheme in practice due to
that only one set of transceivers can be employed to re-
alize multiple purposes, which effectively reduces the cost
of CVQKD itself.

In this paper, we develop the MDI-CVQKD protocol by
simultaneously conducting classical communication and
QKD, which is called “simultaneous MDI-CVQKD” pro-
tocol. In our scheme, each sender can superimpose random
numbers for QKD on classical information by taking ad-
vantage of the same weak coherent pulse. At Charlie’s side,
the same coherent receiver is used to decode this pulse.
The motivation of our scheme is to realize the secret key
distribution based on the background of classical commu-
nication at a minimal cost in MDI framework. Such ar-
rangement has the following advantages: on the one hand,
a single communication infrastructure (MDI) can be taken
advantage of for both classical communication and QKD,
and it waives the necessity of reservation of a separate
channel for QKD, which can effectively reduce the cost of
the implementation of quantum key distribution; on the
other hand, the proposed scheme is MDI, thus it can be
immune to all possible side-channel attacks on practical
detectors. What is more, the imperfections of the prac-
tical detectors owned by Charlie have significant impact
on the performance of the proposed protocol. To overcome
the limitation, we insert two optical phase-sensitive ampli-
fiers at the output ports of the quantum channel to make
compensation for the practical detectors. In addition, the
security bounds of the simultaneous MDI-CVQKD pro-
tocol are derived to against Gaussian collective attacks.
Furthermore, the finite-size effect is taken into considera-
tion. We show the whole raw keys can be utilized to gener-
ate the final secret key instead of sacrificing part of them
for parameter estimation. Consequently, the performance
improvement of the simultaneous MDI-CVQKD protocol
can be achieved in finite-size regime.

This paper is structured as follows. In Section 2, we
first introduce the original MDI-CVQKD protocol, then
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present the details of the simultaneous MDI-CVQKD pro-
tocol. In Section 3, we show numeric simulation and per-
formance analysis based on the asymptotic limit. A way
taken advantage of for compensating the imperfection of
the realistic detectors is introduced in Section 4. In Sec-
tion 5, we perform the security analysis of the simultane-
ous MDI-CVQKD protocol with numerical simulation in
finite-size regime. Finally, conclusion and discussions are
drawn in Section 6.

2 Simultaneous MDI-CVQKD protocol

In this section, we first review the original MDI-CVQKD
scheme. After that, we extend it to simultaneous MDI-
CVQKD protocol. Note that the entanglement-based (EB)
MDI-CVQKD protocol can be regarded as equivalent one-
way model of the EB scheme where Bob performs het-
erodyne detection. That is to say both the X quadrature
and the P quadrature can be simultaneously measured by
Bob. Consequently, in this paper, we adopt the quadra-
ture phase-shift keying (QPSK) scheme for classical com-
munication and GMCS protocol for QKD protocol.

2.1 Description of MDI-CVQKD protocol

As shown in Figs. 1(a) and (b), Alice and Bob utilize lasers
to generate light sources, then they randomly prepare a
coherent state at each side by employing Gaussian modu-
lation scheme. After that, Alice and Bob send their coher-
ent states to Charlie. When Charlie receives the transmit-
ted coherent states, he combines them and then detects
the coherent states by performing Bell state measurement
(BSM). Since Charlie announces the measurement results
publicly, the corrected data can be utilized for parameter
estimation by Alice and Bob. Finally, by using an authen-
ticated public channel, Alice and Bob obtain the identical
secret key through finishing the information reconciliation
and privacy amplification.

In practice, the prepare-and-measurement (PM) version
is usually applied due to its easiness and simplicity. How-
ever, in order to simplify the security analysis, the equiv-
alent EB scheme is usually adopted. As shown in Fig. 1,
Alice and Bob generate Einstein—Podolsky—Rosen (EPR)
state [62] respectively. In each side, one mode A; (Bj)
is kept and the other mode Ay (Bz) is sent to Charlie
through the untrusted quantum channel. After Charlie
receiving the incoming modes Az and Bj, he performs
BSM-based detection to measure two output modes Ay
and B4, namely, measure the z-quadrature of A4 and p-
quadrature of By. Then Charlie announces the measure-
ment result = (z¢ +ipc)/2. According to this measure-
ment result, Bob uses operation D(6) to displace his own
mode By and thus achieves mode By. Finally, Alice and
Bob can obtain the raw data by performing heterodyne
detection to measure modes A; and By.

Xiao-Dong Wu, et al., Front. Phys. 15(8), 31601 (2020)
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Fig. 1 Entanglement-based (EB) model of the traditional MDI-CVQKD protocol. The two-mode squeezed states (EPR)
are generated respectively by Alice and Bob and sent to Charlie who performs BSM-based detection. T4 (Ts) represents the
transmittance of the quantum channel for Alice to Charlie (Bob to Charlie), £4 (¢B) represents the channel excess noise for
Alice to Charlie (Bob to Charlie), D(6) represents displacement operation. (a) The equivalent prepare-and-measurement (PM)
scheme at Alice’s side. (b) The equivalent PM scheme at Bob’s side.

2.2 The simultaneous MDI-CVQKD protocol

In QPSK modulation scheme, two classical bits, denoted
as s and t, are encoded into the X quadrature and the P
quadrature of a coherent state, which is expressed as

[6) = (77 +ie " )a), (1)

where « stands for a real number. While, in GMCS QKD
protocol, a coherent state |« + ip) is prepared randomly,
where x and p represent Gaussian random numbers with
zero mean and a variance of V Ny. Note that Ny = 0.25
stands for the shot-noise variance and V represents the
modulation variance. As shown in Fig. 2, we depict the
implementation of simultaneous MDI-CVQKD protocol,
which can be described as follows.

Step 1: At Alice’s side (at Bob’s side), classical
bits {sa,ta} ({sp,tp}) and Gaussian random numbers
{24, P} ({#5,pp}) are encoded on a coherent state
(& e~ 154ma) +i(ply +e AT a)) (|(2ly+e B a) +i(pls +
e '87q))). After that, Alice and Bob transmit their co-
herent states to Charlie through untrusted quantum chan-
nel.

Step 2: When Charlie receives the transmitted coherent
states, he performs BSM-based detection to obtain the
measurement results {x g, pr} and determines the classical
bits {sgr,tr} according to the signs of his measurement
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Fig. 2 Implementation of the simultaneous MDI-CVQKD
protocol with phase-space representations of simultaneous
QPSK and Gaussian modulation. SMF: Single mode fiber.
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results. Namely, the bit value of sp (tr) is set to be 0 if
zr (pr)>0. Otherwise, the bit value is set to be 1. Then
Charlie processes his measurement results, which are given
by

2
T = 4 /T—an + (2sgp — 1),
~ ]2 + (2tg — N (2)
bc = TnPR R y

where T represents the normalized parameter which is re-
lated with channel transmittance (its expression is shown
in Section 3), n represents the Charlie’s detector efficiency,
and since Charlie performs conjugate homodyne detection,
the factor is v/2. Then he publicly announces the measure-
ment result, which is denoted as variable C' with complex
value 8 = (z¢ + ipc)/2.

Step 3: When Alice and Bob receive Charlie’s measure-
ment results, Bob’s data is modified to x5 = 25—k, (0)
and pp = pp — ky, (0). While Alice’s data is kept un-
changed, namely, z4 = z/4 and ps = p/;. Here k stands
for the amplification coefficient related to channel loss.
Here we use variables X and Y to describe the local
raw data owned by Alice and Bob, respectively. Namely,
X =(xa,pa) and Y = (25,pB).

Step 4: Alice and Bob perform parameter estimation
from a randomly chosen sample of data X and Y by uti-
lizing an authenticated public channel. Then they finish
the information reconciliation and privacy amplification
to achieve the identical secret key as in the case of tradi-
tional MDI-CVQKD protocol.

3 Asymptotic security of simultaneous MDI-
CVQKD protocol

In this section, the security of simultaneous MDI-CVQKD
protocol is analyzed by considering asymptotic case. To
simplify the security analysis, we focus on the EB scheme

Xiao-Dong Wu, et al., Front. Phys. 15(8), 31601 (2020)



RESEARCH ARTICLE

Prob. dist

: 50:50

e

EPR source

Heterodyne
detection

Eve

Bob

B, ¥ By
s & 50:50
* D) Heterodyne
detection

EPR source

Fig. 3 The equivalent EB model of simultaneous MDI-CVQKD protocol with phase-space representations of simultaneous

QPSK and Gaussian modulation.

of the simultaneous MDI-CVQKD protocol, as illustrated
in Fig. 3. Alice (Bob) generates an EPR state with vari-
ance V4 (Vp), one mode A; (Bj) is kept while the
other mode Ay (Bs) is sent to Charlie through the un-
trusted quantum channel. The two-mode attack has been
proven to be the optimal attack strategy against the MDI-
CVQKD protocol [48, 56]. However, in practice, the cor-
relation between the ambient noise of the two quantum
channels becomes very weak when the two quantum chan-
nels (from Alice to Charlie and Bob to Charlie) are from
different directions. What is more, the successful imple-
mentation of quantum correlations in both quantum chan-
nels requires Eve to overcome some technical difficulties.
Therefore, we adopt two Markovian memoryless Gaussian
quantum channels to reduce the quantum channel of the
proposed protocol into a one-mode channel. Based on this,
we can degenerate the two-mode attack into a one-mode
attack. Consequently, the entangling cloner attack, which
is the optimal one-mode collective Gaussian attack, is used
to model Gaussian channels between Alice to Charlie and
Bob to Charlie, respectively [25, 63]. When Charlie re-
ceives the incoming modes A3z and Bs, he interferes at
a 50:50 beam splitter (BS) with two output modes A;
and B,. These two output modes are, then further trans-
formed into the modes A4 and B, to model the practical
homodyne detector characterized by efficiency n and elec-
tronic noise v,;. After that both the z-quadrature of Ay
and p-quadrature of B4 are measured through homodyne
detections. After homodyne detections, Charlie obtains
measurement results {a: R, D R} whose signs are important
to determine the classical bits {sg, tr}. That is to say the
bit value of sp (tgr) is set to be 0 if zg (pr)>0; otherwise,
the bit value is set to be 1. Then the measurement results
are processed, which are given by

2
To = HT—??:UR + (2sg — Day,
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2
pc =4/ TnpR + (2tg — 1)a, (3)

where T and 7 are as the same as the afore-mentioned def-
initions. The measurement results processed by Bob can
be described as C' with complex value 0 = (z¢ + ipc)/2
and be announced publicly. After receiving Charlie’s mea-
surement results, Bob displaces his own mode B; by oper-
ations D(f) while Alice keeps her mode unchanged. Then
Alice and Bob perform heterodyne detections to measure
the yielded modes A; and By to achieve the raw data
X = (za,pa) and Y = (zp,pp), respectively.

We suppose both communication channel losses are ~.
Therefore, the channel transmittances can be expressed as
Ty = 10775% and T = loﬂfioBC, where L oo and Lpc
represent the fiber length from Alice to Charlie and Bob to
Charlie, respectively. And the corresponding thermal ex-
cess noises are, respectively, denoted as €4 and €. Here

we set parameter T' = TA292 which is related with trans-
mittance of the quantum channel; g stands for the gain of
displacement. Note that the equivalent excess noise of the
equivalent one-way scheme can be expressed as [57]

=14+ xa+ i[TB(XB —1)]

T
TA<V (Vs —1) W) @)

g

where x4 = %—&—EA and xp = %—&—53. It is remark-
able that the equivalent excess noise can be minimized

when parameter g = w/%, thus we have
Ein =

In practice, the homodyne detectors owned by Charlie are
not the ideal devices. Therefore, it exists detection-added
noise xp, which is given by xp = [(1 — 1) + ve]/n.

Tg 2
(3_2)+T7+EA (5)
Ta ‘A
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Fig. 4 The relationship between the secret key rate and the
transmission distance in the symmetric case (Lac = Lpc).
Here we set the reconciliation efficiency 8 = 0.98, the channel
excess noise €4 = ep = 0.002, electronic noise of homodyne
detector ve; = 0.01, the variance V4 = Vp = 40, the real
parameter a = 100.

Now let’s calculate the BER of the classical QPSK mod-
ulation. Based on Eq. (1), we have

T
QBER = ;erfc(\/%), (6)

where er fc is the complementary error function, NV is the
overall noise variance at Charlie’s side, which is given by

1
Ny = iTﬁ(V + &)+ 14+ v (7

It has been shown that the security proofs of the stan-
dard GMCS QKD can be taken advantage of to the one-
way SCCQ protocol [58]. Besides, considering the fact that
device-dependent one-way QKD can be simulated with
arbitrarily high precision by MDI schemes. Therefore, the
security proofs of the conventional MDI-CVQKD protocol
applies equally to the proposed protocol. Detailed calcu-
lation of the asymptotic secret key rate is shown in Ap-
pendix A.

In the following, we illustrate the performance of the
proposed protocol in the symmetric case (Lac = Lpc)
and the most asymmetric case (Lpc = 0), as shown in
Fig. 4 and Fig. 5 respectively. It is noteworthy that we
make comparisons between the ideal condition (ideal ho-
modyne detectors with n = 1, v, = 0) and the practical
condition (imperfect detectors) in both simulation figures.
We observe that the detection efficiency of the imperfect
detector owned by Charlie has an important effect on the
performance of the proposed protocol in both cases. For
example, in the symmetric case, the transmission distance
of the simultaneous MDI-CVQKD protocol can reach 6.18
km when Charlie uses the ideal detectors with n =1 and
ve; = 0. However, the transmission distance reduced to
4.61 km when the detection efficiency n = 0.975. While,
in the asymmetric case, we can obtain the 69.14 km trans-
mission distance when the detector is ideal and the 19.42
km transmission distance when n = 0.975, which the dis-
tance gap between the ideal condition and the practical
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Fig. 5 The relationship between the secret key rate and the
transmission distance in the most asymmetric case (Lpc = 0).
Other parameters are set the same as Fig. 4.

condition has increased to 49.72 km. In addition, for the
practical condition, even slightly reduce the detection effi-
ciency can cause the performance of the proposed protocol
worse. Note that we also plot the PLOB bound in both
Fig. 4 and Fig. 5, which illustrates the ultimate limit of
repeaterless communication [64].

4 Compensation for detector imperfection
using optical amplifier

As above analysis, the imperfection of the practical detec-
tors owned by Charlie has a significant effect on the perfor-
mance of the simultaneous MDI-CVQKD protocol. There-
fore, it is necessary to consider methods of surmounting
this limitation. As shown in Fig. 6, we employ the phase-
sensitive amplifiers (PSAs) to compensate for the detec-
tors’ imperfections. The PSA can be deemed as a degener-
ate optical parametric amplifier which ideally allows noise-
less amplification of a chosen quadrature [65]. We describe
it by the transformations

€T €T X
M — (._.) L S — 1 s
(pAZM> s (pAS> 0 — <pAs)
and

1
— 0
pBM sz O \/é pBS
(9)

where G represents the gain of the amplification. Based on
the calculations shown in Section 3, the usage of PSA can
be equivalent to modifying x5, into x% 84 which is given

by

(s L=m) Hva

; G (10)
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Fig. 6 Model for phase-sensitive amplifier placed at front of
Charlie’s homodyne detectors.

Then the secret key rate shown in Appendix A can be
modified into K f;ZA.

We plot the three-dimension figure to show the rela-
tionship between the secret key rate and the gain of PSA,
transmission distance under the most asymmetric case,
as illustrated in Fig. 7. It is remarkable that the detec-
tion efficiencies we use to describe the practical detectors
in Fig. 4 and Fig. 5 are high (> 90%), which is hard
to realize in view of current fiber-based optical detection
technology. The standard values of parameters 1 and v,
in experiments are, respectively, = 0.6 and v = 0.05.
Consequently, in Fig. 7, we adopt n = 0.6 and v¢; = 0.05
to describe the practical detectors. What is more, the per-
formance of the ideal homodyne detectors (n = 1, v = 0)
is also plotted to make comparison. We find that the se-
cret key rate of the proposed simultaneous MDI-CVQKD
protocol rises steadily with the increased gain of PSA and
becomes closer to the ideal case.

Ideal case

y rate (bits/pulse)

Secret ke

20
Lpc (km)

Fig. 7 The relationship between the secret key rate and the
gain of PSA, transmission distance under the most asymmet-
ric case by using the practical homodyne detector with n = 0.6
and v = 0.05. The performance of the case using ideal ho-
modyne detectors is also plotted to make comparison. Here
the reconciliation efficiency 5 = 0.98, the channel excess noise
ea = ep = 0.002, the variance V4 = Vp = 40 and the real
parameter o = 100.
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The relationship between the secret key rate and the
transmission distance under different gain factors G is
shown in Fig. 8. It is noteworthy that we adopt n = 0.6
and v,; = 0.05 to describe the practical detectors, which is
standard in experiments. It is obvious that the higher per-
formance of the proposed protocol can be achieved with
the larger amplification gain. That is to say the PSA can
effectively overcome the limitation caused by the imperfec-
tion of realistic detectors. Besides, the curve which repre-
sents the performance of simultaneous MDI-CVQKD pro-
tocol using practical detectors becomes closer to that of
the ideal case and the PLOB bound with the increased
amplification gain G.

5 Security of simultaneous MDI-CVQKD
protocol in finite-size regime

The asymptotic secret key rate mentioned above is in view
of an assumption that Alice can transmit infinitely many
signals to Bob. However, this is impossible since the length
of secret key is limited in practice. Therefore, it is neces-
sary to consider the finite-size effect [27, 49, 66]. Different
from the asymptotic regime, the raw keys are finite and
part of them are taken advantage of for parameters estima-
tion in finite-size regime. However, this introduces a trade-
off between the secret key rate and the accuracy of param-
eter estimation step. Very recently, Ref. [67] shows that
this problem can be solved in conventional MDI frame-
work. Such a property has been applied in the dual-phase-
modulated plug-and-play MDI-CVQKD [68] and passive
MDI-CVQKD [69]. Here we extend it to our simultaneous
MDI-CVQKD protocol without compromising the secu-
rity.

Note that parameter estimation is an important step
to achieve the information of the quantum channel be-

._.
)
=

—ID,G=1
s PLOB bound

._.
<
‘N

Secret key rate (bits/pulse)

-

104

0 20 40 60 80

Transmission distance (km)
Fig. 8 The relationship between the secret key rate and the
transmission distance in the most asymmetric case for different
gains of amplification. The practical homodyne detectors with
1n = 0.6 and v¢; = 0.05 is used, which is standard in experiment.
The modulation variance Va4 = Vg = 40, the reconciliation
efficiency 8 = 0.98, the channel excess noise e4 = e = 0.002,
the real parameter o = 100.
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tween Alice and Bob. Generally speaking, local informa-
tion without classical communication is not sufficient to
perform parameter estimation. In order to perform this
procedure successfully, Alice and Bob need to sacrifice
part of their local data, which causes the final secret
key rate lower. In fact, the covariance matrix ¥xyc of
(4, P4, 25,05, Tc, pc) can be directly estimated by Al-
ice and Bob without employing part of the raw data. The
covariance matrix of (24, 'y, 25, P, xc, D) is given by

VI 0
Uyxyco = 0 VI
’&c "550 ¢

kKxc

(11)

RycC )
where [ is 2 x 2 identity matrix, and the matrix
_ (z2) (zcpc)
(zepe)  (pE)

represents the empirical covariance matrix of (z¢,pc),
and

(12)

e (Tyzc)  (2hpo)
(Paze) (Papc) )’
_(@hae) (@po)
“Yc‘<<p'3xc> <p'Bpo>> 19)

stand for the correlation items.

It is remarkable that the variances of parameters z’,,
Py, ¢z and p’p are locally known by Alice and Bob. What
is more, these parameters are uncorrelated with known
variances V4 and Vg. Based on Charlie’s measurement re-
sult 0 = (zo+ipe)/2, Alice can perform estimation locally
for the correlation terms (xyzc), (¥'spc), (Pyzc) and
(p’ypc) shown in covariance matrix xxc. Similarly, Bob
can achieve the correlation terms (x'zz¢), (zpc), (Pzrc)
and (plzpc) shown in covariance matrix xy . That is to
say Alice and Bob can estimate all the entries of the co-
variance matrix of (¢4, p'y, 2’5, P, ¢, o) locally without
any extra public communication. Although such a prop-
erty is achieved for simultaneous MDI-CVQKD protocol,
the MDI-CVQKD can simulate one-way CV-QKD proto-
cols with arbitrary precision [67]. Therefore, the whole raw
keys can be used to generate the final secret key as well in
the real-life CV-QKD system. Detailed calculation of the
finite-size secret key rate is shown in Appendix B.

In the following, we plot the performance of the simulta-
neous MDI-CVQKD protocol with almost the whole raw
keys are utilized to generate the final secret key compared
with traditional finite-size scenario in the symmetric case
and the most asymmetric case, as shown in Fig. 9 and
Fig. 10, respectively. Here solid lines stand for the new
conceptual finite-size scenario and dotted lines represent
the traditional finite-size calculation. It is noteworthy that
at least 107 samples are needed when Gaussian collective
attacks are considered [70]. Simulation results show that

31601-7

102 x10°3

,_.
=S
d

10-24

Secret key rate (bits/pulse)

=== PLOB bound
T T

0 1 2 3 4 5 6 7
Transmission distance (km)

104

Fig. 9 The relationship between the secret key rate and the
transmission distance in the symmetric case. Solid lines rep-
resent the performance of new conceptual finite-size regime
(F = f) and the dotted lines represent the performance of the
traditional finite-size scenario (F' = 2f). From left to right, the
block length F for both lines are 107, 10% and 10°. The gain
factor G = 500. Other parameters are fixed the same as Fig. 8.

the secret key rates of the new conceptual finite-size sce-
nario are significantly higher than that of the traditional
one whether in the symmetric case or in the most asym-
metric case. What is more, the maximum transmission
distance for each block is lengthened by directly employ-
ing the locally achieved covariance matrix. That is because
all raw keys are taken advantage of to generate the final
secret key instead of using part of them for parameter
estimation.

6 Conclusion and discussion

We have suggested a simultaneous MDI-CVQKD protocol
where each sender can superimpose random numbers for
QKD on classical information by taking advantage of the

10!

100+

10—1,
10-21

10-34

Secret key rate (bits/pulse)

=== PLOB bound
10-4 T

0 10 20 30 40 S0 60
Transmission distance (km)

Fig. 10 The relationship between the secret key rate and the
transmission distance in the most asymmetric case. Solid lines
represent the performance of new conceptual finite-size regime
(F = f) and the dotted lines represent the performance of the
traditional finite-size scenario (F' = 2f). From left to right,
the block length F' for both lines are 107, 10® and 10°. Other
parameters are fixed the same as Fig. 9.
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same weak coherent pulse and an untrusted third party
(Charlie) decodes it by using the same coherent detectors.
This protocol can realize the secret key distribution based
on the background of classical communication at a mini-
mal cost in MDI framework. Simulation results show that
the imperfection of the realistic detectors at Charlie’s side
has an important effect on the performance of simultane-
ous MDI-CVQKD protocol. To overcome this limitation
and thus achieve high-performance of the proposed pro-
tocol, the PSA technology is adopted to make up for the
imperfections. Furthermore, we perform security analysis
of the simultaneous MDI-CVQKD protocol in finite-size
regime. We show that almost entire raw keys can be taken
advantage of for final secret key extraction, instead of sac-
rificing part of them for parameter estimation. Therefore,
the performance of the simultaneous MDI-CVQKD pro-
tocol can be further improved in finite-size regime. The
proposed protocol can be deemed as an appealing solu-
tion for the future MDI framework.

In experimental implementation, there are important
challenges of such simultaneous protocols to be addressed.
On the one hand, for the one-way simultaneous proto-
col, the main challenge is its low tolerance of phase noise.
Nevertheless, the real local oscillator design [71-73] shows
relatively high phase noise since two independent lasers
are used respectively to generate the signal and the LO,
which indicates incompatibility with the one-way simul-
taneous protocol. While the plug-and-play configuration
[60] waives the necessity of two independent lasers and
can make the phase noise relatively low, but it suffers from
source noise. That is to say the higher source noise leads
to the worse performance of plug-and-play simultaneous
protocol. On the other hand, for the experimental imple-
mentation of simultaneous MDI protocol, the potential
challenge is that the practical homodyne detectors owned
by Charlie cannot be the always ideal apparatuses. The
imperfection of the detectors has an important effect on
the performance of simultaneous MDI protocol due to the
fact that it significantly increases the total noise. Con-
sequently, it is meaningful to make the realistic detec-
tor compensation using phase-sensitive optical amplifiers,
which has been analyzed above. Since the repetition rate of
today’s classical communication systems can be operated
10 to 100 GHz, a technology for developing high-speed
homodyne detectors (above 10 GHz) is needed in future
experimental implementation to match these two kinds
of communication well. At present, a 1-GHz shot-noise-
limited homodyne detector has been developed [73, 74].
With the development of high-speed homodyne detector
technology, the gap between repetition rates of classical
and quantum communications may finally vanish in fu-
ture.
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Appendix A Calculation of asymptotic secret
key rate

The asymptotic secret key rate of simultaneous MDI-
CVQKD protocol, in the case of Bob performs reverse
reconciliation, is calculated as

Kasy = ﬁIAB — XBE, (Al)

where I 4 g represents the Shannon mutual information be-
tween Alice and Bob, § represents reconciliation efficiency,
and xpg represents the Holevo bound between Eve and
Bob. The total channel-added noise is given in shot-noise
units by

(A2)

1 40
Xiine = = — 1+ & + TQBER;
0

T
where the term [(4a?)/Nol@prr stands for the excess
noise caused by the BER of the classical QPSK.

The overall noise referred to the channel input is ex-
pressed as
2Xn

Xtot = Xline + 77— -

T, (A3)

Considering that the secret key is generated utilizing
both quadratures, thus the mutual information between
Alice and Bob is expresses as

a+1
a+1—c2/(b+1)]’

Iap = log, [ (Ad)
where parameters a = V4 = Vg =V, b =T(V + xt0t) and
¢ = /T(V?2—1). The Holevo bound of the information
between Alice and Bob can be expresses as

w-$o(t)-e(57).
where G(z) = (z + 1)logy(x + 1) — zlog, . And

N = 5(A% VAT 4BD), (A6)
where

A=a®+b* -2,

B =ab— . (A7)

While A3 = a — ¢?/(b+ 1). See Ref. [75] for the detailed
derivations.

Appendix B Calculation of finite-size secret
key rate

The finite-size secret key rate is given by

f
K]‘:AZA = [51143 - SEPE

’ - AL (B1)
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where § and I4p have been defined in asymptotic case,
epg represents the failure probability of parameter estima-
tion and A is associated with the security of the privacy
amplification expressed as

log,(2/€) n 2

A(f) = (2dimR + 3) ; 7

10g2(1/6PA)7
(B2)

where € stands for a smoothing parameter, ep4 repre-
sents the failure probability of privacy amplification, and
R represents the Hilbert space corresponding to the raw
key. Here, the total exchanged signals and the number
of signals used share key between Alice and Bob are as-
sumed as F' and f, respectively. It is remarkable that in
the framework of traditional finite-size analysis, the re-
mained h = F — f signals are used for parameter esti-
mation. Therefore, the parameter h is usually set to be
h=f= %F . However, in the new conceptual framework
of finite-size scenario analyzed above, it is no need to sacri-
fice part of Alice’s and Bob’s raw data to perform parame-
ter estimation step since this step can be performed locally
without any extra public information. In other words, the
whole raw keys can be taken advantage of to generate the
final secret key. Based on this, it can be set to be f ~ F.

Note that in traditional finite-size scenario, it is neces-
sary to calculate the S.,, in parameter estimation step.
A simple way to compute the S, is that we can perform
evaluation for the covariance matrix A,,, which mini-
mizes the secret key rate with a probability of 1 —epp. By
the sampling of h = F — f couples of correlated variables
(i, Yi)i=1...n, We can estimate A., .. Here we need to use
a normal linear model to link the Alice’s and Bob’s data,
which is given by

y=tr+ 2z, (B3)
where t = /T and z follows a centered normal distribution
with variance w?. Here we assume § = &, + %QBER,
then we have @? = 1 + T'§. The covariance matrix A,
has the following form

Vi
AePE - (tmv'nZUz

where t,,;,, and w?2, ., are, respectively, the minimal value
of t and the maximal value of w? compatible with the sam-
pled data, except with probability epg /2. For the normal
linear model, maximum-likelihood estimators ¢ and %2 are
expressed as

tminZ0, )

(t%zinv + w?naac)l (B4)

>

h h
. i ,L' 1
= izt Tl and &> =7 E — ta;) (B5)

h
2ic 9%2

In view of Eq. (B5), we can obtain the minimal value of ¢
(tmin) and maximal value of @ (@pmqz), Which are given

31601-9

by

1+T6

hv

V2(1 + T6)
N

where z,,,, /2 is such that 1 —erf(zEPE/z/\/i)/Q =¢epp/2,
and erf(z) = %= [ e~**dt stands for error function. It is
noteworthy that the optimal value of the error probabili-
ties shown above can be achieved as € = epp = €pg =
10719 [27]. Based on this, we can employ the derived
bounds t,,i, and w?,,, to calculate the finite-size secret
key rate.

epp/2

Tz B 1+ T8+ 2eppy 2 (B6)
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