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Quantum communication provides an enormous advantage over its classical counterpart: security
of communications based on the very principles of quantum mechanics. Researchers have proposed
several approaches for user identity authentication via entanglement. Unfortunately, these protocols
fail because an attacker can capture some of the particles in a transmitted sequence and send what
is left to the receiver through a quantum channel. Subsequently, the attacker can restore some of
the confidential messages, giving rise to the possibility of information leakage. Here we present a
new robust General N user authentication protocol based on N-particle Greenberger-HorneZeilinger
(GHZ) states, which makes eavesdropping detection more effective and secure, as compared to some
current authentication protocols. The security analysis of our protocol for various kinds of attacks
verifies that it is unconditionally secure, and that an attacker will not obtain any information about
the transmitted key. Moreover, as the number of transferred key bits N becomes larger, while the
number of users for transmitting the information is increased, the probability of effectively obtaining
the transmitted authentication keys is reduced to zero.
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ious quantum authentication approaches have been de-
veloped for verifying the identity of communicated par-
ties before or during the transmission process and avoid-

1 Introduction

Ever since the seminal work of Bennett and Brassard [1],
the field of quantum cryptography has evolved rapidly.
Quantum cryptography proves its unconditional secu-
rity [2-5] by the no-cloning theorem [6]. A number of
approaches and models have used quantum cryptogra-
phy to secure communication processes between two and
multiple parties [7—13]. Remarkably, confidential mes-
sages can be conveyed through a quantum channel with
or without added classical communications [14-33]. Var-

ing different kinds of attacks [34-47]. If two users want
to verify their identity by utilizing the correlations in
Einstein—Podolsky—Rosen (EPR) pairs as identification
tokens, the corresponding authentication is achieved by
a complete Bell state measurement [34]. Unfortunately,
the proposed scheme is vulnerable to denial-of-service
attacks by eavesdroppers. In Ref. [35], a cross-center
quantum authentication approach based on teleporta-
tion and entanglement swapping was achieved by trans-
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ferring the identity information through quantum and
classical channels, but the approach did not provide a
certain method to deliver the pre-shared EPR pairs,
and a comparison of two unidentified quantum states
was required. In Ref. [36] a server-based hybrid cryp-
tographic protocol was proposed, exploiting both clas-
sical and quantum properties for generating and dis-
tributing authentication keys with the help of a trusted
server. However, the suggested approach failed, because
an eavesdropper could disturb the communication pro-
cess in the eventual case where the communication chan-
nel was jammed or disconnected. In addition, authen-
tic communicators are verified by a telephone company
with a quantum channel sequence, on which they can
communicate with each other directly and confidentially
by employing some encoding operations [37]. Unfortu-
nately, the proposed protocol is bound to fail because an
eavesdropper can spy on the correspondents’ conversa-
tion without introducing any error by using fake particles
and local operations. This last protocol was improved in
Ref. [38]. Furthermore, an untrusted server (telephone
company) can retrieve the complete information of the
conversation with zero risk by using false entangled par-
ticles, a situation improved in Ref. [39].

A quantum authentication protocol based on the non-
locality of the orthogonal product states of a two-
particle system was proposed in Ref. [40]. In addi-
tion, a proposal for verifying the user identity and dis-
tributing quantum keys concurrently based on local uni-
tary operations and Bell state measurement was in-
troduced in Ref. [41]. However, the presented scheme
was susceptible to a malicious user impersonating a le-
gitimate participant and performing an intercept-and-
resend attack, where the attacker can impersonate a
legitimate participant without being detected. This
situation was improved in Ref. [42]. Two continuous-
variable quantum identity authentication schemes us-
ing Gaussian-modulated squeezed states to prevent the
general Gaussian-cloner strategy and collective attacks
were presented in Ref. [43]. In another proposed pro-
tocol [44], a theoretical quantum authenticated secure
communication scheme using one-step quantum trans-
mission achieved by EPR, exclusively requiring the server
to be honest or to have added quantum bits prepared
and checked without the use of classical channels. In
addition, the authors of [13] introduced a scheme for
a secure quantum communication network with au-
thentication using Greenberger—Horne—Zeilinger (GHZ)-
like states and cluster states with controlled teleporta-
tion. More recently, a continuous-variable quantum iden-
tity authentication protocol, based on quantum telepor-
tation, was presented in Ref. [45] by employing a two-
mode squeezed vacuum state and a coherent state. Fi-
nally, a mutual identity authentication scheme based on
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entanglement swapping and honest party was proposed
in Ref. [46]. However, as shown in Ref. [47], the con-
comitant security analysis of the aforementioned proto-
col implies that an eavesdropper can retrieve the trans-
mitted information between the communicating parties
with zero risk of detection. By 2017, the improvement
and growth of a real quantum computer was still in
the early stages, but many practical and theoretical ex-
periments had been implemented by different research
groups [72-93].

In the following, and in view of the limited scope of
the previous proposals, we present a new quantum au-
thentication protocol that outperforms all protocols in
the existing literature. The efficiency and effectiveness
of our protocol can be summarized in four points. First,
by utilizing N GHZ states, eavesdropping on any single
particle will break the correlation among the communi-
cated parties. Therefore, it will be more effective and
efficient than other protocols that use an EPR pair to
authenticate and transmit the confidential messages, be-
cause these protocols introduce an error and an unsuc-
cessful transmission of the particles. When the sender
transmits the sequence, an attacker can imprison some of
them and perform a GHZ measurement. Subsequently,
the attacker can restore some of the confidential mes-
sages, raising the possibility of information leakage. Sec-
ondly, by employing N GHZ states the number of au-
thenticated users is increased, as they can afford a con-
siderable Hilbert space. Thirdly, the security analysis of
the authentication processes of our protocol — contrary
to various kinds of attacks — verifies that it is uncon-
ditionally secure and that the attacker will not expose
any information about the transmitted key in the case of
directly analyzing the transmitted particles over the con-
veyed channel, from the quantum authentication server
(QAS) to the disjoint user, and vice versa. Therefore, the
attacker introduces an error probability regardless of the
success of the measurements. Finally, as the number of
transferred key bits N becomes larger and the number of
users for transmitting the information is increased, the
probability of effectively obtaining the transmitted au-
thentication keys is reduced to zero. The proposed pro-
tocol achieves both the maximal security and efficiency
of the transmission, which is apparent from two aspects:
first, the N-GHZ state is the maximally entangled state,
so that the correlation can be more easily destroyed once
any single N particle is attacking; secondly, using the
N-GHZ particle makes eavesdropping detection more ef-
fective and secure, in comparison to some of the other
protocols. Our protocol increases the transmitted infor-
mation capacity by using N-GHZ states because these
provide a large Hilbert space.

There is a more fundamental question that regards
the success of our protocol, and it is related to the na-
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ture of the multipartite states used in our endeavor. It
is an interesting question whether the use of different
states rather than the GHZ ones or their multiqubit ex-
tension plays a role in achieving the expected advantage
over other existing protocols, which is difficult to an-
swer. From an operational point of view, GHZ states
offer the right distribution of information among the par-
ties involved in our protocol, as discussed herein. If one
utilized different states capable of distributing the opera-
tions between the quantum server and all users effectively
in the same fashion, the same outcome would be reached,
as nothing exists that could prevent the existence of
these states; this precise question is currently under our
scrutiny. The fact of using GHZ states and the concomi-
tant extension to /N parties has more to do with the suit-
ability of these pure states and the relatively easy way
of experimentally generating them. It is true that GHZ
states shall use more non-local resources in order to be
generated than, for instance, states whose tensor product
structure is that of the product of two states, and hence
with a less multipartite non-locality /entanglement mea-
sure content; however, we shall address here only results
attained by using GHZ and N GHZ states, and tackle
the use of less quantum-correlated states elsewhere. In
other words, it is the outcome of the distribution of tasks
and not the quantum correlation nature of the states per-
forming them what is relevant in the present work.

2 Methods

2.1 Entanglement and GHZ states

In entanglement, a cornerstone of quantum physics and
quantum communication processing, two or multiple
photons are generated or interrelated in a way such that
the quantum state of the whole system cannot be de-
scribed by the sole use its subsystems [52-61]. The de-
scription of entanglement has been carried out both in
single-particle [62, 63] and composite systems [64, 65].
In recent years, there has been significant development
in the experimental generation of multi-photon GHZ
states. In Ref. [66], an experimental entangled state of
five photons was used to perform open-destination tele-
portation. In Ref. [67], the creation of a six-atomic-qubit
“Schrodinger’s cat” state was proposed using the inter-
ion distances and the relative phases of dipole forces.
Ref. [68] reported the experimental generation of six-
photon GHZ states and cluster states, with verifiable six-
partite entanglement obtained combining three EPR en-
tangled photon pairs. The realization of N-photon GHZ
entangled states by a simpler optical setup, with a high
success probability, was shown in Ref. [69]. In Ref. [70],
the generation of multi-atom GHZ states based on the
method of partial stimulated Raman adiabatic passage
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was realized. In addition, Ref. [71] reported the exper-
imental realization of an authentic eight-photon GHZ
state based on EPR states, giving rise to a large success-
ful probability exceeding the classical.

Our approach employs the concept introduced in
Refs. [68, 70] to realize N-particle GHZ states. Once the
authentication process between the QAS and u4 is suc-
cessfully completed, the ensuing EPR state will be uti-
lized for generating GHZ states for authentication among
the QAS, u4, and ug. Assume we have an EPR state
for the authentication process between the QAS and u 4,
given by Eq. (1). The QAS particle is a part of another
EPR pair, which is generated with the purpose of au-
thenticating up [Eq. (2)]. Therefore, a GHZ state is gen-
erated, |Wasp), for the authentication process among
the QAS, uy, and up [Eq. (3)]. By the same token,
|Waspc), Waspep), - and so forth can be generated
(see Fig. S13 in the Supplementary Information for the
generation of GHZ states).

1
V2
DE5)(10)a + 1)) =

(1040s) + [1als)), (1)
1

V2

[®hs) =

(10s08) +[1s15))(10)a+[1)4),

Bhg) = %quosom T [1als15)). (3)

2.2 Simmons’ theory

Simmons’ theory addresses the communication process
in which the sender endeavors to convey its state to a
remote receiver by transmitting messages over imperfect
communication channels, especially during authentica-
tion. Simmons defined two basically dissimilar types of
attacks in which the receiver can end up being misin-
formed. The first type is a limitation attack that consid-
ers the communication channel to be noisy, and there-
fore the characters in the transmitted message can be
obtained mistakenly even if the attacker does not pos-
sess any knowledge about the actual encrypted message.
The other type is a substitution attack that considers
that the communicated channel is under the control of
the attacker, who intercepts the transmitted encrypted
message and tries to generate another one by either in-
tentionally changing the authentic message or presenting
fraudulent ones to cheat the receiver. Simmons states
that the system will be unconditionally secured if the
probability of detecting the eavesdropper satisfies the
lower bound, which is greater than or equal to 1/2.
This bound identifies what one would instinctively ex-
pect from the alteration between the amount of infor-
mation transferred over the communicated channel, and
the one required by the receiver to solve the confusion
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about the sender state, and thus to authenticate cor-
rectly [48, 49]. In our approach, we utilize the concept of
Simmons’ theory for the masquerade dishonest (one, two
and three user(s)) attack security analysis. In this type
of attack, the eavesdropper would like to impersonate as
a fraudulent user by controlling the transferred particle,
B or C, from the QAS to us, up and ug by perform-
ing a universal operation R on A, B, and C. We prove
that the sum of probabilities for detecting the eavesdrop-
per ?Sum(A)u ?Sum(3)7 ?Sum(c)a ?Sum(AB)7 ?Sum(Ac)y
Psumpeys FSumape 18 equivalent to 1.2, which satis-
fies the lower bound imposed by Simmons. Therefore,
our approach is unconditionally secured under this type
of attack.

2.3 Holevo theory

Many uses are known for quantum communication chan-
nels, such as the transmission of classical information,
private classical information, or only quantum informa-
tion, which is the case considered here. Additionally, it
can be used alone, with shared entanglement, or together
with other channels, and for each of these settings there
exists a capacity that measures the communication po-
tential of that channel. The Holevo theorem proves an
upper bound to the amount of accessible information
that can be recognized about a quantum state. The
amount of accessible information can be identified be-
tween two communicated parties as the maximum value
of the mutual information I(X : Y between the random
variables X and Y over all probable measurements that
the receiver can perform. The upper bound given by
Holevo for the amount of accessible information about
the variable X with respect to the outcome Y of the
measurement is shown by [50, 51]

I(X:Y) <§(P)- Zpl (P;) (4)

where P and ), #;P; and §('P) is Von Neumann entropy,
and the Holevo X quantity can be calculated using

Zpl (Py) (5)

In our approach, the Holevo theorem will be applied for
one-way channel substitution fraudulent attack security
analysis in order to find an upper bound to the total
of accessible information that can be known about, or
enclosed by a quantum state extracted from a particu-
lar ensemble. Thus, an eavesdropper may retrieve from
the user’s perspective some information throughout the
transmission channel to the QAS over all possible mea-
surements. We prove that the eavesdropper will not re-
trieve any knowledge about the key in the case of mea-
suring the encrypted secret identity information from the

X(P) =5(P)
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user’s perspective to QAS which fulfills the Holevo’ s up-
per bound. Therefore, our approach is unconditionally
secured under this type of attack as well.

3 Results and discussion

3.1 Generalization of an authentication scheme among
N users via generalized GHZ states

With the objective of protection against “man-in-the-
middle”, “masquerade as dishonest user”, and “exchange
fake” attacks, the QAS must verify and authenticate the
identity of the communicating users, so that they can
transmit quantum messages in a secure manner. Here,
we propose a convenient and efficient scheme for the au-
thentication process among the QAS and one [Fig. 1(a)],
two [Fig. 1(b)], or more users [generalized to °N° users,
Fig. 1(c)]. First, the QAS and uq,us,...,uy have a joint
binary authentication key Ji = {J1,Jo,...,JJy} at the
time of registration, which must be kept confidential be-
tween the QAS and the N users. Next, if u; would like
to send a secret message over the network, u; first in-
forms the QAS and the other N — 1 users. When the
QAS receives the request, it generates N particles of

N + 1 GHZ states |¥); N = \}(LOH_OH_Q -0 0)+
1S2 N-IN

11 1...1 1) as the QAS reserves S at its loca-

1§2 N-1IN

tion and transfers 1,2,..., N particles to uy,us,...,uN,

respectively.  Afterwards, once wuq,us,...,uy obtain

their 1,2,..., N particles, each of them prepares its

The new state results from the en-
cryption of the secret identity information for a par-
ticular user operation |€Pn(1)> = |Joi—1 ® Ja;), |€Z5n(2)> =
| J2it1 ® J2i), - -5 [Pryy) = [J2ip(v—1) @ J2i)-

Then, ui,us,...,uy perform a ¢ operation on both
the transmitted particle and n (new state particle) to-
gether. The produced particle p will constitute an
N + 1 entangled particle state |¢, ) = @NOT(|¢n(1)>

‘w>)’ |¢P(2)> = @NOT(|¢7I(2)> ® |y7>)7""|¢p(N)>

@NOT(|Q§n<N>>® |@)). Next, uq,ug, ..., un preserve their
own particles, which means u; keeps 1 and uy keeps
N at their locations, and transmit the produced par-
ticles |@p,)) - -« |Pp.y,) to the QAS. When the QAS re-
ceives [y, ) - - - [dp, ), it starts decrypting them by per-
forming a ¢ yor operation on both its particle S and n
‘d)iﬂ(l)) (|¢P(1)>) |¢P(N)> (|¢P(N)>>‘ Fina‘lly, the
QAS starts the 1dent1ty verification for uy,us, ..., un by
measuring |y, ), ..., |Pny,) with respect to o,. The
ensuing state must be either 0 or 1. If the measurement
result is identical to [Joi_1,J2), ..., |J2ip(v=1)s J2i),
then uq,...,uy are authenticated and verified. There-
fore, they can proceed with the communication process.
On the contrary, if the result of the measurement is in-

own new state.
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valid, then the authentication process will be aborted
and uy,us,...,uy are not authenticated (refer to Sup-
plementary Information parts 1, 2, and 3 for the authen-
tication process between the QAS and one user, two users
and three users, respectively; see also Fig. S1).

3.2 Masquerade as dishonest one, two, and three
user(s) security analysis

If an eavesdropper wants to impersonate as a fraudu-
lent user, then the eavesdropper will take control of the
transferring particles A, B, or C from QAS to ua, upg
and uc respectively. We shall suppose that the eaves-

===~ QAS measurement

(a) ¢ legitimate user

x fake user

dropper performs a universal operation R on A, B, and
C, where |R) denotes a superfluous state that is gener-
ated by the eavesdropper, and F represents the eaves-
dropper’s particle. The eavesdropper will work only on
particle A, which means that particles B and C' are ex-
cluded from the transmitted state, so that the eavesdrop-
per will perform its operations |[04R) and [14R), and a
new transmitted state will be generated and transferred
to the QAS [see Eq. (6)]. The QAS applies ¢ xor to the
received state, having as an outcome one of following four
states: %05 a))s [P(5a))s [P(ga)s OF [Plg4y). The result
of applying the same sequence of operations on the two
particles A, B and the three particles A, B, and C at

Quantum authentication server

New state n

(b) Quantum authentication server

"d

New state n
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(©)

v
measure

X

-----® QAS measurement
legitimate user

fake user |

Fig. 1 Authentication process: (a) Between the QAS and one user. (b) Among QAS and two users. (c) Among QAS

and three users. (1) QAS and ui,ug,..

.,un have a joint binary authentication key Ji. (2) EPR/GHZ states generation
and distribution. (3) Encrypting the secret identity authentication as per the particular user operation. (4) u1,ua, ..

., UN

performs the operation on both the transmitted particle and n together. The produced particle will become an N + 1
entangled particle state. (5) The remaining produced particles will be transmitted to the QAS. (6) The QAS decrypts the

secret identity authentication by performing (7) Identity verification for w1, us, ..

the same time is shown in Egs. (7) and (8). Therefore,
the sum of the probabilities for detecting the eavesdrop-
per ?SUM(A)a ?Sum(sAB) a‘nd ?Sum(sABc) iS equa‘l tO 1/2
as shown in Egs. (9), (10), and (11). Thus, according

.,un is accomplished by the QAS.

to Simmons’ theory [48, 49], the proposed scheme is un-
conditionally secured under this kind of attack (See Sup-
plementary Information, part 4, for the “masquerade as
dishonest multicast user” security analysis in detail.).

1
(s} = 75(@0l050405) + ol0s0415) +70l051408) + bol0s1a 1)

+a1[15040E) + B1[1s041E) +11|15140E) + 01|1s1alE)), (6)

1
|W(,SAB)> = ﬁ(a0a2|OSOAOBOE> + 805210504051 E) + a0¥2[05041805) + Fod2|0s04151E)

+702(0514080E) + 0052[05140B1E) +1072/0514180E) + 09d2|0s1alplE)
+a1a3|15040B0E) 4 1631504051 E) + a173]1504150E) + F103/1504181E)
+7103|1514080E) 4+ 0183|1514051E) + 1173|15141B0E) 4+ 0163|1s1alp1E)), (7)

1
[W(sapcy) = ﬁ(a0a2a4|OSOAOBOCOE> + B0B2B4]0504050c 1) + apa274|0504051c0E)

+B0204]05040B1c1E) + apy204|0504150c0E) + Bod2B4|050418001E) + 9 Y274[0504151c0E)
+B00204/05041B1c1E) + Y00204|0514050c0E) + d0F284]0514080c1E) + Yo2v4|0514051c0E)
+006204[05140p1c1E) + 707204|0514150c0E) + 000284[0514180c1E) + Y07274|0514181c0E)
+apazas|0slalplelp) + arazas|1s0405000E) + B18385/15s04050c1E) + a1a37s|1504051c0E)
+618305/150401c1E) + a1v3a5|1504180c0E) + F10385|1s04180c1E) + a17375/1504151c0E)
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+610305|15041B1c1E) + 1a3as|1514050c0E) + 6183851514080c1E) + y10375/1514051c0E)
+018305|15140B1c1E) +117305]1514150c0E) + 61038515141 50c1E) +717375|15141B1c0E)

+010305|1s1alplclEg)),

1

1
= - ?OO(A) +?01(A) +?10(A) +?11(A)) = 57

i
1

?SUWL(A)

(®)
(9)

?Sum(SAB) = g(?OOO(SAB) +?001(51413) +?010(51413) +?011(SAB) Jria100(5,413) Jrig101(3,43) Jr?110(sm3) +?111(5,413) )7 (10)

1

?Sum<SABC) = 16 (?OOOO(SABC) +?0001(SABC) +?0010(SABC) +?0011(SABC) +?0100(SABC) +?0101(SABC)

+P0110(s450) T Po111545¢) T P10005450) T P10015450) T 101005450y + P10115450)

Jr?1100(sm3c) + ?1101(5,43@ Jr?1110(514130) +?1111(SABC)) =

3.3  One-way channel substitution fraudulent attack

The transmitted particle from the QAS to the user’s per-
spective does not contain any information about the au-
thentication key. Therefore, if an eavesdropper would
like to perform a one-way channel substitution fraud-
ulent attack, the eavesdropper will work and measure
only new state particle @y, ,, from the user’s perspective
to the QAS. The maximum mutual information that an
eavesdropper may retrieve over the transmission channel
between the QAS to the perspective user can be calcu-
lated by the Holevo theory [50, 51]:

Zpl (Py) (12)

$('P) is equal to Von Neumann entropy —Tr(‘P log, ‘P),
‘P; is a part in the mixture state ‘P, and p; is the proba-
bility of ‘P; in ‘P. Therefore, the attacker obtains infor-
mation about the authentication key only by computing
the n(,) particle. The corresponding x(‘P) depends on
the reduced density matrix of n,) as shown by

Z pz n(u> 1 (13)

For every authentication key, the reduced density matrix
of n(,) can be stated as

x(P) =5(P)

X(‘Pn(u)) n(u)

1
*Pn(u) = TTSu(|¢p(u)><¢p(u)|) = 5]. (14)

Likewise, Py, i is equal to the consequent set of equa-
tions:

1

9] = 75105040 + [1Lulug,y)), (15)
1

[Bptn) = 75 (10:0uLn) + [1g1u0nc,.)), (16)

V2

1
5+ Fulngy) +1 =0

|¢;1)(()u>> = \/i On(u)>)7 (17)
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1
1 11
: (11)
63 ) = (e 4u0n )+ | =g —uln))s (18)
P(uw) o \/5 S UET () q U () /)
Therefore,
v 7 7 ]‘
Prui = Trsull6h, Hho ) = 31 (19)

By substituting for both Py, and P, in Eq. (13),
X(‘Pn(u)) = 0. Therefore, the eavesdropper will not re-
trieve any knowledge about the key in the case of mea-

suring &, ,, from the user’s perspective to QAS.

3.4 Two-way channel substitution fraudulent attack
security analysis

Let us suppose that an eavesdropper wants to perform
a two-way channel substitution fraudulent attack on the
transmitted particle for uy. First, the eavesdropper lis-
tens to the communication channel and intercepts the
transmitted particle from QAS to uy. The eavesdrop-
per then applies operations 67, along with supportive
particles £ on his/her side, on the transmitted particles.
Subsequently, the eavesdropper transfers the produced
particle to u4. Upon obtaining the corresponding trans-
ferred particle, u4 does not know that an eavesdropper
executed an operation. u4 applies its ordinary opera-
tions and transfers the ensuing particle to the QAS. The
eavesdropper interrupts the new state particle sent by
ug and performs operation @,, along with supportive
particles 4 on his/her side, on the new particles |®,, ,).
Successively, the eavesdropper transfers the ensuing par-
ticle to the QAS. The eavesdropper attempts to obtain
a confident amount of information about the key by uti-
lizing two supportive particles £, p on particle A. The
whole attack operation is represented in Fig. 3(a). When
the two-bit key J;J;+1 is equal to 00, then the subsequent
encrypted state by the QAS is given by Egs. (20) and (21)
(See Supplementary Information part 5 for details on the
two-way channel substitution fraudulent attackbetween
QAS and one user.).
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054)) = LoO2{%o[O1 (F(8.4) NP1 M) (20)
[0Sy = % (045%|050A0n<A>500/~L00> + agBul0s0aln 4 Eoottor) + BeBul0s1a0n 4 Eo1p110)
+Beau|0s1aln , Eo1par) + Beay|ls0aln 4 Erottoo) + BeBulls0a0n 4 Eo1p01)
+agBullslaln , Er1po0) + aSau|1S1A0n(A)gllull>>- (21)

Therefore, we can compute that the total probability of
detecting the eavesdropper in the authentication process
by

1

5 [PSum(Ji = 0) + PSum(Ji = 1)] (22)

PSum =

To reduce the detection probability, the eavesdropper
must adopt Pgym as the minimum detection probability
[Eq. (23)]. Notice that Eq. (23) is computed under the
assumption ag = «, = 1:

Sum = Min(Psym) = i(l —cosfg). (23)

From Eq. (23) it is plain that Min(Psuym) depends on
O but not on ,,. Therefore, the eavesdropper’s uncon-
ditional information amount on the transferred key bits
among QAS and u4 can be approximated by

P(JK; QTotal)
P(Jk)P(Orotar)’

(24)

%(JK; 8Total):Z P(JK; 8Total) 10%2

T,y

1

T

where Or,:q; denotes the total operation ©1 and @5 ap-
plied by the eavesdropper, z denotes the key values (00,
01, 10, 11) with probability P(z) = I, Jk specifies the
chosen random values from variable x, and y = &;jyr
with ¢, j7,v,7 € {0,1}, which denotes 16 probabilities of
the joint measurement result for the eavesdropper at po-
sitions @7 and ©5. The amount of unconditional infor-
mation that can be retrieved by the eavesdropper is ex-
pressed in Eq. (24). P(Jk) and P(Orotai|Ji) are given
by

P(Jxk,Orotal) = P(Jx)P(Orotall Ji)- (25)

Therefore, the mutual information obtained by the eaves-
dropper’s total operation O, is given by

1
S = 1[(1 + sinép)log, (1 + sinép)
+(1 —sinfp)logy (1 — sinép)]. (26)

Because sinfp = /8 x Sum — 16 x Sum? (see Supple-
mentary Information, part 7), substituting in Eq. (26)
we obtain

1
F= Z[(1—}— V/8 x Sum — 16 x Sum?)log, (1 + V/8 x Sum — 16 x Sum?)

+(1 = V/8 x Sum — 16 x Sum?)logy(1 — /8 x Sum — 16 x Sum?)]. (27)

Consequently, the unconditional detection possibility P, of Jx is given by

piia —P)} T

N 1 —|—sin05
Pe= [2 4

1 —Sinag 1
2

2

Further simplification of Eq. (28) leads to P of Jk, given
by (see Supplementary Information part 8)

P, = %[smeg(g <P 1)+ 4] (29)

P =1 implies that the detection probability P, is maxi-
mized (see Supplementary Information part 9):

1
P = Z(\/16><.S’um—16><Squ—i-l)- (30)

The previous result holds when applying the same se-
quence of operations to perform a two-way channel sub-

130306-8

Z(l —77)] . (28)

T

stitution fraudulent attack on transmitting two particles
for us and up as the eavesdropper applies operations
O, and O,, along with support particles £, v on his/her
side, on the transmitted particles A and B, respectively.
Furthermore, the eavesdropper performs operations @3
and Oy, along with supportive particles u, 7 on his/her
side, on the new particles |®, , ) and |®,, ) respec-
tively. When the three-bit key J;_1J;J;4+1 = 000, then
the subsequent encrypted state by the QAS is given by
Egs. (31) and (32) (See Supplementary Information part
6 for details on the two-way channel substitution fraud-
ulent attackbetween QAS and two users.).

Ahmed Farouk, et al., Front. Phys. 13(2), 130306 (2018)
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(84 5)) = 400304 {%[01((5h5)€))|On 1) 1O2(F2, ) W) M) Im) (31)

1
|!l7(og,913)> = ﬁ[(a€au|0S0AOn(A)gOOMOO> + agBul0s0a1n 4 Eootor) + BeBul0s1a0n , Eo1p110)

+Beaul0s1aly , Eorprn) + Beau|150a 1, Erotto0) + BeBulls0a0n , Eorpior)
+agBullslaln , o) + agaullslaOn , Errpn))] + [(y 050505 4 Yoom00)
+0y 510505155, v00m01) + ByBn|051 500 5 Y017110) + By0y[0s1 510 45 Y01711)

)
+By0|1s0515 5 ¥10M00) + By By|1s0B05 5 Y01701) + Byl ls1pln 5 Y11710)
)

oy an|1s180n 4 Y11m11))]-

We can compute the total probability of detecting the
eavesdropper in the authentication process, given by
1

F‘Sum - i[PSum(Ji—l - O) +PSum(Ji—1 = 1)] (33)
To reduce the detection probability, the eavesdropper
must adopt Pgum, as small as possible by Eq. (34).
Eq. (34) is computed under the assumptions of ag =
oy, =a, =a,=1:

1
Sum = Min(Psym) = 4_1(1 —cosfg +1—cosb,). (34)

From Eq. (34) it is plain that Min(Pgym) is corre-
lated with 6¢ and 6., but uncorrelated with 6,, and 6,,.
Therefore, the eavesdropper’s unconditional information
amount on the transferred key bits among QAS, u 4, and
up can be approximated by

P(JK, @Total)
P(JK)P(QTotal) ’

(35)

S(Jk s OTotal) = Z P(JKk,Orotar)logy

T,Y,z

where @741 denotes the total operation applied by the

(32)

eavesdropper ©1, Os, O3, and @4, x denotes the key val-
ues (000, 001, 010, 011, 100, 101, 110, 111) with proba-
bility P(z) = 5. Jx specifies the chosen random values
from variable x, y = &;; - with 4, j,v,7 € {0,1}, which
denotes 16 probabilities of the joint measurement result
of the eavesdropper at positions @; and O3, z = YNy
with k,1,¢,H € {0,1}, which in turn denotes 16 prob-
abilities of the joint measurement result of the eaves-
dropper at positions @5 and ©4. To restore the value
of the eavesdropper’s unconditional information amount
from Eq. (35), one should only compute P(Jg) and
P(@Total|JK)7 given by

P(Jk|Orotat) = P(Jr)P(Orotal| JK )- (36)

Therefore, the mutual obtained information by the eaves-
dropper’s total operation GOy is given by

1
S = gl(1+ sinfsum) logy(1 + sinOsum)

+(1 — sinfgym) logy (1 — sin Ogum )] (37)

Because sinfgym = V16 x Sum — 16 x Sum?2 — 3, we
have

1
S = g[(1+\/16><5um—16><Sum2—3)log2(1+\/16xSum—l6x5’um2—3)

+(1 = /16 x Sum — 16 x Sum? — 3)log,(1 — \/16 x Sum — 16 x Sum? — 3)]. (38)

Consequently, the unconditional detection probability P,
of Jx is given by

_ 2+sinfgym |1 1
Pe = 5 [2734—4(1—73)]
2 —sin GSum 1
—s [Z(l — P)} . (39)
or simply
P, = é[sin O (3 % P — 1) + 4. (40)

P =1 implies that the detection possibility P, is max-
imized (see Supplementary Information part 12 for the

Ahmed Farouk, et al., Front. Phys. 13(2), 180306 (2018)

relation between P, PJ* and Sum):

P = ;1(\/16><Sum—16><5’um2—3+2)~ (41)

3.5 Analysis of unconditional retrieved mutual
information for one and two users by the attacker

Figure 2(a) shows the probability of detecting the eaves-
dropper whileattempting to achieve a non-zero confi-
dent amount of information about the key. The max-
imum mutual information that can retrieved is equal
to 0.5 and 0.75 when the minimum detection proba-
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Minimum detection possibility sum (%)

g Q€ USET

g TWO USEIS «+eseeene Poly (One user)

......... Poly (Two users)

Fig. 2 Analysis of unconditional retrieved mutual information for one and two users by the eavesdropper. (a) Cor-
relation between the mutual information & and the minimum detection probability Sum for the eavesdropper calcu-

lated by & = $[(1 + v8 x Sum — 16 x Sum?)log,(1 + v/8 x Sum — 16 x Sum?) + (1 — /8 x Sum — 16 x Sum?)log, (1 —
V8 x Sum — 16 x Sum?)] for one user and & = £[(1 + V16 X Sum — 16 x Sum?)log,(1 4+ V16 x Sum — 16 x Sum?) +

(1 — V16 x Sum — 16 x Sum?)log,(1 — v/16 x Sum — 16 x Sum?)] for two users. (b) Correlation between maximized un-
conditional detection probability P* and Sum calculated by P* = i(\/ 16 x Sum — 16 x Sum? + 1) for one user and

P = 1(v/16 X Sum — 16 x Sum? — 3 + 2) for two users.

bility Sum = 25%,50% for one and two users, respec-
tively. Both one and two users have equality for re-
trieving mutual information by the attacker 0.5, when
Sum = 25% (see Table 1, Supplementary Information
Tables S1 and S3, and Figs. S2 and S4). Figure 2(b)
shows that when the unconditional detection probability
PI* is maximized, the eavesdropper can retrieve a maxi-
mum mutual information of 0.5 and 0.75 for one and two
users, respectively (see Table 2, Supplementary Informa-
tion Tables S2 and S4, and Figs. S3 and S5).

Figure 3(a) shows that when Sum = [0,12.5,25]%,
the retrieved mutual information by the eavesdrop-

130306-10

per for two wusers is reduced by [93,79,38.8]%,
[52,95,62.5]%, [99.7,98.5,85]%, and [99.9,99.3,98]% for
N =[2,4,8,16], respectively, for one user. On the other
hand, when Sum = [50]% the retrieved mutual informa-
tion by the attacker for two users is increased by [78],
[64], [44], and [29]% for N = [2,4,8,16], respectively,
for one user. Figure 3(b) shows that when Sum =
[0,50,62.5,87.5]% and P* = [12.5,50]% the retrieved
mutual information by the attacker for two users is
reduced by [30,75,56.16, 87.5], [50.59, 93, 81.2,98.48]%,
[75,97.32,97.88,98.87]%, and [93.76,98.12,99.2,99.9]%
for N = [2],[4],[8], and [16], respectively, as compared

Ahmed Farouk, et al., Front. Phys. 13(2), 130306 (2018)
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Relation between reduced/increased mutual information & percentage and minimum detection possibility for (a)

Sum = [0, 12.5,25,50]%, (b) Sum = [0, 50, 62.5, 87.5]% and maximized absolute detection possibility P* = [12.5, 50]%.

Table 1 Correlation between mutual information & and minimum detecting possibility sum for one and two users.

Sum 5% 10% 15% 20% 25% 35% 45% 50%
$(Bits) one user 0.139 0.2655 0.378795 0.459653 0.5 0.47 0.4 0.25
S(Bits) two users 0.07 0.125 0.187 0.22 0.5 0.7 0.72 0.75

to the case of one user. Therefore, we can conclude that
as the number of transferred key bits N becomes larger
and the number of users for transmitting the informa-
tion is increased, the probability of effectively obtaining
Ji is reduced and eventually zero (see Supplementary
Information part 19).

Figures 4(b) and (a) show that if the minimum detec-

Ahmed Farouk, et al., Front. Phys. 13(2), 130306 (2018)

tion possibility is equal to [0,12.5,25, 50]% and = 2, then
the highest values for achieving the information of the
transferred keys J by the eavesdropper are [0.25,4.08 x
107%,3.75 x 1071,1.25 x 1071] and [1.73 x 1072,8.5 x
1072,0.2296,2.3 x 10_1] for one and two users, respec-
tively. Additionally, for N = 16 the highest obtained
information of the transferred keys Ji by the eavesdrop-
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Table 2 Correlation between maximized unconditional detection possibility P;* and sum for one and two users.

Sum 0% 5% 10% 12.5% 25% 35% 45% 50%
P one user 0.25 0.40 0.45 0.47 0.50 0.47 0.4 0.25
P two users 0.07 0.125 0.187 0.22 0.50 0.72 0.74 0.75

per are [1.53 x 107°,7.7 x 107%,3.91 x 1074, 5.96 x 10~8]
and [7.73x1076,2.66 x 1072,8.15x 10715, 7.73 x 10~F] for
one and two users, respectively. Therefore, we can con-
clude that as the number of transferred bits increases,
the probability for effectively achieving the transferred
information is reduced (see Supplementary Information
parts 13 and 16).

Figures 4(d) and (c) show that the highest and low-
est values for effectively obtaining the information of
the transferred keys Ji by the eavesdropper with N =
[2,4,8,16] are [1.87x 1071, 3.51x1072,1.23x 1073, 1.53 x
107%] and [1.56 x 1072,2.5 x 1074,5.96 x 1078,3.55 x
10~%3] for one user, and [8.2 x 1072,6.6 x 1072,4.35 x
107°,1.9 x 1079] and [1.95 x 1072,3.8 x 1076,1.5 x
1071,2.12 x 10722] for two users. We can conclude that

(@)
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Sum = 12.5%, Max P = 37.5% ®Sum = 25%, Max P=37.5% ®Sum = 50%, Max P=37.5%

the corresponding highest values are attained when P"
and Sum are equal to [50,62.5]% and [12.5, 87.5]%, re-
spectively. The attacker can retrieve maximum infor-
mation about the transferred keys J; when PJ* and
Sum are equal to [50,62.5]% and minimum informa-
tion when P and Sum are equal to [12.5,87.5]% (See
Supplementary Information parts 15 and 18 for detailed
computations of the relation between P, and N when
P = [12.5,25,37.5,50)% and Sum = [62.5,75,87.5]%
for one and two users, respectively.).

Figures 4(c) and (b) show that the highest and
lowest values for effectively obtaining the information
of the transferred keys Jp by the eavesdropper with
N = [2,4,8,16] are [0.5,0.25,0.0625,3.91 x 10~?] and
[0.0625,3.91 x 1073,1.53 x 107°,2.32 x 10719] for one
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Fig. 4 Two-way channel substitution fraudulent attack security analysis for one user: (a) Two-way channel substi-
tution fraudulent attack between QAS and one user with two operations @;, @2 and two supportive particles &, u.
(b) Relation between the possibility of the eavesdropper to positively retrieve the transferred keys P., N = [2,4,8,16]

and Sum = [0,12.5,25,50]% calculated by P, = [5(V8 X Sum — 16 x Sum? + 1)(1 — Sum)]

N2, (c) Relation between

P and N when P* = [12.5,25,37.5,50]1% and Sum = [0,12.5,25,50]%. (d) Relation between P; and N when
P = [12.5,25,37.5,50]% and Sum = [62.5,75,87.5]%. (e) Relation between P; and N when P;* = [62.5,75,87.5|%
and Sum = [0,12.5,25,37.5,50,62.5, 75, 87.5]%. (f) Combined relations for (c—e).

user and [0.35,1.25 x 1071, 1.56 x 1072,2.44 x 10~4] and
[1.56 x 1072,2.44 x 107%,5.96 x 1078, 3.6 x 10~15] for two
users. The highest values are uniquely obtained when
P and Sum are equal to [50,0]%, so the attacker can
acquire the highest possible information about the trans-
ferred keys Ji. Moreover, the lowest value that the at-
tacker can retrieve for the information about the trans-
ferred keys Jj are [2.32 x 10719 and [3.6 x 107'5] for
one and two users, which correspond when the values
of P and Sum are equal to [12.5,50]% (See Supple-
mentary Information parts 14 and 17 for the detailed
computations of the relation between P] and N when
P = [12.5,25,37.5,50]% and Sum = [0,12.5,25,50]%
for one and two users, respectively.).

From Figs. 4(e), (f), (d), and (e), we can deduce that
when the number of transferred key bits N becomes
greater, the probability of obtaining Jy is reduced and

Ahmed Farouk, et al., Front. Phys. 13(2), 180306 (2018)

tends to zero. Thus, the attacker will not detect a vast
amount of information, which can be neglected and elim-
inated by regularly updating the key among the QAS, w4
and up. In this case, the attacker’s knowledge of the old
key will be ineffective.

4 Conclusion

In the present contribution, we have studied the authen-
tication process among N users in a centralized quantum
communication environment via entanglement. We have
observed that the security analysis of the authentication
processes of our protocol — contrary to various kinds of
attacks — verifies that it is unconditionally secure and
that the attacker will not expose any information about
the transmitted key in the case of directly analyzing the
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transmitted particles over the conveyed channel, from
the quantum authentication server to the disjoint user,
and vice versa. Moreover, as the number of transferred
key bits N becomes larger and the number of users for
transmitting the information is increased, the probabil-
ity of effectively obtaining the transmitted authentica-
tion keys is reduced to zero. The nature of our advan-
tage over other protocols is not due to the multipartite
non-locality and entanglement content of the generalized
GHZ states. Instead, it is the manner, in which these
states distribute the information in all steps of the pro-
tocol among the quantum server and the users makes our
proposed protocol highly successful.
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