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Recently, Li et al. presented a two-party quantum private comparison scheme using Greenberger—
Horne—Zeilinger (GHZ) states and error-correcting code (ECC) [Int. J. Theor. Phys. 52, 2818 (2013)]
claiming it is fault-tolerant and could be performed in a non-ideal scenario. However, there ex-

ists a fatal loophole in their private comparison scheme under a special attack, namely the twice-
Hadamard-CNOT attack. Specifically, a malicious party may intercept the other party’s particles
and execute Hadamard operations on the intercepted particles as well as on his or her own particles.
Then, the malicious party could sequentially perform a controlled-NOT (CNOT) operation between
intercepted particles and the auxiliary particles, as well as between his or her own particles and
the auxiliary particles prepared in advance. By measuring the auxiliary particles, the secret input
will be revealed to the malicious party without being detected. For resisting this special attack, a

wm
Qo
-
wm
>
=
=¥
T
)
&
2
e
=
)
=
=

feasible improved scheme is proposed by introducing a permutation operator before the third party
(TP) sends the particle sequences to each participant.

Keywords quantum private comparison, GHZ state, twice-Hadamard-CNOT attack, improved

scheme

PACS numbers 03.67.Dd, 03.67.Hk

1 Introduction

Since quantum mechanics was introduced into the cryp-
tography field, quantum cryptography has attracted sig-
nificantly more attention attention. Due to the charac-
teristics of quantum unconditional security, many quan-
tum cryptography protocols such as quantum key dis-
tribution (QKD) [1-3], quantum secure direct commu-
nication (QSDC) [4-10], quantum secret sharing (QSS)
[11-13], and quantum teleportation (QT) [14, 15] have
been proposed to solve various security problems. Some
researchers have also studied protocols for continuous
variable quantum communication [16, 17].

Recently, quantum private comparison (QPC) has be-
come an important branch in quantum cryptography.
Based on the properties of quantum mechanics, the
participants can determine whether their secret inputs
are equal without disclosing their own secrets to each
other. In 2009, Yang et al. [18] presented a pioneering
QPC scheme based on Bell states and a hash function.

Since then, a large number of QPC protocols have been
proposed utilizing entangled states such as FEinstein—
Podolsky—Rosen (EPR) pairs [18, 22, 24, 26, 27] and
Greenberger—Horne—Zeilinger (GHZ) states [19, 21].
However, these QPC protocols [18-27] are feasible in
the ideal scenario, but they are not secure in the practi-
cal scenario where faults (including noise and error) exist
in the quantum channel and measurement. To solve this
problem, in 2013, Li et al. [28] presented a novel QPC
scheme based on GHZ states that used error-correcting
code (ECC) against noise. However, through analyzing
Li et al’s QPC scheme, we found it is insecure under
a special attack, called the twice-Hadamard-CNOT at-
tack. To be specific, if any malicious party performed
the twice-Hadamard-CNOT attack, he or she could ob-
tain another party’s secret input, which goes against the
QPC principles [29]. Here, the twice-Hadamard-CNOT
attack is essentially a special controlled-NOT (CNOT)
operation used to attack the communication process. The
CNOT operation has also been used in other attacks [30]
and quantum repeaters [31]. To fix the loophole in Li et
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al.’s QPC scheme, a simple solution is proposed that uti-
lizes a permutation operator before the third party (TP)
distributes the particles to the participants.

The remainder of this paper is organized as follows. Li
et al.’s QPC protocol is briefly reviewed in Section 2. In
Section 3, we analyze the security of Li et al.’s QPC pro-
tocol by introducing the twice-Hadamard-CNOT attack
and an improved scheme in the QPC protocol is given in
to fix the loophole in Section 4. Finally, our conclusions
are summarized in Section 5.

2 Review of Li et al.’s QPC protocol

In Ref. [28], to guarantee the security of the QPC proto-
col in the practical scenario, Li et al. proposed a novel
two-party QPC scheme using quantum ECC and the
block transmission method [4]. The protocol consists of
the following eight steps.

1) Alice, Bob, and Calvin prepare a [m,n] ECC that
uses a m bit code word to encode an n bit word. The ECC
can correct | error bits in the code word with the error-
correcting function D(z™) according to the fault rate of
the noise scenario. We suppose that the generator ma-
trix of the ECC is G and the check matrix is ). Then,
Alice, Bob, and Calvin encode X = (zg,21,...,Zn_1)
and Y = (yo,¥1,---,Yn—1) to X' = (xp,24,...,2,_1)
and Y/ = (y0, 94, - - -

yYm—1
,Yn_1), respectively, using the gen-
erator matrix G:

X'=X-G, (1)
Y =Y -G. (2)

2) Calvin prepares m triplet GHZ states that all have
the state
1 1
W)cap = Z5(1000) + [111)eas = 5 (1 +++)

H+=—=) =+ +[=—F)cas, ()

where |0) and |1) are measured in the Z basis, |+) and
|—) are measured in the X basis, and |+) = %(|O>:I:|1>)
Then, Calvin divides the GHZ states into three se-
quences, S4, Sp, and S¢, which include the first, second,
and third particles of all GHZ states, respectively.

3) Calvin randomly prepares decoy photons in states
{10),]1), |+),|—)}. He inserts these decoy photons into
S and Sp at random positions to form the sequences
S% and S, respectively. Calvin retains the quantum se-
quence Sc and sends the sequence S% to Alice and S%
to Bob.

4) When Alice and Bob receive S% and S}, respec-
tively, Calvin announces the positions and measurement
bases of the decoy photons. Alice and Bob measure decoy
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photons in the same base and announce their outcomes.
If the error rate exceeds a rational threshold, Calvin
aborts the protocol and restarts from Step i). Otherwise,
there is no eavesdropper, and the protocol continues to
the next step.

5) Alice and Bob recover S4 and Spg, respectively,
by discarding the decoy photons. Then, Alice, Bob, and
Calvin measure S4, Sp, and S¢ in X basis, respectively.
If the measurement result is |[+) (]—)), then they encode
the result as the classical bit 0 (1). Thus, Alice, Bob, and
Calvin will each obtain m bits from S4, Sp and S¢, re-
spectively. We denote the resulting m bit strings as k7',
kB, and k¢ (i=0,1,...,m —1).

6) Alice and Bob calculate 2/ = k*@z! and y/ = kP @
Y5, respectively. They announce X" = (z(,zy,..., 2 ;)
and Y = (y), vy, ...,y _1) to Calvin.

7) Calvin calculates ¢, = k¢ @ z// @ y/' and finds the
m bit sequence C" = (¢{, ¢4, ..., ¢h_1)-

8) Then, Calvin uses the check matrix @ to verify if the
number of error bits exceeds the threshold [. If it does,
Calvin aborts the protocol and restarts from Step 1).
Otherwise, he obtains the n bit sequence C* by decod-
ing C’ with an error-correcting function D(C”). If there
is at least one bit 1 in C*, Calvin announces X # Y.
Otherwise, he announces X =Y.

3 Twice-Hadamard-CNOT attack on Li
et al.’s QPC protocol

As analyzed in Ref. [28], some well-known attacks such
as the intercept-resend attack, measurement-resend at-
tack, and entanglement-resend attack can be detected in
Li et al.’s QPC protocol. However, we found it cannot
resist a special attack, i.e., the twice-Hadamard-CNOT
attack. To be specific, if either Alice or Bob performs
the twice-Hadamard-CNOT attack, he or she can get
the other party’s secret input without being detected.
The detailed procedure of the twice-Hadamard-CNOT
attack is given as follows.

Without loss of generality, we suppose Bob is mali-
cious and wants to get Alice’s secret input. First, Bob
prepares m auxiliary particles all in the state |0).. Then,
the GHZ state and an auxiliary particle compose a com-
posite system:

S
V2
= S0} 4= —0)+ 4 =0+~ +0))case
()

where the subscripts C'; A, and B represent the particles

In) = |¥)caBl0)e = —=(10000) + [1110))caBe
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in the hand of Calvin, Alice, and Bob, respectively, and
the subscript e represents an auxiliary particle.

In Step 3), when Calvin sends the sequence S% to Al-
ice, Bob may intercept S% and execute a Hadamard (H)
operation on every particle in S% to form sequence S%*.
Then, Bob performs a CNOT operation C'4. on every
particle in S and the corresponding auxiliary particle
e. Here, the particle in S%* is the control qubit, while
particle e is the target qubit. After the CNOT operation,
Bob performs another H operation on every particle in
S%* to restore sequence S%* to S and sends S to Alice.
The transmitting sequence S’ remains unchanged.

When Calvin announces the position of the decoy pho-
tons in Step 4), Bob can discard the auxiliary particles
e corresponding to the decoy photons in S%. Then, in
Step 5), after Bob recovers Sp by discarding the decoy
photons, he executes an H operation on every particle in
Sp to form sequence Si". Bob performs a CNOT opera-
tion Cg. on every particle (control particle) in S%* and
the corresponding auxiliary particle e (target particle).
He then performs an H operation on every auxiliary par-
ticle and on particle in SE*, which restores S§* to Sp.
Now, the state of the composite system is changed to

) = 50+ Pl +4) + 1= Das
H= el + =)+ | = 4))an). )

From Eq. (5), the following rule can be deduced: if e is
|+), particle A and particle B are in the same state, and
if e is |—), particles A and B are in different states.

After Alice announces X" = (z(,z{,...,z_;) in
Step 6), Bob measures m auxiliary particles in the
X basis and obtains the measurement result kf(i =
0,1,...,m —1). According to kf and the rule from Eq.
(5), Bob can obtain Alice’s states k(i = 0,1,...,m—1).
Because X’ has been announced by Alice, Bob can cal-
culate o/ @ k! = (kf* @ 2}) ® k* = 2/, that is, he can
find Alice’s secret input z}.

The twice-Hadamard-CNOT attack can be intuitively
demonstrated by Fig. 1.

4 The improved scheme

To fix the loophole of Li et al.’s QPC protocol, we apply
a permutation operator IT") before TP sends the parti-
cle sequences to all participants. To be specific, Step 3),
Step 4), and Step 5) in the original protocol need to be
modified as follows.

Calvin

[¥)can @

Bob

> n"

Auxiliary
article
0) s

102

J

[
U
D

@
Sl -

Fig. 1 The circuit diagram of the process of twice-Hadamard-
CNOT attack. Here, [¢)cap is a GHZ state in the state (]000) +
[111))/+/2 shared by Calvin, Alice and Bob. H is Hadamard oper-
ation, and represents the controlled-NOT gate where the top
line denotes the control qubit, the bottom line the target qubit.

3’) Calvin randomly prepares two groups of r-length
decoy photons sequences in {|+),|-),|0),[1)}, namely
R4 and Rp, and concatenates R4 (Rp) with S4 (Sp)
to form the extended sequence S’y = Ral|Sa (Sp =
Rgl||SB). Then, Calvin applies a permutation operator
ity on S’ (S3) to create a new sequence S% =
Oim)Sy (S5 = Hpgm)Sp) and sends the new se-
quence S% to Alice and S} to Bob.

4") When Alice and Bob receive S% and S}, Calvin an-
nounces the coordinates of the decoy qubits II.S;, II,.5%
(I, C I, 44n) sent to Alice and Bob and the correspond-
ing measurement bases. Note that Calvin does not dis-
close the actual order of the message qubits. Then, Alice
and Bob measure the decoy qubits in the same bases and
announce their outcomes. If the error rate exceeds a ra-
tional threshold, Calvin aborts the protocol and restarts
from Step 1); otherwise, there is no eavesdropper, and
the protocol continues to the next step.

5") Alice and Bob discard their decoy photons and de-
note the remaining qubits in their hands as S’ and S7%
(i.e., 8% =11,,54 and S% = I1,,,SB), respectively. Then,
Alice, Bob, and Calvin measure S, S, and S¢ in the
X basis, respectively, and obtain m bits, kf‘, kP, and
k(i = 0,1,...,m — 1), respectively. After they have
completed the measurement operation, Calvin immedi-
ately announces the actual order of the message qubits
IT,, (11, C I, 4y,). Using this information, Alice (Bob)
can rearrange k{* (kP) to correspond with the original
order of S4 (Sp).

As shown above, the key point is to add a per-
mutation operator II in Li et al’s QPC scheme.
Thus, our improved protocol inherits the security
properties of the original protocol, i.e., it can resist
the intercept-resend attack, measurement-resend attack,

1) The permutation II, also called the “arrangement number”, is a rearrangement of the elements of an ordered sequence S into a
one-to-one correspondence with S itself, S — S. In this context, we will use II(,,,) to represent the rearrangement (reordering)
of the original sequence S’y or S’;, and II; represents the reordering operation only on the decoy qubits. For simplicity, we denote

II, C Il hereafter.

Sai Ji, et al., Front. Phys. 10, 100303 (2015)
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entanglement-resend attack, and some special inner at-
tacks successfully discussed in Ref. [28]. Now, let us ex-
amine whether our improved scheme can resist the twice-
Hadamard-CNOT attack. Similarly, we suppose the ma-
licious Bob aims to find Alice’s secret input. In Step 3'),
since Calvin disrupts the sequences S’y and S using
I 4m) to find S7 and Sj, the orders of transmitted se-
quences S% and Sj are fully disturbed. After discarding
the decoy qubits R4 and Rp in Step 5), Alice and Bob
can only find S/ and S% and cannot recover the origi-
nal sequences S4 and Sp because II,, is only known by
Calvin. Thus, even if Bob launch the twice-Hadamard-
CNOT attack, he cannot find the final state |n/) =
1

s+ cell++H)+1==Nap+|——)ce(+=)+=+))aB)-
That is to say, Bob cannot determine the correlations
between Alice’s and Bob’s qubits by measuring the aux-
iliary particles e.

For simplicity, we take a simple two-bit private com-
parison as an example without considering ECC and the
decoy photons. In this case, suppose Alice’s input is 10,
Bob’s input is 11, and Calvin prepares two GHZ states
all in the state given in Eq. (3),

|1/)>ClAlBl ® |1/}>C2A232 = 1/2(| + ++> + | + 77>

+| - +7> + | - 7+>)C1A131
®1/2(| ++4) + |+ ——)
+| - +7> + | - 7+>)C2A232' (6)

In Step 3’), Calvin executes the permutation operator
II,,—2 on sequence S’ and S7. Then, the system may be
changed into

Hm:2(|¢>ClAlB1 ® |w>02A232)
= |w>C1Asz ® |¢>02A131
=1/4{+H)e, (| ++) + = =) 4B,

e ++) +1——)as
o+ =)+ = +) .
=)o+ +) +1=—Dam
o+ +) +1 = —Dass
o+ =)+ = +)am
o+ =)+ =)
®=)o(+=) + = +))assi }- (7)

After Bob performs the twice-Hadamard-CNOT attack,
the composite system that consists of the GHZ state and
the auxiliary particle becomes

' @ln)e =1/4H+)al+H)e (| ++) + 1= =) azB.
®|+>CQ|+>€2(| + +> + | - _>)A131
+|+>Cl |_>€1(| + _> + | - +>)A232
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B He(++) +[ = —Dam
ool Hal++) +1==)a.m,
S| er (| + =)+ = F)arm
Dol all+ =) +1= ).,
B[l ea(| + =) +[ = +))arm ) (8)

From the above equation, we cannot find the correlations
between the states of A; and By (As and Bs) accord-
ing to the final state of the auxiliary particle e; (e2).
Bob cannot steal Alice’s input by measuring the auxil-
iary particles. Therefore, our improvement can resist the
twice-Hadamard-CNOT attack.

5 Conclusion

In a secure QPC protocol, we must guarantee any par-
ticipant only knows his or her own secret input with-
out obtaining any other participant’s secret input. In
this paper, we reviewed and analyzed Li et al’s two-
party QPC protocol and found that it cannot resist the
twice-Hadamard-CNOT attack, i.e., if one participant
(Bob) launches this attack, he can get the other party’s
(Alice’s) secret input without being detected. To avoid
this loophole, we adopt a permutation operator to rear-
range the quantum sequences sent to Alice and Bob from
Calvin. Moreover, the analysis shows the security of our
improved scheme can be guaranteed.

Although we showed that Li et al.’s protocol cannot
resist the twice-Hadamard-CNOT attack, some other
protocols [32, 33] also show weakness under this special
attack. Many published quantum cryptography proto-
cols have continually been identified as insecure. Perhaps
one of the reasons for this insecurity is that we are used
to applying the non-formalized analytical method (also
called the attack-verification method) to verify the pro-
tocols, where some given attacks are listed to assault
the present protocols. Obviously, this simple and crude
analytical method has some shortcomings: (i) it lacks
strictness because we cannot list all kinds of attacks,
and (ii) even if a protocol can be proved to be secure
against the known attacks, we cannot confirm that the
protocol is flawless. Currently, formalism analysis and
automated verification techniques have been extensively
utilized for analyzing the security of the classic protocols
and have demonstrated many achievements. It is possi-
ble that formalism analysis for quantum protocols will
be the best choice to solve the above problems, and this
is one direction of our future work.
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