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Abstract Unbreakable secret communication has been a
dream from ancient time. It is quantum physics that gives us
hope to turn this wizardly dream into reality. The rapid
development of quantum cryptography may put an end to
the history of eavesdropping. This will be largely due to the
advanced techniques related to single quanta, especially
infrared single photons. In this paper, we report on our
research works on single-photon control for quantum
cryptography, ranging from single-photon generation to
single-photon detection and their applications.
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1 Introduction

The competition between code makers and code breakers
has been a neck-and-neck race until the brilliant invention
of quantum key distribution (QKD) was proposed. Now,
under the great power of quantum mechanics, absolutely
secure telecommunication is no longer a dream, and the
code breakers may loose their jobs forever. Such an
advanced research field has attracted considerable interests
from all around the world. In China, the research of QKD
was started only in the early 1990s, and demonstrations of

QKD using- B92 and BB84 were separately carried out by
groups in the East China Normal University (ECNU) and
the Chinese Academy of Science. The first long-distance
fibre-based QKD test-bed system in China was realized by
ECNU in 2003 [2]. Recently, researchers in the University
of Science and Technology of China have reported the
longest fibre-optic QKD experiment in the world [3].
However, there still exist some challenges on single-photon
control to eventually put this technique in practical use. The
most challenging techniques that need to be developed
include the generation of single photons on demands and
efficient single-photon detection at telecomwavelengths. In
this article, we review our recent progress on single-photon
generation, detection and control and their application in
the QKD experiments.

2 Single-photon emission from colour centres
in diamond

The security of the QKD system is partly dependent on the
single-photon source due to the principle of quantum
mechanics that one cannot duplicate an unknown state of
single quantum system without disturbing it [1]. From this
point, the generation of single photons on demand is one of
the important targets in QKD [4–6]. Emission from a single
dipole can be considered as an efficient triggered single-
photon source [7], because a single dipole has to undergo a
full cycle of excitation, emission and re-excitation between
the emission of two consecutive single photons. Conse-
quently, a sufficiently short and intense excitation pulse will
permit the single dipole to emit only one photon within one
excitation pulse.

Single defects in diamond stand out as one of the
promising candidates among different kinds of solid-state
single-photon sources due to their unsurpassed efficiency
and photostability. Among them, nitrogen–vacancy (NV)
colour centre is well known as an optically active defect in
diamond [8–11]. Consisting of a substitutional nitrogen
atom (N) and a vacancy (V) in an adjacent lattice site, NV
colour centres emit around 670 nm with a zero-phonon line
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(ZPL) at 637 nm. However, it is difficult to efficiently
extract the emitted photons from bulk diamond because of
the high refraction index of thematerial (n = 2.4). Refraction
at the sample–air interface leads to a small collection of
solid angle limited by total internal refraction and to optical
aberrations. An efficient way to circumvent these problems
is to use diamond nanocrystals containing NV centres, with
a size much smaller than the radiated light wavelength
[12,13]. Refraction becomes irrelevant, and the colour
centre can simply be assimilated to a point source radiating
at the air–sample interface. Moreover, the small volume of
diamond excited by the pumping laser yields lower back-
ground light than the one from the bulk diamond sample.
Such property is of crucial importance for single-photon
emission, since residual background light will contribute to
a non-vanishing probability of havingmore than one photon
within the emitted light pulse.

A reliable triggered single-photon source was recently
built, based on the pulsed, optically excited photolumines-
cence of a single NV colour centre in a diamond nanocrystal
[14]. This single-photon source was applied to the obser-
vation of single-photon wavefront-splitting interferences
[15] and to the realization of open-air QKD experiments
[5,16]. However, in the second application, broadband
emission of the NV colour centre [full width at half-
maximum (FWHM) ≈ 70 nm at room temperature] pre-
cludes daylight operation of the QKD set-up due to
difficulties in filtering the transmitted single photons from
daylight background.

Lately, the nickel–nitrogen NE8 defects in the diamond
provoke researchers’ interest for their intense narrow near-
infrared emission band [17,18]. We also reported the
observation on similar diamond colour centres tentatively
ascribed to nickel–nitrogen impurities as well [19]. Photo-
luminescence of these single emitters shows perfect photo-
stability at room temperature. Compared to NV colour
centre emission, it has several remarkable properties. First,
the narrow emission band around 780 nm is almost entirely

concentrated in a ZPL even at room temperature. Second,
the short photon emission lifetime lasts about 2 ns. Third,
photoluminescence from the single defect is measured to be
linearly polarized.

We have studied such narrow emitters in natural diamond
wafer using a conventional scanning confocal microscope
[see Fig. 1(a)] to select single defects in the sample. This
set-up has been described in detail elsewhere [14,19]. For
each isolated emitter, we simultaneously record the spec-
trum of the emitted light and the histogram of time delays
between the consecutively detected photons in order to
identify whether it is a single emitter through antibunching
effect. Figure 1(b) shows the spectrum of the light from
such an emitter. The narrow peak at 782 nm (about 2 nm
FWHM) corresponds to the ZPL of what we suppose to be
nickel–nitrogen-related impurities [20,21], and the sharp
peak at 757 nm is the one-phonon Raman scattering line of
the diamond lattice (1 332 cm−1) associated to the 687 nm
excitation wavelength. Note the remarkable property that
photoluminescence is concentrated in the ZPL even at room
temperature. The ZPL-integrated intensity corresponds to
68% of the full spectrum area, a value much higher than that
of NV colour centre.

The histogram of time delays is recorded with the
HBT set-up after filtering of the ZPL with a narrow
band-pass filter having its inclination relative to the
beam normal incidence tuned for maximal transmission.
Since the signal-to-background ratio is quite large
(60:1), we neglect the residual background light effect
on the g(2) measurement. Figure 2(a) shows the intensity
autocorrelation function g(2)(τ) of the light from the
same emitter as the one studied in Fig. 1(b). A clear dip
of the autocorrelation function is observed at zero delay
with g(2)(0) = 0.12, proving that we address a single
emitter. However, the non-zero g(2)(0) value cannot be
attributed to background Poissonian light, the intensity of
which is negligible owing to very high signal-to-back-
ground ratio. This residual value is indeed due to the

Fig. 1 (a) Experimental set-up. LD Laser diode emitting at 687 nm,
MM mobile mirror fixed on a piezoelectric transducer providing
orthogonal angular displacements, O microscope objective (NA =
0.95, ×100), DM dichroic mirror, PH pinhole (100-μm diameter),
F1 interference filter transmitting λ > 740 nm and removing the
remaining light at the excitation wavelength, BS non-polarized beam

splitter, F2 band-pass filter (FWHM ≈ 10 nm), APD silicon
avalanche photodiode in photon counting regime, TAC time-to-
amplitude converter. (b) Photoluminescence spectrum from a single
nickel–nitrogen impurity in the diamond sample. The sharp intense
line at a wavelength of 757 nm corresponds to the one phonon
Raman scattering of the diamond matrix for excitation at 687 nm
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detection set-up time instrumental response function (IRF)
with a characteristic time 0.7 ns FWHM. Taking into
account this finite time response, the measured autocorrela-
tion function can be well fitted by the convolution of the
IRF with a g(2)(τ) function going perfectly to zero at τ = 0
and modelled by a symmetrical exponential function in the
framework of a three-level model [see Fig. 2(a)] [10]. Note
that the value of g(2)(τ) higher than unity at delays larger
than about 10 ns is due to the leakage of the system towards
a dark metastable state, inducing photon bunching at the
corresponding time scale. In order to determine the intrinsic
excited-state lifetime of the single defect, we measured the
characteristic time of the g(2) on short time scale and at
different excitation powers. Fit of this time in the frame-
work of a three-level model yields a value of the excited-
state lifetime of the single colour centre of about 2 ns,
obtained by extrapolating the fit at zero excitation power
[Fig. 2(b)].

We also investigated the polarization properties of the
single colour centre relative to absorption and emission of
light. We monitored the photoluminescence intensity while
rotating the excitation laser linear polarization angle. The
polarization contrast of 96% proves that the single colour
centre behaves like a dipole relative to absorption of light.
Using quarter wave plate method, we studied the emitted
light polarization properties and observed that light is
perfectly elliptically polarized with an aspect ratio of 0.25.
This measurement indicates that the single defect also
behaves like an emitting dipole. The linear polarized light
becomes elliptical after propagation through optics includ-
ing high numerical aperture objective and dichroic mirror,
both known for modifying the polarization state of light.

Let us finally point out that the single colour defect is a
quite strong emitter. For the maximum available excitation
power of 9 mW, an overall counting rate of about 80 000
counts/s is obtained corresponding to an excited-state
population occupancy of about 60%.

In this section, we summarize our experimental studies
on photoluminescence properties at the single emitter level

of optically active colour centres based on supposedly
nickel–nitrogen impurities in natural diamond samples.
Under CW excitation at room temperature, these colour
centres reveal a narrow-band emission around 782 nm, a
short photon emission lifetime of 2 ns and a fully polarized
photoluminescence. Thanks to this narrow spectral emis-
sion, it will be easy to pick up the useful photoluminescence
while removing stray light. Thanks to short photon emis-
sion lifetime, the implementation of the single-photon
source in QKD set-up will be compatible with narrow time-
window analysis. This will limit the effect of photodetec-
tion dark counts and will lead to an increase in the limit of
propagation distance compatible with perfectly secure
communications [16,22]. We can also take advantage of
the perfectly polarized light, which can easily be turned into
linear polarization with a properly oriented quarter wave
plate, virtually without any loss. Finally, note that the
emission wavelength of the single emitter is in an open-air
and a telecom optical fibre communication windows.

With all of those striking features, the colour centres
based on diamond nickel–nitrogen impurity appear to be
very good candidates for realizing a stable triggered single-
photon source at room temperature for an efficient and
practical open-air QKD system.

3 Efficient non-linear control of single photons

Recent progress in non-linear optics has enabled frequency
upconversion at single-photon level with complete quan-
tum conversion [23], which makes use of sum-frequency
mixing of 1.55 μm single photon with a strong pump laser
in either an external cavity or a non-linear waveguide to
generate single-photon replica in the visible or near-infrared
(VIS–NIR) region [24,25]. This technique facilitates many
novel applications not only in quantum optics, such as
quantum interface to transfer quantum entanglement [26],
linear-optics quantum gates [27], single-photon polariza-
tion switch [28] and non-linear control of single photons
[29], but also in many traditional areas, such as classical
optical communication, imaging, photobiology and astron-
omy. In particular, quantum conversion in sum-frequency
generation makes it possible to detect 1.55-μm single
photons efficiently by counting its upconverted replica in
the VIS–NIR region, where commercially available high-
performance Si-APD single-photon counting module
(SPCM) can be used. This consequently allows the exper-
imental implementation of long-distance QKD to take full
advantages of both the excellent characteristics of Si-APD
SPCM and the inherently low transmission loss of optical
fibres at 1.55 μm (≈0.2 dB/km) [30,31]. As limited by
current immature InGaAs avalanche photodiodes (APDs),
InGaAs APD-based single-photon counting at telecom
wavelengths exhibits very poor performance and sets a
troublesome bottleneck for many applications. For in-
stance, single-photon detection efficiencies at 1.55 μm are
generally in the 10%–15% range, and InGaAs APDs are
unsuitable for continuous-wave detection due to severe
after-pulsing. In contrast, single-photon counting in the

Fig. 2 (a) Normalized correlation function g(2)(τ) measured with
CW excitation power of 0.68 mW. The experimental data are shown
as dots, whereas the solid line represents a fit by a convolution of a
symmetrical exponential function (characteristic time τc) with IRF.
(b) Characteristic time τc of the g(2) function for various excitation
powers. Solid line: fit in the framework of a three-level model.
Extrapolated value of the fit at zero pump power yields the excited-
state lifetime of about 2 ns
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VIS–NIR region has already become a close-to-mature
technique by use of the commercially available Si-APD
SPCM with excellent performance such as high quantum
efficiencies (>70%) with extremely low dark count rates
and the possibility of continuous-wave operation at rates as
high as tens of megahertz [32]. Frequency upconverted
counting of 1.55 μm single photons can take full ad-
vantages of the sophisticated Si-APD SPCM by means of
efficient upconversion from 1.55 μm to VIS–NIR, which
offers significant improvements over existing InGaAs
photon counters: continuous-wave operation, higher detec-
tion efficiency, higher counting rates and negligible after-
pulsing.

Frequency upconversion of 1.55 μm single photons has
been demonstrated by sum-frequency mixing with a strong
pump laser at 1.064 μm in a bulk periodically poled lithium
niobate (PPLN) and PPLN waveguide. The bulk PPLN
scheme requires a resonant pump cavity to enhance
circulating pump power, and a highly stable cavity lock
should be included in the experimental implementation. In
practice, the cavity lock can only be maintained stably
within minutes, and high circulating power may cause the
servo less stable [24]. The PPLN waveguide scheme re-
quires subtle processes to prepare a monolithic fibre-
pigtailed PPLN waveguide with a reasonably low insertion
loss. Also, high pump intensity due to tight mode
confinement in the waveguide may bring about some
undesired non-linear processes that cause spurious count-
ing [33]. We demonstrate stable and efficient single-photon
counting at 1.55μmbymeans of intracavity sum-frequency
mixing in a bulk PPLN placed inside a diode-pumped Nd:
YVO4 laser. The intracavity frequency upconversion offers
advantages over external-cavity ones such as long-term
stability without the requirements of sensitive cavity lock,

ease of operation, suppression of spurious non-linear pro-
cesses and the possibility to combine the whole system as a
simple, stable and robust SPCM.

The experimental realization is schematically shown in
Fig. 3. The upconversion system was based on a solid-state
Nd:YVO4 laser at 1 064 nm pumped by a fibre-coupled
808-nm laser diode (LD). The PPLN chip used in the
experiment was housed in an oven and temperature con-
trolled with a fluctuation less than 0.1°C, which had
multiple grating periods varying from 11.0 to 12.0 μmwith
0.2 μm per step, allowing temperature-controlled quasi
phase matching of sum-frequency generation in a broad
spectrum with a temperature coefficient of about
0.18 nm/°C. The arrangement of laser cavity was optimized
for mode matching between the intracavity pump and input
signal beams. Sum-frequency mixing of 1.55 μm single-
photon signal with the 1 064 nm intracavity pump took
place during one pass of the input signal in the PPLN
crystal, which generated 631-nm single-photon replica.

Under continuous-wave pump, photorefractive effects
within PPLN may cause instability of the intracavity laser.
In principle, it is possible to operate a PPLN chip at an
elevated temperature to avoid the photorefractive problem.
We experimentally investigated the influence from photo-
refractive effects by comparing the intracavity sum-
frequency mixing in PPLN channels with grating periods
of 11.4 and 11.2 μm. The corresponding quasi phase-
matching temperatures for the maximal conversion effi-
ciency are near 108.2 and 180.5°C, respectively. In the
11.4 μm PPLN channel operated for quasi phase matching
at a low temperature of 108.2°C, the intracavity pump and
frequency-upconverted output fluctuated (the standard
deviation of the output power at 1 064 nm was measured
as 3.73%) mainly due to photorefractive effects. In

Fig. 3 The schematic of our experimental set-up for intracavity
single-photon upconversion. The cavity is composed of five mirrors
M1–M5, which is well designed according to the ABCD matrix and
mechanical permissibility. The pump mirror M1 is a flat mirror with
antireflection coating at 808 nm on both surfaces and high-reflection
coating at 1.06 μm on the inner surface. M2 is a concave mirror with
radius-of-curvature of 500 mm, high-reflection coated at 1.06 μm
and antireflection coated at 808 nm to minimize the unexpected
background noise from the LD emission. M3 and M4 are concave

mirrors with radius-of-curvature of 300 mm and high-reflection
coating at 1.06 μm. M3 is also high-transmission coated at 631 nm
on both sides to output the upconverted signal. The end mirror M5 is
a 98% output coupler at 1.06 μm. A PPLN is placed inside the laser
cavity between the concave mirrors M3 and M4. A fused silicon
plate is inserted between M2 and M3 at the Brewster angle to adjust
the polarization of the intracavity beam. BP Brewster plate, PC fibre
polarization controller, FG filters group
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contrast, the 11.2 μm PPLN channel showed a better
stability at a working temperature near 180.5°C. The stan-
dard deviation of the output laser power was less than 2%,
as shown in Fig. 4. As a result, the 11.2 μm channel was
finally chosen in our experiments to achieve frequency-
upconverted single-photon counting.

For experimental convenience, we firstly optimized the
intracavity frequency upconversion with a weak input
probe of 0.55 mW. We measured the output power of the
upconverted beam at 631 nm as a function of the intracavity
power. As shown in Fig. 5, a maximum output power of
1.0 mW was obtained at the strongest pump power. We
noted that the working temperature of the PPLN bulk
should be set a little lower to compensate for the heating
effect of the strong pump field when the pump field
intensity increased. The highest upconversion efficiency of
the weak probe was about 74.0%, and the working
temperature dropped to 179.2°C. Due to the high stability
of the intracavity laser field at 1,064 nm, the intensity of the
output field was very stable in several hours. As the probe
field was strong enough, no evident background noise was
found at the power meter. The red output also functioned as
the alignment reference of the filter system in the coming
processes.

When the intensity of the input probe was attenuated to
1.1 photons/μs, the single-photon counting of the output
signal was demonstrated by using a Si-SPCM with the
dark count rate less than 200/s. In order to filter the ac-
companying beams, the upconverted output beam was
steered to pass through the filter system that includes a
grating, a Brewster-angle prism, a group of filter plates and
a variable slit. The total transmission of the signal was
about 44%. Then, the signal at 631 nm was collected and
reached the sensitive area of the Si-SPCM whose quantum
efficiency at this wavelength approached 64%. Figure 6
exhibits the single-photon upconversion efficiency and
background noise as functions of the pump power. At the
peak of the pump intensity, the upconversion efficiency
reached 74.3%, whereas the background noise was no

more than 4.20×105/s. The efficiency is mainly limited by
the intensity of the pump field and is slightly reduced by
the mode mismatching of the two input fields. The back-
ground noise mainly composed of the following factors:
the SHG of the pump field, the 1 064 nm laser, the emission
of 808 nm LD and, most importantly, the fluorescence
induced by the strong pump. After passing through the
filter system, the background noise counts were basically
caused by the fluorescence, which was of the same
wavelength as the output signal. The stability of the
counting rate here was almost the same as in the status of
the weak probe input.

The advantages of intracavity single-photon frequency
upconversion over the external cavity pump scheme
include its long-term stability and no requirements of sen-
sitive cavity lock. In order to explore further the potential of
intracavity single-photon upconversion for practical appli-
cations, some useful improvements of our experiments are
worthy of discussions. Firstly, comparing with the bulk
PPLN, the MgO- or ZnO-doped PPLN crystals are more
advanced because of their lower photorefractive effect and
infrared absorption [34]. The promotions of the pump
intensity and the conversion stability can be explored by
using the PP–MgO:LN chip instead of the bulk PPLN.
Secondly, we consider that if the pump beam is of smaller
photon energy than the input probe, the non-linear
processes that produce the fluorescence as the background
noise will be sufficiently suppressed. The pump sources
whose operating wavelength is beyond 1.55 μm can be
performed by some other solid-state lasers or stimulated
Raman lasers [35,36], both of which are able to be
conveniently employed in our system. Furthermore,
because the intracavity field is easily actively modulated
to operate in pulsed mode (Q-switching or mode locking),
our system can be used to upconvert the input probe with
the pulsed pump field of extremely high peak intensity. In
that case, some standard non-linear crystals, such as
BiB3O6, β-BaB2O4 and LiB3O5, can be used for single-
photon frequency upconversion. At last, the competition of
the intracavity longitudinal modes oscillating is considered
to induce the slight instability of the pump field as well as

Fig. 4 The stability of the Nd:YVO4 laser output power with the
insertion of the bulk PPLN. The output laser power is stable over
tens of minutes. In the case of an output laser power around 1.61 W,
the standard deviation is less than 2% as the PPLN is temperature-
controlled at 179.2°C

Fig. 5 The output power at 631 nm is showed as a function of the
LD pump power, when the power of the input probe at 1 550 nm
was 0.55 mW. Inset: the converted signal intensity curve depends on
the working temperature of the PPLN crystal
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the upconversion efficiency. The instability could be further
minimized by suppressing the multilongitudinal-mode
oscillation with a unidirectional ring laser or twisted-
mode-cavity laser [37,38].

4 High-performance single-photon counting at 1.55 μm

In Section 3, we have demonstrated a promising technique
of upconverted single-photon detection. However, for the
current research of optic-fibre QKD, InGaAs/InP APD is
still the commonly used device for high-performance
single-photon counting at 1.55 μm. In order to minimize
the deleterious influence of dark counts, InGaAs/InP APD
typically works in a gated mode with a reverse bias above
the breakdown voltage, consisting of a short-pulse gate and
a DC bias. The avalanche gain of the APD and the single-
photon detection efficiency (η) can be increased by
applying a high reverse bias, which nevertheless causes
an increment of dark-count probability (Pdark). Dark counts
can be reduced by operating APDs with very short gates at
the optimized temperatures. However, short pulses used in
the gated-mode detection produce strong spikes, which
obscure the avalanche signals. In order to improve the ratio
Pdark/η, we devised a robust and simple spike-cancellation
method to get high-quality balanced avalanche signals on
the basis of automatic cancellation of spikes with a
transformer, by which common-mode inputs from an
InGaAs/InP APD and a complementary capacitor are
balanced in the magic-T network. The spike cancellation
supports accurate discrimination of avalanche signals at a
low threshold without affecting the detection efficiency.
The spike-cancellation single-photon detection at the
optimized temperature eventually produces a ratio Pdark/η
≈ 1.7×10−6. By using such high-performance single-
photon detectors, a “plug and play” (P&P) single-photon
routing has been realized in 155-km optical fibres with
the average photon number 〈n〉 = 0.1 per pulse and a
fringe contrast of 87% [41–44].

Figure 7 is the schematic diagram of short-pulse gated
single-photon detectors with balanced outputs by using
transformer-based spike cancellation. The essential part for

spike cancellation is the electronic circuit using a so-called
magic-T network that is actually a self-winded transformer.
An InGaAs/InPAPD is connected in parallel with a normal
diode of a comparable capacitance. The junction capaci-
tance of the diode produces an imitative spike of the APD.
The transients from the APD and diode are directed to the 0
and π inputs of the magic-T network. The first part of the
transformer is used to distil differential signals so that the
two spikes from the diode and APD cancel each other, and
the avalanche is left through. The remaining part of the
transformer is a balance/unbalance converter and serves as
an impedance-matching device. At the output port of the
transformer, the differential output signal is obtained. The
transformer is designed for weak signals up to 500 MHz
bandwidth. As the common mode, spikes from the APD
and diode are balanced at the output. Experimentally, we
set the APD and the diode IN4148 in a liquid nitrogen
thermostat with a temperature controller. Two 75 Ω
resistors are connected symmetrically in series to the
electronic ground. Short-gate pulse of 7 Vpp and 2.2 ns
FWHM are applied to the APD and IN4148 after being
combined with the DC bias voltage by Bias-Tees, which
unavoidably induce spike signals. Owing to cancellation of

Fig. 7 The schematic diagram of the spike-cancellation single-
photon detector, where AMP1 and AMP2 are two high-speed
amplifiers

Fig. 6 The dependence of sin-
gle-photon upconversion effi-
ciency (diamonds) and the
background noise (open
squares) upon the intracavity
pump power
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common-mode inputs in the 180° magic-T network based
on transformer (MTNT), only the differential signals
(avalanche signals) are induced at the asymmetrically
single output.

The avalanche signals are double amplified by AMP1
and are then transmitted to a discriminator AD96685.
Finally, the output signals of AD96685 are transmitted to a
photon counter (Stanford SR400) after differential ampli-
fication by AMP2. We can set the threshold of AD96685
within 30–140 mV to discriminate the avalanche signals
accurately and faithfully, avoiding any disturbances of
spikes. Figure 8 shows the waveforms of spike cancellation
in MTNT. Figure 8(a) represents the spike-cancelled signal
with no avalanches, whereas Fig. 8(b) shows the avalanche
signals after spike cancellation. It is clear that the original
∼80 mV spikes are efficiently suppressed. It is difficult, in
practice, to match exactly the junction capacitances of the
APD and IN4148: the spike signals may differ a little,
resulting in a small residue of common-mode signals.
However, these differences can be compensated by ad-
justing their Bias-Tees. As a consequence, spike noises can
be almost completely cancelled, whereas the avalanche
signals are not affected.

In the demonstration, we used commercial InGaAs/InP
APDs from JDS Uniphase (JDSU EXT 40-X00408052) to
construct our single-photon detectors. Several researchers
have already tested the commercial APDs, and high
performance of single-photon detection at 1.55 μm has
been achieved [39–41,45,46]. We at first connected single-
mode fibre pigtails for the JDSU EXT 40-X00408052
APDs, and then placed the APD with IN4148 and two
resistors in the thermostat carefully to avoid bending the
fibre. Moreover, the temperature was controlled from 138.0
to 268.0 K with ±0.1 K precision. First, we measured the
temperature dependence of Pdark/η. At each temperature
point, we adjusted the DC bias to set η around 20% and
accumulated 108 counts to minimize the fluctuation of
Pdark. Figure 3 depicts the curve of Pdark/η as the operation
temperature varying from 143.0 to 263.0 K. Pdark/η shows
a tendency to decrease with the operation temperature. It
reaches the lowest value of Pdark/η = 1.4×10−6/pulse at

183 K and does not decrease further even when the
temperature goes down below 183.0 K. According to [47],
we believe that the breakdown voltage of the APD operated
below 183.0 K is close to the reach-through voltage, and
that the carrier pileup cannot be neglected. To affirm the
accuracy and repeatability of the measurement, we have
tested the value at 183.0 K for ten times of the
measurements during a period of 3 months.

The inset of Fig. 9 shows the measurement results; half
of the measurements give the results of Pdark/η < 1.5×10−6,
and the average value is Pdark/η = 1.7×10−6. We measured
the relation between Pdark and η at the operation temper-
ature of 183.0, 205.5, 228.0 and 248.0 K by changing the
DC bias voltage. As shown in Fig. 10, when the APDs
work in the Geiger mode, Pdark and η increase with DC
voltage within a certain range. It is convenient to change
the Pdark and η by adjusting the DC bias. It is well known
that an APD operated in the gated-mode possesses a
decreasing ratio Pdark/η as the gate width decreases. In the
experiments, we measured Pdark/η with a fixed gate width
of 2.2 ns. It was proved that the spike cancellation was

Fig. 8 The waveforms of spike
cancellation. (a) Spike cancella-
tion without avalanche signals
in the APD; (b) spike cancella-
tion with avalanche in the APD.
Dotted, dashed and solid lines
denote signals from the APD,
IN4148 and output of MTNT,
respectively

Fig. 9 The ratio Pdark/η with the operation temperature varying
from 148.0 to 268 K, and the inset is the repetition measurement at
183 K
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helpful to discriminate avalanche signals at a reasonable
low threshold in the short-gate mode.

At the repetition frequency of 10 kHz, the dark counts
are mainly caused by thermal effects, which can be reduced
by operating the APD at the optimized temperature
(183.0 K) in the gated mode with a very short gate.
After-pulses of signals are the key obstacle against high
repetition frequency operation of InGaAs/InP APDs. We
applied two successive gate pulses on the spike-cancella-
tion single-photon detector to measure the after-pulse
probabilities (Pafter) at temperatures 248.0 and 183.0 K
under the detecting efficiency η = 10% and η = 20%. As
shown in Fig. 11, the after-pulse effects are more serious at
lower temperatures. At 248.0 K, Pafter is less than 0.2%
5 μs after the avalanche, and Pafter under η = 10% is much
larger than that under η = 20% because a higher DC bias is
helpful to sweep the after-pulses [45]. At 183.0 K, Pafter

remains as high as 0.4% even 18 μs after the avalanche,
and it becomes less sensitive to the DC bias. For instance,
there is no visible difference between Pafter under η = 10%
and η = 20%.

By using the spike-cancellation single-photon detector of
Pdark ≈ 1.7×10−6, a 155 km single-photon routing was

achieved with a “P&P” system as shown in Fig. 12. It
makes full use of the round-way structure, which passively
compensates the phase shift and polarization fluctuation.
Therefore, it can maintain a high interference fringe
contrast for a long period. But the Rayleigh back-scattering
is remarkable in the 155 km fibre. The main obstacle is to
operate the system at a high repetition frequency. In the
experiment, a 600 Hz repetition rate was chosen to avoid
influence from Rayleigh back-scattering. We note that
higher rate can be possibly obtained by using pulse trains.
The delay generator DG535 provided four clock signals to
trigger the DFB LD, the single-photon detector, the phase
modulator of Bob (PMB) and the phase modulator of Alice
(PMA), respectively. The laser of 0.8 nW with 400 ps
FWHM was attenuated by −35.0 dB. The losses of the
optical set-ups in Bob’s and Alice’s sites were 5.0 and
10.0 dB, respectively. After the 155-km fibre (−30.5 dB at
1,550 nm), the average photon number 〈n〉was 0.1 per pulse
before leaving Alice. 〈n〉 was only 3.0×10−5 when the
photon pulse returned to Bob. Taking the detection
efficiency η = 23% of the single-photon detector into
account, we estimated that the count at Bob’s site was about
7.0×10−6 per pulse. As shown in Fig. 12, each of the data
was accumulated by 5.0×106 counts. The average results of
turn-on (the sum phase shift of PMA and PMB was π) and
turn-off (the sum phase shift of PMA and PMB was 0) were
6.0×10−6 and 4.0×10−7 per pulse, respectively. The contrast
fringe was 87%. Also, most counts of turn-off were caused
by dark counts of the single-photon detector.

In this section, we have introduced the unique spike-
cancellation technique using the gated-mode operation of
InGaAs/InP APDs with very short pulses. The spike-
cancellation avalanche signals support accurate discrimi-
nation at a low threshold without affecting the detection
efficiency. A detailed investigation was carried out to
determine the optimized temperature to reduce thermal and
after-pulse dark counts for JDSU EXT 40-X00408052. At
183.0 K, we obtained Pdark/η = 1.7×10−6 per pulse, which
is, as far as we know, one of the best ratios for single-
photon detection at 1.55 μm to date. With such a spike-
cancellation single-photon detector, a “P&P” single-photon
routing was realized in the 155-km optical fibre, with a
fringe contrast of 87% at an average photon number 〈n〉 =
0.1 per pulse.

5 Time-division phase encoding of single photons
in a Sagnac interferometer

The core of a QKD system is a single-photon interferom-
eter. In a practical long-distance QKD system, the single-
photon interferometer should be stable. However, single
photons as the information carriers are encoded by either
phase or polarization in standard single-mode optic fibres,
which encounter not only phase fluctuations varying with
the fibre-length drifts sensible to environmental tempera-
ture but also non-deterministic changes of polarization
states randomly varying with the polarization mode
dispersion (PMD) due to uncontrollable changes of local

Fig. 10 The dark-count probability Pdark vs the detection efficiency
η, where square, circle, triangle and diamond denote the values at
248.0, 228.0, 205.5 and 183.0 K, respectively

Fig. 11 The after-pulse probability Pafter of the single-photon
detector
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stress on optic fibres and unavoidable elliptic cross-
sections of fibres. Up to now, various techniques to obtain
stable single-photon interference in long-distance optical
fibres have been introduced and developed [48,49,52],
among which the Faraday-mirror (FM) scheme is so far the
best choice for autocompensation of the PMD and optical
phase drifts [53,54].

Here, we introduce the stable single-photon interference
in a Sagnac interferometer. The Sagnac interferometer [55]
is based on an annular symmetric set-up as schematically
shown in Fig. 13. The clockwise and counterclockwise
pulses travel exactly the same Sagnac loop with exactly the
same duration independent of any low-frequency fluc-
tuation of the optic-path drifts. In order to control the
single-photon interference at the output ports, we use time-
division phase modulation (TDPM) to introduce different
phase shifts (ΔΦ) between the clockwise and counter-
clockwise pulses. Consider a pulse a0 with a duration of τ
injected from the input port0 to the port3 of the coupler at
t0 = 0. After the coupler, it randomly chooses to travel

through the clockwise or counterclockwise path with equal
probabilities. To establish a TDPM, we place PM within
the fibre loop in such a location that a1 pulse reaches PM at
time t1 and a2 at t2. The lengths of the Sagnac loop and
delay fibre are set to satisfy t1 ≠ t2, t1 + t2 = T. Then we
apply an electric modulation voltage Vm with a durationΔt
to the PM at the time slot t1 or t2, where |t1−t2|>Δt>τ. By
changing the modulation voltage Vm, we correspondingly
scan the phase difference ΔΦ ¼ Vm=Vπð Þ � π between
clockwise and counterclockwise paths, which determines
the probability for the single-photon pulses to exit at port3
and port4 as [1 ± cos(ΔΦ)]/2, where Vπ is the half-wave
modulation voltage.

In a Sagnac interferometer, the clockwise and counter-
clockwise pulses pass through a certain point of the Sagnac
loop at times differing at most the duration T that a photon
travels around the whole loop. The fluctuation of fibre
length within a time period less than T is negligible. So the
annular configuration of the Sagnac interferometer can en-
able efficient automatic compensation of the slowly varied

Fig. 12 The schematic diagram
and experimental results of 155-
km single-photon routing. VOA
variable optical attenuator,
PC1–PC4 polarization control-
lers, Cir a three-port circulator,
PBS polarization beam splitter,
FM Faraday mirror, Det spike-
cancellation gated-mode single-
photon detector

Fig. 13 Schematic of single-photon Sagnac interferometer, consist-
ing of a 50%:50% coupler, an integrated phase modulator (PM), a
long fibre, a delay fibre and two polarization controllers. After
passing through a circulator and a fibre-optic coupler, the quasi
single-photon pulse, denoted as a0, enters the Sagnac loop where it

travels along the counterclockwise or clockwise path, denoted as a1
and a2, respectively, and later returns to the coupler through the
annular Sagnac loop. Finally, the single photon interfered with itself
at the coupler, which is consequently detected by avalanche
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phase drifts. On the other hand, although PMD makes
observable change of their polarizations during travelling
through the Sagnac loop, the clockwise and counter-
clockwise pulses encounter approximately the same PMD
and, as a consequence, have the same changed polarizations
at the exit port, since they pass through the Sagnac loop
sequentially within a time duration T that PMDs differ
trivially. Automatic removal of the detrimental effects from
the PMD on the single-photon interference is therefore
achieved. The unique annular geometric configuration of
the Sagnac loops can therefore support very high stabilities
for long-distance single-photon Sagnac interferometers.

Experimentally, TDPM was carefully controlled by
selecting an appropriate driving pulse to exert on the PM.
Our experiments employed laser pulses from a 1,550-nm
LD with about 2-ns duration. Appropriate attenuation was
used to get weak coherent pulses at the quasi single-photon
level [56]. The single-photon detectors D1 and D2 were
made from InGaAs/InP APDs (EG&G 30644EJT-07)
operated in the Geiger mode [57,58] at a temperature of
210 K by Peltier cooling. The single-photon interference
fringe visibility is determined by the signal-to-noise ratio
(S/N). The noises were mainly from the dark counts of the
single-photon detectors. To reduce the dark counts of the
single-photon detectors to obtain high interference fringe
visibilities, we developed a pulse-bias gated quenching
circuit to drive APD. A DC voltage, which was set 3 V
lower than avalanche breakdown, was applied to the
cathode of the APD. At times when single-photon pulses
arrived, 200 ns-wide squared pulses of 5 V were triggered
to couple to the DC driving voltage to switch on the
avalanche detection. The avalanche signals were then
coincidentally counted in a gated mode of the photocounter
SR400.

We first scanned the single-photon interference curves of
a 5 km-long Sagnac interferometer, as presented in Fig. 14.

To test the long-term stability, we kept scanning the single-
photon interference curves in a 5-km-long Sagnac interfer-
ometer for 2.5 h after a proper initial alignment without any
readjustment of fibre-optic set-ups. Figure 15 clearly
indicates that the interferences have remained stable for at
least 2.5 h with a mean fringe visibility of 95.8%.

Secondly, we increased the length of the single-photon
Sagnac interferometer to 27 km. Note that our Sagnac
interferometer can work at arbitrary rates that, in principle,
are only limited by the modulation frequency and APD
dead time [57]. While in the measurements, we intention-
ally set that a second photon pulse should not be fired
before the first photon reached the detectors merely in order
to simplify the control system. For this purpose, the
repetition rate of the laser pulse was decreased with
increasing length of the Sagnac loop. In the 5 km-long
Sagnac interferometer, the repetition rate was fixed at
10 kHz, and a lower rate of 5 kHz was used for the 27 km
Sagnac loop. As shown in Fig. 16(a), the fringe visibilities
of 93.8% and 95% were obtained for port3 and port4,
respectively. To explore the autocompensation effects and
crossover interference between sequential pulses on single-
photon interferences at long-distance Sagnac interferom-
eters, we further increased the interferometer length to
52 km and the pulse repetition rate to 15 kHz by using pulse
trains at a repetition rate of 3 kHz with five pulses in each
pulse train. The five pulses experienced the same phase
setting to enhance the count number. Stable single-photon
interference was observed in a 52-km Sagnac interferom-
eter without crossover interference between sequential
pulses. As shown in Fig. 16(b), we obtained the fringe
visibilities of 90% and 85% for port3 and port4,
respectively.

In this section, we have demonstrated that long-distance
Sagnac single-photon interferometers exhibited excellent
long-term stabilities with very high interference fringe

Fig. 14 Single-photon interfer-
ence with a 5 km fibre loop at
〈n〉 = 0.1 and 0.2 with various
coincident gates. The interfer-
ence fringe visibilities are higher
than 96% at 〈n〉 = 0.1 by using a
coincident gate of 5 ns (a) and
10 ns (b), respectively. For
comparison, (c)–(e) give the
interference curves at 〈n〉 = 0.2
with coincidence gates of 5, 10
and 20 ns, respectively, which
show that the maximum count
increases more rapidly by in-
creasing coincident gate from 5
to 10 ns than that from 10 to
20 ns, whereas the dark counts
increase obviously when the
gate is set to 20 ns. The
optimized gate for coincident
counting in our experimental
condition is about 10 ns
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visibilities, which showed the promising prospect for
applications in practical QKD and quantum devices for
single-photon routing.

6 Differential phase shift in a Faraday-mirror-based
Michelson interferometer

After the creative works of Bennett and Brassard [59] and
Bennett [69], scientists have done many encouraging
experiments for QKD. Due to its promising prospect in
cryptocommunication, people are mostly attracted by the
works done in optical fibre [49–53,59–69,72–75], which
were roughly classified into two categories as “one-way”
and “P&P” schemes. The first category is represented by
Bennett’s [69] proposal of a double Mach–Zehnder (MZ)
system. The main difficulty associated with this QKD
scheme lies in two aspects. First, the PMD in optic fibres
introduced by imbalanced arms causes variable degradation
of photon interferences. Second, the arm differences of
Alice’s and Bob’s interferometers must be kept stable
within a fraction of the photon wavelength to maintain
correct phase relations. To avoid inconvenience of active
control of phase drifts and PMD, Muller et al. [52] invented

a round-way “P&P” QKD system based on polarization-
orthogonal reflection from FMs, which enables high-
quality interference without any initial calibration step or
active compensation in the optical circuits. With the P&P
scheme, Stucki et al. [53] successfully implemented the 67-
km outdoor QKD experiment. But this scheme still bears
some deficiencies. For example, the requirement that the
signal must travel both directions along the transmission
line not only leads to nontrivial technical difficulties such as
Rayleigh backward-scattering of the strong forward pulses,
but also may even leave a backdoor for Eve tomake “Trojan
horse” attack. On the other hand, a round-way scheme is not
preferred if one considers to use ideal single photons as
information carriers. From the practical points of view, a
QKD system based on either one-way or round-way
scheme faces a troublesome problem of impractically low
rate of key distribution, which is mainly limited by the
immaturity of up-to-date techniques for single-photon
generation and detection. To enhance the secret key
creation rate, a differential phase shift (DPS) scheme is
proposed by splitting a single-photon pulse into three
sequential time slots, followed by DPS encoding with half-
wave phase modulations randomly applied to the adjacent
components of the photon. At the detection stage, the key
creation efficiency reaches as high as two thirds [49].

We demonstrate that the virtue points of PMD
autocompensation from the FM-based design and high
key-creation efficiency from DPS encoding can be
combined on a one-way optical-fibre structure that skilfully
uses FM-armed Michelson interferometers (FM-MI),
where the FM-MIs consist of unequal arms tailed with
FM reflections. At Alice’s station, the FM-MI allows an
automatic alignment of the polarization states of the
sequential DPS pulses to pass through the long-distance
quantum channel with the same polarization states, reach-
ing Bob’s station with the same unknown polarization
states. At Bob’s station, any possible polarization differ-
ence between the interfering pulses due to PMD in the
unequal arms is also autocompensated by the FM-MI. This
design eventually results in a stable key distribution
immune to the PMD in the quantum channel, typically a
long-distance optical fibre. Such a DPS QKD scheme

Fig. 16 Single-photon interference with (a) 27 km fibre loop at 〈n〉 =
0.6 and (b) 52 km fibre loop at 〈n〉 = 1.0

Fig. 15 Long-term stability of
the single-photon interference
with a 5 km fibre loop at 〈n〉 =
0.2. Fifty-nine interference
curves were superposed in the
subset. Slight alignments of the
polarization controllers inside
the Sagnac loop would improve
the stability of the single-photon
interference, since polarization
controlling could maximize the
polarization-dependent phase
modulation of the integrated PM
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features perfect stability, high key creation efficiency,
immunity to “Trojan horse” attack and capability to be used
for ideal single photons.

High efficiency is a strong point of the DPS scheme. In
conventional QKD systems, the most popular protocols
employed are phase-encoding BB84 [59] and B92 [69]. It
has been proved that the efficiency in a DPS scheme is
much higher than that in conventional system and can be
readily expanded by increasing the time slots [49,50]. To
show this, two kinds of expandable systems are presented
in Figs. 17 and 18. Figure 17(a) presents a scheme to split a
photon into four time instances. In order to get more time

slots, two FM-MIs are connected in series in Alice’s site.
Two couplers and four FMs are needed to form the two
cascaded FM-MIs. The first FM-MI divides the photon
from a single photon source into two pulses with a time
delay 2T, and then the two pulses are respectively divided
into two pulses with a time delay T by the second FM-MI,
resulting in four sequential pulses (a, b, c and d) with the
same time interval T. The four pulses are randomly
modulated with a phase 0 or π. In Bob’s site, there are
five time instances as shown in Fig. 17(a). As pulses a and
d contribute 50% while pulses b and c contribute 100% to
the key distribution, the key creation efficiency of this

Fig. 17 Set-up of the autocom-
pensating DPS QKD system
with FM-MIs in series for a key
creation efficiency of 3/4 (a) and
7/8 (b)

Fig. 18 Set-up of the autocom-
pensating DPS QKD system
with FM-MIs in parallel for a
key creation efficiency of 3/4 (a)
and 7/8 (b)
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system is three fourths. Higher efficiency can be achieved
by increasing the number of the FM-MIs connected in
series as shown in Fig. 17(b). If n FM-MIs are used in
Alice’s site, the key creation efficiency reaches up to (2n −
1)/2n. As shown in Fig. 18, FM-MIs in parallel can also be
used to increase the efficiency up to n/(n + 1), where n is
the number of couplers used in Alice’s site.

The security of DPS QKD has already been partly
demonstrated in [49,51]. The proposed system is also
immune from Trojan horse attack, although FM reflection
is used. In a standard two-way quantum cryptography
system, Eve may eavesdrop the secret key information by
using an exploring light pulse to experience the same phase
modulations in Alice’s site as the single-photon pulse. In
the proposed system, Alice can simply put an isolator to
ensure unidirectional propagation of the single-photon
pulses fromAlice to Bob, obviating divulgence of the secret
phase modulations to any possible exploring light pulses.

The present scheme is immune to PMD influence in the
quantum channel. In a traditional system with a MZ inter-
ferometer, PMD in the imbalanced arms debases the
stability of the interference visibility. Since FMs are used
in our system for polarization-orthogonal reflection at the
unbalanced arms of the FM-MIs [70], PMDs for the pulses
on their ways to FMs are automatically compensated on
their return ways. While the pulses are travelling through
the quantum channel, the sequential pulses, which enter the
quantum channel in Alice’s site with the same polarization
states, reach Bob’s site with the same polarization states,

although PMD in the quantum channel makes random
polarization changes. FMs are also used in Bob’s site to
guarantee that the interfering pulses have the same
polarization state. As a consequence, the single-photon
interference becomes independent upon the PMD of the
quantum channel.

To further illustrate the immunity of polarization
changes in the quantum channel for the present scheme,
we briefly discuss in what follows the transformation of
polarization in the system by using Jones matrix [70].
Suppose An represents the Jones matrix of fibre in the nth
fibre paths of the FM-MI in Alice’s site, Q the Jones matrix
of the long-distance fibre (quantum channel) and B0 and BT

the Jones matrices of fibre in the respective paths of the
FM-MI in Bob’s site. The total transformation matrices can
be described by P / Bþ

0 MB0e
iβ0 þ Bþ

T MBTe
iβ1

� � � Qeiφ �
P

n
Aþ
n MAne

iαnþiϕn

� �
, where M represents the Jones matrix

of an FM, αn and βn are the round-trip phases through the
nth fibre path of Alice’s and Bob’s FM-MIs, φn is the
modulated phases for the nth pulse through the PM and ϕ is
the phase through the transmission fibre. Single-photon
interference takes place at the time slot nT with the cor-
responding output Jones vector of the electric field given
by Eout / fBþ

0 MB0 � Q � Aþ
nþ1MAnþ1e

i αnþ1þiϕnþ1þφþβ0ð Þ þ
Bþ
T MBT � Q � Aþ

n MAne
i αnþϕnþβ1þφð ÞgEin , where Ein repre-

sents the Jones vector of the input field. The output power at
the time slot nT is given by

Pout / 2Pin þ Eþ
in〔Aþ

nþ1MAnþ1 � Qþ � Bþ
0 MB0 � Bþ

T MBT � Q � Aþ
n MAne

�i ��þ��þ�’ð Þ

þ Aþ
n MAn � Qþ � Bþ

T MBT � Bþ
0 MB0 � Q � Aþ

nþ1MAnþ1e
i ��þ��þ�’ð Þ〕Ein

where Δα = α1 − α2, Δβ = β2 − β1 and Δφ = φ1 − φ2.
Note that An, Bn and Q are time-dependent due to the
randomness of the PMD; the interferential terms depend
not only on the polarization changes in Alice’s and Bob’s
sites but also on the PMD in the transmission fibre. If
polarization-dependent loss is negligible, all the Jones
matrices are unitary, and the unique features of the Jones
matrix of the FM ensure Aþ

nþ1MAnþ1 � Qþ � Bþ
0 MB0 � Bþ

T M
BT � Q � Aþ

n MAn ¼ I and Aþ
n MAn � Qþ � Bþ

T MBT � Bþ
0 MB0 �

Q � Aþ
nþ1MAnþ1 ¼ I . The output power can then be sim-

plified as Pout ∝ Pin[1 + cos(Δα + Δβ + Δϕ)], which
means a complete immunity of interferential output power
from the PMD influence in the quantum channel. Never-
theless, Pout is still dependent on the phase drifts Δα and
Δβ, which are not invariable due to arm-length changes of
Alice’s and Bob’s FM-MIs. Typically, the phase drifts are
slow and can be compensated by using a feedback control.
For such a purpose, a servo system can be used with an
injected pulse to offer the feedback signal. The injected

pulses propagate along the same route as the single-photon
pulse, but it is behind the single-photon pulse with a time
delay T0 > 2T; in Alice’s site, we can add phase
modulation to the single-photon pulses while keeping
the injected light to be non-modulated by PMA, which
ensures that the injected light would not bring any
insecurity to the scheme. The servo system records the
interferential signal of the injected light pulse to detect the
slow phase drifts Δα and Δβ, and then gives a feedback
to adjust the DPS phase modulations in Alice’s phase
modulator to ensure that Δα + Δβ + Δφ is 0 or π. In this
way, the stability of the scheme is guaranteed.

In this section, we have introduced an autocompensating
DPS QKD scheme with the help of FM-based MIs. The
environment-induced polarization drift was automatically
compensated by the to-and-fro mechanism in the local sites,
whereas the phase drift was stabilized using a mature
technique of servo system. Expanded versions with higher
key creation efficiencies were also presented.
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7 Long-distance quantum key distribution

As we have mentioned previously, the technique of single-
photon operation has supplied us with a good weapon for
quantum information research. In this section, we describe
its most direct application in QKD, which has been proved
to be the only absolutely safe cryptography method whose
security is guaranteed by the uncertainty principle of quan-
tum mechanics [59,60].

In a practical QKD system, polarization coding and
phase coding are often used [1]. The polarization coding
scheme is mainly for free-space QKD experiments, whereas
in fibre-optic systems, phase coding is preferred [63–66].
Nowadays, with the development of the Internet, scientific
community has shown increasing interest in developing
optic-fibre-based QKD. However, problems of PMD and
phase drifts in optic fibre are a barrier in the practice of
long-distance QKD. More recently, scientists in Geneva
University invented a skilful scheme of “P&P” system that
allows automatic and passive compensation of all polar-
ization fluctuations [52]. In 2002, the Geneva University
group reported a 67 km optic-fibre QKD experiment [53].
In 2003, we have successfully realized a transmission of
“one-time-pad” keys [1] with a 50 km optic-fibre quantum
cryptosystem using the technique of pulse-bias and coin-
cident gate single-photon detection in the “P&P” set-up.
Moreover, in order to reduce the noises of Rayleigh back-
scattering in fibre, a variable attenuator, which controlled
the photon number, was connected in series with the LD
instead of being at Alice’s site. In our experiment, the B92
protocol [69] based on two non-orthogonal phases was
used. Bob supplied Alice with a single-photon as a quantum
bit carrier. Alice sent the single photon back to Bob in one

of the two non-orthogonal phase states, and Bob measured
it randomly in two non-orthogonal bases. A secret key was
created between Alice and Bob when Bob’s base matched
Alice’s state, whereas those mismatching measurements
were discarded. The security of the system is guaranteed by
quantum mechanics, which never allows an eavesdropper
to perfectly identify a state in the non-orthogonal bases by a
single measurement.

The schematic of our experiment is shown in Fig. 19.
Photon pulses were produced by Bob’s LD, and then they
travelled through the unbalanced MZ interferometer, which
split each pulse into “fast” and “slow” pulses (in terms of
quantum mechanics, there were two paths for the photon to
select), called PL and PS. After passing the polarization
beam splitter (PBS), PL and PS were then in linear polar-
ization state orthogonal to each other. As they reached the
phase modulator PM2, Alice applied phase modulation to

Fig. 19 Schematic of our “plug
and play” quantum key distri-
bution. The variable attenuator
VAwas placed in series with the
LD to reduce noises from the
back-scattering, and the APDs
were under pulse-bias mode so
that the dark counts were low-
ered. RG random generator,
PCL1–PCL4 polarization con-
troller, C 1:1 coupler. The in-
sertion loss of the components:
phase modulators PM1 and
PM2: about −4 dB, PBS: −3 dB,
Faraday mirror: −0.5 dB. The
arm-length difference of the MZ
was 36 m

Fig. 20 Schematic of pulse bias and coincident gate single-photon
detection circuit
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PL, while left PS to be unchanged, and the information was
encoded. Then the two pulses were reflected back to Bob by
the FM [70]. At this stage, each photon pulse was
attenuated to contain only one photon or less so that no
eavesdroppers could tap the quantum channel without
being noticed. Thanks to the FM, when PL and PS returned
to Bob, they exchanged their polarization states as well as
their paths in theMZ. Therefore, Bobwas now able to apply
a phase modulation to PS using PM1. At last, the two pulses
met at the coupler to interfere with each other according to
the phase shifts of PM1 and PM2. Moreover, the result of
interference was then recorded by APD1 and APD2, which
was later used to obtain the secret keys by using B92
protocol.

This system used the so-called B92 protocol for QKD.
The detailed working condition was also described in [2]. In
this system, two InGaAs APDs (EG&G 30644EJT-07)
were used as single-photon detectors, which were Peltier
cooled to −60.0 ± 0.1°C. To lower the noises from dark
count and back-scattering effects, we extended the tradi-
tional gate-mode quenching [71] and designed a novel APD
quenching circuit by combining the pulsed bias with the
coincidence counting techniques. Figure 20 depicts the
schematic of our pulse bias and coincident gate single-
photon detection circuit. This scheme effectively lowered
the after-pulse probability and skilfully avoided the elab-
orate electronic work to separate avalanche signals from
transient pulses, which thus led to an easy and cost-effective

construction of single-photon-detecting module. Practi-
cally, the amplitude of the pulse bias and the width of the
coincident gate must be carefully adjusted to get an optimal
working state. In our experiment, the avalanche voltage of
APD1 and APD2 was 44.5 and 43.3 V, respectively. The
amplitude of the pulse bias was 10 Vpp, and the coincident
gate width was 25 ns. According to our experiments done in
2003, the quantum efficiencies of our single-photon-
detecting modules were 9 and 7% with dark count noises
of 5×10−4 per pulse [2]. The single-photon detectors have
been significantly improved with higher performance as
discussed in previous sections.

The working sequence of the system was under the
control of an electronic timer at Bob’s site. The timer was
constructed with an 8051 MPU and several resistor–
capacitor delay lines, which supplied timing signals with a
precision of nanosecond order. A coaxial cable was used to
supply Alice with the reference timing signal. In a future
experiment of outdoor system, a radio signal channel could
be considered to replace the coaxial cable.

In a typical “P&P” set-up, Bob uses strong laser pulses,
which may cause large dark-count rate due to the Rayleigh
back-scattering effect. The problem was solved here by two
steps. Firstly, we used the pulse-bias circuit for our single-
photon detectors so that the APDs were only awaken to
work in an active state of Geiger mode [57] for a very short
period when the photon was expected. The back-scattered
photons were totally omitted because they reached the

Fig. 21 A sample picture
transmitted by our QC system.
The picture used was a 256-
color bit map: (a) Bob’s original
picture, (b) secret picture Alice
received and (c) information
after decryption

Fig. 22 Improved system of our
“plug and play” quantum key
distribution. Photon number
〈n〉 = 0.07, QBER: 4%, fibre
length: 50 km. Cir circulator,
C 1:1 coupler, PM1 and PM2
phase modulators
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detectors much earlier than the signal photon. Secondly, a
variable attenuator was placed just after the LD to reduce
much of the input energy, and the effect of back-scattering
itself was greatly degraded.

We made a demonstration of cryptographic communica-
tion with the sifted “one-time-pad” keys as follows. Let the
10 km QKD system continuously work for 2 h to exchange
a bunch of secret keys, which were saved into the local
disks by Alice and Bob, respectively. As long as the keys
were ready, Alice encoded a picture with her own keys,
such as the one shown in Fig. 21(a), and transmitted it to
Bob through the local area network (LAN) using the
transmission control protocol (TCP). Figure 21(b) was the
received picture at Bob’s computer, which was totally
unrecognizable. Then, Bob decoded the picture with his
private keys to yield the picture of Fig. 21(c). Here, keys
were directly used without error correction.

The performance of this system was then greatly
improved in 2004. The improved version of our QKD is
schematically shown in Fig. 22. Based on the spike-
cancelled single-photon detection, high-speed interface
(USB 2.0) for data acquisition and communication control
and accurate synchronization circuit, we have achieved
much better results. At the quasi single-photon pulse of
mean photon number 〈n〉 = 0.07, we achieved stable QKD
with a QBER of less than 4%. In such a QKD system, we
employed home-made single-photon detectors with the
spike-balance techniques as described in the previous
section. By using single-photon detectors with ratio of dark
noise-to-quantum efficiency of Pdark/η = 1.7×10−6, we may
even obtain a QKD in optic fibre over 150 km. Polarization-
independent phase encoding and decoding were also used.
To increase the key creation rate, a high-speed interface has
been explored to record the quantum bit and control the
communication system. With those improvements, the
cryptographic communication based on the sifted “one-
time-pad” keys was successfully demonstrated through a
public LAN by using the TCP.

The “P&P” systems belong to the so-called “two-way”
category, in which the information carrier, single photons,
travels from Bob to Alice and then back to Bob. Such a
scheme shows very good stability because the round trip
makes perfect complimentary of phase shifts and PMDs.

But a troublesome problem is that it is often questioned for
its vulnerable performance under the Trojan horse attack
[76]. While people are trying every means to make up for
this security problem, one can turn to one-way systems for
an ultimate solution [3].

A one-way system is immune to the Trojan horse attack
at the cost that it looses the ability of automatic comple-
mentary of PMD and phase shift. In a phase-coding system,
the PMD and phase shift are mainly affected by the
interferometers in Bob and Alice, and the long-distance
fibre only contributes to the slow variation. Therefore, the
main effort should be made to stabilize the single-photon
interferometers. Our solution is presented in Fig. 23 by
using polarization-maintaining fibre in Bob’s site so that the
polarization changes in the quantum channel have negli-
gible influence on the single-photon interference and QKD
as well. The system is based on two serially connected MZ
interferometers with imbalanced arms [69]. We describe
how this system fights against the PMD and phase shift one
by one. Let us look at the MZ interferometer in Bob’s site.
The interferometer is composed of a PBS, a piezoelectric
transducer, a phase modulator, polarization maintaining
fibres and a 50/50 polarization-maintaining coupler. When
a 45° to horizontal polarized photon enters Bob’s interfer-
ometer through Bob’s PBS, the interferometer maintains
the polarization state and results in a stable interference free
of PMD influence. On the other hand, in Alice’s MZ,
single-mode fibres are used. At the output port, a manual
polarization controller and a PBS are used to ensure fixed
polarization state. Because the PMD in long fibre changes
slowly, feedback control can be enabled with an electric
polarization controller and a detector D3. Also, in Bob’s
site, another feedback control loop is composed of a
piezoelectric transducer and the APDs. There is a phase
alignment period between every two key-creation periods.
When the hardware of Alice and Bob are carefully
packaged in isolated boxes, those feedback controllers
will take effective actions against phase shift and PMD and
make a stable and secure one-way QKD system. As the
single-photon pulses after Alice’s site transmit the long-
distance fibre (quantum channel) with a fixed polarization
state, PMD in the quantum channel does not affect the
single-photon interference visibility.

Fig. 23 Schematic of polarization maintaining fibre-based one-way
QKD system. EVOA electronic variable optical attenuator, MPC
manual polarization controller, EPC electric polarization controller,
PMA and PMB phase modulators, PBS polarization beam splitter,

PC personal computer, piezo piezoelectric transducer, CLK
synchronization signal, WDM 1,310/1,550 nm wavelength division
multiplexer
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8 Summary and complements

Our work is concentrated on the single-photon operation for
QKD. We generated ideal single photons for Alice
(transmitter) and built a single-photon detector for Bob
(receiver); to activate a QKD system, we presented new
techniques of single-photon control and routing. As for the
goal of application, we have built a 50 km “P&P” QKD.

Up to now, most QKD experiments for optical fibre were
done with phase-coding protocols. However, the original
idea of BB84 was demonstrated with the picture of polar-
ization. In fact, polarization coding has many advantages.
The modulation units can be easily implemented with
simple components and simple operation principle. Both
Alice and Bob can use very few passive components so that
there can be much less attenuation in quantum channel than
that in phase-coding schemes. Also, we only need to
stabilize one variable, i.e. PMD, unlike that in phase coding
where we must take care of both PMD and phase shift. The
only problem is to track the randomly altering state of
polarization on the Poincare sphere.1 Experimental study of
polarization coding QKD in optical fibre is now in progress.
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