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Abstract    
This paper proposes a robust design for a free-space optical (FSO) system assisted by an unmanned aerial vehicle (UAV)
equipped with an intelligent reflecting surface (IRS), operating under probabilistic malicious jamming. The UAV-carried
IRS establishes an auxiliary link when the direct path is blocked. The system experiences composite fading (saturated tur-
bulence, pointing errors, and angle-of-arrival fluctuations), and the jammer's intermittent activity is modeled by a Bernoul-
li process. We derive a closed-form expression for the average outage probability (OP) under this unified channel-and-jam-
ming model. To address the critical performance-cost trade-off, a bi-objective optimization problem is formulated to joint-
ly minimize the OP and the hardware deployment cost. An alternating optimization (AO) algorithm is proposed to solve
the resulting mixed-integer nonlinear programming problem by decoupling it into discrete (number of IRS elements) and
continuous (power, angles, apertures) subproblems, which are efficiently handled via integer search and particle swarm op-
timization,  respectively.  Simulation  results  demonstrate  that  the  proposed  AO algorithm converges  within  15  iterations,
substantially faster than genetic algorithm and random search, and achieves a near-optimal trade-off, reducing outage prob-
ability by an order of magnitude compared to non-optimized benchmarks while keeping hardware cost within budget.

Keywords   Intelligent  reflecting surface · Free-space optical  communication · Malicious jamming · Outage probability ·
Alternating optimization

 1   Introduction

The  integration  of  unmanned  aerial  vehicles  (UAVs)  and
free-space optical (FSO) communications has emerged as a
promising  paradigm  for  enabling  high-capacity  and  flexi-
ble  wireless  networks  [1].  However,  FSO links  are  highly
susceptible  to  atmospheric  turbulence  (AT),  pointing  er-

rors (PE),  and blockages due to their  strict  dependence on
line-of-sight (LoS) conditions [2]. Intelligent reflecting sur-
faces  (IRSs)  have  garnered  significant  attention  in  recent
years  as  a  cost-effective  solution  for  reconfiguring  propa-
gation  environments  [3].  When  mounted  on  UAVs,  IRSs
can establish virtual LoS links, thereby enhancing the cov-
erage  and  robustness  of  FSO communications  [4].  Never-
theless, UAV mobility introduces uncertainties in IRS posi-
tioning  and  orientation,  leading  to  additional  angle-of-ar-
rival  (AoA)  fluctuations  and  exacerbated  PE  [5,6].  More-
over,  FSO channels are inherently vulnerable to malicious
jamming  attacks,  particularly  from  UAV-mounted  jam-
mers capable of executing adaptive strategies [7].

Prior work has characterized outage performance in IRS-
assisted  FSO  systems  under  various  impairments  [8–10],
yet  important  limitations  persist.  Recent  studies  have  ex-
amined  related  problems,  but  none  has  jointly  addressed
the specific challenges tackled here. Table 1 compares this
study  with  recent  representative  contributions  along  four
lines,  namely,  inclusion  of  UAV-enabled  jamming,  the
composite channel model adopted, formulation of a perfor-
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mance-cost  bi-objective  optimization  problem,  and  devel-
opment of a low-complexity alternating optimization algo-
rithm.

UAV-assisted  FSO relaying  has  also  attracted  consider-
able  attention.  Xu  et  al.  [11]  developed  a  unified  analysis
of  dual-hop  FSO/FSO  systems  with  amplify-and-forward
(AF) relaying, accounting for attenuation, atmospheric tur-
bulence,  pointing  errors,  and  angle-of-arrival  (AOA)  fluc-
tuations. Qu et al. [12] extended this line of work to space-
air-ground integrated networks (SAGIN),  analyzing asym-
metric  RF/FSO hybrid  relay  links  under  shadowed  Rician
fading and Málaga turbulence. Both works, however, con-
centrate on active relay architectures and limit their analy-
sis  to  normal  (unjammed)  operating  conditions.  They  do
not  account  for  malicious  jamming,  a  critical  concern  for
military and secure communications, nor do they tackle the
practical  trade-off  between  performance  and  deployment
cost that motivates our work.

Motivated  by  the  need  to  characterize  malicious  jam-
ming threats, Saxena and Chung [13] analyzed jamming ef-
fects in IRS-assisted UAV dual-hop FSO systems, but their
model assumes constant jamming and does not address sys-
tem-level optimization. Sharma and Swaminathan [14] pro-
vided  a  comprehensive  performance  analysis  of  UAV-
based IRS-assisted FSO systems incorporating AoA fluctu-
ations,  though  their  work  does  not  account  for  jamming
threats. Wang et al. [15] recently presented an IRS-assisted
multi-link FSO system under UAV-enabled jamming; how-
ever,  they  employ  a  Gamma-Gamma  turbulence  model
suited  primarily  to  weak-to-moderate  regimes  and  do  not
formulate  an  optimization  problem.  Another  recent  study
[16]  investigates  UAV-assisted  jamming  in  IRS-enhanced
FSO  systems  with  Gamma-Gamma  turbulence,  deriving
closed-form expressions for outage probability, average bit
error  rate,  and  ergodic  capacity.  It,  too,  assumes  constant

jamming  and  omits  cost-aware  optimization.  Singh  et  al.
[17]  formulated  a  mirror  element  allocation  problem  to
mitigate reactive jamming in optical  IRS and UAV-assist-
ed  FSO  networks,  representing  an  important  step  toward
optimization-based anti-jamming design. Their work, how-
ever,  centers on resource allocation for multi-user quality-
of-service satisfaction rather than the physical-layer perfor-
mance-cost  trade-off  under  composite  channel  impair-
ments. Gu and Mohajer [4] investigated multi-IRS-empow-
ered  UAV  communications  for  throughput  maximization,
and  Vishwakarma  et  al. [10]  studied  cascaded  FSO  sys-
tems with optical reflecting surfaces; neither considers jam-
ming.

This  paper  differs  from  prior  work  in  three  respects.
First, we adopt a unified composite channel model that in-
tegrates  saturated  (negative-exponential)  turbulence,  more
appropriate for the strong turbulence regime typical of low-
altitude  UAV  FSO  links,  with  pointing  errors  and  AoA
fluctuations.  Second,  we  employ  a  probabilistic  Bernoulli
jamming  model  that  captures  the  intermittent “attack-idle”
duty  cycle  characteristic  of  battery-constrained  UAV jam-
mers.  Third,  we  formulate  a  bi-objective  optimization
framework  that  explicitly  balances  outage  performance
against hardware deployment cost, solved via a tailored al-
ternating  optimization  algorithm  of  low  computational
complexity.  To  our  knowledge,  no  prior  work  has  ad-
dressed these three aspects jointly within a unified analyti-
cal and optimization framework.

To bridge these gaps, the core contributions of this paper
are summarized as follows:

(1) We propose an IRS-UAV-assisted FSO system model
under  probabilistic  jamming,  characterized  by  a  Bernoulli
random process. This formulation captures the intermittent
attack  pattern  as  a  fundamental  threat  model,  a  notable
departure  from  the  constant  jamming  assumption  preval-

  

Table 1   Comparison of related works on IRS-UAV-assisted FSO systems under jamming.

Reference UAV jamming Composite channel model Bi-objective optimization AO algorithm

Saxena and Chung [13] ✓ Gamma-Gamma + PE × ×

Sharma and Swaminathan [14] × IGGG Turb. + PE + AoA × ×

Wang et al. [15] ✓ Gamma-Gamma + PE × ×

Wang et al. [16] ✓ Gamma-Gamma + PE + AoA × ×

Singh et al. [17] ✓ Path loss × ×

Gu and Mohajer [4] × Path loss ✓ ×

Vishwakarma et al. [10] × Turbulence + PE × ×

Xu et al. [11] × Gamma-Gamma + Málaga + PE + AoA × ×

Qu et al. [12] × Shadowed Rician + Málaga + PE × ×
This work ✓ Saturated Turb. + PE + AoA + Bernoulli jamming ✓ ✓
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ent  in  the  literature.  We  integrate  this  model  with  a  com-
posite  channel  description that  unifies  saturated (negative-
exponential)  turbulence,  PE,  and  AoA fluctuations  for  the
cascaded IRS link, and derive a novel closed-form expres-
sion for the average outage probability (OP).

N

(2)  We  formulate  a  bi-objective  optimization  problem
that  jointly  minimizes  the  system  OP  and  the  total  hard-
ware cost (which scales with the number of IRS elements,

).  This  formulation  explicitly  addresses  the  critical  per-
formance–cost  trade-off  essential  for  practical,  resource-
constrained UAV-IRS deployments.

(3)  We  develop  a  customized  hybrid  alternating  opti-
mization (AO) algorithm that exploits the problem’s inher-
ently decomposable structure. The algorithm decouples the
mixed-integer  nonlinear  programming  problem  into  dis-
crete  (number  of  IRS  elements)  and  continuous  (transmit
power,  optical  angles,  aperture  sizes)  subproblems,  which
are  efficiently  handled  via  integer  search  and  particle
swarm optimization,  respectively.  The proposed algorithm
achieves near-optimal performance with low computation-
al  complexity,  rendering it  suitable for real-time UAV ap-
plications.

(4)  Through  extensive  numerical  simulations,  we  pro-
vide  clear  engineering  insights  into  parameter  sensitivities
(e.g.,  the  relative  importance  of  hardening  the  IRS-D link
versus  the  S-IRS  link  under  jamming,  and  the  optimal
trade-off  between field-of-view and aperture  size).  We al-
so benchmark the proposed AO algorithm against standard
metaheuristics to demonstrate its efficacy and convergence
advantages.

The remainder of this paper is organized as follows. Sec-
tion 2 describes the system and channel models. Section 3
presents  the  outage  probability  analysis.  Section  4  formu-
lates the bi-objective optimization problem and details  the
proposed alternating optimization algorithm. Section 5 dis-
cusses  the  numerical  results,  and  Section  6  concludes  the
paper.

 2   System and channel model

 2.1   System model

N

ys s

As  depicted  in Fig. 1,  we  consider  an  IRS-UAV-assisted
FSO  communication  system  under  UAV-enabled  mali-
cious jamming. The direct LoS link between the source (S)
and destination (D) is  blocked.  A UAV-carried IRS is  de-
ployed  to  establish  an  auxiliary  cascaded  S-IRS-D  FSO
link. The IRS comprises  reflecting elements, each capa-
ble  of  independently  adjusting  the  phase  shift  of  the  inci-
dent optical signal. A malicious jammer (J) launches adap-
tive optical jamming attacks towards D with a certain prob-
ability. The received signal  at D from the -th reflecting
element of the IRS can be expressed as
 

ys = R
√

Pshsυs+R
√

P jh jΛυ j+ns, (1)

R = 1 A/W
υs ∈ {0,1} υ j ≡ 1
where  is  the  photodetector  responsivity  [7],

 is  the  modulated  OOK  symbol,  denotes

 

 

Fig. 1   Schematic of an IRS-UAV-assisted FSO system countering UAV-enabled malicious jamming.
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ns ∼ N(0,σ2)
Ps P j

hs h j

continuous-wave  optical  jamming  signal,  and
 is  the  additive  white  Gaussian  noise

(AWGN).  and  are the transmit powers of the legiti-
mate  signal  and  the  jamming  signal,  respectively.  The
channel  gains  of  the  cascaded  S-IRS-D  link  and  the  jam-
ming link are denoted by  and , respectively.

Λ

Pr(Λ = 1) = ρ
Pr(Λ = 0) = 1−ρ ρ

The jamming state  is  modeled as a Bernoulli  random
variable:  (jamming  active),  and

 (jamming idle),  where  is  the  jamming
probability and the jamming power is set to
 

P j =
P̄ j

ρ
, P̄ j : average jamming power. (2)

P j

The  Bernoulli  jamming  model  is  appropriate  for  this
work for three key reasons. First, it faithfully represents the
intermittent  operation  of  battery-limited  UAV  jammers
[7,13]. Second, our core analytical and optimization contri-
butions  are  independent  of  the  specific  jamming  temporal
structure;  more  complex  models  would  preclude  closed-
form  derivations.  Third,  it  yields  a  conservative  perfor-
mance bound under the average power constraint , guar-
anteeing that our anti-jamming design is robust to more ad-
vanced jamming strategies.

Λ = 1Under  the  presence of  a  strong jamming signal  ( ),
the  influence  of  AWGN  becomes  negligible  compared  to
the  jamming  [13].  Therefore,  the  instantaneous  electrical
signal-to-jamming-plus-noise ratio (SJNR) can be approxi-
mated as
 

γ j =

Ps

 N∑
s=1

hs


2

P jh2
j

ρ
+σ2

≈
ργ j

 N∑
s=1

hs


2

h2
j

, (3)

γ̄ j ≜ Ps/P̄ jwhere  represents  the  average  signal-to-jam-
ming ratio (SJR).

Λ

{ψs}∣∣∣∣∣∣∣
N∑

s=1

hs

∣∣∣∣∣∣∣
2

= N2h2

hs h

The  instantaneous  electrical  SJNR  at  D  depends  on  the
jamming state . We assume the IRS is configured to per-
form  coherent  beamforming  towards  D  by  optimizing  the
phase shifts . Under this ideal beamforming condition,
the  effective  channel  gain  for  the  legitimate  signal  is

,  where  we  assume  i.i.d.  channel  coeffi-

cients  for analytical tractability, with  representing the
average channel gain per element. Therefore, the electrical
SJR can be expressed as
 

γ j =
ργ jN

2h2

h2
j

. (4)

 2.2   Channel model

hp

hq

As shown in Fig. 1, the legitimate S-D channel consists of
two cascaded sub-channels: S-IRS and IRS-D, with  and

 denoting  their  respective  channel  gains.  Following  the
IRS-assisted  channel  model  in  Ref.  [2],  the  end-to-end
channel gain is expressed as
 

hs = hp∂ejψshq, (5)

∂ ψs

P {hx} x ∈ {p,q}
{h j}

where  and  correspond to the amplitude reflection co-
efficient and induced phase shift of the IRS element at po-
sition . Both the legitimate sub-channels ( , )
and the jamming channel ( ) incorporate path loss, AT,
PE, and AoA fluctuations induced by UAV jitter.

hxThe combined channel gain  can be modeled as
 

hx = hl,xha,xhp,xhAoA,x, x ∈ {p,q, j} , (6)

hAoA,x
hl,x = e−εLx

ε =
3.91

V

(
λ

550

)−Q
m−1 V λ

Q
Lx ha,x

fha,x (u) = e−u

hp,x

hp,x

where  models the AoA fluctuation due to UAV jit-
ter;  is the path loss,with the attenuation coeffi-

cient , where  is the visibility,  is
the  wavelength  in  (nm),  and  is  the  particle  size  coeffi-
cient, and  is the link distance. The AT component 
follows  a  negative  exponential  distribution, ,
modeling  saturated  AT.  models  the  PE  effect,  whose
statistics  depend  on  the  beam  waist  and  receiver  aperture
[2].  The probability density function (PDF) of  is  giv-
en by [2]
 

fhp,x (hp,x) =
ξ2

x

Aξ
2
x

0,x

hξ
2
x−1

p,x , 0 ⩽ hp,x ⩽ A0,x, (7)

A0,x = [erf(vx)]2

vx =

ax

√
π

2
ωz,x

ax ωz,x

ξx =
ωzeq,x

2σx
σx

where  represents the maximum fraction of

optical  power  captured  at  the  IRS  and  D; ,

where  is the radius of the receiving aperture, and  is

the beam waist radius; , where  is the PE dis-
placement standard deviation (jitter) at the receiver.

ωzeq,pThe  equivalent  beam  width  at  the  IRS  [7]  is  ex-
pressed as
 

ω2
zeq,p =

L3
pθp cos3/2(θp/2) · erf

2ap
√
πcos(φp+ θp/2)

Lpθp
√

2cos(θp/2)


8
√

2ap cos3/2(φp+ θp/2) exp

−2πa2
p cos(φp+ θp/2)

L2
pθ

2
p cos(θp/2)


. (8)

ωzeq,qThe  equivalent  beam width  at  D  [7]  is  expressed
as
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ω2
zeq,q =

L3
pθp

(
ωp+1
ωp

)3

cos3/2(θp/2)

8
√

2aq cos3/2
(
φq+ θp/2

) ×
erf


2aq

√
πcos(φq+ θp/2)

Lpθp

(
ωp+1
ωp

) √
2cos(θp/2)


exp

−
2πa2

q cos(φp+ θp/2)

L2
pθ

2
p

(
ωp+1
ωp

)2

cos(θp/2)


, (9)

ωp =
Lp

Lq
Lp Lq

θp

φp φq

where  defines  the  ratio  of  the  two  distance  pa-
rameters,  and  correspond  to  the  S-IRS  and  IRS-D,
respectively;  denotes  the  beam-divergence  angle  at  the
IRS,  represents the incident angle at the IRS, and  is
the incident angle at D as shown in Fig. 2.

hx

Considering  the  combined  effects  of  these  impairments,
the  PDF  of  the  composite  channel  gain  is  derived  in
closed-form as [13]
 

fhx (hx) =exp

− φ2
AoA

2σ2
AoA

δ(hx)+

1− exp

− φ2
AoA

2σ2
AoA


× ξ2

x

A0,x hl,x
G2,0

1,2

(
hx

A0,x

∣∣∣∣∣∣ 1+ ξ2
x

ξ2
x , 1

)
, (10)

φAoA σAoAwhere  is  set  to  the  FoV  angle  [9]  and  is  the
standard deviation of the UAV’s orientation.

s hsThe PDF of the -th legitimate channel gain  is conse-
quently derived as
 

fhs (t) =exp

− φ2
AoA

σ2
AoA

δ(t)+ 1− exp

− φ2
AoA

2σ2
AoA

2
ξ2

q

A0,q hl,q

×
ξ2

p

A0,p hl,p
G4,0

2,4

(
t

A0,pA0,q

∣∣∣∣∣∣ 1+ ξ2
q , 1+ ξ2

p

ξ2
p, 1, ξ2

q , 1

)
.

(11)

γ jFrom Eq. (4), the PDF of  can be expressed as
 

fγ j (γ) =
1

4
√

cγ

w ∞
0

fhs (cγy) fh j (y)dy, (12)

c = ργ̄ jN2where .

γ j

Substituting Eqs.  (10)  and (11) into Eq.  (12)  and apply-
ing  the  integral  identity  for  the  Meijer  G-function
(07.34.21.0011.01) [18], the PDF of  can be derived as
 

fγ j (γ) =
1

2N
√
ργ̄ jγ

1− exp

− φ2
AoA,s

2σ2
AoA,s

2

1− exp

− φ2
AoA, j

2σ2
AoA, j


 ξ2

q

A0,qhl,q
×

ξ2
p

A0,phl,p

A0, jξ
2
j

hl, j
G4,2

4,5 A0, j
√
γ

∂A0,pA0,qN
√
ργ̄ j

∣∣∣∣∣∣∣ −1− ξ2
j ,−2,1+ ξ2

q ,1+ ξ
2
p

ξ2
p,1, ξ

2
q ,1,−2− ξ2

j

 .
(13)

 3   Outage probability analysis

The  system is  in  an  outage  when  the  channel  cannot  sup-
port the instantaneous information rate. The OP is thus de-
fined  as  the  probability  that  the  instantaneous  information
rate falls below a threshold rate. In the presence of a jam-
mer, the average OP is expressed as [13]
 

Po(γ j) = ρ Pr
(
γ j ⩽ 1

)
. (14)

Thus, the average OP can be expressed via its equivalent
integral representation:
 

Po(γ j) = ρ
w 1

0
fγ j(γ)dγ. (15)

By applying the  integral  property  of  the  Meijer  G-func-
tion (07.34.21.0084.01) [18] to integrate Eq. (13) over the
interval [0, 1], the closed-form expression for the OP is de-
rived as follows:
 

Po(γ j) =
1

2N
√
ργ j

1− exp

− φ2
AoA,s

2σ2
AoA,s

2 A0, jξ
2
j

hl, j

1
π1.5

ξ2
q

A0,qhl,q

ξ2
p

A0,phl,p
×

1− exp

− φ2
AoA, j

2σ2
AoA, j




G8,5
9,11


 A0, j

2∂A0,pA0,qN
√
ργ j


2 ∣∣∣∣∣∣ B1

B2

 , (16)

where
 

 

 

Fig. 2   Beam divergence at IRS.
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.

 4   Parameter optimization

To  further  enhance  the  optical  link  performance  and  jam-
ming resilience of the IRS-UAV-assisted FSO system, this
section  focuses  on  optimizing  the  key  system  and  optical
parameters, with a rigorous formulation of the bi-objective
optimization  problem and  a  tailored  low-complexity  solu-
tion algorithm.

 4.1   Problem formulation

Our goal is to enhance the jamming resilience of the IRS-
UAV-assisted FSO system while  considering the econom-
ic cost of deployment. This is formulated as a bi-objective
optimization problem, aiming to minimize a weighted sum
of the system OP and the total cost.

N Ps θp φp φq θFOV ωp

ap φp φq

{ψs} {ψs}
φp φq

We  formulate  a  bi-objective  optimization  problem  over
the  variables  (discrete), , , , , , ,  and

. Since parameters  and  are regulated by the set of
phase shifts , the optimization of  can be character-
ized by that of parameters  and .
 

P1 : min
N,Ps,θp,φp,θFoV,ωp,ap

αPo+βCtotal, (17)

 

s.t.
Ctotal ⩽Cbudget (total-cost constraint), (17a)

 

Pmin ⩽ Ps ⩽ Pmax (transmit-power bound), (17b)
 

FoVmin ⩽ θFoV ⩽ FoVmax (FoV constraint), (17c)
 

θp,min ⩽ θp ⩽ θp,max (beam-divergence angle bound),
(17d)

 

φp,min ⩽ φp ⩽ φp,max (incident-angle bound at IRS),
(17e)

 

φq,min ⩽ φq ⩽ φq,max (incident-angle bound at D),
(17f)

 

ωp > 0 (IRS position constraint), (17g)

 

ap,min ⩽ ap ⩽ ap,max (aperture-size bound), (17h)

 

N ⩾ 1, N ∈N+ (element-count constraint), (17i)

α β

α+β = 1
Po(γ̄ j)
α β

α β→ 0

α = β = 0.5

Ctotal = N ·C C

Cbudget

where  and  are non-negative weighting coefficients sat-
isfying , which balance the relative importance of
transmission  reliability  (quantified  by )  and  hard-
ware deployment cost. The selection of  and  can be tai-
lored to practical application scenarios: for high-reliability
priority scenarios such as military anti-jamming communi-
cations,  can be set close to 1 ( ) to prioritize outage
minimization;  for  cost-sensitive  civilian  applications,

 can be adopted to achieve a balanced trade-off
between  reliability  and  cost.  The  total  hardware  cost  is
modeled as , where  is the unit cost of a sin-
gle IRS element.  The constraints  ensure that  the total  cost
does  not  exceed  the  preset  budget ,  the  transmit
power,  optical  angles,  and  aperture  size  are  within  practi-
cal  hardware  limits,  and  the  number  of  IRS  elements  is  a
positive integer.

 4.2   Proposed alternating optimization
algorithm

P1Problem  ( )  is  a  mixed-integer  nonlinear  programming
(MINLP)  problem,  which  is  NP-hard  and  challenging  to
solve directly.  While  AO is  a  general  framework for  such
problems,  its  performance  depends  critically  on  the  vari-
able  decomposition  strategy  and  subproblem  solver  selec-
tion, which are often arbitrary in standard AO applications.
The  core  algorithmic  contribution  of  this  work  is  the  de-
sign  of  a  problem-specific  customized  AO  algorithm  tai-
lored  to  the  unique  structure  of  our  IRS-UAV-FSO  anti-
jamming optimization problem, which achieves the theoret-
ical lower bound of computational complexity.

The  primary  motivations  and  innovations  of  our  algo-
rithm design are as follows:

N

N
N

(1)  Optimal  decomposition  strategy.  Our  problem  ex-
hibits  a  specific  structure,  namely,  one  discrete  variable
( ,  the  number  of  IRS  elements)  and  seven  continuous
variables. We adopt a decomposition strategy that first fix-
es  the  discrete  variable  and  optimizes  the  continuous
variables, followed by a re-optimization of .

O(K · (TPSO+Nmax)) K
TPSO

Nmax
⩽ 20

(2) The proposed algorithm exhibits a total complexity of
, where  denotes the number of alter-

nating  iterations,  represents  the  complexity  of  solv-
ing the continuous-variable subproblem via particle swarm
optimization (PSO), and  is  the maximum number of
IRS  elements  (typically  under  practical  UAV  pay-
load  constraints).  In  contrast,  a  standard  AO  implementa-
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N
O(Nmax ·TPSO)

N

tion  for  such  mixed-integer  problems  often  resorts  to  a
nested  architecture,  wherein  the  continuous  subproblem is
solved independently for each candidate value of , result-
ing in a multiplicative complexity of  per it-
eration. By decoupling the discrete search from the contin-
uous optimization—exploiting the fact  that  the continuous
subproblem  solution  is  largely  insensitive  to  small  varia-
tions in —the proposed scheme reduces the per-iteration
cost from multiplicative to additive, thereby achieving lin-
ear scaling in the number of IRS elements.

N
(3)  Optimal  subproblem  solver  selection.  For  the  dis-

crete  variable ,  which  has  a  small  feasible  domain,  we
use  exhaustive  search.  This  achieves  the  theoretical  lower
bound in complexity and guarantees global optimality. For
the continuous subproblem, we employ PSO, which is well
suited  to  nonconvex  optical  parameter  optimization.  This
combination proves significantly more efficient than apply-
ing generic solvers to both subproblems, as in standard AO.

The core procedure of the proposed customized AO algo-
rithm is shown in Algorithm 1.

 5   Numerical results

This  section  reports  simulation  results  validating  the  de-
rived analytical expressions and evaluating the proposed al-
gorithm.  We  benchmark  performance  against  two  classes
of baselines, namely, solver-level benchmarks—specifical-

ly  Genetic  Algorithm  (GA)  and  Random  Search  (RS)  as
representative  meta-heuristic  techniques  for  non-convex
problems—and  system-level  benchmarks,  including  state-
of-the-art  anti-jamming  IRS-UAV-FSO  schemes  [13,17]
and a non-optimized baseline.

Deep  reinforcement  learning  (DRL)  is  excluded  from
this  comparison.  The  proposed  method  addresses  offline
parameter  optimization  under  quasi-static  FSO  conditions
with  known  statistical  channel  and  jamming  models.
Heuristic  search  methods  thus  provide  a  computationally
efficient  and  appropriate  baseline,  whereas  model-free
DRL  would  impose  prohibitive  training  and  deployment
costs  on  resource-constrained  UAV  platforms  without  de-
livering  commensurate  gains  in  this  setting.  Extension  to
online  DRL  adaptation  for  highly  dynamic  jamming  sce-
narios is left for future study.

The  UAV  altitude  is  set  to  100  m.  For  the  PSO  algo-
rithm,  we  set  the  population  size  to  30,  maximum  itera-
tions to 50, inertia weight to 0.8, individual learning factor
to 1.5, and social learning factor to 2.0. For the GA, we set
the  population  size  to  50,  maximum  generations  to  100,
crossover  probability  to  0.8,  mutation  probability  to  0.2,
and tournament selection with size 3. For Random Search,
we set  the number of iterations to 1000 with uniform ran-
dom  sampling  from  the  feasible  variable  ranges.  The  de-
fault  system parameters  are summarized in Table 2,  align-
ing with typical FSO communication scenarios and practi-
cal UAV-IRS constraints.

  

Algorithm 1 Alternating optimization for Problem (P1)

k = 0 Ω(0) = {P(0)
s , θ(0)

p ,φ(0)
p ,φ(0)

q , θ(0)
FoV,ω

(0)
p ,a(0)

p } N(0)1: Initialize: Set iteration index . Initialize continuous variables and discrete variable within
    their feasible domains.
2: repeat

k = k+13:   

N4:   Step 1: Optimize continuous variables with fixed 

N = N(k−1)5:   For fixed , solve the subproblem for continuous variables:

Ω(k) = argmin
Ω

[
αPo(Ω,N(k−1))+βCtotal(Ω,N(k−1))

]
      

　　s.t. Constraints Eqs. (17a)–(17i).
6:   Using a global optimization algorithm (PSO) to handle non-convexity.

7:   Multiple initial points are recommended to mitigate the risk of poor local minima.

N8:   Step 2: Optimize discrete variable with fixed continuous variables

Ω = Ω(k)9:   For fixed , solve:

N(k) = arg min
N∈{Nmin,...,Nmax}

[
αPo(Ω(k),N)+βCtotal(Ω(k),N)

]
      

10:   by exhaustive search over the limited integer range.

11:    Calculate the current objective value

Obj(k) = αPo(Ω(k),N(k))+βCtotal(Ω(k),N(k))12:    ∣∣∣Obj(k)−Obj(k−1)
∣∣∣/ ∣∣∣Obj(k−1)

∣∣∣ ⩽ η η = 10−313: until (e.g., )
Ω∗ N∗14: Output: Optimized parameters , .
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 5.1   Performance analysis results

ρ γ̄ j

ρ γ̄ j = 10
ρ 0.05 1.0

γ̄ j

20 ρ

Figure 3a illustrates the impact of the jamming probability
 on the system OP. For a fixed average SJR , the OP in-

creases monotonically with . For instance, at  dB,
increasing  from  to  degrades the OP by approxi-
mately  an  order  of  magnitude.  However,  as  increases
beyond  dB,  the OP gap between different  values di-
minishes  significantly.  This  indicates  that  under  intermit-
tent jamming, investing in higher legitimate transmit pow-
er  is  more  effective  for  reliability  than  attempting  to  pre-
cisely  estimate  or  mitigate  the  jammer’s  active  periods
when the average jamming power is moderate.

ωp ωp

S

Figure 3b shows the impact of the IRS position parame-
ter  on  the  OP.  The  OP  decreases  as  decreases,
meaning  placing  the  IRS  closer  to  the  source  node  is

ωp

beneficial  for  minimizing  the  cascaded  path  loss.  This
demonstrates that optimizing  is an effective strategy to
enhance system robustness.

θFoV P j = 1
θFoV

aq = 0.05

ρ

θFoV = 10 Ps = 0.5 N = 1

Figure 4 illustrates OP as a function of the receiver FoV
angle  under  malicious  jamming  with  W.  As

 increases from 0 to 6 mrad, the OP drops sharply due
to improved signal capture capability. Beyond 6 mrad, the
OP enters a saturation regime where further expanding the
FoV yields diminishing returns. This behavior is attributed
to the fixed receiver aperture area (  m). This satu-
ration  behavior  indicates  that  the  receiver’s  ability  to  col-
lect  signal  power  becomes  limited  by  the  aperture  size
rather than the FoV once the latter exceeds a certain thresh-
old. Moreover,  increasing the jamming probability  from
0.5  to  1.0  significantly  degrades  the  OP.  For  instance,  at

 mrad, with  W and ,  the OP rises

  

Table 2   Default simulation parameters [4,8].

Parameter Symbol Value

S-D distance LSD 1 km

Jamming power P j 1 W

Jamming probability ρ 1.0

Visibility V 5 km

Receiver FoV angle θFoV 6 mrad

AoA fluctuation Std. Dev. σFoV 1.2 mrad

Beam divergence angle θp 0.175 mrad

S-IRS incident angle φp π/4 rad
IRS-D incident angle φq 0 rad

Aperture radius (S-IRS) ap 0.05 m

Aperture radius (IRS-D) aq 0.05 m

Jamming distance L j 500 m
The distance ratio between S-IRS and IRS-D wp 1.0

 

 

ρ ωpFig. 3   Impact of key parameters on OP: (a) jamming probability , (b) IRS position parameter .
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1.9×10−3 ρ = 0.5 3.5×10−3 ρ = 1.0

N = 1 N = 2

from  (at ) to  (at ). This
notable  increase  underscores  the  pronounced  vulnerability
of the system to the presence of malicious jamming, high-
lighting that even under identical channel and power condi-
tions,  the  likelihood  of  jamming  activity  directly  governs
transmission  reliability.  Furthermore, Fig. 4 also  demon-
strates  that  doubling  the  number  of  IRS  elements  from

 to  reduces  the  OP  by  more  than  an  order  of
magnitude. Such a substantial improvement stems from the
IRS’s  ability  to  achieve  coherent  combining  of  reflected
signals  via  intelligent  phase  control,  thereby  not  only
boosting the received signal power but also exploiting spa-
tial  diversity.  Consequently,  the  IRS  serves  as  a  key  en-
abler  for  enhancing  link  robustness  against  both  jamming
and fading impairments.

ap aq

Figure 5 analyzes  the  joint  impact  of  the  aperture  sizes
 (S-IRS link) and  (IRS-D link) on the system OP. A

non-monotonic  relationship  is  observed  for  both  parame-
ters, where initially enlarging the apertures reduces the OP

ap aq

by capturing more legitimate optical signal power. Howev-
er,  beyond  their  respective  optimal  values  (approximately
0.05 m for  and 0.045 m for  under the default simula-
tion  settings),  further  increasing  the  aperture  sizes  de-
grades  the  OP,  as  larger  apertures  collect  proportionally
more background noise and malicious jamming energy.

±10%
±10% aq

22.3% 28.7% ap

17.1% 20.5%
aq ap

aq ap

To  assess  local  sensitivity  around  the  optimum,  we  de-
fine the sensitivity index as the relative variation in OP in-
duced by a  perturbation of  a  given parameter  from
its optimal value.  Specifically,  a  perturbation of 
around its optimal value induces a relative OP variation of

 to ,  while an identical perturbation of  re-
sults in a variation of  to . The resulting sensi-
tivity ratio, defined as the relative impact of  versus ,
falls within the range of approximately 1.3 to 1.4 under the
considered  nominal  operating  conditions.  This  indicates
that,  within this  specific parameter regime, the system ex-
hibits  higher  sensitivity  to  the  aperture  size  of  the  IRS-D
link ( ) than that of the S-IRS link ( ).

 5.2   Parameter optimization results

We now evaluate the performance of the proposed AO al-
gorithm against two benchmarks: GA and RS.

α = 0.99 β = 0.01

×
∼ 40

N

N
N ∈ [1,20]

For  the  reliability-prioritized  case  ( , ,
Fig. 6a),  the  AO  algorithm  achieves  stable  convergence
within  15  iterations,  approximately  2.7  faster  than  GA
(  iterations).  This  significant  speedup  stems  from the
decomposable  structure  of  the  formulated  MINLP,  where
by  decoupling  the  discrete  variable  (IRS  element  number

) from continuous variables (transmit power, FoV, aper-
ture  sizes),  the  proposed  method  avoids  the  exponential
complexity of a joint search over the entire solution space.
Specifically,  is  optimized  via  exhaustive  search  over  a
small feasible range (  under practical UAV pay-
load  constraints),  while  the  continuous  subproblem  is
solved  by  PSO  with  polynomial  complexity.  By  contrast,
GA encodes all variables into a single chromosome, incur-
ring redundant crossover and mutation operations that slow
convergence. Random Search exhibits large fluctuations in
the  objective  value  because  each  iteration  draws  indepen-
dent  samples without  exploiting historical  search informa-
tion.

α = 0.5 β = 0.5For  the  balanced  case  ( , , Fig. 6b),  where
outage reliability and deployment cost are weighted equal-
ly,  all  three  algorithms  converge  to  comparable  objective
values, yet the AO algorithm preserves its speed advantage.
This  confirms  that  the  decomposition-based  framework  is
robust  across  different  design  priorities,  accommodating
flexible  deployment  under  varying  budget  and  reliability
requirements.

To quantify these differences, we compare the final opti-

 

 

Fig. 4   OP vs. receiver FoV angle under intense jamming.

 

 

ap aqFig. 5   OP vs. receiver aperture sizes (  and ).
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mized  outage  probability  and  computational  time.  All  ex-
periments  were  performed  on  an  Intel  Core  i7-12700H
CPU with 16 GB RAM, and results were averaged over 50
independent Monte Carlo runs to ensure statistical reliabili-
ty.  The  AO  algorithm  completes  optimization  in  2.2  sec-
onds,  whereas  GA  and  Random  Search  require  11.8  and
10.0  seconds,  respectively.  Despite  this  substantial  gap  in
execution  time,  the  final  outage  probability  achieved  by
AO deviates from that  of GA by less than 8.8%,  confirm-
ing  near-optimal  performance  with  markedly  higher  effi-
ciency.

From an engineering perspective,  the rapid convergence
is  essential  for  real-time  UAV-assisted  FSO systems.  Un-
like  static  ground-based  IRS  deployments,  UAV-mounted
IRS operates in highly dynamic environments where chan-
nel conditions and jamming states vary rapidly. The ability
to  re-optimize  system  parameters  within  tens  of  iterations
enables real-time adaptation to such dynamics, a capability
that  slower  meta-heuristic  algorithms  such  as  GA  cannot
provide.

ρ = 1.0

3.01×10−6 9.00×10−6

The results in Table 3a reveal a distinct divergence in op-
timization  strategies  under  persistent  jamming  ( ).
The  GA converges  to  a  solution  with  a  notably  lower  ob-
jective  value  (  versus )  by  aggres-

Ps = 0.0203

Ps = 1.498

ρ = 0.5
53%

sively  minimizing  the  transmit  power  to  W.
While  mathematically  optimal  for  the given weights,  such
an extremely low power allocation may render the link vul-
nerable in practice, as it offers little margin against unfore-
seen channel  fluctuations or  imperfect  channel  state  infor-
mation.  In  contrast,  the  proposed  AO  algorithm  yields  a
more  balanced  configuration  with  a  moderate  power  re-
serve  (  W)  and  standard  aperture  dimensions,
achieving a competitive objective value while maintaining
robust operational headroom. This suggests that AO priori-
tizes  engineering practicality  alongside mathematical  opti-
mization. A consistent pattern across the AO and GA solu-
tions is the selection of only one or two IRS elements. This
minimal  footprint  achieves  a  favorable  performance-cost
trade-off and aligns with prior findings that doubling the el-
ement count reduces outage probability by over an order of
magnitude.  When  the  jamming  probability  decreases  to

 (Table 3b),  AO  adapts  by  reducing  the  transmit
power  by  approximately  and  adjusting  incident  an-
gles to mitigate cascaded path loss, while keeping the IRS
element  count  unchanged.  This  behavior  indicates  effec-
tive adaptability to the dynamic threat environment.

Having  examined  the  optimized  parameter  configura-
tions, we now turn our attention to the algorithmic conver-

 

 

α = 0.99 β = 0.01 α = 0.5 β = 0.5Fig. 6   Comparison of convergence curves of different optimization algorithms: (a) , , (b) , 

  

ρ = 1.0 ρ = 0.5Table 3   Comparison of parameter optimization results of different optimization algorithms: (a) , (b) 

ρ = 1.0(a) N Ps(W) θp(rad) φp (rad) φq(rad) θFoV(rad) wp ap(m)

AO 1 1.4980 0.005000 0.5253 0.5233 0.004999 50.00 0.0100

Random 2 0.2001 0.004325 1.0786 0.2750 0.000244 12.68 0.0955

GA 1 0.0203 0.004994 1.2062 1.1766 0.003650 1.47 0.0120

ρ = 0.5(b) N Ps(W) θp(rad) φp (rad) φq(rad) θFoV(rad) wp ap(m)

AO 1 0.7012 0.004897 1.2217 1.1018 0.004999 49.96 0.0100

Random 3 0.4552 0.002219 1.0122 1.1984 0.001496 0.82 0.0739
GA 2 0.0145 0.004577 1.0461 1.2047 0.000717 2.11 0.0171
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gence behavior and the resulting outage performance.
(1)  Convergence  speed: Fig. 6a compares  the  conver-

gence behavior of the algorithms. The proposed algorithm
converges  rapidly  within  15  iterations,  benefiting  from its
sequential  decomposition  of  the  problem.  In  contrast,  GA
requires  approximately  40  iterations  because  of  its  higher
complexity per iteration,  and Random Search fails  to con-
verge  stably  even  after  50  iterations  due  to  the  vast  solu-
tion space.

9.00×10−6

3.01×10−6

(2)  Optimized  parameters  and  objective  value: Figs. 6a
and 7 summarize the optimized parameters and the result-
ing objective values. The proposed algorithm and Random
Search both yield an objective value of , where-
as  GA  converges  to .  The  GA  prioritizes  cost
reduction and achieves a marginally better objective value
by  leveraging  a  larger  FoV.  However,  the  proposed  algo-
rithm offers a more practically viable trade-off via signifi-
cantly  faster  convergence,  rendering  it  suitable  for  real-
time applications in dynamic UAV environments.

α = β = 0.5
(3) Effect of weight selection: Fig. 6b illustrates the con-

vergence behavior when the weights are set to ,
giving  equal  importance  to  reliability  and  cost.  All  algo-
rithms  converge  to  similar  objective  values,  but  the  pro-
posed  AO  algorithm  again  demonstrates  superior  conver-
gence speed. This confirms the robustness and efficiency of
our  optimization  framework  under  different  design  priori-
ties.

P̄ j α = 0.99

Figure 7 depicts  the  OP  of  the  proposed  AO  algorithm
and  four  benchmark  schemes  (i.e.,  unoptimized  baseline,
GA,  particle  PSO,  and  gradient  descent  (GD))  as  a  func-
tion of the average jamming power , under  and

β = 0.01
P̄ j

P̄ j = 2

. It can be observed that the OP of all schemes in-
creases  monotonically  with ,  which  is  attributed  to  the
aggravated co-channel  interference caused by the elevated
jamming  power  in  the  interference-limited  FSO  system.
The  unoptimized  scheme  yields  the  worst  outage  perfor-
mance, whose OP rapidly approaches 1 even at an extreme-
ly low jamming power of 0.5 W, demonstrating the neces-
sity of the proposed optimization design for enhancing sys-
tem  reliability.  In  contrast,  the  proposed  AO  algorithm
achieves nearly identical outage performance to the widely
adopted  GA  and  PSO  meta-heuristic  algorithms,  and  all
three  schemes  significantly  outperform  the  GD-based
benchmark  over  the  entire  jamming power  range.  Specifi-
cally, at  W, the outage probability of AO, GA, and
PSO remains around 0.5, while that of the GD scheme ris-
es to nearly 0.9, which validates the superiority of the pro-
posed  AO  algorithm  in  terms  of  anti-jamming  capability
and transmission reliability.

To  further  contextualize  the  performance  of  the  pro-
posed  framework,  we  compare  its  outage  performance
against three representative FSO anti-jamming designs un-
der  equivalent  hardware  constraints.  The  proposed  proba-
bilistic jamming-aware scheme achieves significantly low-
er  outage  probability  compared  to  the  constant-jamming
IRS-UAV-FSO  system  [13],  the  IRS  element  allocation
scheme  [7],  and  the  non-anti-jamming  IRS-FSO  baseline
[8].  This qualitative advantage, consistent with the quanti-
tative trends observed in Fig. 7, underscores the benefit  of
explicitly  accounting  for  the  intermittent  nature  of  jam-
ming and jointly optimizing the performance–cost trade-off.

 6   Conclusion

This  paper  investigates  the  outage  performance  of  IRS-
UAV-assisted  FSO  systems  subject  to  probabilistic  mali-
cious  jamming,  with  particular  emphasis  on  optical-do-
main  physical  impairments  that  critically  affect  link  relia-
bility.  These  include  saturated  AT,  PE,  AoA  fluctuations
induced  by  UAV jitter,  and  constraints  related  to  receiver
optical  design.  A  unified  composite  channel  model  incor-
porating  probabilistic  jamming  is  developed,  and  a  novel
closed-form  expression  for  the  average  OP  is  derived.  To
balance  the  trade-off  between  transmission  reliability  and
hardware  deployment  cost,  a  bi-objective  optimization
problem  is  formulated,  jointly  optimizing  key  optical  pa-
rameters  (beam  divergence  angle,  receiver  aperture  size,
FoV  angle)  and  system  parameters  (number  of  IRS  ele-
ments,  transmit  power).  The  resulting  MINLP  problem  is
solved  using  an  efficient  hybrid  AO algorithm,  which  ex-
ploits the natural decomposable structure of the problem to

 

 

P̄ j
α = 0.99 β = 0.01

Fig. 7   Outage performance of the proposed AO algorithm versus av-
erage jamming power , compared with unoptimized, GA, PSO and
GD benchmarks under system parameters  and .
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decouple it into discrete and continuous subproblems for a
low-complexity  solution.  Simulation  results  validate  the
accuracy of the analytical derivations and demonstrate that
the  proposed  algorithm  converges  within  15  iterations,
achieving  approximately  60% faster  convergence  than  a
GA  benchmark.  Moreover,  the  optimized  design  reduces
the  OP  by  an  order  of  magnitude  compared  to  non-opti-
mized  baselines,  while  keeping  hardware  costs  within  a
predefined  budget.  This  work  provides  a  robust  and  cost-
aware design framework for IRS-UAV-enhanced FSO net-
works and offers practical engineering insights into the op-
tical parameter optimization of anti-jamming FSO systems.
Experimental  validation  of  the  proposed  framework  on  a
hardware testbed represents a valuable direction for future
work.
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