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Abstract The time delay (TD) signature is a critical
parameter in optical chaos-based applications. The feasi-
bility of extracting the TD has been a crucial issue that
significantly influences the performance of these applica-
tions. In this paper, statistical analyses have been
conducted to extract the TD signatures from different
types of coupled optical chaos systems. More specifically,
a mutually coupled semiconductor laser chaotic system, an
intensity-coupled electro-optic chaotic system, and a
phase-coupled electro-optic chaotic system are studied in
detail. These systems are proposed to resist the attack
strategies against the TD signature. They are proved to be
effective under statistical analyzes, such as the self-
correlation function (SF) and mutual information (MI).
However, only a single output has been considered for the
attack process in the existing research. We demonstrated
that the TD signature can still be extracted by analyzing the
mutual statistical relationship between the different output
signals which are generated simultaneously by the coupled
system. Furthermore, we find that the extraction strategy is
effective for a wide parameter range in these schemes.

Keywords optical chaotic system, chaos, electro-optic
nonlinear system, time delay (TD) concealment

1 Introduction

The chaotic dynamics of optical systems have attracted
considerable attention because of their advantages, such as
broad bandwidth, large transmission capability, and high
level of privacy [1-7]. The commonly used method to
obtain an optical chaos signal is to introduce additional
degrees of freedom to semiconductor lasers (SL). Several
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schemes have been developed based on the delayed
feedback strategy [8—12]. Those schemes either utilize
the intrinsic nonlinearity of the SL or involve externally
introduced nonlinear mechanisms. These optical chaotic
systems have impressive applications in fields like secure
communications [13-15], fast physical random bit gen-
eration [16,17], and chaotic radars [18,19]. Methods using
external cavities or feedback loops can produce higher
dimensional chaotic signals, but they introduce periodic
components at the same time so that the chaotic output may
contain a time delay (TD) signature. From a secure
communication point of view, using the information of the
TD signature, the chaotic carrier could be reconstructed by
the attacker and the dimension of the key space could be
reduced [20,21]. This will result in a significant degrada-
tion of the security level. For random bit generation, the
existence of the TD signature will also limit the choices of
sampling periods and affect the statistical performance
[22]. Although the TD is a sensitive factor in these
applications, it can be identified using statistical methods
such as the self-correlation function (SF) [23], mutual
information (MI) [24], the singular values fraction
measure, the filling factor analysis, and neural network
[25,26].

The TD signature is minimized by controlling the
feedback strength and frequency detuning. Therefore
various modified feedback approaches for TD signature
suppression have been proposed, e.g., fiber Bragg grating
(FBG) feedback [27] and polarization rotated feedback
[28,29] systems. The TD signature can be suppressed due
to the influence between the SL and external feedback.
However, the TD signature cannot be eliminated
completely since the feedback device is passive [30].
Therefore, researchers have designed cascade laser con-
figurations. The master-slave-cascade configuration
schemes [31,32] can suppress the TD signature through
the interaction between the chaotic oscillation in the master
and slave SLs. In particular, an external cavity laser with an
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optical chaos injection can generate a broadband signal
without a TD signature in both the intensity and phase time
series [33]. These kinds of systems use active devices, such
as slave lasers, to replace the passive mirrors or FBGs, and
are a relatively effective way to eliminate the TD
signatures.

The post-processing method is another way to deal with
the TD signature. The chaos output is post-processed by
different mechanisms. For example, the optical chaos is
injected into a delayed interferometer [34] or a fiber ring
resonator [35]. The physical process arises in the
interferometer rather than in the laser cavity. The optical
heterodyne [36] and the electrical heterodyne schemes [4]
use the chaotic signal to heterodyne with another chaotic
signal or a single frequency local oscillator. The super-
position of the chaotic spectra not only broadens the
bandwidth of the original chaotic signal but also reduces
the TD signature in the heterodyned chaotic signals.

More recently, the mutually coupled chaotic systems
have become a popular research topic due to their unique
advantages [30,37—40]. This type of system can generate
two or more chaotic signals simultaneously, while the TD
signature is completely suppressed. Moreover, the syn-
chronization scheme is relatively easier to design by
utilizing such coupled mechanisms. Various secure com-
munication systems have been designed and demonstrated
on the basis of this mechanism [39,40]. However, the TD
signature analyses in the literature are focused only on the
time series of a single output, and the mutual statistical
features between different outputs is ignored. In this paper,
we conduct an investigation into coupled chaotic systems,
namely; the mutually coupled semiconductor [30,37], the
intensity-coupled electro-optic [38], and the phase-coupled
electro-optic chaotic systems [39]. Using theoretical
models and experiments, two or more sets of chaotic
signals transmitted in separate channels were captured or
reconstructed, and the TD signature was extracted by
mutual statistical analysis.
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2 System models and results

2.1 Mutually coupled semiconductor laser chaotic system

This type of scheme was first proposed in Ref. [30], and the
configuration of the system is illustrated in Fig. 1. Two
similar SLs are subjected to one another. The polarization
controller (PC) is used to match the polarization states of
the two lasers, and the variable attenuator (VA) is used to
control the coupling strength which is defined as the
optical power ratio of the external injection light and the
solitary SL output light. The photo-detectors (PD) are used
to capture the TD signature, and eliminate it from the
chaotic signal. In our scheme, the two outputs from the
mutually coupled lasers are captured simultaneously to
conduct an offline mutual statistical analysis.

The mathematical model of this mutually coupled
semiconductor laser chaotic system can be expressed by
the rate equations (Egs. (1)—(3)):
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Fig. 1 Configuration of the capture system
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Here E is the slowly varying complex electric field; N is the
average carrier number in the active region of the SL; the
subscripts 1 and 2 refer to SL1 and SL2; f is the linewidth-
enhancement factor; 7 is the coupling round-trip time,
which is the time that the output from SL1 is injected into
SL2 and then feedbacks to SL1; 7/2 is the delay time of the
output of SL2 as it is injected into SL1 or otherwise; # is
the coupling strength; the frequency detuning Af is defined
as Af = fi —f>, where £ and f; are the optical frequencies
of the free running SL1 and SL2, respectively; &, is the
transparency carrier number; and, F(¢) and F,(¢) are the
spontaneous-emission noises of SL1 and SL2, respec-
tively. Considering that the parameters in Egs. (1)—(3) are
either large or small, we can express these rate equations in
dimensionless form. In our simulation, the parameters
were chosen in the same as those in Ref. [37].

The analyzes in Ref. [37] contain the influence of the
coupled strength and frequency detuning on the TD
signature. By controlling the coupled strength 7, the
system can effectively suppress the TD signature, which is
gradually attenuated with an increase in 7. When 7 reaches
a certain value, the TD signatures are suppressed closely
with the background. By continuously increasing #, the TD
signature will re-appear. These results were produced using
the analysis of single outputs.

In the mutually delay-coupled semiconductor laser
(MDC-SL) system, two sets of TD signature suppressed
chaotic signals are generated simultaneously. It was
proposed that the cross correlation function (CCF) could
be used to analyzes the rings of the delay-coupled elements
[41]. In our work, the Egs. (1)—(3) are numerically
simulated using MATLAB R2012A and the fourth order
Runge-Kutta algorithm with 10° data points (from 10° to 2
x 10°) of the captured time series. The mutual statistical
analysis CCF and delayed mutual information (DMI)
between different outputs have been conducted based on
E| and E, (the captured optical intensities of SL.1 and SL2,
respectively) for n = 7.5 ns™' and Af = 0 GHz. Other
parameters used were a linewidth-enhancement factor of
=4, coupling round-trip time t= 8ns, g=2 x 10*s™, Ny=
1.25 x 10%, and ¢ = 1.5 x 107", The remaining parameters
were chosen as the same as those in Ref. [37].

The formulas for the CCF and DMI are given by Egs. (4)
and (5), respectively, where V(i) and V,(i) represent the
two time series, F is the sampling rate, {-) is the time
average, and p(v(7)) and p(v;(i), vo(i—sF)) are the mean
probability distributions of the marginal and joint fault
probability distributions respectively:
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The SF of E,, the MI of E;, and the CCF and DMI
between E; and E, are illustrated in Fig. 2. As shown in
Figs. 2(a) and 2(b), the TD signature was successfully
eliminated in E; for the SF and MI analysis. However,
there was an obvious peak at t = 4 ns= 7/2 for CCF, as
shown in Fig. 2(c). A similar TD signature was also be
observed for DMI, which is shown in Fig. 2(d).

We also investigated the change of the TD signature in
the parameter space where the coupling strength and
frequency detuning vary. From Fig. 3, it was seen that peak
values of CCF and DMI are “U” shaped. Even when a
parameter was located under the “U” region, which
implied that the peak value had hit a relatively low, the
peak remained obvious. The specific analysis of the TD
extraction for the large Af case is illustrated in Fig. 3. The
CCF and DMI curves for 7 =0.04 and Af= 12 GHz; and, #
=0.08 and Af'= 0 GHz, were analyzed. It was seen that the
TD signature can still be extracted for large Af. This can be
seen in Fig. 2 for a peak value larger than 0.2. For the CCF
and DMI analyses of the two transmitted time series, the
TD information was still revealed for the mutually coupled
semiconductor. We performed an additional analysis
regarding the internal parameters of the LD. The typical
value of the linewidth enhancement factor was 1 to 10. We
set different values for the linewidth enhancement factor of
the LDs of the coupled optical chaotic systems. Similar
results were obtained. The linewidth enhancement factor is
an important parameter which affects the performance of
the LD, and has attracted the most attention. The other
internal parameters had a relatively smaller impact. The
mismatches of the internal parameters in the considered
range did not affect the performance of the TD extraction
under the mutual analysis of the multiple outputs.

The system developed is based on the external cavity
feedback semiconductor laser (ECF-SL) system [30] and
uses a semiconductor laser to replace the external cavity
mirror. In other words, the SL2 is not a passive linear
mirror but an active nonlinear device. By adjusting the
parameters of SL2, the nonlinearity of the regenerated
signal from SL2 is largely increased, compared with that of
the incident signal from SL1. Thus, the TD signature
cannot be obtained using the SF analysis from a single
output. However, from the rate equation, the output signals
of SL1 and SL2 are strongly related. The statistic feature
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Fig. 3 Maps of TD signature in parameter space of 7, Afunder CCF and DMI analyses. (a) CCF; (b) DMI. The insets show the CCF and
DMI curves at n=0.04, Af= 12 GHz and 1 = 0.08, Af= 0 GHz, respectively

between the two chaotic outputs exist, and as a result, the
TD signature can be observed from the two captured time
series.

2.2 Intensity-coupled electro-optic chaotic system

Unlike the chaotic lasers which are based on the intrinsic

nonlinearity of the semiconductor laser, another type of
extensively studied optical chaos source is based on the
external nonlinear components, such as a Mach-Zehnder
modulator (MZM). Coupled chaotic systems based on this
strategy have also been proposed and investigated in Refs.
[38,40]. The system configuration built using the intensity-
coupled electro-optic chaotic system is illustrated in Fig. 4.
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The system consists of three continuous-wave lasers. Each
laser output is first modulated by a MZM, then detected
and amplified by a PD and a radio-frequency (RF) driver,
respectively, before being fed-back into the RF interface of
the MZM. These devices form an electro-optic chaotic
chain. Electrical splitters (ES) and electrical couplers (EC)
were adopted to export the power of each chain to the other
two, then the three chaotic chains were coupled to each
other. The results in Ref. [38] show that the system can
produce TD signature eliminated chaotic outputs.

The dynamical equation of the system is described as
Eq. (2) in Ref. [38], where x,(i) = TV (¢)/2V, represents the
dimensionless variable, and £ is the bifurcate parameter.
The other parameters are: ® = 1w/4, =25 ps and =5 ps.
The TD introduced by the delay lines; DL1, DL2, and
DL3, in the three chains were set to 7; =30 ns, 7, =25 ns,
and 73 = 20 ns, respectively. In a practical system, TD is
inevitable because of the latency of the components like
the MZ and PD. This latency is small enough that it can be
neglected in our simplified model when compared with the
TD introduced by the optical fiber.

Reference [38] indicates that the peak remains distin-
guishable in SF and MI, and f = 2-3.8 and 2-3.4,
respectively. When S reaches 6, the peaks for the relevant
TD were buried in the background, which are safe enough
under attack. In our scheme, the output signals from two
separate chains, for example (x;, x,), and (x;, x3) were
captured. We used the mutual statistical strategies CCF and
DMI to analyze the statistical properties between the two
chaotic series. We first investigated the properties of the
chaotic signals for f = 4, and the results are shown in
Fig. 5. The peaks are buried in the background for SF and
MI. However, there are obvious peaks for the CCF and
DMI results of (x;, x;). The peak at t = T} = 30 ns is
obvious when S = 4. There is also a peak at 7' = 5 ns,
which is equal to the value of T—T7>.

According to the results in Fig. 6, the value of § still has
a great influence on the peak values of the CCF and DMI
curves. When f = 6, the peak was still apparent, though the
absolute value decreased. When f increased to 9, the
values of the peaks of CCF(x;, x,) and DMI(x;, x,)
continued to decrease. The reason for this could be that the
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increase in f enhanced the nonlinearity of the chaotic
outputs, and therefore, suppressing the TD signature in
each chain. However, the correlation between different
chains was still relatively strong. As a result, the peak was
obvious enough to identify the TD at = T even for large
f. Similar results were obtained by analyzing (x,, x1), (x1,
x3), (x3, x1) etc., and, 75, and T35 were also identified. Since
the value of f is limited by the amplifier’s gain, laser
power, and half wave voltage of the MZM, it is difficult to
obtain such a high value of £ in real world applications.
This implies that the system is not safe enough for the
concealment of the TD using a mutual statistical analysis.
Unfortunately, when this type of chaotic system is used in
secure communications, at least two sets of chaotic carriers
are needed for constructing the synchronization scheme.
Therefore, multiple TDs could be partially identified and
the key space of the system will be significantly reduced.

2.3 Phase-coupled electro-optic chaotic system

A phase modulated delay dynamical system is another
optical chaotic source with external nonlinear devices.
Phase-coupled electro-optic chaotic systems have also
been proposed to resist a TD signature attack. The phase-
coupled scheme was first proposed in Ref. [39]. As shown
in Fig. 7, the system is composed of two connected electro-
optic delayed feedback chains, which is different from the
aforementioned 3-dimensional intensity-coupled strategy.
However, a pseudo-random bit sequence (PRBS) is
coupled to the system by the phase modulator (PM)
which is an additional dimension. Since the PRBS can be
generated synchronously in the transmitter and the receiver
side, only a one dimensional chaotic signal is transmitted
in the optical link as the information carrier. This means the
eavesdropper cannot obtain two sets of chaotic signals
simultaneously, which makes the mutual statistical analy-
sis hard to perform. To overcome this problem, we
designed a bypass to reconstruct an additional output, as
shown in Fig. 7. The bypass configuration contained an
open loop which was similar to the original chain. The PD3
was used to capture the reconstructed output.

The dynamics of the phase-coupled system can be
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Fig. 4 System configuration built on the intensity-coupled electro-optic chaotic system
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modeled using Egs. (6)—(7):

dx 1
X+ 17— + —u; = Bcos’ (A(Vz +R)y, +¢1>, (6)

de 6,

dy,
Y2+ g 0,

+ iuz = ﬁzCOS2 (A(xl + ﬂ’l)T2 + ¢2) . (7)
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In the above equations A(F), = F(t—ty) —F(t—t)—otp).

The phase output in each chain is a mixture of the PRBS
(or the R and m) and the nonlinear delayed series of the
other chain. The following parameters were set at; T

15 ns, 75 = 17 ns, 6T; = 510 ps, and 67, = 400 ps. As

described in Ref. [39], the TD signatures can be identified
by calculating the SF and MI at x,(?). For the injection of a

3 Gb/s PRBS, the peaks were hidden in the background.
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We intended to extract the TD signatures by analyzing the
mutual correlation between x(?) and y,(¢), however, these
two signals could not be captured simultaneously, since
only one carrier was needed to establish the synchroniza-
tion based communication strategy. The mathematical
model of the constructed bypass can be expressed by Eq.

®):

1
9*3”3 = feos’ (A(xl )r, + ¢3)’ ®)

dz,

Z] + T3E +
where T3 is the value of the introduced delay line; 673
represents the delay introduced by MZI; and, 3, 05, ¢3
were chosen using typical values. The values of T3, 673
were arbitrarily chosen by the attacker and we set 75 = 21
ns, 6753 = 600 ps.

In the simulation, the amplitude of PRBS was chosen as
/2 to maximize the cover efficiency, which is the same
treatment as described in Ref. [39]. The following
parameters were set: f1= S, =5, =4, 1 =20ps, 1, =
12.2 ps, and 0,= 6, = 1.6 ps; and 107 data points (from 10’
to 2 x 107) were used. The CCF and DMI were used to
analyze the statistical properties between x;(¢) and z;().

As shown in Figs. 8(a) and 8(b), the SF and MI curves
showed no distinguishable peaks for a relevant time, but
the CCF and DMI curves both had peaks at 1= 77" =11 ns
and 1= T,' = 11.4 ns, while the bit rate of PRBS was
3 Gb/s. Therefore T)' + T3 =32ns=T1,+ Toand ' + T5 =
32.4 ns= T}+ T,+ OT;. The influence of the bit rate of
PRBS and p for the extraction was also analyzed and the
results are shown in Fig. 9. It was seen that the absolute
value of the peaks in the CCF and DMI curves decreased
while the bit rate of PRBS increased. However, the peaks
were still distinguishable when the bit rate reached the
relatively large value 5 Gb/s. Even when the bit rate of
PRBS increased to 10 Gbps, the TD signature was
eliminated for the CCF case, but the peaks in the DMI

curve were still distinguishable. In a practical system, the
bit rate of the PRBS will not be as limited by the devices.
Therefore, it can be concluded that the phase-coupled
electro-optical chaotic system is not secure enough for the
CCF and DMI analyses. We also changed the parameters
of the reconstructed part, for example, f ranged from 2 to 6
and ¢ = /0 was set to 6.25 x 10* and 2.5 x 107,
producing similar results. The CCF and DMI curves also
reveal the peaks for a relevant TD. These results indicated
that we can obtain parts of the TD values of the phase-
coupled electro-optical chaotic system. However, the
complete solution is unattainable, the range of the TDs
can be narrowed down and the search space can be reduced
accordingly. This vulnerability may cause degradation in
the security performance.

3 Conclusions

In summary, we have conducted a mutual statistical
analysis on a series of typical chaotic sources which
were designed by adopting a system coupling strategy.
These systems were proven to be effective in resisting the
statistical attack. For these schemes, the TD signature in
each single output was concealed under the SF and MI
analyses. However, we have demonstrated that the TD
signature can still be extracted by analyzing the mutual
statistical relationship between multiple different outputs.
The simulation results indicated that these systems are not
safe for a wide parameter range if two or more output
signals are obtained by the eavesdropper. Unfortunately, in
some schemes such as the intensity-coupled electro-optic
chaotic system, more than one set of chaotic signals are
transmitted simultaneously in the optical link to maintain
the synchronization between the transmitter and the
receiver. In the phase-coupled system, the attacker can
build a bypass configuration to construct a relative carrier,
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and the TD signature can be partially identified by using
similar methods. Even though system coupling is a widely
used strategy in optical chaos communication systems, the
results in this paper challenge the security of this kind of
system. We suggest that a mutual statistical analysis should

be considered in designing the chaotic source in future
works.
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