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1 | INTRODUCTION

Counterfeit goods significantly threaten global econo-
mies, impacting world trade by about 2.5% of its value.
In Europe, 5.8% of imports suffer from fake goods,'

Abstact

Counterfeiting remains a significant threat, causing economic and safety
concerns. Addressing this, authentication technologies have gained traction.
With the rise of the Internet of Things, authentication is crucial. Photonic
Physical Unclonable Functions (PUFs) offer unique identifiers. We present
low-cost and sustainable e-tags that may be printed virtually on any surface for
authentication due to the bespoke texturization of sustainable inks of surface-
modified carbon dots. A single e-tag provides randomized phosphorescence (or
afterglow) patterns, which provide multiple layers of safety by exploiting
different patterning, excitation energies, and temporal characteristics. A
comprehensive case study employing photonic challenge-response pairs,
involving a sample size of up to 2° emission spectra in combination with 10>
photographs taken with a smartphone, displays a low authentication proba-
bility of error (<10™'!), which supports the potential of our combined
approach toward the development of more robust photonic PUF systems.

KEYWORDS
carbon dots, Internet of things, light emitting diode, physical unclonable functions

underlining the severity of modern global economies.
Evolving technology further empowers criminal net-
works to adapt swiftly. Yet, despite public awareness,
protecting brands remains secondary. This emphasizes
the urgent requirement for cost-effective, universally
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applicable authentication technologies to fortify anti-
counterfeiting strategies.

Current anti-counterfeiting technologies such as dig-
ital prints, Quick-Response codes, near-field communi-
cation chips, non-fungible tokens, and tracking software
have limitations against complex threats from the
expanding Internet of Things (IoT).” The rise of digital
ecosystems demands efficient, secure cryptographic key
generation methods. Physical Unclonable Functions
(PUFs) offer promise by using unpredictable processes to
reduce duplication risks.>* The PUF is a physical entity
that generates a unique output based on its inherent
physical characteristics. These characteristics are usually
influenced by manufacturing variations, imperfections,
or random processes during fabrication, making each
instance of the PUF unique. Therefore, they are inher-
ently difficult to replicate or clone and are more resistant
to tampering as their properties are not easily modified
without damaging the device. The PUFs are based on
black-box challenge-response pairs (CRPs), generating
unique and unpredictable responses to the external
stimuli.’> Photonic PUFs provide additional advantages,
surpassing electronic PUF limitations in cost, sustain-
ability, energy, and cyber-attack vulnerability.*

Early photonic PUF efforts utilized laser-based speckle
patterns® and also explored random number generation.®
Recent advancements leverage tunable luminescent ma-
terials, relying on emission properties such as intensity,
wavelength, and lifetimes.”® Single-level methods create
microscopic or macroscopic luminescent patterns using
a single excitation wavelength, detectable via hyper-
spectral microscopy’ optical microscopy,'®! or a charge-
coupled device (CCD) from a smartphone.'* Multi-level
PUFs include transient luminescence to produce dy-
namic random patterns accessed through fluorescence
microscopy."?

To bolster PUF-based authentication robustness,
increasing the number of CRPs by combining diverse
detectable physical features proves effective. Nonetheless,
the examples rely on complex detection methods, namely
surface-enhanced scattering detected via confocal Raman
combined with macroscale multicolor fluorescence visible
on a smartphone,® light scattering recognized via smart-
phones, coupled with random emission intensity distri-
butions analyzed through hyperspectral microscopy.’
Also, techniques such as white-light luminescence and
second harmonic generation,'* or macroscale color change
along with microscopic and 3D structural data analyzed
through portable or high-resolution fluorescence micro-
scopes'® make multi-level anti-counterfeiting tags a chal-
lenge for widespread use. Enhancing the robustness of
photonic PUFs demands new methods to generate uncor-
related responses between different PUFs under the same

challenge.'*'> Some reports confirm the unpredictability
and uncorrelation of keys in photonic PUFs according to
certified standards.'>"’

The integration of PUFs poses challenges and op-
portunities in communication protocols, privacy, and
security. PUFs provide unique device identifiers,
enhancing authentication and communication security."®
They generate identifiers without personal data, yet
concerns about tracking exist, addressable through
encryption. PUFs offer heightened security against clon-
ing and tampering, but vulnerabilities like replay attacks
require cryptographic measures. Overall, PUF integration
enhances IoT security, though protocol adjustments and
privacy considerations are necessary.

We propose a method based on sustainable e-tags
from carbon dots (CDs),' as a pivotal case for multi-
tiered photonic PUFs. These CDs, when exposed to
low-power excitation sources like LEDs or smartphone
flashlights, emit detectable luminescence and patterns
captured by standard CCD cameras. We studied the
emission spectra from five CD-based samples, using them
as PUF responses to multi-wavelength excitations ach-
ieved by combining up to 9 LEDs (2° CRPs). Additionally,
we integrate the phosphorescence emission spectrum as
an augmented CRP toward heightening PUF resilience.
Our exploration extends to photographs of CD-based
randomized luminescent patterns, amplifying e-tag
authentication potential. Our methodology not only en-
sures cost-effectiveness but also supports effortless scal-
ability, fortifies robustness, and enables personalized e-
tag designs. Leveraging CDs' low toxicity, stability, and
hydrophilicity, these tags offer versatile authentication
capabilities.”” This comprehensive study on photonic
luminescent PUFs aimed at augmenting the CRP count,
signaling progress toward sustainable smart e-tags for
photon-based authentication.

2 | RESULTS AND DISCUSSION

2.1 | The e-tag concept and fabrication

The CDs-based e-tags are adaptable for printing (inkjet,
spraying, spin-coating, drop cast) on diverse substrates
(paper, plastic, textile), akin to printable electronic cir-
cuits. In this work, the e-tags were created by applying a
suspension of CDs onto commercial non-fluorescent pa-
per via spraying and dropping cast methods. The pattern
can be adjusted by varying the suspension concentration
and the processing (e.g., nozzle size). Since the PUFs
response is converted into a digital key based on the
spatial distributions of the emitting centers, the inherent
randomness introduced by such deposition of the CDs
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onto the substrate contributes significantly to the
unclonability. This randomness arises from the experi-
mental variability in the deposition methods, surface in-
teractions, and nanoparticle properties, resulting in a
unique and unpredictable physical configuration that
forms the basis of the PUF robustness.

Optical features are challenged in UV and visible
spectral ranges using several (N) commercial LEDs or
smartphone flashlights. Time-gated detection, revealing
emission seconds post-exciting source cessation (), adds
another layer arising from using photoluminescent CDs
with phosphorescence emission. The responses are the
emission spectra or the luminescent pattern images
transformed into digital keys (Figure 1A), yielding
2N x(t + 1) CRPs.

In general, CDs are intriguing nanoparticles (<10 nm)
formed by a carbon-based core and tunable optical
properties achieved through surface functionalization."®
To cover visible emission colors, we selected six organic
molecules, yielding distinct CD families with visible
phosphorescence. These samples comprise spherical
nanoparticles with sizes ranging from 2.2 £+ 0.5 to
5 4+ 1 nm, as shown in transmission electron microscopy
(TEM) images (Figure 1B-M). High-resolution TEM im-
ages reveal a highly crystalline structure analogous to
graphene,”** and an interplanar spacing of ~0.18 nm
(Figure S1), which is consistent with the (103) diffraction
plane of graphitic carbon.”>** XPS analysis indicates
feature peaks for Cls, Ols, and Bls, with O and B
dominating the surface composition (Figures S2-S6),
while Raman spectra suggest the presence of alkali borate
glasses,” particularly vitreous B,0; (Figures S7-S9,
Scheme S2), which is further supported by the XRD
patterns (Figure S10).

2.2 | Photoluminescence properties

The emission spectra (Figure 2A) display broad bands
across the visible spectral region, with intensity varying
based on excitation energy (Figure 2B). The emission
color is perceptible to the naked eye under LED or
flashlight illumination (Figure 2C) and ranges from
blue (0.18, 0.20) to yellow (0.47, 0.44), covering bluish-
green (0.20, 0.36), yellow-green (0.43, 0.53), and
yellowish-green (0.30, 0.53) regions (Figure 2D). Such
tunable emission results from the surface modification of
the CD,”® providing multiple excitation energies as the
excitation spectra point out (Figure 2B). When the exci-
tation is turned off, a delayed emission is observed
(Figure 2C), as detailed below. Additionally, high abso-
lute emission quantum yields, up to 0.52, ensure the

emission activation using easily accessible low-power
sources, highlighting the potential of the selected CDs
for practical usefulness across various lighting situations.

2.3 | Multiple challenge-response pairs
Our proposal involves generating photonic PUFs
through multi-excitation wavelength combinations and
phosphorescence time gating. As a proof of concept, we
tested 8 or 9 LEDs, resulting in 2* (Figure 3A,B) or 2°
(Figure 3C) distinct spectra, respectively. These stem from
the C} excitation combinations, where i signifies the
number of represented LEDs and j represents their com-
bination (Tables S1-S3). The spectra show inherent CD
emissions overlapping with LEDs' emissions. For clarity,
Figure 3E—G displays 10 distinct multi-wavelength exci-
tations for CD1, CD2, and CD3, respectively.

Taking advantage of the long-lived emission, we
introduced time-gating as an additional challenge to
illustrate time-gated photonic PUFs. Although all the
samples exhibit time-dependent emission (Figures S11-
S14), we selected the mixed sample CD4 (composed of
CD4-A and CD4-B) due to its higher absolute emission
quantum yield (0.52) and potential to explore emission
component overlaps characterized by different timescales.
Figure 4 demonstrates spectral changes after the excitation
is turned off. The CD4-A emission spectra show a long-
lived component at 510 nm (Figure 4B) and a shorter-
lived blue emission (~440 nm) with a lifetime value of
around 0.56 £ 0.06 s. The CD4-B spectra reveal variations
in the relative intensity for ~475 and ~550 nm (Figure 4C)
components with longer lifetime values (0.62 + 0.01 and
0.65 £ 0.01 s, respectively). The prolonged emission has
been attributed to the B,O5 host due to (i) the introduction
of an electron-withdrawing B atom with vacant p orbitals
reduces the energy of the singlet excited state, facilitating
intersystem crossing and increasing triplet excitons; and
(ii) covalent B—C bonds between CDs, structural rigidity,
and spatial confinement within the B,0; polycrystalline
network restrict nonradiative transitions, isolating
quenchers from the environment and preserving the CDs'
phosphorescence.”” The mixed sample (CD4) benefits
from these distinct time-dependent effects, displaying a
narrower, time-dependent broadband centered around
510 nm post-exciting source cessation (Figure 4D). The
formation of the CD4 sample via a physical mixture of 80%
CD4-A and 20% CD4-B has led to the investigation of en-
ergy transfer (ET) between these distinct CD components,
mainly concerning ET between phosphorescence bands
(triplet, T) of CD4-B (donor) and CD4-A (acceptor). The
emission bands of CD4-A and CD4-B are in the same
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FIGURE 1 Sustainable smart e-tags for photonic authentication. (A) The tags are printed in a flexible personalized design and size. A

number of challenges (2 + 1) can be achieved either by tuning the wavelength of the commercial LEDs or by using the flashlight of a
smartphone and the responses are based on the emission spectra or images of luminescent random patterns acquired when the excitation is
turned on and off. (B—G) TEM images and (H—M) the size distribution of CD1, CD2, CD3, CD4-A, CD4-B, and CD5, respectively; insets
reproduce the HR-TEM images of individual CDs showing lattice fringes with the corresponding d-spacing (~0.2 nm) determined by Fast

Fourier Transform (FFT) analysis.

spectral range, providing a resonant spectral overlap
(Figure S17).*® Moreover, the band profile of the phos-
phorescence spectra of the mixed compound (CD4) shows
arelative intensity decrease of the two main peaks ascribed
to CD4-B, while CD4-A remains unchanged (Figure S18
and Figure 4). In addition, the full width at half maximum
of the phosphorescence band of the mixed sample CD4
(3700 cm™") is larger than that of CD4-A (2580 cm™') and
smaller than that of CD4-B (4670 cm™') (Figure S19),
further supporting that CD4-B acts as the ET donor and
CD4-A acts as the acceptor.

The evaluation of the PUFs' performance was
focused on using excitation and emission spectra as
CRPs. Emission spectra underwent analysis via Power
Spectral Density and bit-key transformation (Supporting
Information S5.1)*® for Hamming Distance (HD) com-
parison (Equation S3, Supporting Information S5.3).
Each excitation is considered a unique challenge.
Different excitations were anticipated to yield non-
repeated spectra (Inter-HDs), while repetitions of the
same excitation were anticipated to generate similar
responses (Intra-HDs). HD values were represented in
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FIGURE 2 Photoluminescence features and color coordinates. (A) Emission spectra excited at 430 nm (CD1), 400 nm (CD2, CD3),
370 nm (CD4), and 380 nm (CD5); the gray shadow is the flash lamp emission spectrum. (B) Excitation spectra monitored at 570 nm (CD1),
555 nm (CD2), 585 nm (CD3), 520 nm (CD4), and 495 nm (CD5). (C) Photographs (1 x 1 cm?) under UV or smartphone flash lamp.

(D) CIE chromaticity diagram.

histograms, fitted to Gaussian probability density
functions (pdfs), and weighted based on occurrence
probabilities (Figure S15). Optimal separation values
were identified, resulting in low error probabilities for
CD1 (0.03), CD2 (0.05), and CD3 (0.01), whereas
CD4 (0.27) and CD5 (0.17) exhibited higher error
probabilities due to their optical properties impacting
the similarity of emission properties. CD3 demons-
trated superior authentication performance and key

characteristics (Table S4). The addition of CD4 phos-
phorescence emission as a response (Figure S15 and
S16) impacted the error probability, decreasing from
0.27 to 0.08, elevating authentication accuracy and
precision. This underlined the afterglow's potential as
an additional challenge, enhancing authentication rob-
ustness without hindering key reproducibility. Aut-
hentication performance and key characterization
metrics for CD1-5 are detailed in Table S4. To enhance
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FIGURE 3 Multi-excitation photonic PUFs. Emission spectra excited under 8 (or 9) different LEDs for (A) CD1, (B) CD2, and (C) CD5.

(D) selected CJ‘ conditions for (E) CD1, (F) CD2, and (G) CD3.

the error probability values, we propose combining the
CD emission features with their ability to be proc-
essed as randomized luminescent patterns, on which it
is possible to employ an image-based authentication.

2.4 | Mobile smart e-tags

As the CDs are nano-sized particles (Figure 1), their
deposition as coatings providing a random distribution
of the emitting centers, so that distinct CRPs are
attained. Figure 5 illustrates the photos (responses) of
selected e-tags, that were converted to binary keys
(Equations S1 and S2), and compared with each other.
The HD values were represented in histograms and
fitted to Gaussian pdfs, one centered at a lower value
(intra-HDs, between responses from the same PUF
under repeated challenges) and a higher value (inter-
HDs, between responses from different PUFs under the

same challenge or responses from the same PUF under
different challenges). Similarly to the previous analysis,
the pdfs were weighted according to the probability of
occurrence of each prediction.

Employing the same challenge (excitation wave-
length 365 nm) in distinct e-tags (Figure 5A), the HD
values (Figure 5D) distinguish images from the same
tag (blue zones) and between different tags (orange
zones). The achieved optimal separation value of HD
(dope) is 0.18 with a probability of error of 7.2 x 107"
(Figure 5E) A similar study was performed for an e-tag
under different challenges (excitation wavelengths
365 nm, 385 nm, 405 nm, and smartphone flash,
Figure 5B), where a probability of error of 3.3 x 10™*
for d,p; = 0.10 was attained (Figure 5F,G). For both
approaches, the accuracy, precision, and recall values
(Equation S8 and S10) are greater than 99.99%, 99.94%,
and 99.94%, respectively. In addition, the keys were
characterized in terms of uniformity, uniqueness,
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FIGURE 4 Time-dependent optical features. (A) Photographs taken using a UV source and the flashlight from a smartphone.
Emission spectra of (B) CD4-A, (C) CD4-B, and (D) CD4, when the excitation (365 nm) is turned on and after the excitation has been

turned off.

reliability, and mean bit aliasing (Equations S4-S7),
revealing figures of 50%, 48%, 97%, and 50% (Figure 6A)
and 50%, 37%, 97%, and 50% (Figure 5B) that indicate
high reproducibility.

The e-tags were also challenged by time, as illustrated
in Figure 5C under LED excitation acquired at two
distinct instants (Figure 5c1,c2) and after the excitation
has been turned off (Figure 5c3—c32). The difference
between one image of the tag under LED excitation
(response 1) and those of the phosphorescence (response
2-32) yields an HD around 0.2 that increases as the
challenged time increases (Figure 5H,I).

The methodologies presented here stand out due to
the e-tag sustainability and easy processing, combined
with simple and ubiquitous detection (Table S5).

3 | CONCLUSIONS

In this work, single e-tags based on phosphorescent CDs
were developed and demonstrated potential for enhanced
photonic PUFs by exploiting emission spectra-based re-
sponses alongside photos of randomized luminescent
patterns. The developed e-tags underscore the potential
of sustainable luminescent materials in developing more
resilient photonic PUF systems, capable of offering multi-
level detectable responses. Although the integration of
PUFs with IoT introduces challenges such as the neces-
sity for protocol adjustments and concerns regarding
privacy, their distinctive attributes present significant
opportunities for enhancing security and mitigating
threats across the IoT landscape.
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(B), and (C), respectively.

4 | EXPERIMENTAL SECTION/
METHODS

4.1 | Materials

Sodium cholate hydrate (SC), fluorescein (FL), coumarin-
3-carboxylic acid (CCA), naphthalene-2,6-dicarboxylic
acid (NDCA), rhodamine B (RhB), dibenzoylmethane

(DBM), boric acid (BA) (Scheme S1), and ethanol (EtOH)
were used as received. Five CDs with phosphorescence

emission were synthesized, and designated as CD1, CD2,
CD3, CD4, and CD5. To provide tunable emission
covering the visible spectral range, distinct synthesis
strategies were followed.

CD1. 0.5 mg of SC (0.05 mL SC in EtOH, 10.0 mg/
mL) was mixed well with 0.5 g of BA. The mixture was
calcinated at 230°C for 7 min, taken out from the oven,
and cooled down to room temperature. CD2. 0.5 mg of
FL (0.25 mL of FL in EtOH, 2.0 mg/mL) and 1.5 mg of
CCA (0.75 mL of CCA in EtOH, 2.0 mg/mL) were mixed
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FIGURE 6 Schematic representation of the proposed PUF, with (A) the proposed challenges (excitation wavelength and time after the

excitation is turned off) and (B) the respective responses acquired by a smartphone.

well with 1.0 g of BA. The mixture was calcinated at 230°
C for 9 min, taken out from the oven, and cooled down to
room temperature. CD3. 0.5 mg of FL (0.25 mL of FL in
EtOH, 2.0 mg/mL), 1.0 mg of NDCA (0.5 mL of NDCA in
EtOH, 2.0 mg/mL), and 0.05 mg RhB (0.021 mL of RhB
in EtOH, 2.4 mg/mL) were mixed well with 1.0 g of BA.
The mixture was calcinated at 230°C for 9 min, taken out
from the oven, and cooled down to room temperature.
CD4. It is a mixture of CD4-A and CD4-B. For synthesis
of CD4-A: 10.0 mg of DBM (0.40 mL of DBM in EtOH,
25.0 mg/mL) was mixed well with 1.0 g of BA. The
mixture was calcinated at 225°C for 15 min, taken out
from the oven, and cooled down to room temperature.
For synthesis of CD4-B: 96 mg of RhB was dissolved in
15 mL of a 0.67 M NaOH solution with ultrasonic
treatment. Then, the clear solution was transferred into a
poly(tetrafluoroethylene)-lined autoclave (20 mL) and
heated at 180°C for 8 h and cooled down to room tem-
perature naturally. The resulting aqueous solution was
diluted to 20 mL with water and named as RhBCDs.
0.25 mL of RhBCDs aqueous solution was mixed with
2.0 g BA. The solid was ground and dried at 90°C to get a
dried powder. The powder was calcinated at 235°C for
15 min, moved out of the oven, and cooled down to room
temperature naturally. CD4 was obtained by mixing
CD4-A and CD4-B in a weight ratio of (4:1). The mixture
was ground, and then the pellet was made for mea-
surements. CD5. 1.5 mg of CCA (0.3 mL CCA in EtOH,
5.0 mg/mL) was mixed well with 0.5 g of BA. The
mixture was calcinated at 230°C for 10 min, taken out
from the oven, and cooled down to room temper-
ature. The protection role from the matrix boron oxide
ensures the afterglow property and stability under
normal atmospheric conditions.

4.2 | Unclonable tag based on
luminescent random patterns

The CDs were processed as unclonable tags, by being
grounded and dispersed in n-hexane and dropped on a
commercial non-fluorescent paper. CD2 and CD-mixed
(CD1, CD2, CD3, and CD5 with a weight ratio 1:1:1:1)
were selected. The solvent was evaporated at room
temperature.

4.3 | Characterization techniques

TEM images were obtained at the Iberian Nanotech-
nology Laboratory using a JEOL JEM 2100 (200 kV) mi-
croscope. Samples were dispersed in water and placed
into the analyzing grids (UC-A on holey 400 mesh Cu
grids, Ted Pella ref. 01824) by drop-casting, followed by
drying at room temperature. XPS was performed by an
ESCALAB 25Xi (Thermo Fisher Scientific) using a
monochromated Al Ko (hv = 1486.68 eV) radiation,
operated at 220 W, 14.6 kV, and a spot size of 650 um.
XPS spectra were collected at pass energies of 100 and
40 eV, for survey spectra and individual elements,
respectively. The energy step for individual elements was
0.1 eV. XPS spectra were peak-fitted using Avantage data
processing software (Thermo Fisher Scientific) and the
Shirley-type background was used. All the XPS peaks
were referenced to adventitious carbon Cls, C-C peak at
284.8 eV. Quantification was done using sensitivity fac-
tors provided by the Avantage library. Charge neutrali-
zation was achieved with both low energy electron and
argon ion Flood guns (<0.1 eV, 120 and 70 nA current,
respectively).
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4.4 | Optical studies

The photoluminescence spectra were recorded with a
modular double-grating excitation spectrofluorimeter
with a TRIAX 320 emission monochromator (Fluorolog-
3, Horiba Scientific) coupled to an R928 Hamamatsu
photomultiplier. The spectra were corrected for the
detection and optical spectral response of the spectro-
fluorometer. The emission quantum yield values were
measured at room temperature using a system (C9920-02,
Hamamatsu) with a 150 W xenon lamp coupled to a
monochromator for wavelength discrimination, an inte-
grating sphere as the sample chamber, and a multi-
channel analyzer for signal detection. The method is
accurate to within 10%.

4.5 | Optical features and image
acquisition

The emission spectra under continuous excitation of
different wavelengths were obtained using several LEDs
emitting at distinct wavelengths (Tables S1-S3), as
detailed in the Supporting Information. Figure 6 is a
schematic representation of the proposed PUF with the
different challenges (excitation wavelength and afterglow
time) and the possible methods to acquire the responses,
the emission spectrum with a spectrometer, and the
image-based response with a common smartphone.
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