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Background
 The state of a protocol can be measured by a state machine [1].
 Stateful variables: variables or data structures used to hold the 

information related to the state in network protocol programs 
have a degree of stateful characteristics.

 Stateful variables are closely related to:
 normal operation of protocol services
 correct processing of protocol data
 safe execution of the protocol software program

 e.g., OpenSSL, a pair of stateful variables with the length constraint
• A struct session_id_context is used to ensure that sessions are reused 

only in the appropriate context 
• An unsigned integer variable sid_ctx_length is used to specify the 

length of the struct above



Motivation
 Vulnerable points result from abnormal states of variables due to:
 ambiguities of specifications
 software deviations in implementations
 coding errors or improper uses of stateful variables by program 

developers

 Previous related work is insufficient at present:
 Most methods for describing and discovering logical errors are 

concerned with variables in common binary via static analysis [2]
 Lack effective analysis methods for detecting the transitions of protocol 

states and conversions of multiple sessions
 Traditional vulnerability mining approaches may take too much time to 

generate such inputs to explore a specific state [3]
 Vulnerabilities possibly appear in many forms, not only a crash, but also 

privacy disclosure, authentication bypass, RCE, etc. [4]



Motivation
Technological challenges of discovering stateful variables in 
network protocol software:
Low automaticity. Stateful variables need to be differentiated by 

analyzing a series of network protocol software behaviors. 
Extensive manual work is required in testing and verifying a 
vulnerability caused by misused stateful variables and lack of 
automatic approaches.

Hard to discover. Stateful variables are closely related to the 
protocol software states and network inputs. It is necessary to use 
a specific sequence of data packages to reach a state that can 
cause errors with stateful characteristics. This conduct makes it 
difficult to cover deeper states, so the variables mistaken in deeper 
paths cannot be found eventually.



Main contributions 
 An automatic technique that is novel and can work on binaries of 

different protocol software programs is proposed to discover 
stateful variables.

 A stateful variable discovery algorithm is proposed from three 
dimensions, about timing, spacing, and operating sequence. It is 
suitable for a deeper analysis of complicated states in protocol 
software by recording and replaying the executed trace.

 A prototype system implemented by our approach to validate our 
idea is applied to 11 protocol software programs, with an average 
true positive rate (TPR) of 82% and an average precision up to 
96%.



Framework

Overview of the prototype system for automatic discovery of stateful variables

• Recording and replaying module
• Address space analysis module

• Protocol state analysis module
• Address space analysis module
• Definition-usage chain analysis module



Flowchart of the algorithm

Flowchart of the automatic discovery algorithm for stateful variables of 
network protocol software



Evaluation

The number of stateful variables 
automatically discovered by the 
prototype system compared to the 
numbers of global and stateful 
variables estimated by manual 
inspection from 11 protocol 
software programs

 The experiments designed for evaluation consist of two parts:
 Testing in a benchmark, ProFuzzBench (9 protocol software programs)

 Testing in real-world programs (2 protocol software programs)

 We obtained the numbers of global variables and variables with 
stateful characteristics in the source codes by human checking



Evaluation

Results of six evaluation metrics for indicating the 
effectiveness of our prototype system

 To evaluate if our approach can be applied to various protocol 
software, we introduce some widely used metrics: 

 true positive rate (TPR) or recall, true negative rate (TNR), false 
positive rate (FPR), false negative rate (FNR), precision (P), and 
F1-measure (F1).



Conclusions

 We infer and discover the stateful variables used to store and 
reflect the states of network protocol software from the life cycle 
and operational characteristics of variables by analyzing prominent 
operations in the critical areas of memory from the process. 

 We design and implement a prototype system for automatically 
discovering stateful variables in protocol software, and then 
perform experiments on nine programs in ProFuzzBench and two 
real-world programs. The average TPR can reach 82%, and the 
average precision can be up to about 96%.

 In the future, we may use symbolic taint analysis or conclic testing 
methods based on this knowledge, to assist the analysis tools in 
finding vulnerabilities more efficiently and accurately in network 
protocol software.
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