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Motivation 
1. Terminal devices (TDs) in edge control systems (ECSs), such as 
intelligent instruments and industrial robots, need to communicate 
sensitive information with the edge intelligent controller (EIC). 
Therefore, authentication between the EIC and TDs is one of the 
most fundamental security issues and an integral part of the 
security defense of ECSs. 

2. Since the TDs that need to access the EIC have constrained 
computing and storage resources and traditional asymmetric 
cryptography based authentication schemes have high compu-
tational cost, a lightweight authentication scheme is needed to 
protect ECSs. 
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Main idea 
1. We propose a lightweight authentication scheme that enables 
bidirectional anonymous authentication between EICs and TDs. 

2. Due to the limited resources of ECS devices, our scheme uses 
only hash functions and XOR operations for mutual authentication. 
This effectively reduces the burden of computation and storage while 
providing adequate protection measures. 

3. We prove the security and effectiveness of our authentication 
scheme through security and performance analysis, and demonstrate 
its advantages in terms of security properties and computational cost 
by comparison with other authentication schemes. 
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Framework 
TDs are resource-constrained 
devices, which are responsible for 
collecting data and executing 
commands. The EIC can receive 
data collected by TDs, process 
and analyze these data, and 
control TDs to execute commands. 
The TS is an entity with high 
security and independence; at the 
same time, it has powerful storage 
and computing capabilities to 
generate the security parameters 
required by the system in the 
ECSs and send them to the 
corresponding entities. 

Front In
form Technol Electro

n Eng



Method 

1. Registration phase:  The TD 
registers with the TS to obtain 
the secret, which will be used 
for mutual authentication with 
the EIC, while the TS generates 
its pseudo-identity for the EIC 
and sends the secret value and 
its pseudo-identity to the EIC. Front In
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Method 

2. Mutual authentication 
phase: The TD and EIC 
authenticate each other and 
generate the session key. 
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Major results 
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Major results 
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Conclusions 

1. In this paper, we propose a lightweight authentication scheme 
for ECSs that enables bidirectional anonymous authentication and 
key agreement between the EIC and TDs, and the negotiated 
session key can be used for subsequent secure communication 
between the two parties. 

2. Security analysis shows that the authentication scheme can 
provide necessary security properties. In addition, performance 
analysis demonstrates the benefits of the authentication scheme  
in terms of security properties, communication overhead, and 
computational cost. 
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