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Motivation

» There are vulnerabilities in the Internet of Things (loT) ecosystem
considering security and privacy issues. There are systematic

privacy flaws in the form of missing encryption certificate
validations:

* Where to store the data collected from sensors, actuators, and

lightweight loT devices, and for what purpose? Are they profiled
or not?

 User data and confidential information are not safe in the
heterogenous |loT network.

« Use of multitude languages, protocols, and standards.

» There is no standard architecture for the loT.



Main idea

»|dentifying the core requirements from the standards for the loT

»Analysis of existing reference architectures and identifying the
shortcomings

»Incorporating privacy and security metrics in the analysis and the
proposed reference architecture

»Proposing a novel privacy-federated loT security reference
architecture (PF-loT-SRA) and its countermeasures against loT
threats and attacks in the loT ecosystem

» Validation of the proposed PF-IoT-SRA
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Method

»Analyze 12 existing architectures of loT comprehensively.

»As loT-based systems are vulnerable to various types of threats
and attacks, identify which metric of PF-loT-SRA will counter
threats and attacks in the loT communication environment.

»Validate PF-loT-SRA using the architecture trade-off analysis
method (ATAM), an industry recognized scenario based approach.

»ATAM gives us the trade-offs, sensitivity points, and risks
associated with the proposed loT reference architecture. It gives
us a clear sight of how the reference architecture should be
performed under brainstormed real-time scenarios.



Method

Table 5 Brainstormed scenarios and their priorities

Scenario

Description

Priority

A smart home where all the appliances are connected to the Internet. A user requests
to unlock the door through a mobile application rather than just normal keys
(functionality: a smart door lock; accuracy should be >96%)

(H, M)

A connected self-driven car can optimize its operation and maintenance driving on
the road without a driver (reliability: IoT system should have a fault
tolerance of no less than 94%)

(H, M)

Industrial IoT, also known as Industry 4.0, the revolution of industry; production units
highly rely on sensors, actuators, and controllers; temperature, voltage, frequency,
seismic sensors not giving correct readings to PLCs; giving false negatives
(usability: all the sensors and actuators should be checked during boot time
within 50 ms)

(M, M)

In smart health care, patients use a connected battery-powered pacemaker to
control abnormal heart rhythms (security: hardware disk failure or power outage;
the services should resume <5 s)

(H, H)

In smart retail, a large number of users request for transaction checkout at the
same time using mobile POS (performance: in heavy load conditions and with
parallel users, a simple entity should be updated in <3 s)

(M, L)

IoT medical devices collect health care data, including blood pressure, sugar level,
oxygen, and weight; the data of users are stored online (privacy: no
profiling of user data based on identity and geolocation)

(M, H)

The developer should be able to create new applications in an IoT ecosystem
(portability: the developer should be able to create applications in 2—3 months)

(M, L)

8

The patches should be installed on the software and operating systems of things
(installing ability: the upgrades should be remotely installed to the things)

(H, M)

H, high; L, low; M, medium; PLC, programmable logic controller; POS, point of sale



Major results

Proposed architecture decision and response to the stimulus

Table 8 Scenario 3

Item Description
Attribute Usability
Environment Starting up the system
Stimulus Failure of boot time check of sensors and actuators within 50 ms
Response Will not affect the overall system operations

Architecture decision

(Layer 1) Devices layer: things in IoT

Sensitivity The devices such as sensors, actuators, and wearables should be able to check, protect, and
configure themselves within the specified boot time

Trade-off Portability, reliability, and functionality

Risk Could result in false negatives; can halt the production units, resulting in financial loss

Table 9 Scenario 4
Item Description

Attribute Security, availability

Environment Recovering from a failure

Stimulus The hardware or battery of the pacemaker fails during the operation

Response The recovery mechanism supported will not affect the security and availability of the system

Architecture decision  (Layer 6) Management layer: risk management

Sensitivity There should be no common mode of failure; to ensure different types of hardware and
operating systems

Trade-off Installing ability, reliability

Risk This could result in fatal hazards; the management layer might be helpful in risk minimization;

might not address hardware redundancy




Summary

»We have identified the core requirements from the standards.
Based on these requirements and metrics, we have analyzed 12
existing reference architectures. We have identified their
shortcomings and proposed PF-IoT-SRA, which will help make a
concrete and standard architecture.

»PF-l0T-SRA will counter major threats and attacks in loT
communication and address all the concerns for the domain
system from a functional point of view.
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