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Motivation
There are vulnerabilities in the Internet of Things (IoT) ecosystem 

considering security and privacy issues. There are systematic 
privacy flaws in the form of missing encryption certificate 
validations:

• Where to store the data collected from sensors, actuators, and 
lightweight IoT devices, and for what purpose? Are they profiled 
or not?

• User data and confidential information are not safe in the 
heterogenous IoT network. 

• Use of multitude languages, protocols, and standards.

There is no standard architecture for the IoT. 



Main idea
Identifying the core requirements from the standards for the IoT

Analysis of existing reference architectures and identifying the 
shortcomings

Incorporating privacy and security metrics in the analysis and the 
proposed reference architecture

Proposing a novel privacy-federated IoT security reference 
architecture (PF-IoT-SRA) and its countermeasures against IoT 
threats and attacks in the IoT ecosystem

Validation of the proposed PF-IoT-SRA
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Method
Analyze 12 existing architectures of IoT comprehensively.

As IoT-based systems are vulnerable to various types of threats 
and attacks, identify which metric of PF-IoT-SRA will counter  
threats and attacks in the IoT communication environment. 

Validate PF-IoT-SRA using the architecture trade-off analysis 
method (ATAM), an industry recognized scenario based approach. 

ATAM gives us the trade-offs, sensitivity points, and risks 
associated with the proposed IoT reference architecture. It gives 
us a clear sight of how the reference architecture should be 
performed under brainstormed real-time scenarios.



Method



Major results
Proposed architecture decision and response to the stimulus 



Summary
We have identified the core requirements from the standards. 

Based on these requirements and metrics, we have analyzed 12 
existing reference architectures. We have identified their 
shortcomings and proposed PF-IoT-SRA, which will help make a 
concrete and standard architecture.

PF-IoT-SRA will counter major threats and attacks in IoT 
communication and address all the concerns for the domain 
system from a functional point of view.
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