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Motivation 
1. The identifying code is a promising technique for authorized 
access, and has been widely used in man-machine verification to 
prevent unauthorized access, theft of proprietary information, and 
insider net abuse.  

2. In the behavioral verification application, the validation area is 
fixed, where some malicious applications can easily simulate the 
mouse drag action and complete the verification.  

3. The challenge in engaging man-machine verification involves the 
correct classification of man and machine tracks. 

4. A comprehensive movement analysis is needed to construct the 
trajectory features, which can help construct the classification model. 
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Main idea 
1. The comprehensive trajectory features are defined to create 
movement feature vectors, which represent the characteristics of 
the movement tracks.  

2. The random forest (RF) classification model is adapted to 
handle the task of man-machine verification based on mouse 
trajectory data.  

3. We compare the prediction performance of the proposed RF 
model with those of logistic regression (LR) and support vector 
machine (SVM) on both the training and testing data sets. 
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Major results 
1. The movement offset on the y axis can be chosen as 
the main features for trajectory classification. 
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Major results (Cont’d) 

2. The RF model is superior to LR and SVM in terms of 
TNR, Precision, F-measure, G-mean, and w-Acc, but is 
worse than SVM in terms of TPR. 
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Conclusions 

1. We constructed an RF model for man-machine 
verification based on the movement speed feature fspeed, 
movement offset feature foffset, and movement interval 
feature ftime from the mouse movement trajectory dataset. 

2. The comprehensive performance of the RF model is 
better than those of the SVM and LR models on the real-
world mouse trajectory dataset, demonstrating the 
efficiency of our proposed method. 
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