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Existing cybersecurity model 

 Despite advancements in
dynamic defense, real-time
response, and attacker
behavior analysis, current
cybersecurity models
continue to exhibit
significant limitations.

 Existing defense
enhancement model and
attack confrontation cannot
balance proactivity, flexibility,
comprehensiveness, and
lightness.

Front In
form Technol Electro

n Eng



Active cybersecurity model (SAPC model) 
 We introduce an active cybersecurity model grounded in game theory to

tackle evolving network security threats.

 This model abstracts attack–defense interaction as a dynamic game,
predicting attacker behavior in information asymmetry environments. It
also adapts defense strategies dynamically, optimizing outcomes within
resource constraints.
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Technical framework of the SAPC model 
 The active network security model is built on an extensive technical

framework, designed to form a closed-loop defense system via proactive
and intelligent technological methodologies
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1) Intelligent threat sensing
 “Intelligent threat sensing” focuses on leveraging dynamic games to uncover

unknown vulnerabilities. The technical framework includes target identification,
model training, vulnerability generation, and vulnerability combination, covering
the entire lifecycle of vulnerability mining to enable active perception and dynamic
response.
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2) In-depth behavior analysis
 “In-depth behavior analysis” focuses on leveraging active traffic detection

technologies, combining historical attribute analysis of attack traffic with real-time
updated feature intelligence and thereafter dynamically adjusting defense
strategies in response to evolving attacker behaviors.
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3) Comprehensive path profiling 
 “Comprehensive path profiling” tracks attack paths, reconstructs attack chains, 

and analyzes attacker behaviors. This enables defenders to implement precise 
countermeasures, particularly against APTs. 
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4) Dynamic countermeasures 
 “Dynamic countermeasures” aim to force attackers to discontinue their attacks or 

reduce attack effectiveness by increasing the operational cost. These 
technologies work by depleting the attackers’ resources, raising the complexity of 
the attacks, and reinforcing the defense by targeting attack sources and 
infrastructure and by implementing intelligent countermeasures. 
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Challenges 
 Incomplete collection of information elements

Complex networks consist of numerous nodes, intricate connections, massive traffic 
volumes, and variable traffic flows. The inherent flexibility and openness of network 
topological structures impede comprehensive monitoring of node status and 
identification of potential risk entry points. 

 Complex calculations of massive data

Network attack–defense interactions generate extensive datasets from diverse 
sources, including device monitoring data, security system logs, and network traffic 
information. These data exhibit multi-dimensional characteristics, heterogeneous 
structures, and inherent noise, with volumes that exceed traditional data-processing 
capabilities. 

 Complex emergency response coordination

Cybersecurity responsibility lies with various network operators, including network 
service providers, enterprise network management departments, and critical 
infrastructure operators. As network assets expand, attacks may originate from 
numerous unexpected nodes or routes. 
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