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Motivation

1. With the development of quantum computing technology,
It is iImperative to study cryptographic schemes that are
resistant to quantum computing.

2. As a promising candidate post-quantum cryptosystem, the
lattice-based cryptosystem has attracted increasing attention
In academic fields.

3. Signcryption can simultaneously complete encryption and
signature operations in a logical step, and the calculation
and communication cost is lower than that of the traditional
signature-then-encryption method.



Main idea

1. Design a new blind signcryption function which can not
only complete the blind signature and encryption functions in
a polynomial step but also resist quantum computing attack.

2. Prove the security of the scheme in the standard model.

3. Verify the efficiency of the proposed scheme through
efficiency analysis and parameter size analysis.



Contribution

1. A post-guantum blind signcryption scheme from lattice
(PQ-LBSCS) is proposed which can simultaneously
guarantee blind signature and encryption.

2. The new scheme greatly improves the computational
efficiency by reducing the length of the ciphertext and
public key.



Method

Blind signcryption algorithm
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Fig. 1 Blind signcryption scenarios




Major results

1. Sizes of some parameters of the new scheme and
relevant schemes

Table 2 Size of some parameters

Scheme Length of ciphertext Size of params Number of hash functions Size of the public key
SZ 2micn(log q)* (d+3)(log g)° 2 (mk+1)logg
YLM mkn*(log q)° mnklog g 6 k(k+1Ym*A(log g )
YWM Imn*(log g)° m*nllog q 3 2m*log g
YHW 2m*n(log g)* km’log ¢ 3 nm*log q
PQ-LBSCS mn*(log g)* 2In*log g 5 2n*log g

q: alarge prime number; m and k: real numbers; #: a security parameter; /: number of columns of matrix F; d: number of vectors B; in Sun

and Zheng (2018)



Major results (Cont’d)

2. Efficiency comparison between the new scheme and
relevant schemes

Table 3 Computational efficiency of schemes

Computational efficiency

Scheme

Signcryption Unsigncryption
SZ PIS+5D+3C; 4DA+6C,
YLM PIS+5D¢+3C; TDHTC
YWM PIS+5DA9C; 6D +4C,
YHW PIS+4D+7C; 3DA6C,
PQ-LBSCS PIS+4D+2C; 2DH4C

C, denotes the multiplication operation, D, denotes the addition
operation, and PIS represents the preimage sampling



Operation time (s)

18
16 |
14
12
10 |

Major results (Cont’d)

SZ
+— YLM
YWM

YHM
PQ-LBSCS

2 3 4 5
Security parameter n

Fig. 2 Signcryption time comparison
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Fig. 3 Unsigncryption time comparison
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Fig. 4 Time comparison for the whole scheme



Conclusions

1. The post-quantum blind signcryption scheme from lattice
(PQ-LBSCS) can ensure indistinguishability and unforgeability.

2. PQ-LBSCS can blind the message efficiently, achieve
anonymous signcryption, and resist quantum computing
attackers.

3. Simulation results show that the calculation complexity of
PQ-LBSCS is relatively low.
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