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Motivation 
• Large language models (LLMs) are increasingly deployed in 
translation, QA, sentiment analysis, text completion, and code 
generation, but their inference pipelines are vulnerable to 
hardware transient faults. 

• Transient bit flips during inference can silently corrupt 
intermediate activations and produce silent data corruptions 
(SDCs), degrading output quality without raising an exception. 

• To address the limitations of existing inference-phase protection 
schemes, this paper investigates how to reduce fault-induced 
SDC while maintaining low latency overhead, without requiring 
hardware modifications or model retraining. 
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Main idea 
• Fault-aware detection via runtime feature exploitation 
A lightweight LightGBM-based classifier uses runtime features 
such as maximum probability, entropy, and logits statistics to 
detect suspicious inference behaviors with high accuracy and 
minimal overhead. 

• Flexible plug-and-play re-execution framework 
A pure-software two-stage framework dynamically flags 
suspicious inferences and selectively triggers online 
recomputation, without hardware modifications or model 
retraining. 

• Superior resilience–overhead tradeoff 
RetryTrigger reduces SDC rates by 92.97% on average and up to 
95.33%, while maintaining only 4.1167% mean runtime overhead 
and as low as 2.4012% in the best case. 
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Method 

• Offline stage: run clean inference and fault-injected inference, extract runtime features, 
compare outputs with the golden reference, and train a LightGBM detector on the resulting 
tabular dataset. 

• Online stage: during deployment, collect the same runtime features in real time and query the 
detector to decide whether to accept the output or trigger one retry. 

• Because transient faults are non-persistent, one re-execution is usually sufficient; a strict single-
retry budget keeps latency bounded. 
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Results 
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Conclusions 
RetryTrigger is proposed for enhancing LLM resilience via 

dynamically collecting runtime features and leveraging a LightGBM 
meta-model to accurately predict whether inference outputs should 
be retried. Extensive evaluations on seven representative LLMs 
demonstrated that RetryTrigger achieves up to 95.33% and an 
average of 92.97% SDC reduction, with minimal performance 
overhead averaging only 4.1167%. This good balance between 
robustness and efficiency makes RetryTrigger a practical solution for 
deploying robust LLMs in resource-constrained or real-time 
environments. 

Future work will focus on enhancing compatibility with black-box 
application programming interfaces via logit-agnostic variants, and 
validating with real hardware fault traces to further strengthen 
ecological validity. 
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