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Abstract: Hardware transient faults are proven to have a significant impact on deep neural networks (DNNs),
whose safety-critical misclassification (SCM) in autonomous vehicles, healthcare, and space applications is increased
up to four times. However, the inaccuracy evaluation using accurate fault injection is time-consuming and requires
several hours and even a couple of days on a complete simulation platform. To accelerate the evaluation of hardware
transient faults on DNNs, we design a unified and end-to-end automatic methodology, A-Mean, using the silent
data corruption (SDC) rate of basic operations (such as convolution, addition, multiply, ReLU, and max-pooling)
and a static two-level mean calculation mechanism to rapidly compute the overall SDC rate, for estimating the
general classification metric accuracy and application-specific metric SCM. More importantly, a max-policy is used
to determine the SDC boundary of non-sequential structures in DNNs. Then, the worst-case scheme is used to further
calculate the enlarged SCM and halved accuracy under transient faults, via merging the static results of SDC with
the original data from one-time dynamic fault-free execution. Furthermore, all of the steps mentioned above have
been implemented automatically, so that this easy-to-use automatic tool can be employed for prompt evaluation
of transient faults on diverse DNNs. Meanwhile, a novel metric “fault sensitivity” is defined to characterize the
variation of transient fault-induced higher SCM and lower accuracy. The comparative results with a state-of-the-art
fault injection method TensorFI+ on five DNN models and four datasets show that our proposed estimation method
A-Mean achieves up to 922.80 times speedup, with just 4.20% SCM loss and 0.77% accuracy loss on average. The
artifact of A-Mean is publicly available at https://github.com/breatrice321/A-Mean.
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evaluation tool
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1 Introduction external radiation (Jiao et al., 2016; Al-haj Ahmad
and Sedaghat, 2022) and internal electrical interfer-

Transient faults (Farjaminezhad et al., 2021b;  epce (Zhou et al., 2020; Jung et al., 2022). These

Papadimitriou and Gizopoulos, 2021; Bel¢evi¢ and
Stojanovié, 2022) primarily result from inherent cir-
cuit malfunctions (Jooshaki et al., 2023), such as
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transient faults often occur randomly and cause per-
formance loss or area/power overhead for detection
and mitigation, so that some ignored faults have the
potential to corrupt the program or lead to incorrect
data. However, in safety-sensitive applications, such
as autonomous vehicles (Jha et al., 2019), healthcare
(Adam et al., 2021), and space applications (Li PW
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et al., 2021), transient faults could lead to immeasur-
able loss of life and property. In recent years, deep
neural networks (DNNs) (Chen et al., 2020; Laskar
et al., 2022; Tan et al., 2023a) have been adopted in
safety-critical applications due to their remarkable
problem-solving capabilities. However, these safety-
critical applications necessitate dependable, robust,
and efficient support from popular DNNs.
quently, it is important to assess the accuracy of var-
ious DNN models under transient faults to guarantee
their acceptable prediction quality (Farjaminezhad
et al., 2021a; Ahmadilivani et al., 2023; Dietrich
et al., 2023).

Two categories of mainstream approaches are
usually employed to evaluate the impact of faults on
DNNs: (1) Fault injection involves injecting faults
into DNNs intentionally many times so that the im-
pacts can be quantified by the ratio of the num-
ber of injections with observed wrong results to the
total number of injections, such as CAFI (Al-haj
Ahmad and Sedaghat, 2022), saca-FI (Tan et al.,
2023b), TensorFI (Chen et al., 2020), and TensorFI+
(Laskar et al., 2022). (2) Fault-free analysis uses a
few fault-free simulations and simple analytical mod-
els for fast evaluation of fault impacts on DNNs, such
as SERN (Ping et al., 2020), APPRAISER (Taheri
et al., 2023), DeepVigor (Ahmadilivani et al., 2023),
and saca-AVF (Tan et al., 2023a). The former is ac-
curate but time-consuming, while the latter is fast
but inaccurate. The DNN-driven safety-critical ap-
plications require not only high reliability for guar-
anteed safety but also high performance for real-time
decisions. Therefore, fast fault-free analysis is pre-

Conse-

ferred for safety-critical applications. However, how
to improve the evaluation accuracy of the impacts of
transient faults on DNNs with the advantage of high
speed is a challenge.

The advanced fault-free methods have used pure
analytical models for fast evaluation. Ping et al.
(2020) designed SERN to characterize the vulner-
ability characteristics of convolutional neural net-
works from the image information (data types, val-
ues, and the sign of data) and model structure (types
of layers) quickly and accurately. Ahmadilivani et al.
(2023) proposed DeepVigor to represent vulnerable
and non-vulnerable ranges for each neuron to charac-
terize the vulnerability factors for bits, neurons, and
layers. However, there are still two problems to be
solved. One is that some dynamic information of the
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images inputted into diverse models is ignored, so
the generality is limited. The other is that the spe-
cific safety-critical misclassification (SCM) of these
safety-sensitive applications has not been considered
in these analytical models.

To address these problems, we propose an auto-
matic methodology A-Mean for fast evaluation of the
accuracy of DNNs. This approach combines dynamic
information from one-time fault-free execution with
static information from a fast analytical model for
accurate and fast evaluation of the general classifi-
cation metric accuracy and the application-specific
metric SCM. Our main contributions are as follows:

1. We design a unified two-level rapid and sys-
tematic assessment method, A-Mean, to evaluate
the impact of transient faults on DNNs. Our ap-
proach can take advantages of one-time fault-free
dynamic information, a static two-level mean calcu-
lation model, and a worst-case policy to effectively
capture the inner-layer (data type and operator) and
inter-layer (input feature map, depth, and topology)
fault impacts.
99.23% on average and up to 922.80 times speedup
over the state-of-the-art fault injection method.

It can achieve an accuracy up to

2. We conduct some experiments and com-
pare our A-Mean with single-convolution silent data
corruption (SDC) and no max-policy. As we im-
plement three groups of SDCcony to replace other
SDCqp, our results show that the different operators
remain highly effective and consistently outperform
the alternatives. The max-policy and no max-policy
reveal distinct characteristics in topology, such as
branches without hidden layers behaving like a se-
quential structure, while branches with hidden lay-
ers require consideration of both individual branches
and their interactions. The results demonstrate that
the max-policy clearly shows the impact among the
topological branches.

3. We develop an automated tool to acceler-
ate the evaluation of accuracy and SCM in DNNs
under transient faults. This tool directly uses the
model’s printed structure and parameters, including
operators and input feature maps, to automatically
compute the SDC rate for each model. It is then com-
bined with the accuracy and SCM of a no-fault case
to estimate the corresponding metrics under tran-
sient faults. The entire assessment process is com-
pleted in less than 0.12 s. Meanwhile, a new metric,
fault sensitivity, is proposed for estimating transient
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fault impacts on the variation of accuracy and SCM.
We have made the artifact of A-Mean publicly avail-
able at https://github.com/breatrice321/A-Mean.

2 Background and related works
2.1 Transient faults impact on DINNs

Transient faults, also known as soft errors, are
caused by high-energy neutrons or alpha particle
strikes in integrated circuits (Mukherjee, 2008). Be-
sides system execution interruption or corruption,
these transient fault-induced bit upsets may silently
corrupt data and lead to erroneous computation re-
sults, known as SDC. DNNs are frequently used in
safety-critical applications and are significantly af-
fected by transient faults.

DNNs are composed of neural units in a multi-
layer structure, where the output features from one
hidden layer serve as input features for the subse-
quent layer, enabling the network to progressively
capture features, as shown in Fig. 1. Through a se-
ries of feature transformations across multiple layers,
DNNSs can map the inherent characteristics of input
samples to a distinct feature space. Consequently,
the representation of input features can be enhanced
well. However, due to the multi-layer hierarchical ar-
chitecture (Liang et al., 2023; Shi et al., 2023), such
as in the sequential models presented in Fig. 1a and
the non-sequential models depicted in Fig. 1b, the
hardware transient faults in a red node of an arbi-
trary hidden layer can spread through the network,
potentially affecting the yellow nodes of successive
layers and the final output (Laskar et al., 2022).

This distributed and parallel architecture (Ru-
ospo et al., 2022), as well as inherent redundancy
(Ruospo et al., 2023) from over-provisioning, gives
DNNs some fault tolerance (Camponogara Viera
et al,, 2017; Sun et al., 2021; Jung et al., 2022).
However, the inherent fault tolerance of DNNs is rel-
atively limited under more hardware transient faults
(Ruospo et al., 2022, 2023). When injecting faults
into the neural units, the resulting errors propa-
gate in the model and influence the final prediction
accuracy and SCM. For example, VGG16 achieves
70.43% accuracy and 2.11% SCM under no faults,
while transient faults can lead to 68.03% accuracy
and 3.06% SCM under TensorFI+4 (Laskar et al.,
2022). Therefore, we can observe that DNNs exhibit

1101

Fault occurrence Fault propagation

) E——

(a)

0000
0000

Fault occurrence

Fault propagation

0000
0000

©09)(eo9
. 099 009

)

Fig. 1 Fault occurrence and propagation in DNNs:
(a) sequential models; (b) non-sequential models
(References to color refer to the online version of this
figure)

a degree of resilience against faults, and the majority
of faults are masked, even up to 96% (Laskar et al.,
2022). However, 36.25% of the changed data affected
by fault injection are critical to safety. Safety-critical
applications (e.g., autonomous vehicles, healthcare,
and space) cannot tolerate any SCM, as these faults
can result in catastrophic consequences. Hence, it is
essential to accurately evaluate the impact of faults
on these applications.

2.2 Fault models

To better understand the impact of faults, this
paper provides a detailed description of the fault in-
jection process, including fault time, fault location,
and fault type.

1. Fault time. In this work, faults are assumed
to occur randomly in DNNs during the fault-sensitive
inference phase. Compared with the one-time train-
ing phase, the inference phase is not easily verified by
the results of the trained models. More importantly,
this is aligned with prior works (Chen et al., 2020;
Laskar et al., 2022).

2. Fault location. Transient faults probably
occur in the inputs, parameters, and functions in a
random hidden layer of DNNs. Therefore, we use

this configuration with a diversity of fault locations.


https://github.com/breatrice321/A-Mean

1102

It is noted that to track the propagation of faults
quickly, faults are often injected directly into the
output values of a hidden layer in DNNs (Chen et al.,
2020; Laskar et al., 2022).

3. Fault type. The increasing multi-bit upset
has only an 8% probability of causing SDC (Sang-
choolie et al., 2017); Sangchoolie et al. (2017) showed
that multi-bit upset-induced errors exhibit similar
error propagation patterns and SDC rates to single-
bit upset-induced errors. Therefore, this work adopts
the often-used single-bit upset as done by Laskar
et al. (2022).

2.3 Evaluation approaches for hardware tran-
sient faults on DNNs

Hardware transient faults make the reliable de-
sign of computer architecture increasingly significant
(Raj et al., 2020; Du, 2022; Eeckhout, 2022; Venkate-
sha and Parthasarathi, 2022; Yao et al., 2022). To
achieve cost-effective protection, it is necessary to
evaluate fault impacts quickly and accurately using
two categories of methods: fault injection and fault-
free analysis.

Fault injection requires a number of dynamic
executions to calculate the ratio of the number of
executions with incorrect results to the total number
of executions for accurate estimation. Laskar et al.
(2022) investigated the impact of DNN misclassifi-
cation caused by hardware transient faults in safety-
critical applications and extended a fault injector for
the TensorFlow application to support fault injec-
tions on DNN models using TensorFI+. Gavarini
et al. (2023) proposed a smart, accurate, and unin-
trusive fault-injector SCI-FI to reduce the evaluation
procedure using fault-dropping and delayed start.
Zheng et al. (2021) presented a tool called MindFI
to cover a variety of faults in machine learning pro-
grams written in MindSpore. These accurate fault
injection methods are time-consuming, require per-
forming many experiments, and are limited to spe-
cific hardware architectures. Thus, it is difficult to
satisfy the real-time requirements and achieve good
generalization to diverse safety-critical applications.

A fast fault-free analysis method is preferred for
evaluating transient impacts on diverse DNNs for its
high speed and good generalization. This kind of
evaluation method primarily exploits the deep in-
sights of transient fault propagation in the underly-
ing system by using a few formulas for fast analytical
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models. Ping et al. (2020) proposed an analytical
model SERN to assess soft error impacts on convo-
lutional neural networks (CNNs) using only a small
number of CNN parameters.
(2023) presented a fine-grain, metric-oriented eval-

Ahmadilivani et al.

uation method, DeepVigor, which represents vul-
nerable and non-vulnerable ranges for each neuron
to characterize the vulnerability factors for layers.
Tan et al. (2023a) presented saca-AVF to conduct
a quantitative analysis of a CNN accelerator’s reli-
ability from an architectural perspective. However,
the following two problems still exist: (1) The dy-
namic information of fault propagation through the
input image into diverse DNN models is ignored so
that the generality of pure analytical models for new
DNN models is limited; (2) SCM, as an application-
specific metric for these safety-sensitive applications,
has not been considered in these analytical model-
based evaluations.

To address these challenges,
model-driven method, A-Mean, is proposed for
rapidly and accurately assessing the transient fault
impacts on DNN inaccuracy. The proposed approach
uses one-time fault-free execution to capture the ba-
sic no-fault SCM information and then the informa-

an analytical

tion is combined with a two-level analytical model for
SCM evaluation under transient faults. More impor-
tantly, an end-to-end automatic tool is implemented
in this well-generalized work for fast and accurate
evaluation.

2.4 Reliability metrics: SDC rate and SCM

SDC is an intricate challenge in computer sys-
tems and appears as errors occurring across various
stages of data storage and transmission (Chen et al.,
2020; Ramzanpour and Ludwig, 2020; Papadimitriou
et al., 2023). The transient fault-induced bit upset
remains undetectable at the time of occurrence and is
unveiled only during subsequent data access, posing
significant concerns. The primary sources of SDC
include hardware faults and software bugs. This pa-
per focuses on the hardware transient fault-induced
SDC. SDC rate can be calculated as the ratio of the
number of SDC results to the total number of execu-
tions using fault injection.

SCM is a specific metric for measuring the mis-
classifications of safety-critical data in DNNs, and
we redefine SCM based on Laskar et al. (2022). Un-
like the general metric accuracy, it emphasizes the
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safety-related impacts and can be calculated by the
ratio of the number of safety-aware misclassifications
to the total number of classifications. As shown in
Fig. 2, if a bus is mistakenly identified as a cab,
this would be considered a misclassification. How-
ever, in DNN classification of autonomous vehicles,
whether it is a bus or a cab would not significantly
impact safety (non-avmis). On the other hand, if
a bus is misclassified as a duck, the brake that is
supposed to be applied will be cancelled, which will
cause significant safety hazards (avmis). Therefore,
A-Mean is proposed to evaluate this metric on di-
verse DNNs. To explain the SCM calculation pro-
cedure, we give a simple example. It is assumed
that there are 100 tested data results, among which
70 are correctly classified (correct) and 30 are in-
correctly classified. Among the 30 misclassifications,
three are misclassifications that are very important
for security (avmis), and 27 are misclassifications
that are not important for security (non-avmis).
Therefore, accuracy = 70/100 = 0.7, abbreviated
as Acc, is shown in Eq. (1), and InAcc = 1 — Acc.
SCM = 3/100 = 0.03, as shown in Eq. (2), and
nonSCM = 1 — SCM.

n t
ACC — correc ) (1)
Navmis T Mnon-avmis T Ncorrect
Navmis
SCM = (2)

Navmis T Mnon-avmis T Ncorrect

3 Proposed analytical model A-Mean
3.1 Overall framework

Our proposed A-Mean includes three parts, as
shown in Fig. 3. It makes good use of both the

Prediction Cab Results

B | Not safety-critical
P8 misclassification for

y_;ﬂy-gz‘ autonomous vghicles
LN . (non-avmis)

Safety-critical
misclassification for
autonomous vehicles
(avmis)

Correct
classification for
# autonomous vehicles
= (correct)

Fig. 2 Definition of non-avmis, avmis, and correct
classifications
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dynamic execution results and static analysis infor-
mation for fast, accurate, and automatic evaluation.

1. One-time dynamic execution. This part
involves the basic Acc and SCM of DNNs with-
out faults. Transient faults enlarge InAcc because
the original classification results of Acc are partially
changed into InAcc by faults. Furthermore, these
transient faults worsen SCM of the classification.
Therefore, it is necessary to obtain the basic Acc
and SCM values. This procedure requires only one-
time dynamic execution to obtain the classification
results.

2. Static two-level mean calculation. After the
one-time execution calculates the basic Acc and SCM
under no faults, the next step is to compute the ex-
pansion rate under transient faults. For speed and
simplicity, we consider the overall SDC rate of the
specific DNN structure as the expansion rate to make
partial Acc into InAcc and nonSCM into SCM. The
two-level mean calculation includes the inner-level
and inter-level SDC stages as shown in Fig. 3. If
a fault occurs in a layer of the DNN, the final out-
put result is influenced by various factors, such as
operation types, input feature maps, the depth of
networks, and topologies. Therefore, this paper con-
siders these factors in a joint way. As for different
kinds of operations in each layer, we develop the first-
level mean calculator to consider the operator type
and frequency. Then, the second-level mean calcu-
lation uses the normalized input size combined with
depth as the inter-layer weight and the different SDC
layer computation policies for characterizing differ-
ent DNN topologies. Further details are given in
Section 3.2.

3. Fusion using the worst-case policy. Based
on the Acc and SCM from the one-time dynamic ex-
ecution, as well as the overall SDC obtained from
the two-level mean calculation, the worst-case policy
is used to merge these two kinds of information in
Eqgs. (3) and (4). Accpo fauls represents the accuracy
without faults, and IHAC_Cnoifault represents the inac-
curacy without faults. The sum of these two values is
equal to 1. nonSCM,,, faul¢ represents the nonSCM
value without faults, while SCMypo faul is the SCM
value without faults. The sum of nonSCM,o  fault
and SCMo faurs is 1. -

In the worst case, transient faults do not alter
the misclassification results of InAccyo fault, nor do
they affect SCMyo fauit- Meanwhile, some of the
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(2) Static two-level mean calculation
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Fig. 3 Comparison of different methods in terms of outlier detection accuracy

AcCpno_ fault values become InAccyo faue using the
overall SDC as the expansion rate in Eq. (3).

However, compared with the influence of SDC
on Accho fault, NonSCMy faus Deeds to be consid-
ered in two respects. As illustrated in Eqgs. (1) and
(2), SCM focuses exclusively on avmis, while Acc
considers only correct classifications, which results in
non-avmis being overlooked. Therefore, in Eq. (4),
non-avmis and correct classifications are considered
separately.

For the non-avmis category, which represents
misclassifications that do not significantly impact
safety, we assume that after fault injection, there
is a 1/2 probability of it turning into avmis and a
1/2 probability of it turning into another non-avmis.

For the correct category, we draw an anal-
ogy to patients with preexisting conditions having
a higher mortality rate compared to healthy indi-
viduals. Thus, the probability of a correct category
turning into avmis is lower than that of a non-avmis
category turning into avmis under faults. Specifi-
cally, we assume that 1/(2+¢) (¢>0) correct cases
will turn into avmis, with the remaining proportion

turning into the non-avmis category.

ACCwithifault

3
=1- (Accno_fault -SDC + InACCno_fault), ( )

SCMuyith_fault

1
- |:§ (nonSCMno_fault - ACCno_fault) (4)

1
+ —ACCno fault:| -SDC + SCl\/[no fault-
2+¢ - -

3.2 Detalils in the static two-level mean calcu-
lation module

Our estimation approach, A-Mean, consists of
two levels of computing as depicted in Fig. 3, as fol-
lows: (1) the first-level inner-layer mean calculation
for each layer SDCiayer and (2) the second-level inter-
layer mean calculation for the overall SDC.

1. First-level mean calculation for each layer. It
considers the high frequently used operations SDC,,,
as the fundamental infrastructure and the operation
frequency as their corresponding inner-layer weight
Weight,,, to compute SDClaye; using Eq. (5):

k—1
SDClayer, = »_ Weight,, - SDCop .
j=0

(5)

The weight of the j'" operation Weightopj is the
ratio of the operation frequency of the ;" operation
to the operation frequency of the total k operations
in Eq. (6).
A-Mean assumes the equal fault occurrence proba-
bility of different operations such as convolution and

It is noted that our estimation method
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rectified linear unit (ReLU). The physical implemen-
tation determines operations’ area consumption and
fault occurrence probability. It can be configured to
be suitable for different implementations by chang-
ing the weight easily.

Nop,
E;c;ol NOP]‘ ’ (6)
k=1 g7
>0 Weight,, = 1.

Weightopj =

In this paper, SDC,,, for each type of operator
is shown in Table 1 from our fast estimation method,
described in Section 3.3. These SDC,, values can
also be estimated using other available evaluation
methods.

Table 1 SDCo,p of different operators

Operation SDCop
A-Mean Chen et al. (2020)

Convention 0.250 0.22
Addition 0.125 0.10
Subtraction 0.125 0.02
Multiplication 0.125 0.15
Division 0.125 0.15
ReLU 0.375 0.30
Max-pooling 0.250 0.35
Average pooling 1.000 1.00

2. Second-level mean calculation for joint lay-
ers. The output of the first-level mean value for each
layer SDCiayer is the input to the second level to
characterize the correlation between different layers
in Eq. (7):

n—1
SDC = Z Weight,, e, - SDClayer, T
1=0

Our proposed A-Mean uses the input feature
map (W, H, C) of each layer as its inter-layer weight
for accurate evaluation, where W represents the in-
put width, H represents the input height, and C
represents the number of input channels. Due to
the varying inputs and possible data fluctuations,
we normalize the inter-layer weights and calculate
the mean value of all n layers in Eq. (8):

; _ W;iH,;C;
Welghtlayeri - Z?;ol W.H,C,’ (8)

Z?:_Ol Weighty, e, = 1.

The depth of the network is taken into account
in A-Mean. From Li GP et al. (2017), we find that

the impact of SDC on DNNs is influenced by the
layer’s position: layers that are shallower (closer to
the input) are more affected. This is because faults
occurring in earlier layers are more likely to prop-
agate to the subsequent layers.
select inter-layer weights and use the input feature

In our work, we

map to amplify the influence of the earlier layers.
However, the significant differences in the input fea-
ture maps between the earlier and later layers of the
deep networks lead to substantial discrepancies in
inter-layer weights. For instance, in VGG16, these
differences can be larger by as much as 785 times.
To address this issue, we employ an inverse depth
weighting strategy, as illustrated in Eq. (9). Addi-
tionally, as indicated in Eq. (10), given the varying
depths of models like VGG16 and ResNet50, we aim
to prevent excessively deep networks from resulting
Therefore, the influence of
depth is adjusted by using log(depth,,., )+&’. This
approach helps moderate the effect of depth while

in very small weights.

accounting for differences across layers.

Weightlaycri

Weight,, .. — ——— e 9
EMMayer, influencelayer, (9)

influencelayer, =depthy, ., — (log(depthlayeri)—l-e’) .
(10)

3.3 SDC,;, for each operation

As the fundamental parameter for SCM estima-
tion in A-Mean, SDC,, estimation and configuration
are significant. Furthermore, SDCg}, is the key factor
affecting the final SDC as we compute final SDC with
different SDC,,, values. For example, as shown in
Table 1, the second column represents the SDC cal-
culated using our method. The third column shows
the data from Chen et al. (2020), derived from fault
injection experiments measuring the SDC for each
operation. Based on two different SDC,,, values, we
calculate SDC rates for DNNs, such as VGG16, to
be 0.0205 (A-Mean) and 0.0182 (Chen et al., 2020).
Therefore, suitable SDC,, values are supposed to be
provided according to model operations and other
influence factors.

Previous works (Li GP et al., 2017; Zheng et al.,
2021) have proven that data type has a signifi-
cant impact on SDC,,. This paper uses float type.
Floating-point numbers comprise three parts: sign
bit, exponent bit, and tail bit. The SDC,, values
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generated by floating-point numbers with different
bits will yield different results. However, they have
a common point that the error of SDC is mostly
caused by the high-order part of the exponent bit in
the floating-point number (Li GP et al., 2017; Zheng
et al., 2021). Therefore, SDCpasic is defined as the
ratio of the number of exponent bits of the higher-
order part to the total number of bits, as shown in
Eq. (11):

nhigh—ordcr_cxponcnt

SDCbaSic -

(11)

Tlsign + Tlexponent + Ntail

As for float32, the exponential part is 8-bit. The
highest 4 bits of the exponential part are assumed
to influence SDC significantly. Therefore, the basic
value of SDChas;c is set as 4/32 =1/8 = 0.125. Due
to the selection of multiple operators in this article,
we categorize them into four types and explain the
policies for SDC calculation of various operations.

1. Common operations. Addition (Add), sub-
traction (Sub), multiplication (Mul), and division
(Div) are common operations in DNNs. Add is often
used to connect data, such as residual connections,
Mul is often used in weight updates, activation func-
tions, and other aspects, and Sub and Div usually ap-
pear in data normalization. These simple operations
are fundamental for more complex operations. In
this paper, SDCAdd, SDCsub, SDCMul, and SDCDiV
are set to SDCy,gic as mentioned above.

2. Convolution (Conv) operation. The essence
of Conv calculation is Mul and Add. Therefore, we
take the sum of SDCaqq and SDCyy as SDCcony,
s0 SDCconvy = SDCpu1 + SDCaqq-

3. ReLU operation. One of the most commonly
used activation functions is ReLU, and its expression
can be found in Eq. (12):

ReLU = max(0, wz + b). (12)

ReLU consists mainly of two parts: one is 0
(x<0), and the other is wz + b (z>0). When x<0,
if a bit upset occurs and 0 becomes another value,
then all results in this part will become incorrect.
Thus, we set SDCre,U part=0.5 as £<0. When >0,
this part of operation consists of two parts (Mul and
Add), and this part SDCReLU part=SDCpasic X 2.
Therefore, SDCgeLu is set according to Eq. (14),
which uses the mean value of two parts to fully con-

sider the impact of the bit upset.

SDChasic X 2, x>0,
SDCRCLU_part = {0 5 ¢ <0 (13>
) x )
SDCpasi 2+0.5
SDCpery = oobasie X 2H0D gy

2

4. Max-pooling and average pooling. Max-
pooling and average pooling are two common pooling
operations. The difference is that average pooling is
mostly placed at the end of the result output and
is used to obtain the average value of the data in
If this part of the data under-
goes bit upset, it will affect the final result directly.
Therefore, SDCavg poot = 1. On the other hand,
max-pooling often appears together with convolution
layers and is used to obtain the maximum value of
the data in the filter. Meanwhile, max-pooling has a
similar function to convolution layers, which are used
to extract features. Here, SDCax pool = SDCconv-

the current filter.

3.4 Max-policy for DNN

topologies

non-sequential

The topology of DNNs is not always in a sim-
ple sequential structure, as Fig. 1la depicts. There-
fore, it is necessary to consider different branches in
non-sequential DNNs,; as illustrated in Fig. 4. The
standard two-level mean calculation for sequential
structure is given in Fig. 4a. Considering the branch
distribution of non-sequential DNN topologies, we
further categorize the non-sequential structures into
two types, as depicted in Figs. 4b and 4c.
estingly, Fig. 4d can be considered a combination of
Figs. 4b and 4c for more branches in non-sequential
structures.

Inter-

A max-policy is designed to handle these
branches in Figs. 4b and 4c for non-sequential DNN
models. To guarantee the reliability, we compute the
maximum SDCj,yer of multiple layers for each branch
structure and estimate the upper bound to capture
the sequential and parallel modes jointly. The worst-
case scenario for fault propagation and the interde-
pendencies between the branches motivate the use
of max-policy. SDC,ax in Fig. 4b is the maximum
SDClayer value of p + ¢ layers in two branches. As
Fig. 4c¢ shows, the maximum value of {SDCyo o,
SDChro 1 -5 SDChiyo m—1} is set to SDCppax. Af-
ter the parallel computation of different branches,
SDCax is used to replace all the SDCj,yer values in



Jiao et al. / Front Inform Technol Electron Eng 2025 26(7):1099-1114 1107

the branch for the overall SDC calculation and the As depicted in Fig. 5, the essential information
final estimation. is extracted from the DNN, such as the input feature
map, depth, operation type, and topology, to cal-
culate the two-level mean weights described in Sec-
tion 3.2. However, the information varies for differ-

More complex combinations in the diverse
DNNs can be composed of three basic topologies in

Figs. 4a-4c and estimated by the static two-level
ent models, making manual processing complex and

time-consuming. Therefore, we implement an end-
to-end automatic tool to assist in preprocessing data,
aiding in the extraction and organization of diverse
information from the various networks mentioned
above. The final Accwith faut and SCMyith fault
are obtained from the one-time dynamic execution
and the SDC from the two-level mean calculation.
Our end-to-end automatic tool completes the entire
calculation process in less than 0.12 s. It is highly

mean calculation mechanism for sequential struc-
tures and max-policy for branches in non-sequential
structures. Therefore, the proposed A-Mean consid-
ers different kinds of topologies’ impacts on the fault
propagation in DNNs for accurate AcCyith fauls and
SCMuyith_fault estimation. N

3.5 End-to-end automatic tool

To use our A-Mean for fast and accurate evalu-
efficient and suitable for real-time requirements of

diverse safety-critical applications.

ation conveniently, we develop the end-to-end auto-
matic tool, as shown in Fig. 5.

' SDCmaxi \“
SD(:brO 0 i
br1_0 i

SDC,, L[—] ;

soo——) (52Ceusr ]

br0_s-1

. i :
>, Weight-SDC,_ . >, Weight-SDC__ > Weight-SDC__ >, Weight-SDC__
(@) (b) (© (d)

Fig. 4 Various DNN topologies: (a) sequential structure; (b) branch topology 1 (both branches have hidden
layers); (c) branch topology 2 (one branch contains hidden layers); (d) branch topology 3 (some branches have
hidden layers and some do not)

Dynamic execution ACC, fau
Depth
. SDCnojauu Accwuh fault
Inter-layer weight -
Number of
layers
i SCM

: with_fault
Model " ) -
DNN summary Input size 8 Inner-layer weight 8 SDC

Operation type

SDC_ or SDC H
H * " i Two-level mean Result
Topology i Preprocessing calculation calculation
T e .
Selected SDC If...else...

op

after 0.12 s

Data type print result

—
Automatic tool

Fig. 5 End-to-end automatic tool
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3.6 Validating A-Mean by fault injection

To verify the effectiveness of the proposed A-
Mean, we conduct comparative experiments using
state-of-the-art (SOTA) fault injection TensorFI+
(Laskar et al., 2022) and fault-free analysis A-Mean
on five DNN models. The steps for validating A-
Mean are as follows:

1. Random fault injection for TensorFI+.
TensorFI+ randomly injects single-bit upset to a
randomly selected hidden layer of DNNs during the
inference phase.

2. Validating A-Mean. We define three types
of metrics from three perspectives (speed, accuracy,
and SCM) to validate A-Mean, which include the
speedup of estimation, SCM loss, accuracy loss, and
fault sensitivity.

Speedup of estimation reflects the accelera-
tion of our automatic evaluation method over the
SOTA fault injection method, as shown in Eq. (15).
Runtimea_pfean 1S the total runtime of A-Mean, in-
cluding the time of one-time dynamic execution and
the estimation time, while Runtimerensorri+ repre-
sents the total time of multiple fault injections using
TensorFI+4-.

Runt imeTensorFI+

Speedup = (15)

Runtimea_pMean

Acca-Mean and SCMA_nean are estimated by the
proposed A-Mean method using one-time dynamic
execution, while Accground-truth and SCMground-truth
represent the results of N random fault injections.
AAcc and ASCM are calculated to give the absolute
deviation between the ground-truth and A-Mean.
Accuracy loss is one of the metrics for measuring
the effectiveness of various estimation methods in
Eq. (16), and SCM loss is another metric for evalu-
ating the model in Eq. (17).

A new metric called “fault sensitivity” is intro-
duced to evaluate the impact of fault injection on
safety-critical aspects of the model. To quantify the
magnitude of changes in the data that are critical
to safety, we measure the ratio of SCM variation to
accuracy variation without and with faults, as de-
scribed in Eq. (18). This approach helps us observe
how faults affect safety-critical aspects of the model.

AAcc (16>

AcCground-truth ’

{AACC = |ACCA—Mean - ACCground—truth| 5

Accuracy loss =

Jiao et al. / Front Inform Technol Electron Eng 2025 26(7):1099-1114

{ASCM = |SCMA—Mean - SCMground—truth| P

SCM loss = SCMifucnlc\imth’

(17)
ASCM’ = [SCMuyith_fautt = SCMuo_gaute] +
AAcc’ = |AcCyith_fault — ACCno_fault|
Fault sensitivity = AAS,SCIZI/,-

(15)

4 Results and analysis
4.1 Experimental setup and configuration

The experimental configuration is shown as fol-
lows: all the experiments in this paper are run on
our private server with Ubuntu Linux 18.04.6 LTS on
an Intel Xeon® Silver 4210 2.2 GHz processor with
125.5 GB of DDR4 memory. The datasets include
ImageNet, CIFAR100 and CIFAR10 with 10 000 im-
ages, and STL10 with 8000 images.

To validate the effectiveness of A-Mean through
fault injection, all the data from four datasets are
used to calculate the metrics. This reproduced work
is different from the study by Laskar et al. (2022),
which randomly selected a subset of data.

4.2 Estimation speed comparison using run-
time and speedup

Runtime of the proposed A-Mean is shorter than
that of TensorFI+ (Laskar et al., 2022), as shown in
Fig. 6. TensorFI+ based on fault injection consumes
up to 98 h, while A-Mean achieves a one to two orders
of magnitude improvement over TensorFI+, 21.85-
922.80 times speedup in four different datasets. Due
to one-time dynamic execution in A-Mean instead of
multiple executions in FI, the runtime is reduced dra-
matically to around 0.11-0.50 h. Additionally, the
static estimation of the two-level mean calculation
and the worst-case policy, along with the network
preprocessing required for static estimation, requires
less than 0.12 s and has negligible impact. There-
fore, A-Mean is more suitable for fast estimation of
transient fault impact on DNN inaccuracy.

Furthermore, the speedup of A-Mean under
different networks varies significantly as shown in
Fig. 6. This is mainly due to the structural differ-
ences among networks, particularly in non-sequential
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Ground truth A-Mean
VGG16 [ 23.18
VGG19 [ 21.85
ImageNet MobileNet [ 88.42
MobileNetV2 s 15528
ResNet50 S 18942
VGG16 [ 29.89
VGG19 B 2749
CIFAR10 MobileNet P 180.99
MobileNetV2 ] 32320
ResNet50 EEEaaE 31065
VGG16 [ | 94.48
VGG19 1 105.28
CIFAR100 MobileNet I 359.89
MobileNetV2 | 540.28
ResNet50 P 42583
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VGG19 B 12853
STL10  MobileNet s 45755
MobileNetV2 T 884
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6 5 4 3 2 1 0 0 500 1000 1500
Time (x10° s) Speedup Time (s)

Fig. 6 Speedup between A-Mean and TensorFI+ (ground truth)

networks such as MobileNetV2 and ResNet50. The
speedups achieved by these two models range from
155.28 to 922.80 times across four datasets and rank
the highest across different networks on the same
dataset. In contrast, sequential networks such as
VGG16, VGG19, and MobileNet exhibit relatively
low speedups, ranging from 21.85 to 457.55 times.
This phenomenon can be attributed to the fact
that non-sequential DNNs, due to their deeper lay-
ers and more complex structures, necessitate longer
and more time-consuming fault injection procedures
compared to simple sequential networks. Therefore,
the proposed A-Mean performs better in terms of
speed advantage in complex DNN models.

4.3 Estimation accuracy using SCM loss and
accuracy loss

The estimation results of AcCwith faut and
SCMyjith fault by our proposed A-Mean and SOTA
fault injgction method TensorFI+ (Laskar et al.,
2022) are shown in Fig. 7. TensorFI+ provides
ACCground—truth and SCMground—truth (thiS paper re-
produces the fault injection work to align with the
experiments), while our A-Mean computes the esti-
mated Acca-mean and SCMa_Mean-

The accuracy estimated by our proposed A-
Mean is very close to the ground-truth from fault

injection. As shown in Fig. 7a, accuracy loss in
Eq. (16) is very low, from 0.02% to 1.42% on four
varying datasets.

Similarly, SCM loss is consistently low, demon-
strating that A-Mean can achieve estimation accu-
racy comparable to fault injection. As shown in
Fig. 7b, the SCM loss values range from 0.42% to
9.85% on ImageNet, 0.09% to 8.00% on CIFARI100,
2.96% to 14.21% on CIFARI10, and 0.46% to 2.13%
on STL10, across the five DNN models.

Consequently, our A-Mean method can effec-
tively accelerate the transient fault assessment in
DNNs with guaranteed accuracy. The primary rea-
sons lie in two points. One is the fusion of dynamic
execution and fast static analysis. The other is that
the two-level mean calculation mechanism considers
the input feature map, depth, operator type, and
topology of DNNs very well to characterize the fault
impacts on the final SCM.

4.4 Fault sensitivity of avmis under various
DNN models and datasets

A novel metric fault sensitivity is introduced to
measure the ratio of ASCM’ to AAcc” without and
with faults. It can directly reflect the fault impacts
on increasing SCM over decreasing accuracy.

As illustrated in Table 2, the fault sensitivity of
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Fig. 7 Accuracy loss (a) and SCM loss (b) on four datasets
Table 2 Different metrics with and without faults
Dataset DNN ACCno fautt (%) SCMao_fault %) Fault sensitivity with faults
Ground truth A-Mean
VGG16 70.43 2.11 0.3625 0.5949
VGG19 71.18 2.04 0.3765 0.5881
ImageNet MobileNet 70.28 2.43 0.4231 0.5942
MobileNetV2 70.71 2.21 0.4085 0.5915
ResNet50 74.58 1.86 0.3950 0.5580
VGG16 64.16 6.81 0.5270 0.6262
VGG19 63.82 6.81 0.3810 0.6301
CIFAR100 MobileNet 59.60 8.28 0.5263 0.6695
MobileNetV2 31.79 15.79 0.5238 1.2245
ResNet50 54.72 9.84 0.5500 0.7238
VGG16 90.28 2.07 0.4563 0.4424
VGG19 91.20 2.18 0.4505 0.4363
CIFAR10 MobileNet 83.45 4.83 0.3000 0.4702
MobileNetV2 83.05 4.00 0.4500 0.4780
ResNet50 87.65 3.19 0.3742 0.4523
VGG16 39.05 27.90 0.2500 0.8232
VGG19 31.48 33.35 0.1786 0.9588
STL10 MobileNet 32.43 31.14 0 0.9619
MobileNetV2 30.21 28.33 0.2000 0.7834
ResNet50 30.35 34.38 0.3030 0.9811

fault injection (ground truth) is compared with that
of A-Mean. The fault sensitivity estimated by A-
Mean ranges from 0.5580 to 0.5949 on ImageNet,
0.6262 to 1.2245 on CIFAR100, 0.4363 to 0.4780
on CIFARI10, and 0.7834 to 0.9811 on STL10. In
comparison, the ground-truth fault sensitivity value
ranges from 0.3625 to 0.4231 on ImageNet, 0.3810 to
0.5500 on CIFAR100, 0.3000 to 0.4563 on CIFARI10,
and 0 to 0.2500 on STL10. These comparisons reveal

variations in assessment outcomes to some extent.
For example, ImageNet (first group) demonstrates
relatively high evaluation results, while CIFAR100
(second group) shows anomalous data with a value
of 1.22. Meanwhile, CIFAR10 (third group) yields
more accurate fault sensitivity results.
STL10 (fourth group) presents the complementary
fault sensitivity between ground-truth and A-Mean.

However,

One primary reason for these discrepancies
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lies in different classification accuracy levels of the
datasets, as highlighted in Table 2. CIFARI10 ex-
hibits substantially the highest accuracy compared
to the other three datasets, resulting in more precise
sensitivity evaluations. Conversely, CIFAR100, par-
ticularly when evaluated with MobileNetV2, shows a
low accuracy of only 31.79%, leading to an erroneous
sensitivity measurement of 1.2245. The different
fault sensitivity results of STL10, with around 30%
accuracy, between ground-truth and A-Mean are
nearly complementary. Therefore, the fault sensi-
tivity is positively correlated with accuracy.

The other reason is that fault sensitivity exhibits
accumulation and amplification of errors to some ex-
tent. The accumulation of errors is evident in the
changes represented by AAcc’ and ASCM’, which
reflect the variations in data before and after esti-
mation. Since A-Mean is an evaluation method, it
inherently contains some discrepancies compared to
the ground truth of fault injection. However, the
calculation of fault sensitivity involves using both
AAcc’ and ASCM’, each carrying its own errors.
The amplification of errors becomes significant be-

Electron Eng 2025 26(7):1099-1114 1111

cause the inherent small values of AAcc’ and ASCM’
both contribute to these variations. For instance,
in ImageNet, AAcc’ ranges from 0.037% to 1.570%,
while ASCM’ ranges from 0.22% to 0.93%. These
small values mean that even minor changes can cause
significant fluctuations in fault sensitivity. Despite
these challenges, as depicted in Table 2, our eval-
uation results largely align with the ground truth,
indicating that our method reliably reflects the im-
pact of faults on avmis across different models.

4.5 Accuracy and SCM estimation improve-
ment using max-policy for different topologies

Most DNNs are sequential, such as VGG16,
VGG19, and MobileNet (Fig. 4a), while non-
sequential DNNs have more complex branches, such
as MobileNetV2 and ResNetb0, as depicted in
Figs. 4b and 4c. To characterize the fault impacts
of these branch structures, max-policy is designed to
handle them and verify their effectiveness with the
comparative results in Fig. 8a, using ImageNet as an
example.
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Fig. 8 SCM and accuracy improvement using max-policy on different strategies: (a) different topologies;

(b) different operations
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If the proposed A-Mean does not use the max-
policy, all the DNN models are treated as simple se-
quential cases so that topology information is weak-
ened. From Fig. 8a, it is observed that MobileNetV2
has an accuracy of 70.4% and an SCM of 2.4%,
while ResNet50 achieves an accuracy of 74.3% and
an SCM of 2% when evaluating MobileNetV2 and
ResNet50 under non-topology. Our proposed max-
policy approach yields similar results: MobileNetV2
has an accuracy of 70.3% and an SCM of 2.4%, and
ResNet50 shows an accuracy of 74.2% and an SCM
of 2.1%.

Comparing these results with the actual fault
injection outcomes (ground-truth) (Laskar et al.,
2022), where accuracy values are 70% (Mo-
bileNetV2) and 73.4% (ResNet50) and SCM values
are 2.5% (MobileNetV2) and 2.3% (ResNet50), we
observe that the max-policy approach provides a
more accurate reflection of the true impact of faults,
effectively capturing the impact on non-avmis data,
and is more accurate in classifying data than the
original non-topology evaluations.

The reason for the effective max-policy in A-
Mean is that MobileNetV2 consists of the branches
in Fig. 4c, while ResNet50 includes the branches in
Figs. 4b and 4c. According to the branches and
the SDC with and without the max-policy, we can
observe that the branches in Fig. 4c, although ex-
hibiting a similar structure to Fig. 4a, have an ad-
ditional branch without any hidden layers. As for
the branches in Fig. 4b, both parts contain various
hidden layers. Max-policy can effectively integrate
features from both parts of Figs. 4b and 4c, resulting
in favorable outcomes.

4.6 Accuracy and SCM estimation improve-
ment using max-policy for different operations

Convention operations hold a dominant position
in DNNs, and fault occurrence in the related com-
ponents certainly affects the accuracy and SCM of
the DNNs. If our proposed method A-Mean consid-
ers only convention operations, there will be a large
gap between A-Mean and the ground truth (Laskar
et al., 2022), as Fig. 8b shows, using ImageNet as a
case study.

Three experiments are conducted on A-Mean
with a single convention operation, with SDCcopny
set to 0.20, 0.25, and 0.30. The obtained accuracy of
the three experiments ranges from 69.28% to 74.32%,
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68.99% to 74.25%, and 68.71% to 74.18%, and SCM
ranges from 2.01% to 2.79%, 2.04% to 2.96%, and
2.08% to 3.14%, respectively. Instead, if more oper-
ators such as Add, Mul, ReLU, and max-pooling are
considered in the enhanced A-Mean method, the es-
timation accuracy ranges from 68.99% to 74.15% and
the SCM value ranges from 2.10% to 2.97%. Com-
pared to other SDCcony values, when SDCcopy is set
to 0.25, A-Mean with a single convention operation
performs better. However, Mul operations perform
the best among these comparisons.

An interesting phenomenon is that accuracy
and SCM exhibit opposite trends for DNN models;
higher accuracy and lower SCM are shown in Fig. 8.
This inverse relationship results from our evaluation
methodology using a unified metric SDC to assess
both accuracy and SCM. Accuracy measures the ex-
tent of correct classification, while SCM measures
the extent of misclassification. As a result, these two
metrics tend to move in opposite directions under
the transient faults.

4.7 Discussion

Our proposed method, A-Mean, offers a unified,
rapid, and application-level approach to fault evalua-
tion. This method uses one-time dynamic execution
to obtain the initial values under no fault conditions.
It then employs a static two-level mean calculation
mechanism to estimate the expansion rate for each
layer, followed by calculating the final expansion rate
SDC. Finally, A-Mean leverages the worst-case pol-
icy to quickly and accurately estimate the fault im-
pacts on various metrics, such as accuracy and SCM.

However, A-Mean has the following limitations:
(1) Coarse-grained insights. The method lacks de-
tailed analysis of specific hardware vulnerabilities
and may be combined with architectural estimations
in future work. (2) Dependence on assumptions and
abstractions. This reliance might lead to an inability
to capture all the nuances of real-world fault scenar-
ios, potentially oversimplifying the fault impacts. (3)
Untested ultra-large-scale DNNs. A-Mean has the
potential to be used for extremely large networks for
its simplicity, high accuracy, and high speed.

5 Conclusions

To accelerate the assessment of the transient
fault impacts on DNNs, this paper presents a novel
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static two-level mean calculation model, A-Mean.
This proposed approach can take advantages of one-
time dynamic execution and static analysis for ac-
curate, fast, and automatic estimation using the
worst-case policy. The static two-level mean cal-
culation refers to inner-layer and inter-layer mean
calculations. More importantly, the sequential and
non-sequential DNN topologies are considered, and
a max-policy is used to estimate the upper bound
of multiple non-sequential cases. The comprehen-
sive results on three sequential models and two
non-sequential models demonstrate that the pro-
posed A-Mean is a fast and accurate method for
characterizing the DNN’s accuracy under hardware
transient faults, with 23.18 to 922.80 times speedup,
0.13% to 1.42% accuracy loss and 0.09% to 14.21%
SCM loss over the advanced fault injection work.
Furthermore, a novel metric fault sensitivity is de-
fined to jointly analyze the fault impacts on accu-
racy and SCM. The end-to-end automatic tool is
open source for quickly and accurately evaluating
the accuracy of various DNNs under transient faults.
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