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Abstract: Three-dimensional (3D) point cloud information hiding algorithms are mainly concentrated in the spatial
domain. Existing spatial domain steganalysis algorithms are subject to more disturbing factors during the analysis
and detection process, and can only be applied to 3D mesh objects, so there is a lack of steganalysis algorithms for 3D
point cloud objects. To change the fact that steganalysis is limited to 3D mesh and eliminate the redundant features
in the 3D mesh steganalysis feature set, we propose a 3D point cloud steganalysis algorithm based on composite
operator feature enhancement. First, the 3D point cloud is normalized and smoothed. Second, the feature points
that may contain secret information in 3D point clouds and their neighboring points are extracted as the feature
enhancement region by the improved 3DHarris-ISS composite operator. Feature enhancement is performed in the
feature enhancement region to form a feature-enhanced 3D point cloud, which highlights the feature points while
suppressing the interference created by the rest of the vertices. Third, the existing 3D mesh feature set is screened
to reduce the data redundancy of more relevant features, and the newly proposed local neighborhood feature set
is added to the screened feature set to form the 3D point cloud steganography feature set POINT72. Finally,
the steganographic features are extracted from the enhanced 3D point cloud using the POINT72 feature set, and
steganalysis experiments are carried out. Experimental analysis shows that the algorithm can accurately analyze
the 3D point cloud’s spatial steganography and determine whether the 3D point cloud contains hidden information,
so the accuracy of 3D point cloud steganalysis, under the prerequisite of missing edge and face information, is close
to that of the existing 3D mesh steganalysis algorithms.
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1 Introduction alized by encoding the secret information and ex-

pressing the encoded secret information by mod-

Three-dimensional (3D) models are widely used ifying the structure of some areas in 3D models.

as multimedia communication carriers due to their
complex structural characteristics and various forms
of expression, which have attracted the attention of
scholars in the field of information hiding.
mation hiding of 3D models can be effectively re-
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Compared with traditional methods of hiding infor-
mation in two-dimensional (2D) images, 3D models
have a larger capacity and more areas for information
hiding.

With the development of 3D model informa-
tion steganography field, some miscreants began to
use 3D model information steganography algorithms
to carry out illegal activities, which leads to a se-
ries of security and privacy issues. To prevent 3D
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model steganography from being used maliciously,
3D model steganography analysis algorithms have
been proposed. The spatial domain steganalysis
method YANG208 for 3D mesh was first proposed
in 2014, and feature detection and steganalysis were
achieved by analyzing the coordinate changes under
Cartesian and Laplace coordinate systems (Yang and
Ivrissimtzis, 2014). Since then, 3D model steganal-
ysis has been continuously studied with the goal of
Based on YANG208,
further analysis and screening of features were car-
ried out. Part of the feature set was retained, and
vertex Euclidean distances and dihedral angle offsets
were added to form the YANG40 feature set, which
reduces the feature dimension under the premise of

proposing new feature sets.

guaranteeing the accuracy. Based on the vertex nor-
mal vector and curvature, the detection ability of
feature set LFS52 was significantly improved com-
pared with that of the YANG40 feature set (Li and
Bors, 2016). Based on LFS52, the spherical coordi-
nate system and the edge pinch angle features were
added to form the LFS76 feature set (Li and Bors,
2017), and the new edge vector features were added
to form the ELFS124 feature set based on LFS76,
which leads to a significant increase in the steganog-
raphy analysis accuracy (Li et al., 2018a, 2018b; Li
and Bors, 2020a). In addition to the spatial do-
main steganalysis algorithms, some studies have pro-
posed the NVT+ steganalysis features based on the
tensor matrix eigenroot (Zhou et al., 2021) and the
WEFS228 dataset based on the 3D wavelet decomposi-
tion which effectively expands the range of steganal-
ysis in the transform domain (Li and Bors, 2020b).
All the above 3D model steganalysis algorithms use
3D mesh as the carrier, which can effectively per-
form steganalysis on most of existing steganography
algorithms. However, in reality, 3D mesh is diffi-
cult to obtain, and 3D point clouds are more often
used as the carrier in the practical applications. Ex-
isting 3D model steganalysis algorithms all rely on
the global information in the 3D mesh, point infor-
mation, edge information, and surface information,
and no research has proposed algorithms that can
perform steganalysis on 3D point clouds.

Compared with 3D mesh, 3D point clouds lack
edge information and face information. If the origi-
nal 3D mesh information steganography algorithm is
used for steganalysis of 3D point clouds, the accuracy
will be greatly reduced, and it is not possible to effec-

tively determine whether it contains steganographic
Therefore, the key to improving the
accuracy of 3D point cloud steganalysis is to ana-
lyze the key points that may contain steganographic
information.

information.

Currently, the local key point extraction op-
erators for 3D point clouds are the scale-invariant
feature transform (SIFT) operator, 3D Harris oper-
ator, and intrinsic shape signature (ISS) operator.
The SIF'T operator implements a scale-invariant key
point detection method based on an image pyramid
and local features, which is invariant to scale trans-
This
property can be used to realize cryptographic analy-
sis of 3D point clouds at multiple resolutions (Lowe,
2004).
pixel scale-invariant region detectors, such as Harris-
Affine and Hessian-Affine, and pointed out that the
3D Harris operator has lower algorithmic complex-
ity than the existing SIFT operator in processing
3D point clouds (Mikolajezyk et al., 2005). The key
point extraction method based on local surface cur-
vature thresholding can be used to extract features
such as edges and ridges of the point cloud (Pauly
et al., 2003; Decker et al., 2023). In the earliest study
on ISS operators, it is pointed out that ISS operator
constructs stable target shape deformation feature
vectors by analyzing the local surface information of
point clouds (Zhong, 2009; Liu et al., 2024). Each
of the above point cloud key point extraction algo-

formations and rotational transformations.

Some studies have compared various sub-

rithms has its own advantages in terms of algorithmic
time complexity and feature point description area,
and none of the current key point extraction algo-
rithms can independently filter out all the possible
dense key points. The accuracy of the SIFT opera-
tor decreases dramatically when dealing with a non-
smooth 3D point cloud, and the local surface curva-
ture thresholding based key point extraction method
extracts only the protruding key points from the edge
region. The 3D Harris operator can efliciently ex-
tract the edge key points of 3D point clouds with
lower time complexity than the SIFT operator and
local surface curvature thresholding based key point
extraction methods, and can extract the edge key
points with a lower degree of convexity. The ISS op-
erator can extract the local surface key points, which
meets the requirements of global key point coverage
for steganalysis. Therefore, this paper adopts a com-
bination of the 3D Harris operator and ISS operator
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for key point extraction, named 3DHarris-ISS key
points.

In this paper, we propose an algorithm for 3D
point cloud steganalysis based on composite operator
feature enhancement. The specific contributions are
as follows:

1. The Gaussian pyramid theory is combined
with the 3D Harris operator to realize the scale-
invariant 3D Harris operator, and the ISS operator
is combined on this basis to effectively delineate the
feature-enhanced region of 3D point clouds.

2. A local feature enhancement method for 3D
point clouds is proposed, and steganography analysis
for 3D point clouds is realized for the first time.

3. The existing 3D mesh feature dataset is
screened and new neighborhood features are added
to form a 3D point cloud steganography feature set,
which effectively improves the accuracy of the 3D
point cloud steganography analysis.

2 Related works

The generic 3D mesh steganalysis algorithm
consists of three stages: preprocessing, feature ex-
traction, and learning (Zhou et al., 2022), as shown
in Fig. 1. The basic principle of steganalysis is as fol-
lows: first the model is reduced to the unencrypted
state using a smoothing operation, and then the orig-
inal model and the smoothed model are normalized
at the same time. Second, the steganalysis feature
set is used to extract the features of the two models
and calculate the residuals. If the original model is
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an encrypted one, the residual difference between the
original model and the smoothed model is large; oth-
erwise, the residual difference is small. Finally, the
residuals are inputted into the classification learner
for classification to complete the steganalysis.

Steganography in 3D models can be regarded
as the operation of vertices in a local region of a 3D
model according to the steganography rules, and this
process can be regarded as adding noise to the 3D
models, which is essentially a noise-adding operation.
The 3D models can be smoothed to eliminate the
noise and steganographic information, but the ver-
tex coordinate changes are small and not easily to be
detected. In 3D mesh steganalysis algorithms, edge
and face information is used to highlight the changes
in point information, whereas 3D point clouds lack
edge and face information, so it is necessary to con-
sider other aspects to highlight the changes in point
information.

The 3D point cloud steganalysis algorithm pro-
posed in this paper is based on the general 3D mesh
steganalysis algorithm, and is improved for the pre-
processing and feature extraction.

1. In the preprocessing section, we consider us-
ing feature enhancement to highlight the point in-
formation in the model to compensate for the lack
of edge and face information in the 3D point cloud
model. Global feature enhancement can enhance the
vertex changes caused by steganography, but at the
same time, it will lead to the enhancement of non-
steganographic regions, which will cause unnecessary
interference. To perform steganalysis operations on
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Fig. 1 Generic steganalysis flowchart
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the model in a more targeted way, a local feature
enhancement method is proposed in this paper.

2. In the feature extraction section, we describe
how we carried out correlation analysis and screen-
ing on the basis of the original 3D mesh steganalysis
feature set, and add new features that are more suit-
able for 3D point cloud steganalysis to form a 3D
point cloud steganalysis feature set.

3 The proposed algorithm
3.1 Algorithmic framework

The point cloud steganalysis algorithm based
on composite operator feature enhancement consists
mainly of the following three stages, preprocessing
based on feature enhancement, feature set screening
and extraction, and steganalysis-based feature learn-
ing, as shown in Fig. 2.

3.1.1 Preprocessing based on feature enhancement

First, the model is smoothed using global
smoothing, and the smoothed model is normalized
and standardized. Second, key points are extracted
for the normalized initial 3D point cloud and the
normalized smoothed point cloud: the 3D Harris op-
erator is used to extract the corner point information
in the point cloud models, and then the ISS operator
is combined to extract the significant feature points
among the non-corner points as the key points in the

feature extraction region. Finally, the multi-level

Preprocessing based on feature enhancement

neighborhoods around the key points are calculated,
and the extracted region is processed with hierar-
chical feature enhancement using different feature
enhancements in different neighborhoods to obtain
the enhanced 3D point cloud.

3.1.2 Feature set screening and extraction

The existing 3D mesh feature set is filtered and
added to form the 3D point cloud steganalysis fea-
ture set, and feature extraction is performed on the
enhanced 3D point cloud.

3.1.3 Steganalysis-based feature learning

An integrated learner is built to perform ste-
ganalysis on the extracted feature information.

3.2 Local feature enhancement
3.2.1 Smoothing of 3D point clouds

Most of the 3D models containing secret in-
formation in steganalysis have very little noise as
a result of steganographic operations; these models
are essentially fine outliers, and the significance of
smoothing operations in steganalysis models is to
eliminate these fine outliers and restore the original
model. The Laplace smoothing used in the smooth-
ing part of the traditional 3D model steganalysis
algorithm has a weak adaptability to different cat-
egories of models. It is difficult to eliminate the
normal outliers of some complex 3D models, such
as 3D human body models, and the stability of the

Steganalysis-based

Feature set screening and extraction -
feature learning

! Composite operator _|
feature enhancement
’ Composite operator  Feature
- Normalized ; Feat

Original i feature points  enhancement: eatures —  —

3D mesh original 3D»mesh e S| Feature selection
< P e Computing

: . Rotating feature point Zoning

\ 0 o—» R N :

\ . Scaling e Enhancing

; if e ¥ y class label
»,
+ learning
Smoothing * X feature vector !
) Steganalyzer

< . > !

: . Rotating '/ f(e:;,': 6“32?”, Enhancing

v i ST» & | . -

caling il ’

; . k4 Feature selection
Smooth Normalized Composite operator  Feature
3D mesh smooth 3D mesh [ _feature points enrgncem_entl Features

Fig. 2 The 3D point cloud steganalysis algorithm based on composite operator feature enhancement
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smoothing effect is not good. Therefore, an adap-
tive bilateral filtering 3D point cloud smoothing al-
gorithm based on normal outliers is used to perform
smoothing operations on subtle outliers by automati-
cally adjusting the filtering parameters through nor-
mal vector outliers (Chen et al., 2023). The algo-
rithm improves the effectiveness and stability of the
smoothing effect for different models while avoiding
the influence of non-fine outliers to the greatest ex-
tent, which is more in line with the demands of ste-
ganalysis for the restoration of the original 3D point
cloud.

After obtaining the smoothed 3D point cloud
model, the smoothed model and the original model
are normalized. Then the smoothing part of the
local feature enhancement method can be accom-
plished by rotating the 3D models to the principal
axis direction using principal component analysis.

3.2.2 Filtering feature-enhanced regions

The enhancement region is selected by first
calculating the feature points using the improved
3DHarris-ISS composite operator, and second cal-
culating the region that needs feature enhancement
based on the feature points.

The traditional 3D Harris operator aims to ex-
tract single-scale corner points, which can effectively
extract model edge feature points, but it does not
have scale invariance. Improvement of the algo-
rithm using the Gaussian pyramid theory can make
the extracted feature points scale-invariant, to ex-
tract the key points under multi-resolution model
for steganography analysis. The steps are as follows:

Step 1: constructing the Gaussian pyramid of
the point cloud. The initial 3D point cloud and the
smoothed 3D point cloud are used as the first level
of the Gaussian pyramid, i.e., level Gy.

First, Gaussian blurring is performed on the
point cloud. The point cloud model of the previ-
ous level is convolved with the 3D Gaussian kernel in
a convolution operation to reduce the high-frequency
information of the point cloud to obtain the blurred
point cloud:

P'(z,y,z) = (27@0%% Crono,0 i // P(x,y,z

_ (== z’>2 _w=yH?%

-e E v 3 da'dy'd?’,
M

where P’ (z,y, z) is the 3D point cloud after Gaus-
sian blurring, P (z,y,z) is the 3D point cloud at
the previous level, and o,,0,, and o, represent the
standard deviation of the Gaussian kernel on each
coordinate axis.

Second, the Gaussian blurred point cloud

P’ (z,y,2) is downsampled to reduce the 3D point

cloud resolution to obtain the next-level point cloud:

P — P’ (f Y f) 2

(:E7y7z) 27272 ) ()

where P” (z,y,z) is the Gaussian pyramid point
cloud at the next level.

Repeating the above Gaussian blurring and
downsampling operations can obtain the point cloud
model with different resolutions, i.e., the complete
Gaussian pyramid. For the steganalysis neighbor-
hood, the four-layer Gaussian pyramid can meet the
demand of extracting 3D point cloud features at dif-
ferent resolutions, so this study chose the four-layer
(Go—G3) Gaussian pyramid to achieve scale invari-
ance, and the schematic of a Gaussian pyramid is
shown in Fig. 3.

GS
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Fig. 3 Schematic of a point cloud Gaussian pyramid

Step 2: discretization of point cloud data at all
levels. As shown in Fig. 4, the overall 3D point cloud
models are voxelized into small voxel blocks using
the octree algorithm for subsequent local feature ex-
traction in voxel blocks.

Step 3: gradient calculation. The gradient of
the vertices is calculated in each minimal voxel block
after voxelization. The formulas for calculating the
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Fig. 4 3D point cloud voxelized raster schematic

gradient of the vertices in the 3D point cloud are

II:%ZL(I—FI,ZJ,Z)—L(LE—Ly,Z),
I:@:L(xy—klz)—L(xy—lz) (3)
Y dy ) ) ) 1<)
I:@:L(xyz—kl)—L(:Eyz—l)
== 50 'Y, 'Y ;

where ¢ represents the intensity or gray scale of the
points in the point cloud. However, most of the
3D point cloud datasets in the field of information
steganography, represented by the Model40 dataset
proposed by Stanford University, contain only co-
ordinate information and lack intensity or grayscale
information, so a transformation is needed to calcu-
late the gradient. The gradient of the vertices in a
3D point cloud can be approximated using the coor-
dinate difference method:

Iz = Tright — Lleft,
Iy = Yup — Ydown, (4)

I. = Ztront — Zback,

where Ziight, Tlefts Yups Ydown, Zfront, and Zpack are the
coordinates of the nearest neighbors of the vertex in
six directions, right, left, up, down, front, and back,
respectively.

Step 4: constructing the Harris matrix. A 3 x
3 Harris matrix is constructed using the computed
vertex gradients:
2 LI, LI,
1.1, Ig 1,1, | . (5)
LI, I, I?

M:

Step 5: corner point detection. To reduce re-
dundancy and improve the efficiency and accuracy
of the algorithm, non-maximum suppression (NMS)
is used to screen the corner points. First, the Harris
response value R is calculated to obtain the candi-

date feature points:
R = det (M) — s - trace*(M), (6)

where det(M) is the determinant of the Harris ma-
trix M, trace(M) is the trace of the Harris matrix
M, and s is an empirical constant that has been ver-
ified by subsequent experiments to usually work best
with s = 0.04.

Feature points are selected using the NMS
method, with the aims of filtering out pixels with
the highest response values from the point cloud and
eliminating the response values of other neighboring
pixels to ensure that the final retained corner points
are the ones with the strongest local response val-
ues. A localization with radius r is defined to detect
the feature points within the neighborhood of each
candidate point. By comparing the Harris response
values of other corner points in the neighborhood
with the candidate points, only the point with the
largest response value R in the domain is retained.
The effect of different values of NMS radius r on
the number of feature points and accuracy will be
discussed in the subsequent experiments.

Step 6: multi-scale feature merging. The corner
points are detected separately for each level of the
point cloud in the Gaussian pyramid, and the fea-
ture points in each level are merged according to the
Harris response value R of the corner points of the
point cloud at each level. The final filtered feature
points are the 3D Harris feature points with scale
invariance.

The ISS operator can effectively extract the lo-
cal feature points in the non-edge region of the 3D
point cloud, which itself has good scale invariance,
and therefore does not need to be processed in this
aspect. The steps of the ISS operator are as follows:

Step 1: eigen-covariance matrix. Compute the
eigen-covariance matrix of the points within the
neighborhood of each point p; in the 3D point cloud:

K
C;= %Z(Pj -pi)(p; —pi)", (7)
i=1

where k is the number of points in the neighborhood
of p;, and p; (j = 1,2,--- , k) are the points in the
neighborhood of p;.

To accurately represent the local 3D point cloud
features, after obtaining the covariance matrix, each
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covariance matrix Cj is eigen-decomposed to find the
eigenvectors e;—es and eigenvalues A\1—As3.

Step 2: building the feature descriptor. Using
the eigenvectors obtained from the feature decom-
position and the eigenvalues, the feature descriptor
ISS is constructed:

ISSl - [617627637A17)\27A3] 9 (8)

where the eigenvectors e;—es3 indicate the main di-
rection of the local shape, and the eigenvalues A\1—\3
express the scaling information of the local shape.

Step 3: feature matrix aggregation. Repeat
steps 1 and 2 to obtain the feature description ma-
trices of all the points and aggregate the feature de-
scription matrices of each point to obtain all the ISS
feature points.

Combine the 3D Harris feature points and ISS
feature points. Take the concatenation set of these
points to obtain the points that need to be targeted
for analysis in the 3D point cloud. Fig. 5 shows the
extracted feature points, where the red points are
the feature points extracted by 3D Harris, and the
blue ones are the feature points extracted by the ISS
operator.

To avoid omitting the neighborhood informa-
tion of the feature points, a three-ring neighborhood
expansion of the feature points is performed using
the K-nearest neighbor algorithm to serve as the
enhancement region for subsequent feature enhance-
ment. The first-ring neighborhood is the ¢ nearest
points to the feature point, the second-ring domain
is the 2¢ nearest points to the feature point, and
the third-ring neighborhood is the 3¢ nearest points
to the feature point. ¢ is between 0.1% and 1% of

(a) (b)

Fig. 5 The original model and the extracted feature
points: (a) original 3D point cloud; (b) 3DHarris-ISS
feature points (References to color refer to the online
version of this figure)

the total number of vertices in the point cloud as
derived from subsequent experiments, and the value
of ¢ will be explored in Section 4.3. Fig. 6 shows
the schematic of the feature point and its three-ring
neighborhood.

3.2.3 Feature enhancement of feature points

Feature enhancement is often used for the pre-
processing of point cloud data, but 3D models are
rich in application scenarios, and it is difficult for
general-purpose algorithms to perform targeted en-
hancement on dense 3D point clouds. In this study,
we propose a 3D point cloud feature enhancement
algorithm based on the position of the center fea-
The feature en-
hancement region in the 3D point cloud is adjusted

ture point and normal guidance.

by adding the priori information, such as the coor-
dinates of the center feature point and the normal
vector, before feature enhancement, to highlight the
regions that may contain hidden information under
the premise of ensuring the consistency and continu-
ity of data (Nie et al., 2019).

First, an objective function is constructed for
integrating the positions of the point cloud feature
points and the normal vectors to form the priori in-
formation, which provides the basis for the subse-
quent feature enhancement:

argmin(AE, + (1 — \)E,), 9)

Fig. 6 Schematic of the three-ring neighborhood seg-
(a) neighborhood of the first ring; (b)
neighborhood of the second ring; (c) neighborhood of
the third ring; (d) integration of neighborhoods

mentation:
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where F, denotes the positional constraints of the
coordinate points of the point cloud model, E; de-
notes the normal vector constraints, and A is used to
balance the importance of them.

The position constraint term is used to constrain
the difference between the position of the enhanced
feature point and the position of the center feature
point:

n
E, =) |pi — Bl (10)
i=1
where n is the number of points in all feature en-
hancement areas, p; is the position of the augmented
post point, and p; is the origin position.

The normal vector constraint term is used to
cause the augmented point normal vector to be close
to the normal vector of the origin:

n
By =Y | — il
1=1

where n; is the normal vector of the enhanced feature
points and n; is the normal vector of the origin.

(11)

Nonlinear optimization in the objective func-
tion makes the results unpredictable and greatly
decreases the performance of the algorithm. The
normal vector constraint term is expressed as a
constraint in which the enhanced feature point-to-
neighborhood point vectors are orthogonal to the
desired normal vectors. Assuming that the normal
vectors are parallel to the local tangent planes of the
enhanced feature area, the objective function is op-
timized such that the normals are as perpendicular
as possible to the normal vectors of the points in the
neighborhood of the enhanced feature point, and the
normal vector constraints are

n k
argmin (Y Y Jai-p)I?),  (12)
=1,j#i

i=1j

where p; are the coordinates of the points in the
neighborhood of p;.

The new objective function is

arg min (i (/\”ﬁi - pill®
i=1
H(1-)) zk: [[72:(p: —ﬁj)H2>>'

J=1,#i

(13)

The optimized objective function is a system
of linear equations containing the unknowns of the
position of the feature point after enhancement p;.
The optimal location of the enhanced feature point
Pi is solved by linear least squares to realize feature
enhancement.

When performing data enhancement, if en-
hancement is performed only once on the neighbor-
ing region, it will create a clear step between the
enhanced and unenhanced regions. Doing stepwise
reduction of enhancement intensity from the center
of the enhanced region to the unenhanced region can
effectively prevent the appearance of repeated en-
hancement points. Defining m as the iterative base
of feature enhancement for different neighborhoods,
the first-, second-, and third-ring neighborhoods of
the 3D point cloud are enhanced for 3m, 2m, and
m iterations, using the above enhancement method,
and are defined as the large-, medium-, and small-
amplitude enhancement regions, respectively. Ex-
cept for the three-ring neighborhood region men-
tioned above, the points in the rest of the regions
remain unchanged. Fig. 7 shows the model after
feature enhancement.

Fig. 7 Schematic of feature enhancement

3.3 Feature set screening and analysis

The most widely used spatial domain feature
set is ELFS124, containing 124-dimensional features,
which are obtained by multiplying the model features
with four-dimensional statistical moments of mean,
variance, skewness coefficient, and kurtosis.

In the ELFS124 feature set, only 52-dimensional
features are related to 3D model vertices, and the
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rest are edge features or face features. These 52-
dimensional features are the four-dimensional statis-
tical moments of the vertex paradigm in the Carte-
sian coordinate system, the four-dimensional sta-
tistical moments in the Laplace coordinate system,
the four-dimensional statistical moments of the ver-
tex paradigm in the Laplace coordinate system, the
four-dimensional statistical moments of the vertex
normals, the four-dimensional statistical moments
of the vertex Gaussian curvature, and the four-
dimensional statistical moments of the vertex coor-
dinates in the spherical coordinate system. There-
fore, the 52-dimensional point features are retained
and used as control variables for the bias correlation
analysis of the remaining edge features and face fea-
tures. The partial correlation coefficients and partial
correlation matrices of the remaining face and edge
features are calculated, and the features with corre-
lation coeflicients >0.7 are excluded. The remaining
edge features and face features that need to be con-
verted are the four-dimensional statistical moments
of curvature ratios and the four-dimensional statis-
tical moments of angles and lengths in the spheri-
cal coordinate system. At the same time, the 12-
dimensional feature vectors of the nearest-neighbor
edge length, nearest-neighbor normal vector, and
four-dimensional statistics of domain density are
added to compensate for the decrease in accuracy
due to the loss of edge features.

3.3.1 Curvature ratio feature transformation

The curvature ratio in the original ELFS124 is
calculated by using the Gaussian curvature of the
facet and the mean curvature, but there is no in-
formation that can be directly used to describe the
curvature ratio in the 3D point cloud models. There-
fore, we adopt the 3D point cloud coordinates of the
points and their neighboring point information to
calculate the curvature ratio; its calculation steps
are as follows:

Step 1: compute the covariance matrix for each
point. For each point p in the point cloud, the K-
nearest neighbor algorithm can be used to derive the
set of neighboring points around it and compute the
covariance matrix C of p.

Step 2: compute the eigenvalues and eigenvec-
tors of the covariance matrix. Perform an eigenvalue
decomposition of the covariance matrix C' to obtain
its eigenvalues A1 and As.

Step 3: calculate the minimum and maximum
principal curvatures. The minimum principal curva-
ture kmin and the maximum principal curvature kpax
can be calculated by Eqgs. (14) and (15), respectively:

1
Emin = ma (14)
i =~ (15)
2h — \/4g% + h?
h=(A+X2)/ 2, (16)
g = AA2, (17)

where h is the mean curvature and g is the Gaussian
curvature.

Step 4: calculate the curvature ratio. The cur-
vature ratio is calculated by

by = Ymin (18)

kmax

The curvature ratio k,, usually between 0 and

1, indicates the relative distribution of curvature

around point p. k; close to 0 indicates a signifi-

cant change in curvature in the vicinity of point p.
k. close to 1 indicates a small change in curvature.

3.3.2 Spherical
transformation

coordinate edge length feature

In ELFS124, edge lengths are obtained from
the coordinates of connected vertices using the Eu-
clidean distance formula. The point cloud is com-
posed of a series of discrete points, and there is no
direct connection between the points, so it is impos-
sible to obtain the effective edge information directly.
Therefore, we propose to complete the computation
of coordinate edge length information in spherical
coordinates with the help of the neighborhood in the
following steps:

Step 1: convert the point cloud coordinates to
spherical coordinates (p, 0, ¢) using the spherical
coordinate formula.

Step 2: calculate the neighborhood of each fea-
ture point. The set of neighboring points around
the feature point is computed using the K-nearest
neighbor algorithm.

Step 3: calculate the edge length between the
feature point and its neighbors. Calculate the Eu-
clidean distance d between the point and the points
in its neighborhood.
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Step 4: calculate the average edge length of the
neighborhood. Repeat step 3 to obtain the edge
lengths of the back edges connected to all the points
in the neighborhood and compute their average. The
neighborhood average edge length d is the effective
edge length in the spherical coordinate system of the
point cloud model.

3.3.3 Neighborhood local features

Although the feature vectors with large correla-
tion coefficients with the point features are removed
in the correlation analysis, the large number of miss-
ing edge features will reduce the accuracy. To further
deal with the problem of decreasing detection accu-
racy caused by missing edge features, we add new
feature vectors that can represent the edge features,
as shown in Table 1.

The 52-dimensional vertex features filtered
from existing features, the transformed eight-
dimensional features, and the newly added 12-
dimensional neighborhood local features together
form a 72-dimensional point cloud feature vector
called POINT72, i.e., X = [21, 22, ..., X72].

POINT72 dataset is used to extract features
from the initial 3D point cloud and the smoothed
3D point cloud, and the residuals are calculated to
obtain the 3D point cloud feature vectors X. The
3D point cloud steganalysis tool is designed by plac-
ing the set of feature vectors X and the data labels
y into the integrated learner to train the model.

4 Experimental results and analysis
4.1 Experimental setup

The experiments were performed using 2000
pieces of data from the Princeton dataset for 3D
point cloud conversion, which contains many types

of 3D point cloud data including human body, an-
imals, household items, and monsters, as shown in
Fig. 8. The experiments focused on testing and ana-
lyzing the accuracy and area under the curve (AUC)
of the 3D point cloud steganalysis algorithm based on
feature enhancement by composite operators. The
experiments were conducted on a Windows platform
using Microsoft Visual Studio 2022, PyCharm Com-
munity 2022.03, and Meshlab 2021.

The experiments were divided into two parts:
the effect of algorithm parameters on the accuracy
and AUC and the comparison with other steganaly-
sis algorithms. The algorithm parameters included
NMS radius of the 3D Harris operator, feature point
three-ring neighborhood range, and the effectiveness
of feature enhancement and local features, as shown
in Table 2.

Because the current steganalysis algorithms for
3D models are all based on 3D mesh models, there
is no steganalysis algorithm based on 3D point cloud
models. Therefore, four 3D mesh steganalysis al-
gorithms are used for comparison: LFS76, LFS124,
WEFS228, and NVT+. In the 3D mesh steganalysis
algorithm, the original 3D mesh model of the dataset
is used for the experiments; in the 3D point cloud
steganography algorithm proposed in this study, the
3D point cloud model with the edge information
and face information removed based on the 3D mesh
model is used for the experiments.

Table 2 Default parameters in the experiments

Notation Meaning Optimum value

r Radius of non-maximum 0.028
suppression

s Empirical constant 0.04

q Neighborhood range 0.003

A Equilibrium coefficient 0.7
for feature enhancement

m Iterative base for 2

hierarchical enhancement

Table 1 Additional features and their definitions

New feature

Definition

Length of the nearest neighbor

Calculate the edge lengths of the constituent nearest-neighbor edges of each point

and its nearest-neighbor points, i.e., the nearest-neighbor edge lengths. Compute
the four-dimensional statistical moments of the nearest-neighbor edge lengths as

a set of feature vectors
Compute the normal vectors of the above nearest-neighbor edges and use their

Nearest-neighbor normal vector

four-dimensional statistical moments as a set of eigenvectors

Neighborhood density

Neighborhood density is represented by the number of points in a one-ring

neighborhood, and its four-dimensional statistical moments are used as a set of

feature vectors
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M

Fig. 8 Schematic of the point cloud model: (a) the original 3D point cloud of mannequin; (b) the characteri-
zation points of the mannequin; (c) the feature-enhanced mannequin; (d) the original 3D point cloud of tool
model; (e) the characterization points of tool model; (f) the feature-enhanced tool model; (g) the original 3D
point cloud of animal model; (h) the characterization points of animal model; (i) the feature-enhanced animal
model; (j) the original 3D point cloud of palm model; (k) the characterization points of palm model; (1) the
feature-enhanced palm model
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4.2 Analysis of non-maximum suppression ra-
dius values

In the 3D Harris operator, the NMS method is
used to filter the feature points, and the number of
filtered feature points depends on the NMS radius r.
The larger the radius r, the fewer the filtered feature
points which can represent the overall features; the
smaller the radius r, the more the filtered feature
points which can represent the local features. To
make the results easy to observe, we select the bunny
point cloud containing 8171 points for the observa-
tion of the number of feature points, and use the
Princeton dataset to check AUC of the algorithm.
The relationship among the radius r, the number of
feature points, and AUC is shown in Fig. 9. Since
the number of feature points selected at » = 0.010 is
close to the number of vertices (8171) and the num-
ber of feature points selected at r = 0.030 is < 1%
of the total number of vertices, to determine the op-
timal suppression radius, the range of the radius r is
selected as 0.010-0.030, and the number of feature
points and AUC of the model at different suppression
radii are calculated.

0.944 o Number of points

- 8000
0.921 % L 7000
0.901 ? é L 6000 £
¢ 0.88 | 5000 %
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- 3000 2
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Fig. 9 Schematic of the relationship among the non-
maximum suppression radius r, area under the curve
(AUCQC), and the number of key points

As can be seen in Fig. 9, the number of fea-
ture points decreases as r increases. When 0.010 <
r < 0.028, AUC increases with increasing r. This
is because there are too many feature points se-
lected in this interval, which results in limited spac-
ing between feature points. This makes part of
the three-ring neighborhood and two-ring neighbor-
hood overlap the enhancement region, which inter-

feres with the detection of the feature region, and
the overlapping region gradually decreases as the
suppression radius r increases. As the suppression
radius r increases, the overlapping region is gradu-
ally reduced and AUC is gradually improved. When
0.028 < r < 0.030, the suppression radius r is not
sufficient to screen out all the feature points, which
results in a rapid decrease in AUC as r increases.
When r = 0.028, the confidence interval is optimal
and 531 feature points of the composite operator are
extracted.

The effect of the NMS radius on the performance
of the algorithm and the number of key points ex-
tracted is shown in Table 3.

Table 3 Analysis of the effect of non-maximum sup-
pression radius on efficiency

Number of Detection

" AUC key points time (s)
0.010 0.8228 8171 4.51
0.012 0.8316 8066 4.35
0.014 0.8424 7855 4.22
0.016 0.8436 6921 4.10
0.018 0.8534 5759 3.93
0.020 0.8608 4492 3.78
0.022 0.8691 3098 3.56
0.024 0.8942 2113 3.32
0.026 0.9140 1264 3.21
0.028 0.9267 531 3.11
0.030 0.8997 58 3.02

Best result is in bold

As can be seen from Table 3, the time complex-
ity of the algorithm increases tremendously when
more keypoints are extracted, and the time re-
quired is 3.11 s at a non-maximum suppression radius

r = 0.028.
4.3 Neighborhood range analysis

When selecting the three-ring neighborhood for
feature enhancement, different neighborhood ranges
determine the size of the enhancement range: a too
small feature enhancement region will result in being
unable to effectively enhance the feature points, and
a too large feature enhancement region will result
in the appearance of over-enhanced points. In this
study, the neighborhood is divided into three-ring
neighborhoods, and in the experiment, the num-
ber of K-nearest neighbor points in the first-ring
neighborhood is ¢, the number of K-nearest neigh-
bor points in the second-ring neighborhood is 2q,
and the number of K-nearest neighbor points in the
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third-ring neighborhood is 3¢. Taking the current
grid steganography detection algorithm’s minimum
detection accuracy of 84% as the baseline, ¢ is con-
sidered to be invalid if it takes a value that makes the
minimum accuracy <84%. Fig. 10 shows the valid
values of ¢ ranging from 0.1% to 0.7% of the total
number of points in the point cloud.

From Fig. 10, it can be seen that when 0 <
q < 0.003, AUC is rapidly improved; with the ex-
pansion of the neighborhood, more local features
are amplified, especially the difference between ver-
tex normal vector and vertex normal form features
caused by steganography algorithm. In addition,
when 0.003 < g < 0.010, some over-enhanced points
appear as the neighborhood range increases, which
leads to a gradual decrease in the confidence inter-
val, due to the overlapping phenomenon mentioned
above in some of the two-loop neighborhoods. When
q > 0.007, some of the first-ring neighborhood areas
overlap, which will cause severe interference. Inter-
ference causes the average accuracy to fall off a cliff
after ¢ > 0.008, which is even lower than the aver-
age accuracy without feature augmentation (¢ = 0).
Fig. 11 shows a schematic of the interference re-
gion. The confidence interval reaches the optimum at
g = 0.003, when the neighborhood range reaches the
maximum range without overlapping interference.
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Fig. 10 Schematic of the relationship between neigh-
borhood range and area under the curve (AUC)

Because the change of neighborhood range will
cause the number of neighborhood points of the key
point to change, thus affecting the algorithm’s time
complexity, the relationship between the neighbor-
hood range and the algorithm’s time complexity is
experimentally explored. The results are shown in
Table 4.

As can be seen from Table 4, the time com-

[ ]
Moderate Light
interference area interference area interference area

Heavy

Fig. 11 Schematic of interference region

Table 4 Analysis of the effect of neighborhood range
on efficiency

q AUC Detection time (s)
0.000 0.8537 2.64
0.001 0.8738 2.78
0.002 0.9030 2.99
0.003 0.9267 3.11
0.004 0.9035 3.34
0.005 0.8810 3.57
0.006 0.8759 3.89
0.007 0.8631 4.21
0.008 0.8383 4.53
0.009 0.8133 4.87
0.010 0.7812 5.26

Best result is in bold

plexity of the algorithm increases as the neighbor-
At neighborhood
range ¢ < 0.003, the time complexity increases

hood range gradually increases.

slowly because no interference region occurs, while
at ¢ > 0.003, the time complexity increases rapidly
as the interference region gradually increases.

Fig. 12 shows the average accuracy of the al-
gorithm when considering the non-extremely large
suppression radius and the neighborhood range. It
can be seen from Fig. 12 that the 3D surface has two
obvious ridges, which correspond to the average ac-
curacy of the algorithm when the suppression radius
r is 0.028 and the neighborhood range ¢ is 0.003;
the highest AUC of 0.9267 is achieved at the point
(r =0.028,¢ = 0.003).

4.4 Experiments on the effectiveness of

steganographic feature sets

The 3D point cloud steganalysis feature set con-
sists of two parts: the original 52-dimensional vertex
features in the 3D mesh feature set are retained and
added to the converted eight-dimensional features to
form POINT60, and the 12-dimensional local neigh-
borhood features are added to form POINT72.

To analysis the effect of each feature set on AUC,
Fig. 13 compares the four feature sets mentioned
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Fig. 12 Suppression radius and neighborhood range versus area under the curve (AUC): (a) crest; (b) ridgeline
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Fig. 13 Area under the curve (AUC) for different
feature sets

above. Among them, POINT52 represents the de-
tection capability of 3D point cloud by ELFS124,
the best feature set of current 3D grid steganogra-
phy. The AUC of the ELFS124 is derived using 3D
mesh models as the dataset, and the rest of the fea-
ture sets use 3D point clouds as the dataset.

After the feature enhancement, the curvature
features are greatly enhanced. Fig. 13 shows that af-
ter adding the converted curvature and the average
side length of an eight-dimensional feature neigh-
borhood to POINT60, AUC is improved by 18.67%
compared with that based on the original POINT52.
After adding 12-dimensional neighborhood local fea-
tures, AUC is increased by 7.63% to compensate for
the decrease in AUC caused by the lack of some edge
features. AUC of the proposed algorithm is still
lower than that of ELFS124 after adding the local
neighborhood features, because the added neighbor-
hood features cannot fully describe the edge features

and surface features lost in the process of converting
3D mesh to 3D point cloud.

From the confidence interval of the receiver op-
erating characteristic (ROC) curve of the POINT52
feature set for the steganalysis of 3D point cloud
models, it can be seen that even the best 3D
mesh steganalysis feature set, ELFS124, still has a
low AUC for 3D point cloud steganalysis, whereas
POINT72 proposed in this study greatly improves
the AUC of 3D point cloud steganalysis.

The maximum mean difference (MMD) of the
feature sets of the original model and the encrypted
model is used to compare the effect of steganalysis
for each feature set, where the larger the MMD is,
the larger the gap is between the original model and
the encrypted model, and the easier it is to detect
the differences caused by steganography in feature
sets.

As can be seen from Table 5, there is still
a 0.007 gap between the MMDs of POINT72 and
ELFS124. However, the MMD of POINT72 is
63.16% and 21.57% higher than that of POINT52
and POINTG60, respectively, which indicates that the
feature-converted features and the added features are
effective and compensate for part of the AUC due to
the missing edge features and face features.

Table 5 Feature set maximum mean difference
(MMD) comparison
Steganalysis feature set MMD
POINT52 0.038
POINT60 0.051
POINT72 0.062
ELFS124 0.069
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4.5 Feature enhancement validity experi-
ments

In the process of feature enhancement, AUC of
the steganalysis model without feature-in-feature en-
hancement is compared with the AUC of the ste-
ganalysis model with feature enhancement. The re-
sults are shown in Fig. 14.

AUC
0.073

0.84

Unenhanced Enhanced

Fig. 14 Feature enhancement validity experiments

The role of feature enhancement for steganalysis
is further analyzed using MMD and the results are
shown in Table 6.

Table 6 Feature enhancement validity

Steganalysis feature set MMD
Unenhanced POINT72 0.056
Enhanced POINT72 0.062

MMD: maximum mean difference

From Table 6, it can be seen that MMD of the
feature vectors after enhancement is improved by
10.71% compared with that of the pre-enhancement
vectors; that is, the steganalysis can be performed
more efficiently.

4.6 Comparative experiments on 3D mesh
steganalysis algorithms

To test the steganography algorithm proposed
in this paper, LFS76, LFS124, WFS228, and NVT+
were selected as the comparison algorithms. Boxplot
of the confidence interval area under ROC was plot-
ted to compare the performance of each algorithm.

Fig. 15 shows that the AUC of POINT72 for
the four steganographic algorithms has similar con-
fidence areas as the existing 3D mesh steganalysis
tools, which is still lower than that of LFS124. Com-
pared with the other four 3D mesh steganalysis algo-

rithms, POINT72 lacks edge and face information,
which makes it extremely difficult to characterize
the domain correlation between points, and therefore
the AUC of POINT72 is lower than that of LFS124
among the four steganalysis algorithms. However,
through the incorporation of neighboring features
and feature enhancement, the AUC of 3D point cloud
steganalysis is as close as possible to that of the ex-
isting 3D mesh steganalysis analyzers.

5 Conclusions

In this paper, we propose a composite operator
based feature enhancement algorithm for 3D point
cloud steganalysis that uses an adaptive bilateral
filtering point cloud smoothing algorithm based on
normal outliers. An improved 3DHarris-ISS compos-
ite operator based on a Gaussian pyramid is included
along with a point cloud feature enhancement algo-
rithm based on the location of the center feature
point and normal guidance to form a local feature
enhancement method. This is used to enhance the
local features of the 3D point cloud model. The 3D
point cloud feature set POINT72 is constructed by
filtering and transforming the feature set ELFS124
and adding neighborhood features. The steganaly-
sis method in this paper compensates for the gap in
previous steganalysis algorithms for 3D point clouds,
and has strong detection ability for 3D point cloud
steganalysis models. Due to the lack of edge and
face information, the 3D point cloud steganalysis
model has a slightly lower detection accuracy than
the 3D mesh steganalysis model. Future research di-
rections include expanding the feature enhancement
approach to 3D meshes to improve the accuracy of
3D mesh steganalysis, expanding the feature set of
3D point cloud models to improve the accuracy of
3D point cloud steganalysis, and exploring end-to-
end 3D point cloud steganalysis models.

Contributors

Shuai REN and Hao GONG designed the research and
processed the data. Hao GONG and Suya ZHENG drafted
the paper. Hao GONG and Shuai REN revised and finalized
the paper.

Conflict of interest
All the authors declare that they have no conflict of

interest.



Ren et al. / Front Inform Technol Electron Eng 2025 26(1):62-78 7

0.95{ —
0.941
0.931
(@]
)
< 0.924
0.911
090 ‘ . ) .
LFS76 LFS124 WFS228 NVT+ POINT72
(a)
0.94 1
o 0.90]
)
<
0.88

LFS76 LFS124 WFS228 NVT+ POINT72
(c)

0.96 %

0.941 %

0.921

0.901 @
0.881
0.861

0.841 @
LFS76 LFS124 wﬁ)zza NVT+ POINT72

AUC

0.96

0.95

0.94
0.93

AUC

0.92

0.90

LFS76 LFS124 WFS228 NVT+ POINT72

(d)

Fig. 15 AUC with 3D mesh steganalysis: (a) MRS; (b) VRS; (¢) SRW; (d) MLS. AUC: area under the curve;
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