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Abstract: Mimic active defense technology effectively disrupts attack routes and reduces the probability of successful
attacks by using a dynamic heterogeneous redundancy (DHR) architecture. However, current approaches often
overlook the adaptability of the adjudication mechanism in complex and variable network environments, focusing
primarily on system security while neglecting performance considerations. To address these limitations, we propose
an output difference feedback and system benefit control based DHR architecture. This architecture introduces an
adjudication mechanism based on output difference feedback, which enhances adaptability by considering the impact
of each executor’s output deviation on the global decision. Additionally, the architecture incorporates a scheduling
strategy based on system benefit, which models the quality of service and switching overhead as a bi-objective
optimization problem, balancing security with reduced computational costs and system overhead. Simulation results
demonstrate that our architecture improves adaptability towards different network environments and effectively
reduces both the attack success rate and average failure rate.
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1 Introduction

Cyberspace has long faced the challenge of being
vulnerable to attack and difficult to defend, as tradi-
tional passive defense technologies (Cho et al., 2020;
Jiang et al., 2024) are unable to effectively respond to
complex cybersecurity threats (Hu HC et al., 2018;
Shao et al., 2023a) due to their reactive and specific
nature. To address these issues, active defense, which
adopts dynamic, fault-tolerant, and reconfigurable
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techniques to create flexible environments that pre-
vent cyber threats (Wang ZH et al., 2023), has be-
come a hot research topic. As a typical active de-
fense technique, cyber mimic defense (CMD) (Wang
YW et al., 2018; Wu JX 2022a, 2022b) introduces
dynamic heterogeneous redundancy (DHR) with a
negative feedback control mechanism to change the
system’s execution environment based on adjudica-
tion outcomes, improving the detection and attack
efforts for attackers (Hu JJ et al., 2024; Rehman
et al., 2024). The DHR architecture connects differ-
ent constructed executors in parallel and adjudicates
the independently running executors’ outputs to ob-
tain the final result (Ren et al., 2020; Li et al., 2021;
Fu et al., 2022), reducing the risk of simultaneous
The archi-
tecture mainly consists of five modules (Tong and
Guo, 2021; Zheng et al., 2022): input/output, pro-
cessing, adjudication, scheduling, and building, as
shown in Fig. 1.

failures in the same functional module.

Fig. 1 illustrates that the adjudication and
scheduling modules are central to the DHR archi-
tecture (Wang ZH et al., 2021; Zhu et al., 2021; Wei
et al., 2022), and are crucial for generating exter-
nal uncertainty. Recent advances in mimic active
defense technologies have mainly focused on the ad-
judication and scheduling modules within the DHR
architecture (Lu ZP et al., 2017).

For the adjudication mechanism, Lin SJ et al.
(2018) introduced a contest arbitration model based
on a multi-mode adjudication algorithm, which con-
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siders the efficiency of the system while ensuring the
system security. Lu YQ et al. (2021) transformed
the adjudication into a fuzzy evaluation process by
unifying the analysis of consistency, historical con-
fidence, and heterogeneity to improve the correct-
ness of the adjudication algorithm. For the schedul-
ing strategy, Yu et al. (2022) proposed an executor
scheduling algorithm based on runtime, reputation,
and switching overhead, which can reduce the av-
erage system failure rate and improve the defense
capability of network protection devices while ensur-
ing that the system overhead is basically the same.
Zhang et al. (2020) quantified executor heterogene-
ity and proved the reasonableness of the quantization
method, enabling better distinction between differ-
ent executors. Wu T et al. (2021) proposed an im-
proved DHR (IDHR) architecture based on the idea
of clustering, which clusters the heterogeneity of ex-
ecutors using the k-medoids algorithm before the
scheduling module, and evaluated the security of the
proposed architecture in terms of attack success rate
and control rate. Lucy (2024) introduced two-phase
dissimilarity executor selection algorithms based on
recombination techniques to select the executor with
the maximum phase dissimilarity quantitative value
for the processing module. Liu et al. (2018) proposed
an executor scheduling algorithm based on the min-
imum similarity of random seeds. The algorithm ex-
cludes executors whose similarity exceeds a threshold
based on randomly selected seed executors to consti-
tute the final scheduling scheme, while considering
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the dynamics and heterogeneity of the scheduling al-
gorithm. Compared with other algorithms, it has a
longer scheduling period and a lower average failure
rate.

Based on the above research, most current ad-
judication mechanisms focus on improving adjudica-
tion accuracy. However, in many complex network
environments, computational errors can lead to vary-
ing local adjudication results, rendering these mech-
anisms ineffective. Additionally, current scheduling
strategies prioritize system security but often over-
look the effects of quality of service and system over-
head. To address these issues, we propose a DHR ar-
chitecture based on output difference feedback and
system benefit control. This architecture accounts
for output deviations, system overhead, and quality
of service while striving to maximize overall system
security. The main contributions of this work are as
follows:

1. For the adjudication module of the DHR ar-
chitecture, we propose an adjudication mechanism
based on the output difference feedback. This mech-
anism calculates each executor’s output difference
by confidence and local adjudication results. It con-
siders the impact of the output deviation of each
executor on the global adjudication result, ensuring
effective adaptation to network environments with
inherent output differences.

2. For the scheduling module of the DHR ar-
chitecture, we propose a scheduling strategy for ex-
ecutors based on system benefit, which models the
quality of service and switching overhead as a bi-
objective optimization problem. It is solved via a
heuristic algorithm to increase the security gain of
the system.

3. Simulations evaluate our architecture across
multiple dimensions, comparing system overhead,
scheduling period, attack success rate, and failure
rate against existing methods.

2 Overview of the architecture

We propose a DHR architecture based on out-
put difference feedback and system benefit control, as
shown in Fig. 2. The adjudication module selects the
executor with the smallest output difference using a
weighted average, considering the impact of each ex-
ecutor’s output deviation on the global adjudication

result. The negative feedback control module de-
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termines the scheduling strategy by calculating the
quality of service and switching overhead, consider-
ing the benefits and overhead of the system after the
introduction of the DHR architecture.

The implementation process of our DHR. archi-
tecture is as follows:

1. At time ¢ (¢t € T, T is a period), the input
agent receives n copies of the input requests, which
are sent to n heterogeneous executors. These execu-
tors simultaneously process the requests and send
their local adjudication results to the adjudication
module.

2. The adjudication module calculates a
weighted average Y () of the local adjudication re-
sults for all executors based on the executor confi-
dence and the normalized output difference e;(t) for
each executor i (i = 1,2,...,n) between its local re-
sult and Y (¢). The result with the smallest e;(t) is
selected as the global adjudication result Y (¢), and
is sent to the output agent.

3. The negative feedback control module
switches the scheduling strategies in two ways: rou-
tine and emergency switching. For every time inter-
val At, the module calculates the quality of service
@ based on the difference D(t), the historical aver-
age confidence H(t), and the running overhead Cyyy.
It determines the scheduling strategy by combining
Q@ and the switching overhead Cywitcn. If the qual-
ity difference between the new and current strategies
exceeds the threshold v and the switching overhead
is less than §, a routine switch occurs. If executor
1 is under attack or experiences an unknown error,
and the output difference e;(t) exceeds the threshold
7, its confidence h;(T') drops. If h;(T) falls below
the threshold &, the negative feedback control mod-
ule urgently switches to the first scheduling strat-
egy that satisfies the quality of service and switching
overhead.

3 Improved adjudication mechanism
and scheduling strategy

3.1 Related indicators

3.1.1 Executor confidence

Confidence is an important indicator for as-
sessing the reliability of an executor. In the DHR
architecture, higher confidence in the selected ex-
ecutor correlates with greater system reliability. In
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our architecture, confidence is dynamically updated
based on the difference between local and global ad-
If the difference is within the
threshold 7 at time ¢, the executor retains high confi-

judication results.

dence. If the difference exceeds the threshold 7, con-
fidence drops, potentially triggering an emergency
switch if h;(T') falls below the threshold &, leading to
the removal of low-confidence executors.

Let y;(t) denote the local adjudication result of
executor ¢ at time ¢, Y () denote the global adjudi-
cation result provided by the adjudication module at
time ¢, and (;(T) denote the number of time steps
that executor ¢ has been selected by the scheduling
strategies during 7. So, the historical confidence
h;(T) is calculated by

> fUY (@) —wi(D)])
i) = =

where f(z) =1,if x <n, and f(z) =0, if x > 7.
Let h(t) = [h1(t),ha(t),...,h,(t)] denote the
confidence values of all executors (n is the total num-

(1)

ber of executors) in the execution module at time ¢.
The average confidence H (t) is calculated as follows:

n
H(t) = 3 hilt) 2)
i=1
At time t, if executor ¢ is not selected by the
scheduling strategy, its historical confidence remains
unchanged from the previous moment. Conversely,
if executor 7 is selected, its historical confidence is
updated dynamically according to the mechanism

described as
{ gi(tf1)hi(t71)+f(\y(t)*yi(t)|gn),i es,

hilt)= G
hi(t—1),1¢ S,

(3)
where h;(0) denotes the initial confidence level of ex-
ecutor i and S denotes the set of executors. The
executor confidence is updated in real time based
on the negative feedback information to reduce the
probability of selecting malicious executors during
the algorithm’s execution and to improve the sys-
tem’s reliability.

3.1.2 Executor heterogeneity

An executor consists of components under dif-
ferent construction rules, and its heterogeneity de-
pends on the differences among these components.
Each component contains different blocks with dis-
tinct characteristics. Information systems can be
divided into different components according to their
functions, and we assume the existence of four types
of components: code, module, transport, and op-
eration. Each component contains multiple blocks,
for example, the code component includes languages
such as Java, C+-+, Python, and C#. The weights of
these four component types are denoted by wy, ws,
ws, and wy, with different construction rules assign-
ing varying weights. Therefore, the heterogeneity
d;(t) of executor ¢ can be expressed as

di (t) = wlci(t) —+ waomy; (t) + wgti (t) —+ w40; (t), (4)

where ¢;(t), m;(t), t;(t), and o0;(t) denote the differ-
ence of the blocks in the code, module, transport,
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and operation system components at moment ¢, re-
spectively. It follows that the average difference D(t)
of this scheduling scheme at time ¢ is

D=3 d:(0). (5)

3.1.3 Running overhead

The system’s running overhead mainly consists
of four components: Cproxy, Cdecisions Cschedule, and
Cexecutor- Therefore, the running overhead is ob-

tained by
Crun:CprOXy + Cdecision + Cschedule + Cexecutor- (6)

We assume that the executors require essentially
the same resources to process the same input request,
but have different running times; so, the executor
processing overhead Cexecutor 18 €xpressed as

Cexecutor: i t; X Cia (7)

i=1

where t; is the running time of executor i, C; is the
overhead required for executor 7 to perform compu-
tation on the task. Compared to other overheads, the
executor processing overhead consumes a significant
amount of system resources, which affects the sys-
tem performance. Therefore, the system’s running
overhead can be approximated as

Crun ~ iti X Ci. (8)
i=1

3.1.4 Switching overhead

When the negative feedback control module se-
lects a new executor scheduling strategy, the sys-
tem needs to switch the original scheduling strategy,
which incurs a switching cost, denoted as Cgwitcn-
This cost is mainly divided into the executor’s on-
line overhead (the cost required to bring an executor
into the execution module) and the executor’s offline
overhead (the cost required to remove an executor
from the execution module). We assume that the
overhead for a single executor coming online or go-
ing offline is essentially the same, so the switching
overhead is calculated as

T Y
Cswitch = Z C’input + Z Coutputa (9>
i=1 j=1

where x is the number of executors being added to
the execution module and y is the number of execu-
tors being removed. Ciypyt is the online overhead of a
single executor and Coutput is the offline overhead of
a single executor. To express the objective function
of the scheduling algorithm efficiently, the switching
overheads for different scheduling strategies need to
be normalized.

Define C%, | as the original switching overhead
from scheduling strategy u to scheduling strz/mtegy V.

u,v

Then the normalized switching overhead C_ ., is
obtained by
u,v . u,v
C/U»U _ C'switch — mln<cswitch) (10)
itch — u,v . u,v ’
swite max(CL %) — min(Cs 1)

where the max(-) and min(-) represent the maximum
and minimum switching overhead, respectively.

3.1.5 Quality of service

The quality of service in this study is determined
by H(t), D(t), and Cyyy of the DHR architecture.
Higher average confidence and average heterogeneity
under scheduling strategy u result in a better quality
of service, meaning that @, is proportional to H (t)
and D(t). Conversely, higher running overhead Ciyy,
under this scheduling strategy leads to lower system
performance and quality of service. Therefore, the
quality of service ), is calculated as follows:

n —1
Qu = H(t) x D(t) x (% St % cl-> A

3.2 An adjudication mechanism based on out-
put difference feedback

Most current DHR architectures use multi-mode
adjudication and consistent adjudication. However,
in many network environments, such as state esti-
mation systems in power grids (Jiang et al., 2021),
executor outputs may differ, leading to differing lo-
cal adjudication results. In this case, the afore-
mentioned adjudication mechanism may be inade-
quate. To address this issue, we propose an adjudi-
cation mechanism based on output difference feed-
back. This mechanism considers the impact of the
magnitude of each executor’s output deviation on
the global adjudication result, making it well-suited
for systems with inherent output differences. It en-
hances the adaptability of adjudication in various
complex network application environments.
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This adjudication mechanism obtains the
weighted average of the output results of n execu-
tors, considering the local adjudication results and
the confidence levels of the executors, as shown in
Eq. (12). The confidence level reflects the reliability
of an executor, so we use it as a factor influencing
the local adjudication result.

(12)

The normalized output difference between y;(t)
and Y (t) is then calculated as follows:

w0 -7

“O= T

(13)

Finally, the adjudication mechanism selects the
local adjudication result with the smallest output
difference as the global adjudication result, which
is then sent to the output agent. The adjudication
algorithm based on the output difference is detailed
in Algorithm 1.

Algorithm 1 Adjudication algorithm for executors
based on output difference

1: Initialize emin(t) =1
2: fori=1,2,...,n

_ 35 hi(T)xy; ()
3 Y(t)==t

4 ei(t) = yi(%?w?(t)
5. if e;(t) < emin(t)
6: €min (t)zei (t)

7 IDmin =1

8: end if

9: end for

10: Output the local adjudication result of the executor
corresponding to IDmin as the global adjudication

result
11: fori=1,2,...,n
12: ifie S
13 hi(t) = Ci(tfl)hi(t*é)(zifl(;i(lt)*yi(t)\Sn)
14: else
15: hl(t) = hi(t — 1)
16:  end if
17: end for

We theoretically compare the adaptability of the
adjudication mechanism proposed in this study with
several other adjudication mechanisms across dif-
ferent network environments, as shown in Table 1.

Shao et al. / Front Inform Technol Electron Eng 2025 26(8):1279-1292

Table 1 Validity of adjudication in different network
environments

Method No difference Difference
IDHR (Wu T et al., 2021) v -
MD (Lucy, 2024) v -
OMD (Lucy, 2024) v -
RSMS (Liu et al., 2018) v -
Our method v v

—: the method is not suitable for scenarios with output dif-
ferences. MD: maximum dissimilarity; OMD: optimal mean
dissimilarity; RSMS: random seed & minimum similarity

The results indicate that, unlike our mechanism, the
other adjudication mechanisms are not suitable for
scenarios where executor outputs contain differences.

3.3 A scheduling strategy based on system
benefit

The principle of the DHR architecture is to dy-
namically add multiple heterogeneous executors to
make the system uncertain and secure. Although us-
ing multiple heterogeneous executors improves sys-
tem security, it increases the redundancy, consumes
additional system resources, and reduces overall sta-
bility (Lin X et al., 2023). To address these prob-
lems, we use system benefit to characterize the se-
curity gains of the system and propose an execu-
tor scheduling strategy based on the benefit. The
quality of service and the switching overhead of a
mimic active defense system are modeled as a bi-
objective optimization problem (Jiang et al., 2023).
This optimization problem is solved using a heuristic
algorithm to obtain the optimal executor scheduling
strategy.

When selecting an executor scheduling strategy,
the goal is to maximize system benefit. By definition,
system benefit is directly proportional to the quality
of service and inversely proportional to the switching
overhead. Thus, the objective function after model-
ing the quality of service and switching overhead is
as follows:

Max: Benefits =\ Qq + Ao ——

Cswitch

|Qu_Qv‘ ! 3
s.t. 1QuTQu] > %Cslifich <9,

(14)

where v and § are adjusted by historical experience
and “Benefits” denotes the system benefit. - reflects
the system’s sensitivity, influencing the frequency of
scheduling strategy changes, and § reflects the maxi-
mum bumpiness of a single adjustment, with a larger
value representing higher system stability. Different
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network scenarios have varying requirements on the
quality of service and system overhead. In scenarios
with high quality of service requirements and suffi-
cient system resources, v and § can be appropriately
increased to ensure system stability. In scenarios
with high security requirements, v and ¢ can be ap-
propriately reduced to ensure system security.

After obtaining the objective function, the par-
ticle swarm optimization (PSO) algorithm is used to
efficiently explore the feasible solution space, aiming
to quickly find the optimal value of the bi-objective
optimization problem. According to the formula of
the basic PSO algorithm, the PSO algorithm pro-
posed in our study can be obtained as follows (Shao
et al., 2023b; Yadav and Raj, 2024):

VI =wkVEF + ciri (P, — XF)

+car2 (Pg{'clobal,i - sz)7 (15)

X = X4+ v (16)

where V; and X are the velocity and position of par-
ticle 7 respectively, ¢; and cy are acceleration coeffi-
cients typically set to 2, 1 and 7o are pseudo-random
numbers uniformly distributed in [0, 1], Ppest,; is the
best historical position for particle i, Pyiobal,i is the
best position for all particles, and w is the inertia
weight typically ranging from 0 to 1, balancing the
ability of the particle to search globally or locally.
Setting a higher w will promote global search, and a
lower w will promote fast-read local search. In sum-
mary, the executor scheduling algorithm based on
system benefits is presented in Algorithm 2.

4 Experiments and analysis
4.1 Experimental settings

We assume that there are m = 10 function-
ally equivalent but structurally heterogeneous execu-
tors in the executor pool, and that the executors re-
main in standby mode, consuming minimal system
resources. The system margin n (i.e., the number
of executors running simultaneously in the system)
is a prerequisite for executing the DHR architecture.
Theoretically, a higher system margin increases sys-
tem security and performance consumption. In prac-
tice, a system redundancy of n = 3 is typically suffi-
cient to meet the requirements and effectively defend
against attackers. To verify system gains under dif-
ferent system margins, we set the execution margin
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Algorithm 2 Scheduling algorithm for executors
based on system benefit
1: if thow — tlast == At

2:  for v =1,2,..,N /* v is the scheduling scheme

and N is the number of possible scheduling strategies

in the system */

H(D) =13 hi(t)

b

6: Qu=H(t) x D(t) x (%

T
T Ciswiteh = Z Cinput +

i=1 =1
end for

The optimization problem is obtained by modeling
the bi-objective optimization problem according to
Eq. (14)

10:  The optimization problem is solved by the PSO
algorithm, and the result obtained is used as the
switching strategy

11: end if

12: if hy(T) < ¢

13:  Select the scheduling strategy with the highest
system efficiency for switching

14: end if

of the DHR system to n = 3,4, 5 with a time interval
At = 10 s. The initial confidence level of each ex-
ecutor is set to 0.5, that is, h(0) = [0.5,0.5,...,0.5].
The lower confidence limit ¢ is set to 0.25, the mini-
mum acceptable quality of service - is set to 0.3, and
the maximum switching overhead of the scheduling
strategy ¢ is set to 0.8. Regarding the variability
of executor components, we ignore the differences
among the template components and focus solely on
the variability in the code, transport, and operation
components. The weights wy, ws, and w4 are each
set to 1/3. The differences among the component
bodies are shown in Table 2.

We first evaluate our architecture in terms of
average confidence, average heterogeneity, schedul-
ing randomness, and system benefits. Then we com-
pare our method with the IDHR (Wu T et al., 2021),
maximum dissimilarity (MD) (Lucy, 2024), optimal
mean dissimilarity (OMD) (Lucy, 2024), and ran-
dom seed & minimum similarity (RSMS) (Liu et al.,
2018) methods, focusing on the average scheduling
period, attack success rate, and average failure rate.
The IDHR method first divides the executors into
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Table 2 Differences between component bodies

Component Type Difference
Code Java 0.20
(w1 =1/3) CH++ 0.40
Python 0.60
C# 0.80
Transport TCP/IP 0.20
(w3 = 1/3) IPX/SPX 0.35
NatBRUI 0.50
JSON 0.65
Binary 0.80
Operation VMware Ubuntu 0.20
(wa =1/3) VirtualBox Ubuntu 0.35
VMware CentOS 0.44
VirtualBox CentOS 0.56
VMware Windows 0.68
VirtualBox Windows 0.80

subclasses based on the heterogeneity degree, and
then uses a randomized scheduling algorithm to se-
lect the executors. The MD and OMD methods con-
sider the heterogeneity among executors and select
executors with the longest difference distance and
the best average difference distance, respectively,
to form the final scheduling strategy. The RSMS
method also considers the difference, excluding those
with a difference below a certain threshold from the
execution module by random seeding.

4.2 Experimental analysis

In this subsection, we first demonstrate the ef-
fectiveness of the proposed method from three as-
pects: average confidence, scheduling randomness,
and system benefits. We then compare our method
with other methods in four aspects: average schedul-
ing period, system overhead, attack success rate, and
average failure rate.

4.2.1 Verification of validity

1. Average confidence. The executor confidence
reflects the system’s reliability and is the basis of
whether the system can execute properly under oc-
casional or malicious attacks. The average confi-
dence of the DHR system is determined by the ex-
ecutor confidence selected into the execution mod-
ule, which is calculated in Eq. (2). A higher average
confidence indicates greater overall system reliabil-
ity. The scheduling strategy proposed in this study
considers multiple indicators and prioritizes the se-
lection of executors with higher confidence levels for

the execution module. If an executor is attacked,

Shao et al. / Front Inform Technol Electron Eng 2025 26(8):1279-1292

resulting in an adjudication error exceeding a prede-
fined threshold, the confidence level of that executor
is reduced. An emergency switch is triggered when
it falls below the lower limit of the historical confi-
dence threshold &. We calculate the change in the
DHR system’s average confidence under both attack
and non-attack conditions for different system mar-
gins, as illustrated in Fig. 3.

In Fig. 3a, our method successfully maintains
the DHR system’s average confidence at a high level
while considering other metrics. As the number of
scheduling events increases, the average confidence of
the DHR system under different margins increases
and stabilizes. This is because executors have not
been attacked and their confidence levels increase dy-
namically during the adjudication process. However,
as scheduling continues, the confidence levels stabi-
lize according to the dynamic updating mechanism,
resulting in an average confidence level of around
0.95.

As shown in Fig. 3b, during the early stage of
the experiment, the system is not attacked, and the
average confidence steadily increases and eventually
stabilizes. However, when the system is attacked,
the average confidence of the system decreases sig-
nificantly according to the dynamic update mecha-
nism for confidence, which reduces the historical con-
fidence of the compromised executor. In response,
the negative feedback control module performs ex-
ecutor switching based on the feedback information.
The compromised executors are removed, re-entering
the pool of heterogeneous executors after being reset.
The new scheduling strategy then restores and stabi-
lizes the upward trend in the DHR system’s average
confidence.

2. Scheduling randomness. Scheduling random-
ness is measured through the average number of
online executors and the average working time for
each executor, serving as an important indicator of
whether the executors are fully used. Additionally,
scheduling randomness reflects the security of the
DHR architecture; in other words, the higher the
randomness, the greater the security. We conducted
100 simulations at different system margins, calcu-
lating the average number of online executors and
the average working time for each executor over 100
time instants, as shown in Fig. 4

From Fig. 4, it is evident that similar results are
observed across all system margins. The scheduling
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strategy determined by the improved algorithm does
not result in only a few executors being repeat-
edly invoked. Instead, each executor has a chance
of being selected by the scheduling strategy. This
demonstrates that our method prevents the schedul-
ing strategy from falling into a local optimum and
maintains good randomness, ensuring the full uti-
lization of all executors. For an attacker, this ran-
domness makes it difficult to consistently target the
same executor over time, thereby reducing the pos-
sibility of a successful attack.

3. System benefits. The DHR architecture often
sacrifices system performance to improve security.
While aiming to improve security, it is crucial to
minimize computational costs and system overhead
to maximize system benefits. In this study, system

benefits are determined by the quality of service and
switching overhead, both of which are modeled. The
PSO algorithm is used to find the balance between
the quality of service and switching overhead, im-
proving the robustness and the security of the sys-
tem. We analyze the changes in the DHR system
benefits over 100 s with different system margins, as
shown in Fig. 5.

It can be seen from Fig. 5 that system efficiency
gradually increases over time and stabilizes at the
fifth scheduling. This shows that the scheduling al-
gorithm proposed in our study effectively balances
the quality of service and system overhead, with
both high security and robustness. Simulation re-
sults show that when n = 4, the scheduling strat-
egy determined by our algorithm brings the highest
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system benefits. This illustrates that there is no
direct correlation between system benefits and the
margin. Therefore, in scenarios where system per-
formance is not ideal, choosing a system margin of
n = 3 is sufficient for the system to effectively de-
fend against attackers while achieving higher system
gains.

4.2.2 Validation of comparisons

1. Average scheduling period. The average
scheduling period refers to the time interval between
scheduling strategies, which is one of the criteria to
evaluate the dynamics of the scheduling strategy in
the DHR architecture. Ideally, the negative feedback
control module can infinitely select different execu-
tors for the execution module. However, due to the
limited number of executors, the system margin is
finite, leading to repeated selections and an estab-
lished average scheduling period. A longer average
scheduling period indicates greater system dynam-
ics. We calculate the average scheduling period of
several algorithms with different system margins, as
shown in Table 3.

As shown in Table 3, the average scheduling pe-
riod of our method is longer than that of others.
For the IDHR method, all executors are grouped
into categories according to the degree of heterogene-
ity. While this increases the heterogeneity within the
processing module, it significantly reduces the num-
ber of available scheduling strategies. For the MD
and OMD methods, once the scheduling strategy is
determined, it remains static, resulting in a schedul-
ing period of 1.00 s for both. The RSMS method con-
siders heterogeneity when determining the schedul-
ing strategy. Although this causes some loss in the
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system dynamics, it reduces the probability of co-
modeling vulnerability and improves the system se-
curity. Our method comprehensively considers four
indicators, namely confidence, heterogeneity, qual-
ity of service, and system overhead, to improve the
system’s average scheduling cycle and thus leads to
greater robustness.

Table 3 Average scheduling period of several algo-
rithms with different system margins

Average scheduling period (s)

Method
n=3 n=4 n=>5
IDHR 8.40 12.60 23.40
MD 1.00 1.00 1.00
OMD 1.00 1.00 1.00
RSMS 7.31 5.08 3.49
Ours 12.00 33.00 58.20

2. System overhead. As discussed in Section
3.1, the system overhead includes running overhead
and switching overhead. To evaluate whether our
method effectively reduces the computational cost of
the mimic active defense system, we conducted sim-
ulations with a system margin of n = 3, comparing
the system overheads of several methods, as shown
in Fig. 6.

7- —IDHR —— MD&OMD RSMS Our method
64
5]
g
3
IR
% I
PP e A
1
0 T 1 T T ' T " 1T "T 1T T 71T T7

T 1
0 10 20 30 40 50 60 70 80 90 100
Time (s)

Fig. 6 System overheads under several methods. Ref-
erences to color refer to the online version of this
figure

Fig. 6 illustrates that our method consistently
maintains lower system overhead compared to other
methods, both during the runtime phase and the
executor switching phase. The IDHR method uses a
random scheduling strategy, leading to a high switch-
ing overhead when the executors are switched. In
contrast, the MD and OMD methods are static, with
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no switching overhead once the scheduling strategy is
set, resulting in a smooth, straight line representing
their system overhead, which is determined solely by
running costs. Although the RSMS performs well in
terms of system overhead, it is still slightly less ef-
ficient than our method. These results suggest that
the scheduling strategy proposed in this study ef-
fectively balances the various metrics of the mimic
active defense system, including quality of service
and switching overhead.

3. Attack success rate. The system attack suc-
cess rate is defined as the probability that an attacker
succeeds in launching e attacks against the system.
It is assumed that an attacker relies on a priori in-
formation about the system, and an attack cannot
succeed without such information. The more a pri-
ori information the attacker gathers, the higher the
probability of a successful attack. If the attacker
consistently receives the same information as the a
priori information with each probe, the information
accumulates, increasing the attack’s chances of suc-
cess; otherwise, the a priori information fails. There-
fore, the attack success rate is related to the number
of attacker probes. A lower attack success rate in-
dicates better attack resistance of the system. We
simulated the changes in the attack success rate for
several methods as the number of probes increases,
as shown in Table 4.

Table 4 shows that our method achieves a lower
attack success rate compared to IDHR, MD, OMD,
and RSMS. This is primarily because the average
scheduling period significantly influences the attack
success rate. A clear correlation is shown between
the system’s attack success rate and the average

scheduling period. Our method, along with IDHR
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and RSMS, considers the dynamic and heteroge-
neous nature of scheduling strategies, resulting in
much lower attack success rates than the MD and
OMD methods. Our method also considers system
benefits, which increase the security gain of the sys-
tem. In contrast, the MD and OMD methods lack
dynamism, allowing the attacker to accumulate ex-
perience over time, which increases the probability
of successful attacks.

4. Average failure rate. The average system fail-
ure rate reflects the probability that the system fails
to execute a service correctly under attack, indirectly
indicating the system’s inability to function properly.
We assume that the failure rate of an executor is dis-
tributed between 0 and 1 and consider two scenarios
of equal (a; = 0.1) and unequal (a; € (0,0.1)) fail-
ure rates among heterogeneous executors. Keeping
other parameters constant, we simulated the average
failure rates of several methods across different sys-
tem margins for both scenarios, as shown in Table 5.
To better illustrate the differences in average failure
rates among the methods, we analyze our simulation
results using the p-value, a statistical measure used
to test the significance of a hypothesis, as presented
in Fig. 7.

As shown in Table 5, similar results can be ob-
served for both equal and unequal failure rate sce-
narios. The average failure rate of our method is
lower than that of IDHR and RSMS. This is be-
cause IDHR and RSMS consider fewer metrics to
effectively improve the reliability of the whole sys-
tem. While the average failure rate of our method is
higher than that of MD and OMD in some cases, its
attack success rate is significantly lower. Addition-
ally, Fig. 7 shows that the p-value for each method is

Table 4 Attack success rate under several methods

Number of probes

Attack success rate

IDHR MD OMD RSMS Our method
1 0.058 90 0.379 00 0.379 00 0.054 30 0.03160
2 0.059 30 0.51900 0.51900 0.054 30 0.03250
3 0.059 30 0.57000 0.570 00 0.054 30 0.03250
4 0.059 30 0.58900 0.589 00 0.054 30 0.03250
5 0.059 30 0.596 00 0.596 00 0.054 30 0.03250
6 0.059 30 0.598 50 0.598 50 0.054 30 0.03250
7 0.059 10 0.599 40 0.599 40 0.054 30 0.03250
8 0.059 10 0.599 80 0.599 80 0.054 30 0.03250
9 0.059 10 0.599 90 0.599 90 0.054 30 0.03250
10 0.059 10 0.59997 0.59997 0.054 30 0.03250
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Table 5 Average failure rate under several algorithms
Equal fail
Method qual failure rate
n=3 n=4 n=>5
IDHR 2.2000 x 10—3 8.0227 x 10~° 1.8134 x 10—%
MD 3.6751 x 10~ 1.3350 x 102 6.4437 x 10~°
OMD 1.3000 x 10~3 8.4503 x 10~° 1.6772 x 10~4
RSMS 7.1909 x 10~4 2.3656 x 10~° 9.2103 x 10—°
Our method 1.6448 x 104 2.0879 x 10~° 1.4268 x 105
Method Unequal failure rate
n=3 n=4 n==5
IDHR 7.6647 x 10~4 1.5152 x 102 3.5186 x 10~°
MD 1.1419 x 104 8.8765 x 10~7 6.7820 x 10—6
OMD 3.5989 x 10~ 1.0583 x 102 1.1182 x 10~°
RSMS 2.7664 x 10~4 3.8064 x 10~6 2.5745 x 1075
Our method 1.4400 x 10—° 1.8190 x 106 1.2340 x 10—5
0.05 4 Equal failure rate 0.05 - Unequal failure rate
0.04 1 ¢ = =3 0.04 4 A : Zfi
N o n=4 A 15
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Fig. 7 Significance analysis

lower than 0.05, with our method having the lowest
p-value among all. This indicates that our method
performs significantly better than the others. These
results demonstrate that our method achieves strong
performance in terms of average scheduling period,
system overhead, attack success rate, and average
failure rate.

5 Conclusions

To address the limitations of traditional mimic
defense techniques in adapting to different network
environments and defending against complex and
evolving attacks, we propose an output difference
feedback and system benefit control based DHR ar-

chitecture. This architecture considers the impact

of each executor’s output differences on the global
adjudication result, enabling effective adaptation to
varying network environments. Additionally, the ar-
chitecture introduces metrics such as the heterogene-
ity, switching overhead, and quality of service to im-
prove the system’s defense against attacks. Simula-
tion results demonstrate that the proposed method
has high system benefits while maintaining a low at-
tack success rate and average failure rate.
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