Wang et al. / Front Inform Technol Electron Eng 2025 26(5):671-694 671

o

Frontiers of Information Technology & Electronic Engineering
www.jzus.zju.edu.cn; engineering.cae.cn; www.springerlink.com
ISSN 2095-9184 (print); ISSN 2095-9230 (online)

E-mail: jzus@zju.edu.cn

-

Review:

A survey of binary code representation technology

Taiyan WANG!2, Qingsong XIE'2, Lu YU'2, Zulie PAN'2, Min ZHANG 12
1College of Electronic Engineering, National University of Defense Technology, Hefei 230037, China
2Anhui Province Key Laboratory of Cyberspace Security Situation Awareness and Evaluation, Hefei 230037, China
TE-mail: zhangmindy@nudt.edu.cn
Received Feb. 6, 2024; Revision accepted June 24, 2024; Crosschecked Mar. 21, 2025

Abstract: Binary analysis, as an important foundational technology, provides support for numerous applications
in the fields of software engineering and security research. With the continuous expansion of software scale and
To break
through existing bottlenecks, researchers have applied artificial intelligence (AI) technology to the understanding

the complex evolution of software architecture, binary analysis technology is facing new challenges.

and analysis of binary code. The core lies in characterizing binary code, i.e., how to use intelligent methods to generate
representation vectors containing semantic information for binary code, and apply them to multiple downstream tasks
of binary analysis. In this paper, we provide a comprehensive survey of recent advances in binary code representation
technology, and introduce the workflow of existing research in two parts, i.e., binary code feature selection methods
and binary code feature embedding methods. The feature selection section includes mainly two parts: definition and
classification of features, and feature construction. First, the abstract definition and classification of features are
systematically explained, and second, the process of constructing specific representations of features is introduced
in detail. In the feature embedding section, based on the different intelligent semantic understanding models used,
the embedding methods are classified into four categories based on the usage of text-embedding models and graph-
embedding models. Finally, we summarize the overall development of existing research and provide prospects for
some potential research directions related to binary code representation technology.
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1 Introduction researchers do not have access to the source code; so,
the binary code needs to be analyzed. Due to the
lack of high-level semantic information (such as data
types and structures) in the source code, a large num-

ber of code changes can be introduced in the compila-

With the continuous progress of information
technology, software systems have penetrated into
many aspects of human lives, from daily commu-

nication and entertainment to study and work. In
the process of development, the functional and per-
formance requirements for software are constantly
increasing, and the software landscape itself is be-
coming increasingly complex (Lu YL et al., 2023).
In some scenarios, such as the process of vulnerabil-
ity detection for Internet of Things (IoT) firmware,
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tion process to generate different codes, which leads
to certain problems and challenges in the process
of binary code analysis. Therefore, how to analyze
and detect binary code efficiently and accurately has
become a research hotspot in the field of software
engineering and cybersecurity.

The object of binary analysis technology is bi-
nary program or software. Using different strategies
to understand and analyze the binary code in the
program can assist many applications in the field of
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cybersecurity. In the field of cybersecurity, analysis
and processing such as function boundary identifica-
tion, function call convention recovery, and control
flow graph recovery of binary programs can help re-
searchers carry out reverse analysis well, thus sup-
porting the vulnerability mining of software without
source (Yu YC et al., 2022) and assisting the opti-
mization of binary code, code review, and automated
testing, finally improving software quality.

With the rapid development of artificial intelli-
gence (AI), researchers have begun to use machine
learning models more often in binary analysis tasks
to intelligently analyze and understand a binary pro-
gram (Haq and Caballero, 2021). The model uses
massive code data to learn; it can automatically ex-
tract the feature patterns, so as to understand the
code semantics and complete various binary analysis
tasks set by researchers. In the process of applica-
tion of an Al model, the binary code representation
technology is particularly critical, and the represen-
tation converts the binary code into a form that is
easy to process and analyze, so as to provide strong
support for subsequent analysis and detection.

Binary code representation technology refers to
the use of Al models to process binary code as in-
put, understand the program semantic information
contained therein, and generate representation in a
vector form (Li XZX et al., 2021). Mapping binary
code into the numerical vector space can facilitate
more practical and complex binary analysis down-
stream tasks, such as variable type and name predic-
tion (Allamanis et al., 2020; Chen LG et al., 2020;
David et al., 2020; Nitin et al., 2021; Pei et al., 2021;
Zhang Z et al., 2021; Chen QB et al., 2022), function
information recovery (Gao H et al., 2021; Jin et al.,
2022; Kim H et al., 2023; Patrick-Evans et al., 2023;
Yu SY et al., 2023), binary code similarity detection
(Duan et al., 2020; Zhang XC et al., 2020; Gao J
et al., 2021; Li XZX et al., 2021; Liu ZA, 2021; Peng
et al., 2021; Yang SG et al., 2021, 2023; Ahn et al.,
2022; Guo YX et al., 2022; Kim G et al., 2022; Ullah
and Oh, 2022; Wang H et al., 2022; Yang J et al.,
2022; Kim D et al., 2023; Luo et al., 2023; Pei et al.,
2023; Qasem et al., 2023; Wang HJ et al., 2023b; Xu
XZ et al., 2023), and malicious code detection (David
et al., 2016; Chu et al., 2020; Lu XD et al., 2020;
Vasan et al., 2020a, 2020b; Giaretta et al., 2021; Li
CF et al., 2021; Pham et al., 2021; Qiao et al., 2021;
Chaganti et al., 2022; Liu QX et al., 2023; Wang

JW et al.; 2023; Wu et al., 2023; Yumlembam et al.,
2023).

The purpose of this paper is to investigate the
binary code representation technology and introduce
the current relevant research progress, so as to pro-
vide reference for the code representation research
and promote the representation-based intelligent bi-
nary analysis research. The binary code representa-
tion technology can be divided into two parts: binary
code feature selection and binary code feature em-
bedding. The binary code feature selection part sys-
tematically classifies and summarizes the abstract bi-
nary code features commonly selected by researchers
and the concrete feature representations frequently
constructed and used. In the section on binary code
feature embedding, the model methods commonly
used to characterize binary code in existing research
are introduced comprehensively. Finally, the trend
and development of current research are summa-
rized, and some potential research directions related
to binary code representation are prospected.

2 Background

This section introduces the basic concepts in
this paper. First, we introduce the two concepts of
binary code and the concept of representation tech-
nology, and then introduce the binary code repre-
sentation technology. Then, we give an overview of
the downstream tasks in binary analysis to which the
technique can be applied, and how to achieve specific
applications.

2.1 Binary code and representation learning

In the field of software program analysis, bi-
nary code serves as a representation of a computer
program, often referred to as the machine code. Bi-
nary code is essentially a set of instructions and data
encoded in binary numbers, directly executable by
the computer hardware. By contrast, source code
represents programs written in high-level program-
ming languages that are readable by humans. Be-
fore execution, the source code typically requires
compilation and other transformations into binary
code. However, reversing the process to recover the
source code from binary code is challenging; typi-
cally, only a semantically similar pseudo code can be
reconstructed, as illustrated in Fig. 1. Consequently,
in scenarios where the source code is unavailable or
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inaccessible, contemporary research centers on the
analysis of binary code.

Representation technology serves as a pivotal
technology in the field of AL It encodes and repre-
sents data in such a way that computers can com-
prehend and process them (Bengio et al., 2013; Xu
MJ, 2021). Representation learning refers to the im-
plementation of representation techniques in a learn-
able manner, such as training on massive data using
deep neural network (DNN) models, to achieve au-
tomatic extraction of data features. The input en-
tails the original data of the representation object,
while the output is the fixed-dimension representa-
tion vector mapped to the numerical vector space.
These features can be used to accomplish classifica-
tion, clustering, recommendation, and other down-
stream tasks.

Binary code representation refers to the process
of extracting the features of the binary program and
creating an embedded representation in the numer-
ical vector space based on these features, thus ob-
taining the representation vector that can be numer-
ically calculated, as shown in Fig. 2. Due to the ease
of manipulating the vector, it better supports sub-
sequent specific downstream tasks in software engi-
neering and cybersecurity fields. The overall binary
code representation learning process can be divided
into two steps:

1. Binary code feature selection. By means of

program analysis or by relying on expert knowledge,
useful features are classified and constructed from

the original code data. Features can be divided into
two levels, namely abstract semantics and concrete
feature representation forms. Different feature rep-
resentation forms often contain different abstract se-
mantics or multiple abstractions. The selected fea-
tures can be transformed and optimized, and more
prominent representations can be used to represent
the features, thereby improving the quality and effect
of subsequent embedded representations.

2. Binary code feature embedding. Using the
selected code features as a basis, the input data are
represented through embedding, ultimately generat-
ing a fixed-dimension representation vector within
the unified numerical vector space. Embedding of-
ten serves as a “compression” operation, using low-
dimensional feature vectors or spaces to describe
higher-dimensional feature vectors or spaces contain-
ing redundant information. This reduces computa-
tional load and mitigates the phenomenon of over-
fitting. However, some information may be lost dur-
ing compression, leading to information loss. After
embedding the binary code, it is highly unlikely that
the original binary code can be reversibly restored.
Nevertheless, the generated embedding vector pro-
vides a more concise representation of the binary
code characteristics.

2.2 Application in down-

stream tasks

representation

Downstream tasks are practical and specific ap-
plications of upstream technologies or tools. In the
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Fig. 1 Conversion between source code, binary code, and pseudo code
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The downstream tasks in binary analysis com- ef=

prise a range of specific undertakings that leverage
binary code analysis technology. These encompass
tasks such as variable type and name prediction,
function information recovery, binary code similar-
ity detection, and malicious code detection, among
others. The utilization of binary code representa-
tion technology offers a more nuanced depiction of
these downstream tasks within the context of ma-
chine learning applications. For instance, they can
be framed as classification or regression tasks, requir-
ing only a designated amount of task-relevant data.
By fine-tuning the parameters of a pre-trained model
for various tasks, superior outcomes can be attained.
The workflow is depicted in Fig. 3.

To simplify tasks such as binary analysis for
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Fig. 3 Workflow of using binary code representation
in binary analysis downstream tasks

classification, regression, and clustering, we can
leverage the pre-training and fine-tuning paradigm
for machine learning models. This approach relies on
mature code representation models to design the out-
put layer tailored to the specific task. Subsequently,
we use task-specific data for training, as exemplified
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in the Task-1 and Task-2 processes depicted on the
left side of Fig. 3. During the training phase, it is
possible to freeze the parameters in the binary code
representation model as the backbone network. We
can then use a limited amount of task-specific data to
conduct supervised or unsupervised training on the
task-specific output layer. This approach enhances
the comprehension of the representation model for
binary code, ultimately leading to superior perfor-
mance on the corresponding tasks. This paradigm is
capable of performing any function that falls under
the categories of classification, regression, and clus-
tering. The quality of the upstream embedding rep-
resentation greatly affects the performance of these
tasks. This is because the pre-trained embedding
model provides a foundational understanding of se-
mantics, and the weights in the output layer of the
downstream task are refined with the assistance of
the embedding representation and task-specific data.

Another paradigm is to integrate embedding
models into off-the-shelf methods without altering
the original workflow or routine, to address complex
domain-specific tasks in the binary analysis field.
The common approach is to replace certain internal
critical components with binary code representation,
as exemplified in Task-X on the right side of Fig. 3.
As an example, researchers replace the manually de-
signed graph node attributes used in Gemini (Xu XJ
et al., 2017) with the instruction embedding gener-
ated by the model PalmTree (Li XZX et al., 2021) for
better binary code similarity detection. This kind of
approach is followed by the development of a task-
specific model, which is described in detail in Sec-
tion 4.3. In this manner, the upstream embedding
models will produce representations that contain
more comprehensive and nuanced information, and
the enriched information allows for more accurate
and sophisticated downstream processing, enhanc-
ing the overall performance and capabilities of the
system in tasks. Another example is for approaches
containing code embedding models, and researchers
can upgrade the internal models to an advanced
binary code embedding model, such as substitut-
ing bidirectional encoder representation from Trans-
formers (BERT) for one-hot encoding, Word2Vec,
long- and short-term memory network (LSTM), and
other code encoding models in binary analysis meth-
ods such as EKLAVYA (Chua et al., 2017) and
DEEPVSA (Guo WB et al., 2019). This will en-

hance performance due to the increased informa-
tion content and improved semantic understanding
capabilities.

3 Binary code feature selection

The crux of binary code representation lies in se-
lecting its semantic features. Binary code can yield
diverse abstract semantics, which must be displayed
and used in conjunction with specific concrete rep-
resentation forms. Consequently, it is imperative to
devise distinct or concrete representation forms tai-
lored to different types of semantic features or to
devise unified forms by integrating various types of
features. A high-quality feature representation can
effectively convey the semantics of binary code, thus
facilitating the comprehension and learning abilities
of intelligent models with regard to semantics. This
section delves into the frequently selected abstract
semantic features and the conventional feature rep-
resentations used in current methods.

3.1 Binary code feature classification

Binary code encompasses a range of features at
various levels, and different representation methods
focus on capturing distinct levels of code characteris-
tics. The abstract features selected in existing meth-
ods fall into the following categories, with different
approaches considering one or several of these for
their investigations.

3.1.1 Syntax feature

Existing research first converts binary code into
the form of instruction code, which is a textual rep-
resentation. This allows for analysis from the per-
spective of syntax. Syntactic analysis (parsing) is
one of the most important technologies in natural
language processing (NLP). It aims to analyze the
grammatical structure, components, and dependen-
cies between words in a sentence. It is the basis for
parsing, semantic interpretation, dialog understand-
ing, and machine translation applications. During
analysis, specific features are extracted to reflect the
lexical and grammatical features of the binary code.

3.1.2 Statistical feature

Through reverse engineering and program anal-
ysis, binary code can be expressed in various granular



676 Wang et al. / Front Inform Technol Electron Eng 2025 26(5):671-694

forms, including instructions, basic blocks, functions,
and component modules. A complete functional
component module comprises one or more functions;
each function consists of one or more basic blocks;
a basic block contains several instructions. Conse-
quently, a binary code can be viewed as a whole
that is composed of individual elements under a
specific granularity division.
mathematical statistics to describe the overall us-
age of binary code based on individual character-
istics, such as quantitative characteristics and at-
tribute characteristics.

Researchers can use

3.1.3 Textual feature

In reality, binary code primarily comprises ma-
chine instructions and binary-based data resources.
Machine instructions carry out distinct operations
on computer equipment and data resources, making
the semantic features of instructions crucial for bi-
nary code representation. As machine instructions
can be translated into comprehensible assembly lan-
guage instructions, binary code can also be processed
and understood in textual form. This allows for the
characterization of semantics.

3.1.4 Control flow feature

When machine instructions are executed in a
computer, they are fetched and executed one by one
by the central processor. The order of instruction
fetching does not always align with the order of in-
structions in the binary code. The execution of the
next instruction is contingent upon the operation of
the previous instruction and the memory state of the
program. For instance, conditional jump instruc-
tions dictate the selection of the next instruction
based on register values, indicating that instructions
are not executed sequentially. The control flow is
the actual order and manner of program instruction
execution, and this layer of semantic characteristics
is intricately linked to the operational logic of binary
code.

3.1.5 Data flow feature

The data flow feature in binary code uses the
concept of data flow from the realm of program anal-
ysis, referring to the flow of data throughout the pro-
gram code. This encompasses both the flow sequence
and the specific data processing steps. The data flow

feature offers another layer of description regarding
the operational logic of binary code.

3.1.6 Symbolic feature

Machine instructions in binary code can be sym-
bolically represented in mathematical logic, which
involves treating part of the data as symbolic val-
ues and expressing the instructions as expressions
composed of these symbolic values and logical sym-
bols.
binary code can undergo logical reasoning through
symbolic operations, enabling formal reasoning and
proofs. As a more rigorous representation, symbolic
feature can capture data dependence and condition
checks, and describe binary code from the perspec-
tive of mathematical logic.

By using symbolization, the instructions in

3.1.7 Function call feature

Most existing methods for
function-level code focus on the internal features of
the function, making it challenging to distinguish be-
tween functions with similar code structures. Func-

characterizing

tion call information, such as the characteristics of
the caller and the callee function, offers a higher-level
perspective, potentially enhancing representation ac-
curacy in specific scenarios.

3.1.8 Data resource

In addition to machine instructions, data re-
These
include the string information and numerical type
information stored in the data segment of the pro-
gram, as well as the key values present in the code
segment and that control the running logic. Some-

sources play a crucial role in binary code.

times, string resources contain helpful information
text, allowing the functionality of the program to
be described in natural language form. Numerical
type resources, on the other hand, reflect the config-
uration of program code and running logic, making
them suitable for use as semantic features.

3.1.9 Dynamic feature

The semantics described earlier belong to the
static semantic features of binary code. However,
the execution semantics of binary code is intricately
linked to the actual running state of the machine and
cannot be solely determined through static analysis.

Therefore, capturing semantics during the dynamic
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execution of the code can provide a more realistic
representation of the code functional characteristics.

3.2 Binary code feature construction

The information from a single type of abstract
feature is relatively limited, so existing research fo-
cuses on the combined characterization of multiple
types of abstract features. For different types of ab-
stract semantic features that need to be considered,
different concrete representations, such as text se-
quences, adjacency matrices, and multi-dimensional
vectors, are needed to reasonably display semantics
on one hand, and facilitate the process of learning
and understanding semantics by intelligent models to
learn and understand semantics on the other hand.
This subsection classifies the feature representations
used in each research method, and introduces the
methods of constructing specific feature representa-
tions commonly used in existing methods.

3.2.1 Text sequence

For the semantic features of instruction text,
we can use text sequence representations, which are
primarily categorized into three groups: assembly in-
struction text sequences, intermediate language (IL)
text sequences, and custom instruction sequences.

The assembly instruction text sequence refers to
the sequential assembly instructions obtained from
disassembling binary code, and the complete text
sequence is regarded as the representation of the
instruction text, and then it can be characterized
by NLP-related methods. Typical methods used
in this domain include SAFE (Massarelli et al.,
2019b), InnerEye (Zuo et al., 2019), Asm2Vec (Ding
et al., 2019), cross-arch-instr-model (Redmond et al.,
2019), MIRROR (Zhang XC et al., 2020), PalmTree
(Li XZX et al., 2021), BinDiffyy (Ullah and Oh,
2022), and BinShot (Ahn et al., 2022).

The IL (or intermediate representation, IR) text
sequence refers to the conversion of machine in-
structions in binary code into an intermediate lan-
guage representation, which is then treated as a
representation of the instruction text.
sembly instructions vary significantly across dif-
ferent architectures (such as x86, x64, ARM,
AARCHG64, and MIPS), IL such as LLVM IR used
by the compiler LLVM (Lattner and Adve, 2004),
VEX used by the dynamic analysis framework

Since as-

Valgrind (Nethercote and Seward, 2007), Microcode
in IDA (https://hex-rays.com/IDA-pro/), and ESIL
in Radare2 (https://rada.re/n/radare2.html) can
unify the representation of binary code across differ-
ent architectures into a unified syntax environment,
to a certain extent, reducing the semantic interfer-
ence caused by different architectures in the repre-
sentation process. Representative methods include
OSCAR (Peng et al., 2021) and BinFinder (Qasem
et al., 2023).

The custom instruction sequence involves modi-
fying the original text sequence by building upon the
sequential assembly instruction text sequence and IL
text sequence. This is achieved through data flow-
based slicing and arrangement of instructions based
on their importance, emphasizing specific levels of
semantics. To better represent data flow character-
istics, researchers have devised a custom instruction
sequence called strands, which comprises all the in-
structions calculated with respect to a specific vari-
able within a code block. The representative meth-
ods include Esh (David et al., 2016), GitZ (David
et al., 2017), Zeek (Shalev and Partush, 2018), and
FirmUp (David et al., 2018). MKIS (Li YC et al.,
2020) uses fuzzing to build the input of dynamic ex-
ecution of the program, considers the sequence of
application programming interface (API) calls to-
gether with the key values that remain unchanged
in multiple executions, constructs a new execution
sequence of the function as a representation, and
subsequently performs matching based on the key
values. Trace information and symbolic constraint
semantics in dynamic execution can also be used for
instruction sequence construction. For example, re-
searchers define the continuous part of a short trace
in the actual execution of code as tracelet, which is
expressed in combination with symbolic constraints,
thus reflecting the dynamic execution and symbolic
characteristics in the text. Representative methods
include TRACY (David and Yahav, 2014), BinGo
(Chandramohan et al., 2016), and sem2vec (Wang
HJ et al., 2023b). Trex (Pei et al., 2023) extracts in-
formation from trace in dynamic execution, deletes
the text of instructions that have not been executed,
and uses real data in dynamic execution to replace
the memory address and register in the original in-
struction text to enrich the semantics, thus reflect-
ing the dynamic functional features. jTrans (Wang
H et al., 2022) specifically describes the control flow
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feature of the instruction, and replaces the target
address of the jump instruction with the token serial
number of the target instruction. DiEmph (Xu XZ
et al., 2023) uses a dual-pronged approach for impor-
tance assessment. It bases the importance of corre-
sponding instructions on classification performance
by monitoring changes in embedded representation
results during instruction modification. Addition-
ally, it defines the importance of instructions in se-
mantic aspects through program analysis. Based on
these two types of importance, the method screens
out and removes instructions that are prone to caus-
ing distribution bias from the dataset.

3.2.2 Numerical statistical feature

Statistical features are the description of binary
code from the perspective of mathematical statistics,
including numerical type and attribute type features.
Due to the widespread use of machine learning mod-
els, researchers tend to extract numerical type fea-
tures and leverage mature machine learning models
for analysis based on massive data sources.

Numerical statistical features embody statisti-
cal characteristics in numerical format. These fea-
tures encompass counts of specific types of instruc-
tions, representations of basic blocks, and even the
number of instructions throughout the execution of
code, which reflect dynamic characteristics. Table 1
presents a list of commonly used numerical statistical
features.

The methods that use numerical statistical vec-
tors as the ultimate feature representation include
PatchEcko (Sun et al., 2020) and TikNib (Kim D
et al., 2023).
representation, some techniques combine numerical
statistical features with other concrete representa-

Given the diverse forms of feature

tions. For instance, numerical statistical features of
a code unit can serve as node attributes in a topol-
ogy diagram, enabling the comprehensive represen-
tation of all code units in this diagram format (see
Section 3.2.3). Examples of such methods include
Genius (Feng et al., 2016), Gemini (Xu XJ et al.,
2017), VulSeeker (Gao J et al., 2018a), VulSeeker-
Pro (Gao J et al., 2018b), and BinSeeker (Gao J
et al., 2021). Among these, Genius and Gemini share
the same eight features shown on the left side of Ta-
ble 2, while VulSeeker, VulSeeker-Pro, and BinSeeker
share the eight features displayed on the right side of
Table 2.

3.2.3 Topological graph structure

In the field of program analysis, the semantics of
program control flow, data flow, and function invo-
cations is primarily represented through topological
graphs such as control flow graph (CFG), data flow
graph (DFQG), function call graph, and program de-
pendency graph. There are three types of topology
structure used in existing methods: attribute control
flow graph (ACFG), abstract syntax tree (AST), and
custom topology structure.

ACFG builds upon the CFG obtained through
program analysis. It integrates instruction text em-
bedding vectors and numerical statistical features
to enrich the semantic information of graph nodes.
Initially, as proposed by researchers, ACFG used
numerical statistical features as node attributes of
the CFG, resulting in the topological graph struc-
ture depicted in Fig. 4. Works such as Genius and
Gemini are representative examples that use this fea-
ture representation. Subsequently, some researchers
enhanced the ACFG by incorporating DFG infor-
mation, reflecting data flow characteristics. This
enhancement involves adding edges from the DFG
to enrich the edge information of the CFG. Notable
works in this vein include VulSeeker, VulSeeker-Pro,
and BinSeeker. With the advent of advanced text
embedding techniques, various embedding methods
for program instructions have emerged. The embed-
ding outcomes of all instructions within a basic block
can also be represented as properties of that basic
block. Methods such as graph matching network
(GMN) (Li YJ et al., 2019), GraphEmb (Massarelli
et al., 2019a), Order Matters (Yu ZP et al., 2020b),
DeepBinDiff (Duan et al., 2020), Codee (Yang J
et al., 2022), and VulHawk (Luo et al., 2023) are
representative examples in this domain.

AST, a prevalent representation in source-level
program analysis, is infrequently used in binary pro-
gram analysis due to the challenges in recovering
syntactic structures, such as variable type informa-
tion, from binary code. Consequently, researchers
often opt to leverage tools that elevate binary code
to the IL level, upon which they construct ASTs.
Notably, ASTs can yield more consistent representa-
tion outcomes than control flow diagrams in cross-
architecture scenarios. Representative methods that
capitalize on this approach include Asteria (Yang SG
et al., 2021) and Asteria-Pro (Yang SG et al., 2023).
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Table 1 Numerical statistical characteristics commonly used in functions

Feature description (static)

Feature description (dynamic)

Number of constant values in the function
Number of strings in the function
Number of instructions in the function
Size of local variables in bytes
Various flags associated with a function,
e.g., FUNC NORET and FUNC FAR
Number of import functions
Number of code references from this function
Number of function calls from this function
Size of the function
Minimal number of instructions for a basic block
Maximal number of instructions for a basic block
Average number of instructions for a basic block
Standard deviation of the number of instructions
for a basic block
Minimal size of the basic block
Maximal size of the basic block
Average size of the basic block
Standard deviation of size of the basic block
Number of basic blocks for each function
Number of edges among basic blocks for each function
Function cyclomatic complexity=number of edges—
number of nodes+2
Normal block type of the function basic block
Block ends with an indirect jump
Return block type of the function basic block
Conditional return block type of the function basic block
Noreturn block type of the function basic block
External noreturn block (does not belong to the function)
External normal block type of the function basic block
Number of basic blocks executed beyond the function boundary
Minimal number of call instructions of each basic block
Maximal number of call instructions of each basic block
Average number of call instructions of each basic block
Standard deviation of the number of call instructions
of each basic block
Total number of call instructions of the function
Minimal number of arithmetic instructions of each basic block
Maximal number of arithmetic instructions of each basic block
Average number of arithmetic instructions of each basic block
Standard deviation of the number of arithmetic instructions
of each basic block
Total number of arithmetic instructions of the function
Minimal number of arithmetic FP instructions of each basic block
Maximal number of arithmetic FP instructions of each basic block
Average number of arithmetic FP instructions of each basic block
Standard deviation of the number of arithmetic FP instructions
of each basic block
Total number of arithmetic FP instructions of the function
Minimal value of betweenness centrality
Maximal value of betweenness centrality
Average value of betweenness centrality
Standard deviation of the value of betweenness centrality
Number of nodes with betweenness centrality being zero

Number of binary-defined function calls during execution
Minimal stack depth during execution
Maximal stack depth during execution
Average stack depth during execution
Standard deviation of the stack depth

during execution
Number of executed instructions
Number of executed unique instructions
Number of call instructions
Number of arithmetic instructions
Number of branch instructions
Number of load instructions
Number of store instructions
Maximal frequency of executing the same

branch instruction
Maximal frequency of executing the same

arithmetic instruction
Number of times accessing the heap memory space
Number of times accessing the stack memory space
Number of times accessing the library memory space
Number of times accessing the anonymous

mapping memory space
Number of times accessing other part memory space
Number of library function calls during execution

Number of system calls during execution

FP: float-point

In addition to the commonly used representa-
tion forms in program analysis such as CFG, DFG,
and AST), existing methods further enhance semantic
features by designing customized topology diagram
structures. For instance, aDiff (Liu BC et al., 2018)
represents binary code bytes as 0 and 1 according

to the 100 x 100 x 1 dimension. If the dimension
is insufficient, it pads with zeros, and if it exceeds
the dimension limit, it truncates. This arrange-
ment of the original byte stream follows a grid topol-
ogy, resulting in a “0-1” matrix resembling an image
pixel map. This representation form, often used in
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Table 2 Function statistical features often used as node attribution

Genius and Gemini

VulSeeker, VulSeeker-Pro, and BinSeeker

String constants

Numeric constants

Number of transfer instructions
Number of calls

Number of instructions

Number of arithmetic instructions
Number of offspring

Betweenness

Number of stack operation instructions
Number of arithmetic instructions

Number of logical instructions

Number of comparative instructions
Number of library function calls

Number of unconditional jump instructions
Number of conditional jump instructions
Number of generic instructions

Feature
constructing

Feature extraction

AN

LR m——
001

]
E=E

CFG

Instruction embeddings
or ACFG

numerical statistical features

Fig. 4 ACFG construction process

malicious code detection (Wang JW et al., 2023),
lacks interpretability. On the other hand, BCSD
(Liu ZA, 2021) defines four types of key instruction:
function call, comparison, return, and memory stor-
age. Using symbolic execution, it generates sym-
bolic values at these key instructions, and constructs
a novel graph structure for nodes. BMM (Guo YX
et al., 2022) redefines the DFG, whereby nodes repre-
sent instructions determining the data flow direction,
and edges signify data dependencies between instruc-
tions reflecting data flow characteristics. XBA (Kim
G et al., 2022) extends nodes based on the control
flow diagram, abstracting binary files into custom
binary disassembly graphs (BDGs). These graphs
have nodes representing basic blocks, external func-
tions, and strings, with relational edges indicating
relationships such as jumps, calls, and accesses. This
approach encompasses control flow and richer binary
file context information. BinUSE (Wang HJ et al.,
2023a) applies the under-constrained symbolic exe-
cution (USE) technique (Ramos and Engler, 2015) to
identify the external function call points of a function

and uses them as nodes to generate new subgraphs
as features.

3.2.4 Function call sequence

The semantics of function call features can be
effectively represented through the sequence of func-
tion calls, a feature frequently used in malicious code
detection. Specifically, the list of API function calls
obtained via static analysis, along with the actual
sequence of API function calls during dynamic exe-
cution, can provide comprehensive insights into code
functionalities and function call details. Representa-
tive methods that apply this representation include
aDiff, Asteria-Pro, and BinFinder.

3.2.5 String values and constant values

The data resource information within a binary
code predominantly comprises string and numerical
constants, which are often treated as supplementary
feature representations in current approaches. For
instance, numerical constants are directly used as



Wang et al. / Front Inform Technol Electron Eng 2025 26(5):671-694 681

feature vector values, while string values serve as
criteria for similarity matching. Methods that in-
corporate this representation include VulHawk (Luo
et al., 2023) and BinFinder.

3.2.6 Dynamic trace data

Characterizing dynamic execution features in-
volves leveraging trace data generated during the
dynamic execution of code. These data encompass
memory access details, input, and output interac-
tions. To comprehensively test the functionality of
the code, it is essential to construct diverse initial
inputs and apply techniques such as fuzzing and sim-
ulated execution. These methods enable the capture
of actual memory access patterns during runtime.
Some notable approaches for representing code func-
tionality through input/output pairs are VulSeeker-
Pro, BinSeeker, Trex, and sem2vec.

3.3 Summary

This subsection systematically classifies and
summarizes the abstract semantic features that re-
searchers consider in the feature selection stage,
which are divided mainly into nine categories. The
specific representation of binary code features is gen-
erated by the combination of one or more of the nine
features, which can be divided roughly into six types,
namely text sequence form, numerical statistical fea-
ture form, topological graph structure form, function
call sequence form, string values and constant values
form, and dynamic trace data form. In Table 3, the
code features selected by various methods in existing
research, as well as the specific representation forms
of final use, are summarized. According to the spe-
cific representation form of the binary code features
extracted, present research selects the appropriate
embedding representation methods to achieve binary
code representation.

4 Binary code feature embedding

With the increasing amount of data in the field
of binary analysis, learnable intelligent semantic un-
derstanding models can achieve a deeper compre-
hension of the semantics by leveraging vast datasets,
thus generating high-quality embedded representa-
tions for superior performance in downstream tasks.
Depending on the various forms of feature represen-

tation, distinct intelligent representation models can
be chosen to capture semantic information in unique
manners. This section introduces the feature em-
bedding representation component of existing binary
code representation methods, focusing on two pri-
mary and targeted embedding representation mod-
els: methods using text-embedding models, methods
using graph-embedding models, methods integrating
text-embedding and graph-embedding models, and
other embedding methods.

4.1 Methods using text-embedding models

Given the textual and sequential nature of code,
text-embedding models commonly used in NLP can
be employed to comprehend code text from a linguis-
tic perspective. Before feeding manually constructed
textual features into NLP models, tokenization and
normalization must be performed as the preliminary
step for encoding, to address the out-of-vocabulary
(OOV) problem. Using the instruction “mov rax,
qword [rsp+0x58]” as an example, we will examine
how various methods handle it. A simple method
used by Asm2Vec (Ding et al., 2019) is to split an
instruction into its opcode and operands, thus di-
viding it into “mov” and “rax, qword [rsp+0x58|.”
However, the vocabulary size may explode due to
the expansive value space of constants and literals
in operands, which can result in encountering un-

9

known tokens during inference that were not in the
training data—this is known as the OOV problem.
PalmTree (Li XZX et al., 2021) adopts a more fine-
grained tokenization, splitting the instruction into
mov,” “rax,” “qword,” “[”, “rsp,” “+,” “0x58,” and *|.”
To alleviate the OOV problem caused by strings and
constant numbers, PalmTree uses the special token
“[str]” to replace strings and “[addr]” for large con-
stants. If the constants are relatively small, they may
contain critical information and should be preserved
as individual tokens. In this way, the large value
space (232 possible tokens for four bytes) can be mit-
igated. Other research works use similar methods
of tokenization to process assembly instructions or
IL sequences, with the granularity that falls between

13

the two above-mentioned approaches.

In the current research landscape, models such
as Word2Vec (Mikolov et al., 2013), recurrent neu-
ral network (RNN), and LSTM have been pre-
dominantly used for the embedded representation
of instruction text formal features in their initial
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Table 3 Selection of code features in existing research works

Binary code feature category

Name Form of characterization
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B % O A& & A A
Genius (Feng et al., 2016) v v ACFG
Gemini (Xu XJ et al., 2017) v v ACFG
aDiff (Liu BC et al., 2018) v Raw bytes
VulSeeker (Gao J et al., 2018a) v vov LSFG
VulSeeker-Pro (Gao J et al., 2018b) v vV v LSFG, dynamic trace
Zeek (Shalev and Partush, 2018) v v v Strands
SAFE (Massarelli et al., 2019b) v Assembly
GMN (Li YJ et al., 2019) v ACFG
InnerEye (Zuo et al., 2019) v Assembly
cross-arch-instr-model v Assembly
(Redmond et al., 2019)
GraphEmb (Massarelli et al., 2019a) v v ACFG
Asm2Vec (Ding et al., 2019) v Assembly
Order Matters (Yu ZP et al., 2020b) v v ACFG, CFG
PatchEcko (Sun et al., 2020) v v' Numerical statistical feature
MKIS (Li YC et al., 2020) v v v' Customized instruction sequence
DeepBinDiff (Duan et al., 2020) v v ACFG
MIRROR (Zhang XC et al., 2020) v Assembly
BCSD (Liu ZA, 2021) v v Customized graph structure
PalmTree (Li XZX et al., 2021) v v Assembly
Asteria (Yang SG et al., 2021) v v AST
OSCAR (Peng et al., 2021) v IL text
BinDiffyy (Ullah and Oh, 2022) v Assembly
Codee (Yang J et al., 2022) v v Assembly, ACFG
BinSeeker (Gao J et al., 2021) v v Y V" LSFG, dynamic trace
BinShot (Ahn et al., 2022) v Assembly
BMM (Guo YX et al., 2022) v v v CFG, call graph, DFG
jTrans (Wang H et al., 2022) v v Customized instruction sequence
XBA (Kim G et al., 2022) v v v v Customized graph structure
Trex (Pei et al., 2023) v v v' Customized instruction sequence
TikNib (Kim D et al., 2023) v Numerical statistical features
DiEmph (Xu XZ et al., 2023) v Customized instruction sequence
VulHawk (Luo et al., 2023) v v v v ACFG
Asteria-Pro (Yang SG et al., 2023) v v v AST
sem2vec (Wang HJ et al., 2023b) v v v v v Dynamic trace, function call sequence
BinFinder (Qasem et al., 2023) v v v IL text, function call sequence, constants

stages. However, following the introduction of the
Transformer (Vaswani et al., 2017) model structure,
network architectures constructed using the Trans-
former encoder and Transformer decoder have be-
come increasingly prevalent in characterizing the fea-
tures of binary code.

SAFE (Massarelli et al., 2019b) uses the Skip-
Gram pattern of the Word2Vec model to predict the
context of a given input word for instruction seman-
tic learning and representation, thus building the

instruction embedding model i2v. In the i2v model,
each function is regarded as a document and each
assembly instruction as a word; then, the function
instruction semantics is learned based on the percep-
tion of context, and the instruction representation is
generated. SAFE then takes an embedded vector
sequence of all instructions in a function as the in-
put and uses an RNN combined with an attention
mechanism to complete a fixed-length vectorization

of the function-level code. This routine illustrates
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the basic workflow of using embedding models for
function-level binary code representation.

InnerEye (Zuo et al., 2019) also uses the Skip-
Gram pattern of Word2Vec model to learn instruc-
tion semantics. After generating instruction repre-
sentation, InnerEye uses the LSTM model to obtain
the embedded representation vector of basic blocks.
Based on this, it can represent code snippets (mul-
tiple basic blocks) to improve the flexibility of the
representation granularity, and embed sequential in-
put more effectively using an LSTM model.

The cross-arch-instr-model (Redmond et al.,
2019) is extended based on the continuous bag of
words (CBOW) mode of the Word2Vec model; i.e.,
it predicts the words in the specified position given
the context, and uses the joint learning method to
semantically align the instructions in the x86 and
ARM architectures, so as to learn the semantic cor-
relation between instructions in different architec-
tures. Thus, an instruction-level embedding vector
is generated. It first uses linear instruction alignment
and instruction opcode classification to pair instruc-
tions under different architectures one by one with
the same semantics, and then uses the CBOW model
to predict the corresponding instructions according
to the context instructions of another architecture.
It provides a new idea of alignment between cross-
architecture instructions, although the definition of
instruction semantics alignment lacks authoritative
support.

Asm2Vec (Ding et al., 2019) uses the NLP model
of the distributed memory model of paragraph vec-
tors (PV-DM) to learn assembly instructions, which
regards each assembly instruction as a sentence, and
separates operand and opcode as a word unit (token).
Asm?2Vec has a much finer tokenization granularity
than SAFE and InnerEye, as mentioned before.

BinDiffyy (Ullah and Oh, 2022) directly deals
with assembly instructions, and designs an attention-
based embedding neural network (ABENN), a twin
model based on the attention mechanism, which pro-
cesses the encoded assembly instructions using a fully
connected network and adds attention to different to-
kens in the instruction. ABENN classifies whether
functions are completely similar or only partially
similar, with an attention mechanism that helps ig-
nore small structural changes due to basic block rear-
rangement and focus on real changes in code seman-
tics. The embedding model with the attention mech-

anism is the core design of this method, and it defines
scenarios for completely similar and partially similar
cases, which is realistic in practical application.

MIRROR (Zhang XC et al., 2020) is based on
the idea of neural machine translation (NMT) to
translate x86—-ARM inter-architecture instructions,
so as to characterize inter-architecture instructions.
MIRROR maps x86 and ARM instruction sets to the
same vector space according to instruction seman-
tics, so that semantic representation can be learned
and used for similarity detection. The model is built
based on Transformer, and the training stage is di-
vided into two parts to improve the model’s effect:
first, the x86 instruction embedding model is trained
separately, and then, when the ARM instruction em-
bedding model is trained, the x86 instruction embed-
ding model is fine-tuned to achieve the representa-
tion in the same vector space. This method aligns
the semantics of cross-architecture binaries entirely
at the embedding representation level using NMT,
rather than at the instruction level using definitions
such as the cross-arch-instr-model, thereby granting
the model greater ability and potential to compre-
hend instruction semantics.

OSCAR (Peng et al., 2021) converts source code
and binary files into the low-level virtual machine
(LLVM) IR form and builds a model based on the
Transformer structure for semantic understanding
and representation of LLVM IR, so that similarity
detection can be carried out among source codes, bi-
nary codes, and binary and source codes. Trex (Pei
et al., 2023) also uses Transformer to build hierar-
chical models for characterization of the instruction
input combined with data flow information in dy-
namic execution. DiEmph (Xu XZ et al., 2023) im-
proves the methods found in existing studies which
use Transformer and other complex deep learning
models, considers the importance of instructions for
downstream tasks, deletes unimportant instructions
in the training data, and fine-tunes the model to solve
the problem of instruction distribution bias. This
indicates a trend toward using Transformer, which
demonstrates superior performance in understand-
ing semantics. Another trend involves embedding
based on IL text and customized sequences, which
contains more abundant information to characterize
binaries.

PalmTree (Li XZX et al., 2021) uses the BERT
(Devlin et al., 2019) pre-training model in NLP
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to learn the representation of assembly instructions
by modifying word segmentation methods and pre-
training tasks to fit x86 assembly instructions. Ac-
cording to the instruction sequence and data depen-
dency, two pre-training tasks are designed, which
can effectively take into account the logic relation-
ship between the assembled instructions in the pro-
gram and the data dependency relationship between
the instructions, make full use of massive data to
extract and characterize the corresponding seman-
tic features, and perform data fine-tuning and eval-
uation on a variety of binary analysis downstream
tasks. The experiment proves that, based on the
massive binary file data that can be collected on
the Internet at present, using the pre-training and
fine-tuning paradigm can obtain good application
results. PalmTree has introduced BERT to binary
code representation, and it has cleverly focused on
designing pre-training tasks to enhance binary code
embedding.

jTrans (Wang H et al., 2022) builds a BERT-
like model based on the Transformer structure and
uses masked language modeling (MLM) to represent
and learn skip relationships between instructions in
binary code (i.e., mask the destination address parts
of skip instructions). The model then makes predic-
tions about the tokens at this location. The model
obtained through pre-training can finally obtain a
higher success rate of jump relationship prediction,
and after fine-tuning the model on the task of simi-
larity detection, the generated representation vector
can achieve a higher accuracy of similarity compari-
son and common vulnerability and exposure (CVE)
detection. It skillfully incorporates the learning
of instruction jump semantics into the pre-training
task, thereby achieving the integration of structural
information with textual information.

BinShot (Ahn et al., 2022) uses BERT to build
Siamese twin neural network for similarity detection.
The combination of the basic model and twin neural
network to achieve the structure itself is not new,
but it focuses on the design of distance calculation
function and loss function and finally chooses to use
the weighted variance distance calculation method
and binary cross-entropy loss function. They are
used to replace the cosine distance and contrast loss
function, respectively, and good results are obtained
in the experiment even if it is simple in design.

4.2 Methods using graph-embedding models

As researchers pay increasing attention to the
structural features of binary code, numerous meth-
ods are being applied to embed the topological for-
mal features. According to semantic information
such as control flow and data flow, the feature rep-
resentation in the form of the corresponding topo-
logical graph is constructed. Then, the graph-
embedding model based on node-embedding tech-
nology and graph neural network is used to embed
the feature and generate the feature vector. Node-
embedding methods typically sample a specific num-
ber of nodes and primarily focus on the format of
node attributes, whereas graph neural networks re-
quire the input to be standardized in terms of both
node and edge formats. The input format for the cor-
responding graph-embedding models typically con-
sists of an adjacency matrix or the triple form repre-
senting edge relationships.

Gemini (Xu XJ et al., 2017) uses the graph-
embedding model structure2vec (Dai et al., 2016) to
generate the vector-form embedding representations
for ACFG of binary code. structure2vec models the
structured data as a pairwise Markov random field
(Lafferty et al., 2001), and then finds the fixed-point
iteration formula in the variational inference process.
It is then converted into a fixed-point iteration of
embedding, which is often used to embed the code
graph structure. Based on Gemini, VulSeeker (Gao J
et al., 2018a) extracts data dependencies, constructs
DFG, combines it into ACFG, and finally forms la-
beled semantic flow graph (LSFG). With reference
to structure2vec, a DNN was constructed to carry
out the graph structure embedding characterization.
VulSeeker-Pro (Gao J et al., 2018b) and BinSeeker
(Gao J et al., 2021) also use a custom DNN for em-
bedded characterization of LSFG. Compared with
VulSeeker, BinSeeker improves the representation of
dynamic execution features and is conducive to fur-
ther analysis. This series of research has employed
methods ranging from standard node embedding to
graph neural networks, progressively enhancing the
ability to represent topological structures.

GMN (Li YJ et al., 2019) uses the cross-
subgraph attention mechanism between different
graphs to determine whether the two input func-
tion graph structures are similar from end to end,
thus guiding the generation of embedding vectors for
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two graphs, rather than using a single graph embed-
ding model to generate embedding vectors for each
piece of code. After large-scale experimental evalua-
tion by the Cisco Talos team (Marcelli et al., 2022),
it is found that the generated representation qual-
ity is outstanding, and it can achieve high accuracy
when applied to binary code function ACFG sim-
ilarity calculation. This method focuses solely on
the graph matching link, and it has achieved a good
effect in similarity detection. Incorporating binary
code-related knowledge may further improve the rep-
resentation task.

Since both Asteria (Yang SG et al., 2021) and
Asteria-Pro (Yang SG et al., 2023) focus on the char-
acterization of the feature representation of an ab-
stract syntax tree AST, they use the Tree-LSTM
(Tai et al., 2015) model which is consistent with the
tree structure of AST for vectorized representation.
Each unit in Tree-LSTM is similar to LSTM, but the
update of the vector and state depends on the state
of all the subunits related to it, and there are multi-
ple forgetting gates, which can selectively obtain in-
formation from the subnodes. Experimental results
show the effectiveness of this model in representing
AST. This work combines the AST form of binary
code with the Tree-LSTM model well, while as an-
other novel representation of binary code topology
besides CFG, AST differs from CFG in both struc-
ture and semantics, which can affect the application
of downstream tasks.

XBA (Kim G et al., 2022) uses the graph con-
volutional network (GCN) (Kipf and Welling, 2016)
to learn node semantics to generate representations,
and aligns the nodes of the graph according to node
semantics for the custom graph structure: BDGs.
Good results are achieved in the downstream tasks of
graph matching. The customized topological struc-
ture representation of binary code has an effect sim-
ilar to that of the customized text sequence, namely
enriching it with additional semantic information.

4.3 Methods integrating text-embedding and
graph-embedding models

Recent research has begun to integrate the
aforementioned two types of embedding representa-
tion methods. Here is the primary workflow. Ini-
tially, a text-embedding model is used to character-
ize the features of binary code instruction text and
generate the corresponding representation vectors.

Subsequently, these vectors are seamlessly integrated
into the topological structure features via node at-
tributes, such as the construction of ACFG. Finally,
a graph-embedding model is used to generate rep-
resentation vectors for the topological structure fea-
ture representation, serving as the ultimate repre-
sentation of the binary code. This entire process is
graphically depicted in Fig. 5.

GraphEmb (Massarelli et al., 2019a) obtains the
embedded representation vector of each assembly in-
struction on the basis of the i2v instruction embed-
ding model proposed by SAFE (Massarelli et al.,
2019b), and aggregates all the instruction embed-
ding vectors in a basic block into the representation
of a basic block. Then, using the graph embedding
method proposed in Gemini, the graph structure is
used as the main body of function-level represen-
tation, and node attributes are replaced with the
corresponding basic block representations to gener-
ate ACFG. Finally, structure2vec is used for function
embedding characterization of ACFG. This method
adheres to the basic paradigm, and its performance
is highly dependent on the performance of the two
embedded models within it.

Order Matters (Yu ZP et al., 2020b) uses a
scheme similar to GraphEmb, first using the BERT
model for instruction embedding and building ACFG
and then using a message passing neural network
(MPNN) (Gilmer et al., 2017) to aggregate the prop-
erties of the basic block nodes in the graph struc-
At the same time, it cleverly combines the
representation of the adjacency matrix, and uses
convolutional neural networks (CNNs) to represent

ture.
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Fig. 5 Combination of text-embedding and graph-
embedding models
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the structure of the grid topological graph, so as to
ignore the influence of node order. Finally, the rep-
resentation vectors generated by the two models are
spliced, and multi-layer perception (MLP) is used
to learn the representation that is more conducive to
the downstream task. This method characterizes the
order of the adjacency matrix from the perspective
of convolution, offering a novel approach. Although
it predominantly captures the structural attributes
of the topological graph, the model as a whole starts
to exhibit a multi-modal nature.

DeepBinDiff (Duan et al., 2020) uses the CBOW
mode of the Word2Vec model similar to that in
the cross-arch-instr-model (Redmond et al., 2019)
for instruction text embedding, treating each in-
struction as a word. Each basic block containing
several instructions is treated as a sentence, thus
performing basic block vector embedding. After
that, the text-associated deepwalk (TADW) algo-
rithm (Yang C et al., 2015), a graph node-embedding
method, is used to conduct node sampling on inter-
procedural control flow diagrams (inter-procedural
CFG, ICFG). Finally, a sequence of embedded rep-
resentation vectors of the sampled base blocks is
used as the representation of each function. Be-
cause it uses node embedding techniques, the method
is capable of representing binary code at the basic
block level, function level, and even across the en-
tire program, similar to InnerEye (Zuo et al., 2019).
However, the accuracy of the representation heav-
ily depends on the quality of the instruction-level
embedding.

Codee (Yang J et al, 2022)
graph-embedding algorithm node2vec (Grover and
Leskovec, 2016) for random walk sampling of instruc-

uses the

tion sequences, and uses Skip-Gram combined with
negative sampling technology for embedding charac-
terization of operands and opcodes. The embedded
representation vector of all instructions contained in
a basic block is directly combined with the feature
vector, which is represented together with CFG as
the basic block semantic information. Based on the
accelerated attributed network embedding (AANE)
(Huang et al., 2017) and large-scale information net-
work embedding (LINE) (Tang et al., 2015), the loss
function is solved based on the alternating direction
method of multipliers (ADMM) algorithm to gen-
erate the basic block representation. Finally, the
function is characterized in the form of a tensor, and

tensor singular value decomposition (tSVD) is used
for tensor compression, which can capture the main
features in the feature vector of the function and ig-
nore the noise information. In this method, binary
codes at the instruction level, basic block level, and
function level are represented and transformed level
by level using tensor data structures. Tensor decom-
position techniques are then applied to compress the
features, endowing the method with a robust math-
ematical foundation. Furthermore, this introduces a
novel perspective on how to adapt techniques from
the Al domain to this specific field.

VulHawk (Luo et al., 2023) uses RoBERTa
(Liu YH et al., 2019) to generate instruction text-
embedding vectors, which are combined into ACFG,
and uses GCN to obtain semantic representation
of function graph structure. For the obtained re-
sults, feature vectors are further extracted from
basic blocks, string constants, import functions,
and other information, and a self-constructed feed-
forward neural network is used to characterize and
compute the similarity for the next step. This
method follows the basic paradigm, but is aided
by binary provenance information and correspond-
ingly uses different adaptor weights for representa-
tion (Houlsby et al., 2019), thus achieving leading
advantages on multiple metrics.

In BMM (Guo YX et al., 2022), it is proposed to
merge the semantics of CFG, DFG, and call graph,
use BERT to embed both instructions and operands
at the same time, and use a gated graph neural net-
work (GGNN) (Li YJ et al., 2015) to merge and rep-
resent the generated ACFG structure, so as to solve
binary analysis tasks at the program and function
level together using one model. sem2vec (Wang HJ
et al., 2023b) uses the USE technique to extract sym-
bolic constraints for tracelets extracted from binary
code (David and Yahav, 2014), and uses RoBERTa to
train masked language models to calculate the em-
bedded representation of output information from
symbolic execution. Finally, a graph neural network
combining GGNN and Set2Set (Vinyals et al., 2015)
is used to compute the embedding vector and ag-
gregate all the results from tracelets as a function
embedding representation at the CFG level. These
methods reflect the trend that, by enriching the rep-
resentation of text-level and topological graph-level
features and by applying more advanced models,
their performance can be significantly improved.
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4.4 Other methods

Apart from text-embedding and graph-
embedding models, there exist alternative methods
for embedding representations of binary code.
However, these approaches are not considered
mainstream, and they are briefly introduced in the

following part.

Genius (Feng et al., 2016) performs spectral
clustering on ACFG of binary code, and uses cluster
results as a coding basis to make a codebook, so as
to represent binary code with cluster category coding
of ACFG. The clustering method is used to encode
categories. Only when the number of categories of
scene data is sufficient and the category distribution
of the training and test sets is consistent, can good
results be achieved, so there are limitations in scene
generalization. Therefore, the subsequent methods
(see Sections 4.2 and 4.3 for details) mostly use graph
neural networks to embed and represent the graph
structure for ACFG, to improve the quality of char-
acterization and expand the application scenarios.

aDiff (Liu BC et al., 2018) is based on the ma-
chine code in the form of the original byte stream,
which is arranged into a gridded topological struc-
ture representation, similar to the pixel map of the
image, which can then be characterized using CNNs
to generate embedded vectors. This kind of method,
which represents binary code as an image form and
then uses an image processing domain model for
representation processing, is more popular in the
field of malicious code detection, and experiments
have proved that it can achieve good results in
downstream tasks, but whether the feature level is
associated with the real semantics of binary code is
still uncertain.

Zeek (Shalev and Partush, 2018) divides the bi-
nary code into multiple strands (David et al., 2016)
of instruction sequences and hashes each strand to
form features in the form of vectors. The neural net-
work composed of an input layer, two fully connected
networks as the hidden layer, and a Softmax out-
put layer is used to learn and represent the feature
vectors. The semantics of binary code is precisely
characterized through the use of meticulously con-
structed features (strands). However, the hashing
phase reduces the information through compression,
and the embedding model is not as well-designed as
it could be. By applying more powerful text embed-

ding models, these aspects can be enhanced to boost
the overall performance.

PatchEcko (Sun et al., 2020) combines static
and dynamic features to characterize binary code,
in the form of 48 numerical statistical features ex-
tracted from static analysis and 21 numerical statis-
tical features extracted from dynamic execution, in-
cluding the maximum, minimum, and average stack
frame depth, the number of various instructions ex-
ecuted, and the number of memory slots accessed
at different locations. After concatenating the ex-
tracted static and dynamic statistical features, the
neural network obtained by stacking six linear layers
is inputted to carry out feature learning and finally
generate the representation vector. The dynamic
analysis used in this method can offer more accurate
semantic information regarding program execution,
although it may incur some performance overhead.
The idea of using the patch comparison method to
assist vulnerability detection has been adopted in
many studies.

Through experimental tests, BinFinder (Qasem
et al., 2023) has located a series of binary program
features that are not sensitive to techniques such as
code obfuscation and compiler optimization, includ-
ing numerical features such as the number of target
functions called and the number of callers, and list
type features such as library function call sequence
and special VEX IR instruction sequence. The twin
neural network is formed by the three-layer sensing
set, and the feature characterization and similarity
detection are carried out. Selecting features that are
resilient to code obfuscation and compilation opti-
mization is the correct approach to achieving feature
selection in complex compilation scenarios. How-
ever, advanced representation embedding techniques
should be applied to achieve good representation
effects.

4.5 Summary

According to the specific representation of fea-
tures extracted from binary code in Section 3, we
can choose an appropriate embedding model for fea-
ture embedding. In this section, we introduce four
categories of embedding methods, which are classi-
fied based on the two primary embedding models
(text embedding and graph embedding). These cat-
egories comprise basic text-embedding model-based
methods, graph-embedding model-based methods,
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the methods integrating text-embedding and graph-
embedding models, and other types of embed-
ding representation methods. The specific feature-
embedding techniques used by each method are out-
lined in Table 4.

From an overarching perspective, existing re-
search has consistently pursued cutting-edge meth-
ods in AI, successfully adapting and transfer-
ring these techniques to suitable scenarios, thereby
achieving impressive practical outcomes.

5 Prospects

The research on binary code representation
technology has reached a considerable level of matu-
rity, effectively supporting downstream tasks in bi-
nary program analysis. During the feature selection
and extraction phase, the exploration of feature def-

inition, classification, and construction has attained
a state of stability. Furthermore, as embedded rep-
resentation models in the field of Al undergo rapid
advancement, the study of binary code representa-
tion is progressively embracing state-of-the-art mod-
els. These contemporary models are being refined to
incorporate enhancements that are intimately linked
to code semantics, thereby being more suitable for
binary code representation tasks.

On the basis of existing work, aligning with
prominent research areas in recent years, the poten-
tial research directions are prospected.

5.1 Binary code representation based on
multi-modal fusion

Multi-modal fusion technology is a multi-modal
data processing method, which aims to fuse data of

Table 4 Embedding methods of code features in existing research works

Method

Feature-embedding method

Text-embedding model

Graph-embedding model Others

Genius (Feng et al., 2016)

Gemini (Xu XJ et al., 2017)

aDiff (Liu BC et al., 2018)

VulSeeker (Gao J et al., 2018a)
VulSeeker-Pro (Gao J et al., 2018b)

Zeek (Shalev and Partush, 2018)

SAFE (Massarelli et al., 2019b)

GMN (Li YJ et al., 2019)

InnerEye (Zuo et al., 2019)
cross-arch-instr-model (Redmond et al., 2019)
GraphEmb (Massarelli et al., 2019a)
Asm2Vec (Ding et al., 2019)

Order Matters (Yu ZP et al., 2020b) BERT
PatchEcko (Sun et al., 2020)

Spectral clustering
structure2vec
CNN
Customized DNN
Customized DNN

Customized layers

Word2Vec (Skip-Gram)

Graph matching network

Word2Vec (Skip-Gram)
Word2Vec (CBOW)

DeepBinDiff (Duan et al., 2020)
MIRROR (Zhang XC et al., 2020)
PalmTree (Li XZX et al., 2021)
Asteria (Yang SG et al., 2021)
OSCAR (Peng et al., 2021)
BinDiffyy (Ullah and Oh, 2022)
Codee (Yang J et al., 2022)
BinSeeker (Gao J et al., 2021)
BinShot (Ahn et al., 2022)

BMM (Guo YX et al., 2022)
jTrans (Wang H et al., 2022)
XBA (Kim G et al., 2022)

Trex (Pei et al., 2023)

DiEmph (Xu XZ et al., 2023)
VulHawk (Luo et al., 2023)
Asteria-Pro (Yang SG et al., 2023)
sem2vec (Wang HJ et al., 2023b)
BinFinder (Qasem et al., 2023)

Word2Vec (Skip-Gram)  structure2vec
PV-DM
CNN+MPNN MLP
Customized layers
Word2Vec (CBOW) TADW
Transformer
BERT
Tree-LSTM
Transformer
ABENN
Word2Vec (Skip-Gram)  AANE+LINE

Customized DNN

BERT
BERT GGNN
BERT
GCN
Transformer
Transformer
RoBERTa GCN
Tree-LSTM
RoBERTa GCN

Customized layers
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different modalities to obtain more comprehensive,
accurate, and reliable information. In the real world,
three-dimensional entities can be described by vari-
ous modalities such as text, image, and sound, while
binary codes can also be described from the perspec-
tives of text sequence, topological graph, and other
forms such as dynamic execution trace. The features
of different representation forms can be regarded as
different modalities. Therefore, multi-modal fusion
technology can be effectively applied in the domain
of multi-modality, particularly in the context of bi-
nary code representation. By leveraging this, we can
generate more comprehensive representation vectors
that encapsulate rich feature information.

A significant aspect of research in the multi-
modal domain centers on devising effective interac-
tion modes among diverse modalities. When it comes
to the representation of binary code, it is crucial to
consider the relationships among various features.
Additionally, exploring whether there exist semantic
overlap and complementarity among these features is
equally important. By doing so, we can identify the
most effective interaction mode and achieve seamless
integration of these features, ultimately enhancing
their collective utility.

5.2 Large language model-based binary code
understanding and representation

Since the overnight sensation of ChatGPT in
early 2023, the evolution of large models has been
rapid and remarkable. Today, both domestic and
foreign developers have embraced open-source and
closed-source large models, and the corresponding
products have gradually made their way into per-
sonal mobile phones, personal computers, and other
The significant
increase in model parameters not only enables more
efficient utilization of massive datasets but also plays
a pivotal role in data intelligence.

terminal devices to offer services.

Furthermore,
emerging capabilities such as logical inference and
profound understanding, including grokking (Liu
ZM et al., 2022; Power et al.,, 2022), have ex-
panded the applications of these models into real-
world scenarios.

With the support of large-scale computing
power, the utilization of large models for code under-
standing and representation, drawing upon extensive
binary code data, represents a promising research
avenue with immense growth potential. At present,

the predominant application scenarios for large mod-
els include natural language text comprehension and
generation, the advancement of high-level program-
ming language code capabilities, and the accomplish-
ment of image matching and mutual generation in
conjunction with multi-modal technology. Notably,
there exists a notable absence of relevant work in the
training and application of large-scale binary code
data corpora. Therefore, exploring and researching
in this direction offers the potential to assess the lim-
itations and boundaries of large models for binary
code understanding.

5.3 Binary code representation combining
source code and annotation information

The binary code solely contains the functional
semantic information of the program, while the
source code and the corresponding natural language
annotation information matching with the binary
code can provide richer and higher-level information
such as design considerations for analysis (Zhang YF
et al., 2022). The source code and annotation infor-
mation are easily accessible data in the era of big
data.

Previous studies have been conducted to match
the source code with the binary code compiled based
on it and achieve similarity detection, by mining the
common features between the two code forms (Guo
XX et al., 2023), converting uniformly to binary code
or IL level (Ji et al., 2021; Peng et al., 2021), and
using multi-modal fusion and cross-modal matching
(Yu ZP et al., 2020a) and other methods. When rep-
resenting binary code, it is beneficial to integrate its
corresponding source code for a more holistic under-
standing. This approach allows for the description of
binary code from two distinct levels: functional char-
acteristics and design ideas. By considering both,
a more comprehensive representation of the binary
code can be achieved.

5.4 Interpretable binary code representation
methods

Since binary code representation technology
needs to apply intelligent semantic understanding
models, there is always a need for theoretical proof
in the interpretability of models, which is an impor-
tant research direction. Research on interpretabil-
ity involves the significance of features, the internal
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structure of the model, and the interpretability of
the model output. Central questions include the
following: which features are genuinely effective,
which model structure better facilitates feature un-
derstanding, and does the vector space representa-
tion generated by the model carry meaningful impli-
cations? Addressing these questions is integral to en-
hancing the overall comprehensibility and effective-
nesss of binary code representation within intelligent
semantic understanding frameworks.

5.5 Research on downstream tasks of binary
analysis

Binary analysis encompasses a vast array of
tasks, and numerous software engineering studies
have resorted to Al techniques, particularly repre-
sentation learning, as viable solutions (Hou et al.,
2024; Wang JJ et al., 2024). At present, similar-
ity detection of binary code stands out as a do-
main that seamlessly integrates multiple represen-
tation techniques. By extracting and characterizing
the features of binary code, the representation vec-
tor can directly calculate the similarity through the
distance calculation formula in vector space, so as to
measure the similarity at the semantic or functional
level. Furthermore, there are many studies using ma-
chine learning models to directly implement end-to-
end tasks, such as variable name and type recovery,
control flow diagram improvement, and instruction
disassembly, which can be carried out.

6 Conclusions

This paper provides a comprehensive survey
of recent advances in binary code representation
technology. First, we introduce the concept of bi-
nary code representation and discuss its correlation
with downstream tasks in binary analysis. Sub-
sequently, we categorize existing research workflow
into two fundamental components: binary code fea-
ture selection methods and binary code feature em-
bedding methods. For feature selection, we system-
atically explain the definition and classification of
features, and detail the methodology for construct-
ing representations of these features. For feature
embedding, we classify the embedding methods into
four distinct categories based on the usage of text-
embedding models and graph-embedding models.
Finally, we summarize the overall development of

existing research and provide prospects for some po-
tential research directions.
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