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Abstract: Autonomous driving systems (ADSs) have attracted wide attention in the machine learning communities.
With the help of deep neural networks (DNNs), ADSs have shown both satisfactory performance under significant
uncertainties in the environment and the ability to compensate for system failures without external intervention.
However, the vulnerability of ADSs has raised concerns since DNNs have been proven vulnerable to adversarial
attacks. In this paper, we present a comprehensive survey of current physical adversarial vulnerabilities in ADSs.
We first divide the physical adversarial attack methods and defense methods by their restrictions of deployment
into three scenarios: the real-world, simulator-based, and digital-world scenarios. Then, we consider the adversarial
vulnerabilities that focus on various sensors in ADSs and separate them as camera-based, light detection and ranging
(LiDAR) based, and multifusion-based attacks. Subsequently, we divide the attack tasks by traffic elements. For
the physical defenses, we establish the taxonomy with reference to input image preprocessing, adversarial example
detection, and model enhancement for the DNN models to achieve full coverage of the adversarial defenses. Based
on the above survey, we finally discuss the challenges in this research field and provide further outlook on future
directions.
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learning; Autonomous driving system; Data-fusion; Adversarial vulnerability
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1 Introduction tectures, ADSs can perceive various traffic assign-

o ments. To handle real-world scenes through visual
Autonomous driving (AD) systems (ADSs) con- complexity, ADSs deploy multiple sensors such as
light detection and ranging (LiDAR), radar, and

global positioning system (GPS) to assist camera

stitute multiple perception-level tasks that have
achieved high precision because of deep learning ar-

chitectures (Kiran et al., 2022). With the help of
artificial intelligence (AI) based self-driving archi-
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sensors. Moreover, the growing interest in the devel-
opment of ADSs has introduced new security chal-
lenges and vulnerabilities. Besides the usual cyber-
attacks (Dibaei et al., 2020), such as denial-of-service
(DoS) attack, black-hole attack, and malware attack,
the vulnerability of deep neural networks (DNNs)
in ADSs needs to be investigated. DNN predic-
tions can be manipulated by adversarial examples
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(Szegedy et al., 2014). In the early stage, most ad-
versarial examples are designed in the digital world,
which means that the adversarial perturbations are
generated in a pixel-to-pixel manner. These digital
adversarial samples cannot effectively attack ADSs.
Research indicates that digital adversarial attacks
perform poorly against ADSs due to two potential
reasons: real-world properties and multisensor fu-
sions (MSFs) (Boloor et al., 2019).

Things have changed since Eykholt et al
(2018b) proposed the physical adversarial attack for
object detectors. They evaluated the difference be-
tween digital and physical adversarial attacks from
four perspectives: environmental conditions, spa-
tial restrictions, physical limits on imperceptibility,
and fabrication error. The environmental conditions
represent the camera in autonomous vehicles taking
photos of adversarial examples from diverse angles,
distances, and weather conditions. Attackers can
manipulate only the “restrictive region” rather than
background imagery. The physical limits on imper-
ceptibility impose that physical adversarial pertur-
bations should be stealthy instead of imperceptible
so that the camera can perceive perturbations. The
fabrication error means that all perturbation values
must be valid colors that can be reproduced in the
real world. Furthermore, even if a fabrication de-
vice such as a printer can produce specific colors,
some reproduction errors will occur in the progress
of digital-to-physical transformation (Fig. 1).

Sensor fusion involves gathering inputs from
multiple sensors to interpret environmental condi-
tions with increased detection certainty. The in-
tegration of diverse sensor types in ADSs allows
them to harness the collective advantages of the
sensors, effectively compensating for their limita-
tions. Therefore, the majority of today’s automotive
manufacturers commonly use the following sensors
in ADSs: visible camera, LiDAR, infrared camera,

Digital-to-physical transformation
A

depth camera, GPS, radar, and ultrasound. Instead
of digital adversarial attacks attacking mainly the
vanilla images’ visual information, physical adversar-
ial attacks consider fooling multiple sensors in ADSs
simultaneously.

To address the above issues, we propose a novel
taxonomy to map the ADSs under adversarial at-
tacks and defenses. We analyze the adversarial at-
tacks of ADSs from three perspectives: attack sce-
narios, attack sensors, and attack tasks. After that,
we investigate the robustness of ADSs and discuss
the corresponding defense strategies in the following
three steps: input image preprocessing, adversarial
example detection, and model enhancement. The
whole structure is shown in Fig. 2.

Owing to the size of the adversarial threat, we
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Fig. 2 Framework of this survey. We analyze the ad-
versarial vulnerability from four perspectives: attack
scenarios, attack sensors, attack tasks, and defense
strategies
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Fig. 1 Adversarial examples are transformed across the digital and physical worlds before they enter the DNN
image classifier. In practice, attackers have no (limited) control over the internal system (Jan et al., 2019)



512 Zhao et al. / Front Inform Technol Electron Eng 2025 26(4):510-533

classify attack scenarios into three scenarios: real-
world, simulator-based, and digital-world ones. The
real-world scenario represents attackers making up
the physical adversarial examples in the real world,
and we evaluate their effectiveness using a few nat-
ural ADSs and object detectors. These physical ad-
versarial examples present significant threat, harm,
and risk to ADSs.
represents the attackers generating physical adver-

The simulator-based scenario

sarial examples in simulators by mimicking various
elements from the real world; the adversarial ex-
amples in simulator-based scenarios present threats
because they usually cause simulation-to-real scene
transfer issues. The digital-world scenario represents
the attackers designing adversarial examples against
ADSs, but they evaluate their methods only in the
digital world. Their method can inspire follow-up
research on the adversarial vulnerability of ADSs.
Subsequently, we categorize the attack sen-
sors into camera-based attacks, LiDAR-based at-
tacks, and multifusion attacks. Within the realm of
camera-based attacks, adversarial examples are de-
signed exclusively to deceive the visible camera sen-
sor. LiDAR-based attacks are tailored to produce
detrimental adversarial examples against LiDAR
perception systems. Multifusion attacks encompass
scenarios wherein multiple sensors are concurrently
targeted. In this context, we explore infrared, depth-
based, and radar-based attacks, as these sensors typ-
ically operate in conjunction rather than in isolation.
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In each sensor, we consider the adversarial vul-
nerability from different attack tasks, i.e., traffic sign
recognition, traffic light recognition, vehicle detec-
tion, lane detection, trajectory prediction, person
detection, and others.
the adversarial threats between various adversarial

In each task, we compare

examples.

After that, we analyze the adversarial robust-
ness of ADSs and discuss recent defense strategies
that target enhancing adversarial robustness consid-
ering three subcategories: input image preprocess-
ing, adversarial example detection, and model en-
hancement. Each perspective and its corresponding
examples are shown in Fig. 3.

Fig. 4 demonstrates the related publications in
this research direction since 2017. In 2017-2019, re-
search has mainly discussed the difference between
digital and physical adversarial examples. These
works made a few attempts to explore the adversar-
ial vulnerability of ADSs. Since 2020, existing pub-
lications have began to design powerful adversarial
attacks against ADSs and proposed corresponding
defense strategies.

Although there are a few surveys about adver-
sarial attacks and defenses in computer vision, they
lack a comprehensive and latest focus on physical ad-
versarial attacks and defenses in ADSs. For example,
Serban et al. (2021) summarized adversarial attacks
and defenses in object detection, and Machado et al.
(2021) considered adversarial machine learning in the

1 Person detection

AE detection
Trajectory
prediction

§

Model
enhancement

Fig. 3 Adversarial examples in autonomous driving systems and different perspectives to evaluate the vulner-
ability of ADSs. A few examples of recent research are presented to illustrate each subcategory
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classification task. Qiu et al. (2019) introduced phys-
ical adversarial attacks as an application scenario of
adversarial attacks. The above surveys in adversarial
machine learning focus mainly on the digital domain
while largely ignoring the physical world. Recently,
Wei H et al. (2022) investigated the physical adver-
sarial attack in computer vision. They evaluated
the physical adversarial examples in terms of effec-
tiveness, stealthiness, and robustness. Ansari and
Singh (2021) investigated mainly the physical adver-
sarial attacks of person detection tasks in real-time
surveillance. Modas et al. (2020) briefly introduced
the emerging field of sensing (ultrasonic, radar, GPS,
LiDAR, and camera) for autonomous vehicles. Wei
XX et al. (2022) analyzed visual adversarial attacks
and defenses in the physical world. Ding et al. (2023)
discussed the safety-critical driving scenario genera-
tion, which focuses mainly on related datasets and
simulators. The current survey is different from the
above surveys from three perspectives: First, pre-
vious surveys barely mentioned whether the adver-
sarial examples have proven their real-world perfor-
Moreover, the current survey investigates
the computer vision community’s physical adversar-

mance.

ial attacks and defenses, while the physical adversar-
ial vulnerabilities in ADSs consider multiple sensors.
Finally, we consider person detection as an essential
perception task to analyze the adversarial vulnerabil-
ity of ADSs, which was ignored by previous surveys.

The background knowledge is discussed in the
supplementary materials.

2 Real-world scenario

Physical adversarial attacks are one of the essen-
tial ways to evaluate the adversarial vulnerability of
ADSs. Current attackers have built different adver-
sarial examples to spoof different perception tasks
in ADSs. Table 1 summarizes the related physical
adversarial attack methods. The corresponding pro-
portion of attacks per perception task is shown in
Fig. 5. The table and figure show that most physical
adversarial attacks focus on traffic sign recognition
and vehicle detection tasks, which account for 50% of
all attacks. Person detection attacks take up a signif-
icant proportion of all adversarial threats in ADSs.
The above three tasks take up about 64% of all phys-
ical attacks in ADSs. Furthermore, a few research
works investigated the adversarial example against
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Fig. 4 Research related to physical adversarial ma-
chine learning in ADSs has grown since 2020
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Fig. 5 Proportion of physical adversarial attacks per
perception task

traffic light recognition, lane detection, and trajec-
tory prediction tasks. The others represent several
tasks that are barely talked about, such as monocular
depth estimation (MDE) and license plate recogni-
tion (LPR). Besides attack scenarios, attack sensors,
and attack tasks, we summarize the attack settings
of all physical attacks. Most adversarial attacks are
designed in the white-box setting and their perfor-
mance is evaluated under the transfer-based black-
box setting. The current physical adversarial exam-
ples do not link a particular design to enhance their
transferability.

In this section, we first discuss the physical ad-
versarial examples in real-world scenarios. Those
methods have proven harmful to ADSs because they
evaluate their effectiveness under a few natural ADSs
and object detectors. We divide the physical adver-
sarial examples into three categories: camera-based,
LiDAR-based, and multifusion attacks. In each cat-
egory, we will discuss them depending on their target
perception tasks.
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2.1 Camera-based attacks

Visible cameras play an important role in the
perception of ADSs. Hence, it is necessary to inves-
tigate the adversarial vulnerability of camera sen-
sors. In this subsection, we discuss mainly the vul-
nerability of visible cameras in safety-critical tasks
related to ADSs, including traffic sign recognition,
person detection, traffic light recognition, and lane
detection.

1. Traffic sign recognition

Traffic sign recognition aims to enable au-
tonomous vehicles to detect and interpret various
traffic signs, such as speed limits, stop signs, yield
signs, and warning signs. The system must accu-
rately recognize and interpret these signs to make
informed decisions while navigating the road. In the
early stage, attacks on traffic signs are usually car-
ried out against the classification models under the
white-box setting. Lu et al. (2017) proposed an at-
tack on traffic sign detectors, but their method is not
robust enough and needs to add large perturbations
to be successful. Autonomous vehicles take pictures
of traffic sign recognition at different distances, an-
gles, and weather conditions. Compared to digital
attacks, enhancing the robustness of physical adver-
sarial examples is necessary.

Eykholt et al. (2018b) observed that the main
challenge in generating robust physical environments
is the environmental variability, i.e., the distance and
angle of the viewing camera. They proposed robust
physical perturbations (RP2) to generate robust ad-
versarial perturbations under traffic signs. The ob-
jective function of RP2 is as follows:

argmin || M,0||, + NPS(M,0)
’ (1)
o xv I (fo(wi + Ti(Me6)), y7).

This can be divided into three parts. The first term
controls the ¢, norm of the § perturbation masked by
M,. The second one measures the non-printability
score (NPS), and the last term represents the ex-
pected value of the loss function J. RP2 first uses
NPS to measure the domain gap between the digital
and real worlds. The authors also proposed a novel
two-stage evaluation methodology to evaluate the ro-
bustness of adversarial examples. In the first labora-
tory stage test, the viewing camera is kept at various
distances and angle configurations. The second field
stage test involves the victim driving a car toward

an intersection in uncontrolled conditions to simu-
late an autonomous vehicle. To reduce the attention
of human eyes, they introduced only a set of black-
and-white stickers as perturbations. Kumar et al.
(2020) proposed M-SimBA to balance the adversar-
ial transferability and performance. This approach
helps overcome the late-convergence issue and pro-
duces adversarial samples with the least confidence
in the ground-truth class.

Feng et al. (2024) reconceptualized physical at-
tacks through the lens of few-shot learning, wherein
the training task was reformulated to consist of a
support set, a query set, and a designated target
DNN model. To improve the generative attack
model’s generalization ability, they introduced the
meta-generative adversarial network (GAN) attack,
an approach that is both class-agnostic and model-
agnostic, leveraging the principles of meta-learning.
This method uses CycleGAN to reduce the need for
manual labor. When benchmarked against contem-
porary leading physical attack techniques, the Meta-
GAN attack demonstrates enhanced robustness and
superior generalization capabilities.

The above methods have demonstrated the vul-
nerability of traffic sign recognition in ADSs. They
usually generate image-dependent perturbations to
fool ADSs for one specific instance, while universal
adversarial perturbations (UAPs) have proven their
capability to fool the perception module by adding
one perturbation to any image in a dataset (Moosavi-
Dezfooli et al., 2017; Chaubey et al., 2020). Benz
et al. (2020) designed the double-targeted univer-
sal adversarial perturbations (DT-UAPs) to generate
image-agnostic perturbations and make them suit-
able for real-time applications such as autonomous
driving and robotics.

After investigating the traffic sign adversarial
examples on image classification models, Eykholt
et al. (2018a) extended the physical adversarial set-
ting in RP2 to object detection models and testified
it with traffic signs. According to the painting of
adversarial patches on a stop sign, robust physical-
world perturbation attacks on deep learning visual
classification (RP2D) could make the sign disappear
under object detectors. Two examples are illus-
trated in Fig. 6. Chen ST et al. (2019) designed
ShapeShifter attack to enhance the expectation-
over-transformation (EOT) technique and iteratively
generated the adversarial perturbations. NaturalAE
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(Xue et al., 2021) uses an adaptive mask to con-
strain the area and intensities of the perturbations,
and a real-world perturbation score (RPS) is used
to make the perturbations similar to the real noise
in the physical world. Due to incorporation of vari-
ous image transformation functions, the adversarial
transferability and robustness are enhanced. Duan
et al. (2020) observed that stealthiness and flexibility
are more important in physical adversarial attacks.
They designed style loss, content loss, and smooth-
ness loss, and proposed adversarial camouflage (Ad-
vCam) to transfer large adversarial perturbations
into customized styles. Yang XH et al. (2021) pro-
posed the targeted attention attack (TAA) based on
soft attention maps. Experimental results validated
the attack performance of TAA while reducing the
perturbation loss. Therefore, these adversarial ex-
amples are easy to deploy in the real world. Jia
et al. (2022) designed the S-BBOX and M-BBOX fil-
ters after modifying the four loss functions for the
four attack vectors: hiding attack (HA), appearance
attack (AA), nontarget attack (NTA), and target
attack (TA). Besides the above methods evaluating
the adversarial robustness on different distances and
angles, the generated physical adversarial examples
enhance the robustness under various environment
illuminations.

Fig. 6 Two examples of the extended RP2 attack with
poster and sticker attacks (Eykholt et al., 2018a)

The patch-based attack mentioned previously,
while effective, may not go unnoticed in real-world
scenarios. Such adversarial perturbations, typically
printed on stickers and applied to the target object,
could draw the attention of observant drivers and
thus be readily identified. Moreover, these attacks
encounter practical challenges, such as the attacker’s
physical access to the target and the accurate re-
production of colors that are faithful to the origi-
nal design in varying real-world conditions. Zhong

et al. (2022) categorized these types of physical-
world adversarial attacks as “sticker-pasting” meth-
ods due to their application technique. In contrast,
they developed an “optic-based” approach, referred
to as the shadow attack, which offers a more sub-
tle and possibly less-detectable method of executing
physical-world adversarial actions. The phenomenon
is shown in Fig. 7. Based on the phenomenon, they
used shadow to propose a novel query-based attack,
namely, shadow attack. Hence, the adversarial ex-
amples generated by the shadow attack are more
naturalistic and stealthy.

(b)

Fig. 7 The image in the panel shows the shadows in
the real world (a). Following panel (a), Zhong et al.
(2022) used the shadow attack to generate stealthy
adversarial examples shown in panel (b)

Instead of shadow attacks, Lovisotto et al.
(2021) proposed other types of “optic-based” attacks,
such as short-lived adversarial perturbation (SLAP)
which allows adversaries to use light projectors to
project adversarial perturbations onto real-world ob-
jects. They provided attackers with greater control
over the attack by allowing them to turn the projec-
tions on or off as needed. The SLAP-generated ad-
versarial example is effective against existing defense
mechanisms such as SentiNet (Chou et al., 2020), a
state-of-the-art defense method against adversarial
patches.

Duan et al. (2021) proposed the adversarial laser
beam (AdvLB) attack to leverage a laser beam as an
adversarial perturbation on traffic signs, which indi-
cates two main causes of prediction errors of DNNs
caused by AdvLB attack. First, the laser beam’s
color feature changes the raw image and forms a
new cue for DNNs. Second, the laser beam intro-
duces dominant features of specific classes, especially
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lighting-related classes. The presence of the laser
beam biases the DNN toward the feature introduced
by the beam, resulting in misclassification.

The aforementioned traffic sign adversarial ex-
amples are designed by pasting patches and textures
on existing traffic signs. Sitawarin et al. (2018) gen-
erated adversarial examples by modifying innocent
signs and advertisements in the environment to be
classified as the attacker’s desired traffic sign with
high confidence. Unlike previous attacks, rogue signs
allow for the modification of any innocuous sign. The
authors included various image transformations in
the optimization problem to generate physically ro-
bust adversarial samples.

2. Person detection

Person detection is an essential task for ADSs.
Physical adversarial attacks against person detectors
might lead to vehicles not being able to detect pedes-
trians on the road, which leads to a personal security
threat. Thys et al. (2019) attacked the person de-
tector in ADSs with a white-box setting, where they
used a printed version of their adversarial patch and
held it in hand to evade pedestrian detection. Xu
KD et al. (2020) designed the adversarial T-shirt
for evading person detectors. They leveraged a thin
plate spline (TPS) based Transformer to model the
nonrigid deformation of the T-shirts.

Huang LF et al. (2020) pioneered the concept of
attacking nonrigid or nonplanar objects through the
creation of the universal physical camouflage (UPC)
attack. Their evaluation spanned various detection
tasks, including those for persons and vehicles. To
improve the camouflage of the perturbations, they
crafted a technique that projects patterns onto the
surface of /-norm balls with a radius e centered
around a natural image I. The formulation is shown

below:
6" = Proj (071 + A6, I, €). (2)

To encourage the following research, they also
proposed AttackScenes, a benchmark dataset that
simulates the real three-dimensional (3D) world in a
controllable and reproducible environment.

Wu ZX et al. (2020) considered the deforma-
tion of the nonrigid body and designed adversarial
examples using printed posters and wearable cloth-
ing, taking into account various real-world factors,
such as cameras, lighting conditions, distances, and
angles. The result of this person evasion attack is
demonstrated in Fig. 8. To produce natural ad-
versarial patterns and make a person vanish under
the object detector, Hu YCT et al. (2021) used a
pre-trained BigGAN (Brock et al., 2018) to control
specific category generation. By sampling images
from these GANs that minimize the detection score
of a target object, the method can generate natural-
looking patches while maintaining acceptable attack
performance.

Hu ZH et al. (2022) stated that the above patch-
based adversarial examples (Adv-Patch) could have
catastrophic drops in the attack success rate when
the viewing angle (i.e., the camera’s angle toward
the object) changes. To enhance the multiview ro-
bustness of adversarial examples, they designed a
method named adversarial texture (Adv-Texture).
The benefits they claimed for Adv-Texture are shown
in Fig. 9. More specifically, they proposed a toroidal-
cropping-based expandable generative attack (TC-
EGA), which is based on pretrained GANs to suc-
cessfully generate more natural-looking adversarial
patches. The experiments illustrated that TC-EGA
has better attack performance and transferability at
multiple viewing angles than Adv-Patches.

Fig. 8 In this demonstration, the person detector was evaded using a pattern trained on the Microsoft Common
Objects in COntext (COCO) dataset with a carefully constructed objective (Wu ZX et al., 2020)
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Fig. 9 Illustration of the attacks at different viewing
angles (Hu ZH et al., 2022): (a) the camera captures
different parts (P1, P2, and P3) of the clothes when
set to different viewing angles (C1, C2, and C3); (b—d)
the boxes are the possible areas that the camera may
capture.
areas for attack, while the red ones are less effective.
References to color refer to the online version of this
figure

The blue ones indicate the most effective

3. Traffic light recognition

Traffic light recognition systems are vulnerable
to physical adversarial attacks. Zolfi et al. (2021) de-
signed contactless translucent physical patches and
placed them on the camera’s lens. By applying the
patches on the front camera of the Tesla Model X,
they carried out a targeted attack on Tesla autopilot.

4. Lane detection

Lane detection tasks would ensure that the ve-
hicles do not deviate from the right road lane. Han
et al. (2022) brought physical backdoor attacks in the
lane detection system. They designed two attacks
to attack the autonomous system. In the poison-
annotation attack, the adversary intentionally mis-
annotates samples with a specific trigger to craft poi-
soned samples. In the clean-annotation attack, they
exploited the image-scaling vulnerability to create
visually similar poisoned samples with incorrect an-
notations. The results showed its effectiveness on
the Baidu Apollo D-Kit vehicle with a Leopard cam-
era and Weston Unmanned Ground Vehicle with a
RealSense D435i camera.

Sato et al. (2021) analyzed various transporta-
tion policy guidelines; they summarized that the av-
erage driver reaction time to road hazards is com-
monly considered to be around 2.5-3.0 s. The aver-
age driver reaction time includes the time when the
driver’s eyes see a hazard until the driver’s brain rec-
ognizes it (average perception time) and the time
from the driver’s brain recognizing the hazard to
physically taking actions (average reaction time).
Depending on the above observation, they investi-
gated the security of deep learning based automated
lane centering (ALC) systems against physical-world
adversarial attacks. They proposed a novel dirty

road patch (DRP) approach to generate adversar-
ial examples, which can successfully attack the ALC
systems.

2.2 LiDAR-based attacks

In real-world scenarios, LiDARs have a signifi-
cant impact on ADSs. LiDAR sensors play a crit-
ical role in perceiving and understanding the sur-
rounding environment. They are responsible for de-
tecting obstacles, measuring distances and velocities,
and providing real-time environmental information
to the ADS. LiDAR sensors cannot be affected by
image-based adversarial examples; this leads to more
robustness than camera sensors. However, recent
research demonstrates that LiDAR sensors are vul-
nerable to potential adversarial examples generated
by 3D mesh and laser, which will affect trajectory
prediction tasks. The adversarial examples against
trajectory prediction exhibit two distinctive charac-
First, the adversarial trajectories should
obey physical rules and are possible to happen in
the real world. Hence, the trajectories can be re-
produced by the attacker-controlled vehicle in the

teristics.

real world and cannot be easily classified as anoma-
lies by autonomous vehicles (AVs). Second, the at-
tackers need to define optimization objectives that
are semantically attractive for their targeting trajec-
tory prediction. Kong et al. (2020) designed Phys-
GAN to produce imperceptible adversarial posters
on the roadside board. To enhance the adversar-
ial robustness and transferability, PhysGAN consid-
ers the background imagery typically captured by a
camera during driving. They evaluated the physical
adversarial effectiveness against NVIDIA Dave-2 on
a real car.

2.3 Multifusion attacks

While the above camera-based and LiDAR-
based attacks have shown the potential to mislead
the ADSs into erroneous perceptions, contemporary
These
modules integrate data from various sensors, such
as cameras, LIDAR, radar, and GPS, to construct a
cohesive and accurate representation of the vehicle’s
surroundings. This integration is crucial for making
reliable decisions, especially in complex and dynamic

ADSs increasingly rely on MSF modules.

driving environments.

However, as the ADS technology advances, the
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strategies for adversarial attacks are also continu-
ously evolving. Recognizing the reliance of ADS on
sensor fusion for accurate perception, recent physical
adversarial attacks have evolved to simultaneously
target multiple sensors to exploit the data fusion
process. These attacks are designed to create dis-
crepancies in the data collected from different sen-
sors, leading to incorrect predictions by the system.
Those multifusion attacks could also spoof different
perception tasks, such as vehicle detection, MDE,
and person detection. However, due to the cost of
evaluation of multifusion attacks in the real world,
we mainly discuss them in the simulator-based sce-
narios and digital-world scenarios.

1. Vehicle detection

Cao et al. (2021) presented a study on the secu-
rity of MSF based perception in ADSs. They intro-
duced a novel method called MSF-ADV, which gen-
erates physically realizable, adversarial 3D-printed
objects that mislead an ADS and cause accidents.
The attack is formulated as an optimization prob-
lem. It addresses the challenges of nondifferentiable
target cameras and LiDAR sensing systems and non-
differentiable cell-level aggregated features used by
LiDAR. MSF-ADV has proved its performance in
industry-grade ADS using real-world driving scenar-
ios and a production-grade simulator.

2. MDE networks

Yamanaka et al. (2020) first attacked MDE net-
works with adversarial patches in white-box settings.
They chose digital attacks to generate a patch and
optimized the depth values in the patch region to
certain depth values, which leads MDE networks
to produce incorrect depth estimates. Cheng et al.
(2022) proposed a natural-style patch against MDE
models. They balanced the stealth and effectiveness
by controlling the patch size with a differentiable
mask. The experiments demonstrated their impact
on downstream 3D reconstruction tasks.

3. Person detection

Zhu XP et al. (2022) developed infrared invisi-
bility clothes composed of a combination of thermal
insulation material (TIM) and regular fabric. When
observed through a thermal camera, the area covered
by TIM appears dark, while the remaining fabric ap-
pears bright. They simulated the cloth-to-clothing
process in the digital world to fool infrared detectors
from different angles. Consequently, this distinct
thermal contrast can be exploited by adversaries to

create a black-and-white adversarial pattern that re-
sembles a “quick response code.”

Wei XX et al. (2023) took a novel approach to
circumvent both visible and infrared pedestrian de-
tection systems simultaneously by printing digitally
simulated results and then cutting them out using
insulating materials to create patches. They used a
method that combines boundary-limited shape op-
timization with a score-aware iterative evaluation
process.
effective patches in the digital realm that maintain

This technique was designed to generate

a balance between evading detection by multimodal
detectors. Zhu XP et al. (2021) proposed an adver-
sarial light attack to craft adversarial examples with
small bulbs on a board against the thermal infrared
pedestrian detectors. They designed a transforma-
tion module to transform and test the bulb board
on the YOLOv3 (You Ounly Look Once) model. The
attack achieved satisfactory performance, which in-
dicates the vulnerability of the infrared camera in
ADSs. The whole structure is shown in Fig. 10.

3 Simulator-based scenario

In this section, we discuss the physical adversar-
ial examples in the simulator-based scenario. These
adversarial examples have evaluated their attack
ability in traffic simulators. However, the adversar-
ial examples in simulators usually cause simulation-
to-real scene transfer issues. Hence, these physical
adversarial attacks need further investigation to con-
firm their capability.

3.1 Camera-based attacks

1. Vehicle detection

Suryanto et al. (2022) claimed that existing
neural tenderers have no capacity to fully repre-
sent various real-world transformations. Therefore,
they proposed a differentiable transformation net-
work (DTN) to learn the expected transformation of
a rendered object. Then, they proposed the differ-
entiable transformation attack (DTA) to camouflage
the target vehicle against object detection models
with a wide range of transformations.

2. Lane detection

Boloor et al. (2020) proposed a query-based
method with a Bayesian optimization strategy
against end-to-end self-driving models. The novel
hijacking attack paints black lines on the road and
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Fig. 10 Overview of Zhu XP et al. (2021)’s framework

causes the car to follow a target path, even when it
is quite different from the correct route (e.g., caus-
ing the car to turn left instead of right). Yang JH
et al. (2020) proposed GradOpt attack as a scal-
able approach to generated adversarial examples. In
the CARLA simulator, they proved that GradOpt
is available to cause the network to output incorrect
controls that cause the vehicle to deviate from its
intended trajectory and crash.

3. Traffic light recognition

When traffic light recognition systems are de-
ployed in new cities, fine-tuning is necessary for au-
tonomous vehicles to adapt effectively. Patel et al.
(2020) proposed a physical poisoning attack in the
fine-tuning progress. They put electronic billboards
near the traffic lights. They used the bait stage to
launch when autonomous vehicles were being trained
and then switched the stage to attack when the vic-
tim models were deployed. Due to the complexity of
conducting physical experiments, this approach was
executed within CARLA.

4. Trajectory prediction

GPS signals may be hindered by a high den-
sity of buildings in the urban area (Kos et al., 2010).
In that case, the autonomous vehicle systems rely
on image-based localization for self-position. Brand
et al. (2022) designed an adversarial patch to at-
tack the image-based localization module. Accord-
ing to the pasting of the adversarial patch on a street
billboard in front of a traffic intersection, the vehi-

cle’s navigation system was disrupted. Zhang QZ
et al. (2022) proposed the first adversarial attack
that perturbs normal vehicle trajectories considering
real-world constraints and impacts. They reported
their attack performance on various trajectory pre-
diction models (Rudenko et al., 2020) and datasets
(Rasouli et al., 2019). Moreover, their attack method
could achieve transfer-based attacks and query-based
attacks at the same time. They also explored the
potential methods against adversarial examples via
data augmentation and trajectory smoothing.

Instead of generating adversarial point cloud ex-
amples, Li YM et al. (2021) proposed a trajectory
attack named fool LiDAR perception with adversar-
ial trajectory (FLAT), and the illustration of FLAT
is shown in Fig. 11. They spoofed a self-driving car’s
trajectory with small perturbations, which is enough
to make safety-critical objects undetectable or be de-
tected with incorrect positions. Although FLAT uses
LiDAR point clouds to attack the vehicle detection
models, it can also affect various downstream tasks,
i.e., 3D object detection (Pan et al., 2021), semantic
segmentation (Zhang H et al., 2018), motion predic-
tion (Fang et al., 2020), and multi-object tracking
(Zeng et al., 2022).

3.2 LiDAR-based attacks

Cao et al. (2019) studied the adversarial vul-
nerability of the LIDAR-based perception system for
ADSs. They constructed emergency brake attacks
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and AV freezing attacks. Instead of painting a natu-
ralistic pattern on the car to fool the camera sensors,
Tu et al. (2020) decided to generate a 3D mesh and
place it on the rooftop of a target vehicle. Their
method can produce the 3D mesh in both white-box
and black-box settings. The shape of a 3D mesh can
also be chosen from common objects (couch, chair,
table, bike, canoe, etc.).
3D mesh is shown in Fig. 12. Based on the observa-

The visualization of the

tion that current LiDAR-based perception models do
not learn occlusion information in the LiDAR point
clouds, Sun et al. (2020) proposed a black-box ad-
versarial attack to fool LIDAR sensors.

Yang KC et al. (2021) focused on the vulnera-
bility of LiDAR sensors in ADSs and proposed an
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Fig. 11 TIllustration of fool LiDAR perception with
adversarial trajectory (FLAT) and the motion cor-
rection process (Li YM et al., 2021). The top
right and bottom right figures are respectively the
original and distorted LiDAR sweep and the detec-
tion results. Green/Red boxes denote the ground
truth/prediction. In this example, FLAT makes the
detector miss 8 out of 11 vehicles. GNSS: global nav-
igation satellite system. References to color refer to
the online version of this figure
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Fig. 12 A stop sign image was injected into a camera
by a projector, which was detected by YOLOv3 (Tu
et al., 2020)

adversarial attack in both white-box and black-box
scenarios. They investigated the physical properties
of 3D adversarial objects and the existence of adver-
sarial points. They found that a small number of
points from distant vehicles and occluded vehicles,
which are normal, are also labeled as vehicles. They
inferred that the adversary points generated from
the objects can mimic these features so they can be
misdetected as vehicles by the deep learning models,

which may inspire the following defense strategies.
3.3 Multifusion attacks

Hallyburton et al. (2022) designed the frustum
attack, which compromises camera—-LiDAR fusion by
exploiting the semantic consistencies between cam-
era and LiDAR data, making it difficult for existing
anti-spoofing defenses to detect and defend against
this attack. Although the frustum attack achieved
a satisfactory result against the camera and LiDAR
sensors simultaneously, the feasibility needs more in-
vestigation when relative distance and angle change
between the spoofer and the victim. Guesmi and
Alouani (2022) investigated the adversarial vulner-
ability of ultra-wide band (UWB) radars on ADSs.
They designed an adversarial radio noise attack (a-
RNA) on radar-based environment perception sys-
tems. The proposed a-RNA attack involves injecting
adversarial radio noise into the wireless channel to
cause an obstacle recognition failure in UWB-based
systems. They tested a-RNA on real-world UWB-
based environment perception systems.

4 Digital-world scenario

In this section, we mainly discuss the adversarial
attacks against ADSs in the digital-world scenario.
These adversarial attacks are designed against vari-
ous perception tasks in an ADS. However, due to the
gap between the digital world and the physical world,
these digital-world attack methods are less likely to
attack the ADS successfully. We also investigate
those attacks because they can inspire follow-up re-
search on the adversarial vulnerability of ADSs.

4.1 Camera-based attacks

1. Trajectory prediction
Besides hijacking the attack choosing traffic
lanes as adversarial examples to attack the trajectory
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prediction of autonomous systems, AdvDO (Cao
et al., 2022) manipulates the trajectory of the ad-
versary agent to affect the Ego agent’s trajectory.
They devised an optimization-based adversarial at-
tack framework that leverages a carefully designed
differentiable dynamic model to generate realistic ad-
versarial trajectories.
2. Vehicle detection

Zhang Y et al. (2019) designed a CAMOU at-
tack to paint a unique pattern on the vehicle’s body
and hide it from being detected by surveillance cam-
eras. Besides the main contribution of its first pro-
posed vehicle detection attack, the main challenge is
generating a complex pattern with the photorealistic
Unreal-4 game engine. They arranged an approx-
imate gradient network and repeatedly queried the
target model to render adversarial camouflage with
the Unreal-4 engine.

Following the prior research, Wang JK et al.
(2021) claimed that the previous adversarial vehi-
cle patterns do not exploit intrinsic characteristics,
such as model-agnostic and human-specific patterns.
These authors evaded the human-specific bottom—
up attention and model-agnostic attention and pro-
posed the dual attention suppression (DAS) attack
to generate visually natural camouflages. The whole
process is shown in Fig. 13.

Due to the unsatisfactory adversarial transfer-
ability of DAS, Wang DH et al. (2022) designed
a robust full-coverage camouflage attack (FCA) to
fool vehicle detectors. The experimental results il-
lustrated that the transferability between different

_________________________________________

U
——
=@

vehicle detectors was enhanced. Wu T et al. (2020b)
proposed an enlarge-and-repeat (ER) attack to gen-
erate mosaic-like adversarial vehicle textures and ap-
plied it to the surface of a vehicle in the CARLA
simulator. They used two main techniques, namely,
an ER process and a discrete searching method, to
craft these adversarial patterns. After querying the
target model repeatedly, the mosaic-like adversar-
ial patterns on vehicles can pose significant threats.
However, the query-based adversarial strategy in ER
has limitations due to the challenge of deploying it
in real-world scenarios.

4.2 Multifusion attacks

Tu et al. (2022) used a differentiable method to
render 3D adversarial mesh into both LiDAR and
image inputs. The potential reason for such attacks
may be the mapping between a mesh pixel and a
LiDAR point far away from the mesh. Specifically,
these false associations can easily occur if the as-
signed pixel for each LiDAR point is shifted by a
few pixels, since objects that are far apart in a 3D
space may appear very close in 2D images. The
multimodal perception systems used in ADSs can
be divided into two broad types: cascaded models,
which use each modality independently, and fusion
models, which learn from different modalities simul-
taneously. Abdelfattah et al. (2021a) placed a 3D
adversarial mesh with learned shape and texture on
top of a car (Abdelfattah et al., 2021b). The ad-
versarial texture fools the camera detector, and the
adversarial shape fools the LIDAR detector. Their
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Human attention evasion
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Fig. 13 The framework of the DAS method (Wang JK et al., 2021). Wang JK et al. (2021) first distracted the
intrinsic attention characteristic by fully exploiting the similar attention patterns of models and forcing the
“heat” regions away from the target object with loss function £,. Then they evaded the human-specific visual
attention mechanism by correlating the appearance of adversaries to the context scenario and preserving the
shape information of seed content image to generate visually-natural adversarial camouflage
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3D adversarial mesh shows satisfactory performance
on cascade models and needs more investigation on
the fusion models.

Zhu ZJ et al. (2023) evaluated the adversar-
ial vulnerability of autonomous systems, specifically
in the context of 3D object detection with bird’s-
eye-view (BEV) representations.
that BEV models are more vulnerable to adversarial
noise, such as £, adversarial perturbations and adver-
sarial patches, compared to non-BEV models. The
difference in adversarial robustness comes from the

They observed

stages after feature extraction. Fusion models that
combine both camera and LiDAR inputs generally
outperform camera-only methods in terms of both
performance and robustness. However, when pertur-
bations are applied to both images and point clouds,
BEVFusion, a fusion model using BEV features, be-
comes more vulnerable to adversarial attacks. Based
on these observations, they designed a 3D consis-
tent patch attack. This attack involves attaching
adversarial patches in a way that ensures spatiotem-
poral consistency, making it more appropriate for
autonomous driving scenarios. They generated ad-
versarial examples by pasting the adversarial patches
on objects in the real 3D space and projecting them
into 2D images.

5 Robustness evaluations and defense
strategies

In this section, we review the literature on ADSs
in the context of physical adversarial robustness and
the corresponding defense strategies. We analyze
the research from two aspects, robustness evaluation
and physical adversarial defenses.
Section 5.1, we demonstrate the adversarial vulner-
ability of each sensor under ADSs. Thereafter, we

discuss the adversarial defense strategies in ADSs

Specifically, in

in Section 5.2 considering three steps: input image
preprocessing, adversarial example detection, and
model enhancement.

5.1 Robustness evaluations

Recent research has demonstrated that ADSs
are vulnerable to adversarial attacks in different sce-
narios. Based on the adversarial robustness of ADSs
in various perception tasks, it is necessary to propose
a comprehensive study on the adversarial robustness
of ADSs and find potential ways to enhance it.

We investigate two primary types of physical
adversarial attacks: perturbation attacks and patch
attacks. Zhang JD et al. (2021) proposed an end-
to-end evaluation framework to assess driving safety
using a set of driving safety performance metrics.
They observed that the deep stereo geometry net-
work (DSGN) model (Chen YL et al., 2020) demon-
strates stronger robustness to patch attacks com-
pared to the stereo recurrent-convolutional neural
network (R-CNN) model (Li PL et al., 2019). The
potential reason for the stronger robustness of the
DSGN model is the spatial pyramid pooling (SPP)
module, which may restrain the impact of the adver-
sarial patch on 3D object detection, hence enhancing
its robustness to patch attacks. Rana and Madaan
(2020) investigated the adversarial vulnerability on
license plate recognition (LPR) models. They offered
adversarial examples for which no defense mecha-
nism currently exists.

Xu CJ et al. (2022) designed the SafeBench,
the first unified platform for the safety evaluation of
autonomous vehicles. SafeBench allows for the eval-
uation of AD algorithms on 2352 generated safety-
critical testing scenarios, 4 scenario generation algo-
rithms, and 10 diverse driving routes. The platform
reports evaluation results based on 10 metrics, rang-
ing from collision rate to route completion percent-
age. The authors believed that SafeBench would mo-
tivate the development of new testing scenario gener-
ation and safe AD algorithms. In the platform, they
observed that MSF contributes to the robustness of
object detection in autonomous driving algorithms.

The adversarial patch stands out as a well-
known method of attack within the domain of phys-
ical adversarial challenges. Hingun et al. (2023)
introduced the realistic adversarial patch (REAP)
benchmark to facilitate the evaluation of such patch
attacks. Leveraging the Mapillary Vistas Dataset
(Ertler et al., 2020), REAP encompasses over 14 000
traffic signs, each meticulously modified with geo-
metric and lighting transformations to enable the re-
alistic application of digital patches. Insights gained
from this benchmark reveal that when realistic con-
straints are applied, the efficacy of patch attacks is
greatly diminished. Furthermore, it was found that
standard adversarial training methods serve as a ro-
bust defense mechanism, mitigating the threat posed
by the current patch attacks in practical settings.
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5.2 Defense strategies

In this subsection, we discuss the model defense
strategies in three categories: input image prepro-
cessing, adversarial example detection, and model
enhancement. The input image preprocessing strate-
gies include preprocessing the input image to elimi-
nate the adversarial features with different methods,
i.e., completing and smoothing. The defense meth-
ods do not require retraining of the model, so that
most of them could be incorporated into most exist-
ing autonomous driving perception systems. The ad-
versarial detection method means that ADSs could
detect the adversarial examples as abnormal. The
model enhancement method needs to retrain the
model, and it can recognize the adversarial examples
as correct output. A summary of the referred papers
on physical adversarial defenses is listed in Table 2.
The table shows that the existing physical adversar-
ial defenses are proposed mainly in model enhance-
ment. The reason is that a few certified defense
methods are designed against adversarial patches,
which are currently the main form of physical adver-
sarial attacks in ADSs.

1. Input image preprocessing

Hayes (2018) designed the digital watermarking
(DW) defense by using the magnitude of the saliency
maps to detect adversarial perturbations and remove
them. Liu et al. (2022) proposed segment and com-
plete (SAC) defense against the traffic sign adversar-
ial examples and other physical patch based attacks.
The key to SAC is to detect adversarial patches ro-
bustly. They trained a patch segmentor to segment
adversarial patches from the inputs and generated
a “completed patch mask,” which is guaranteed to
cover the entire adversarial patch. After masking
the entire adversarial patches, the object detector
could output the correct labels. They also presented
the APRICOT-Mask dataset, which augments the
APRICOT dataset with pixel-level annotations of
adversarial patches. Xu H et al. (2021) used a lane
verification model, which applies to any existing lane
detection models, to defend against adversarial at-
tacks in lane detection for ADSs. The details of
their framework are illustrated in Fig. 14.

Recent studies on adversarial weather attacks
(Marchisio et al., 2022; Schmalfuss et al., 2023)
have demonstrated the capability of generating ad-
versarial examples that mimic rain-like conditions.

Table 2 Physical adversarial defense methods mentioned in this paper

Sensor

Defense strategy

Defense
Camera

LiDAR

Model

enhancement

Adversarial example
detection

Input image
preprocessing

SAC (Liu et al., 2022)

Lagraa et al. (2019)’s

SVF (Sun et al., 2020)

CARLO (Sun et al., 2020)

Demasked smoothing (Yatsura et al., 2023)
T-GP (Han et al., 2021)
PatchCensor (Huang YH et al., 2023)
ECVIiT (Chen ZY et al., 2022)

DeRS (Levine and Feizi, 2020)

IBP to patch (Chiang et al., 2020)
BAGCERT (Metzen and Yatsura, 2021)
BlurNet (Raju and Lipasti, 2020)

Xu H et al. (2021)’s

DW (Hayes, 2018)

SentiNet (Chou et al., 2020)

DOA (Wu T et al., 2020a)
Ad-YOLO (Ji et al., 2021)

MAT (Metzen et al., 2021)

Hau et al. (2022)’s

Yu et al. (2022)’s

FPDA (Rossolini et al., 2023)

iGAT (Deng and Mu, 2023)

Jin et al. (2022)’s
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Fig. 14 The defense framework in Xu H et al. (2021).
The framework first stabilizes lanes in the typical lane
detection pipeline. Then, it uses a lane verification
model to detect potential fake lanes

The “fakeWeather” research underscores that con-
ventional rain-removal strategies are insufficient in
countering these adversarial attacks. In response,
Yu et al. (2022) conducted a comprehensive analy-
sis of the modules used in existing deraining meth-
ods. Through this analysis, they identified key mod-
ules that substantially enhance the robustness of de-
raining techniques. Building on these findings, they
developed a refined deraining model that incorpo-
rates these effective modules. The efficacy of this
new model was then rigorously evaluated against
contemporary adversarial examples simulating rainy
conditions.

2. Adversarial example detection

Lagraa et al. (2019) proposed a method for de-
tecting adversarial examples in a robotic operat-
ing system (ROS) embedded in a self-driving car.
Their method can attack various types of attacks.
However, they assumed that the ROS camera node
was under attack and that the attacker was in the
middle between the camera node and the process-
ing node. The abnormal adversarial examples they
found are still generated by digital attacks. Their
performances under real-world scenarios need more
investigation. Sun et al. (2020) observed that current
LiDAR-based perception models do not learn occlu-
sion information in the LiDAR point clouds. There-
fore, they proposed the CARLO (short for oCclusion-
Aware hieRarchy anomaLy detectiOn) method as a
model-agnostic plug-in to detect adversarial LIDAR
point clouds. CARLO consists of two primary com-
ponents: free space detection (FSD) and laser pene-
tration detection (LPD). FSD and LPD are designed

to exploit occlusion-related characteristics: the free
space inside a detected bounding box and the loca-
tions of points inside the frustum corresponding to
a detected bounding box. CARLO treats ignored
occlusion patterns as invariant physical features and
uses them to detect spoofed data.

Han et al. (2021) proposed a one-class classifica-
tion model based on the Transformer for anomaly de-
tection. The detection methodology, named Trans-
former with gradient penalty (T-GP), can success-
fully detect the localization attack, the lane detec-
tion attack, and the traffic sign attacks at the same
time. Although T-GP could detect MSF attacks in
an LG Silicon Valley Lab (LGSVL) simulator, the
adversarial examples that they generated are still
based on the pixel-to-pixel digital strategy. It is
a challenge to evaluate their performance against
stronger physical-based adversarial examples. Chou
et al. (2020) observed the threats from adversarial
patches and designed SentiNet to detect those con-
tiguous portions. SentiNet uses gradient-weighted
class activation mapping (Grad-CAM) to obtain the
mask. The runtime of SentiNet is about 2.5 s, which
may be acceptable for other tasks. However, the la-
tency of SentiNet needs to be sped up to satisfy the
autonomous driving perception tasks.

Ji et al. (2021) built a plug-in defense compo-
nent on top of the YOLOv2 detection system, named
Ad-YOLO, which helps human detectors against
patch attacks. Ad-YOLO adds a patch class to the
YOLO architecture, allowing it to detect both ob-
jects of interest and adversarial patches. The main
idea is to enhance the resilience of the YOLOv2
model against patch attacks by recognizing adver-
sarial patches as a new category and restoring the
original object information. The whole structure is
illustrated in Fig. 15.

Hau et al. (2022) observed that object-hiding
attacks still induce shadow artifacts in the 3D point
clouds. Therefore, they used LiDAR sensors to en-
hance the adversarial robustness of cameras. By us-
ing 3D shadows as a physical invariant, the proposed
methodology can detect objects that are hidden by
adversaries in the scene. Jin et al. (2022) found out
that the motion of each surrounding object is affected
by its neighbors and the overall traffic scenario in-
formation. This means that the behavior of each
object is influenced by the presence and movements
of other nearby objects, as well as the larger context
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category to the last layer of the object detector

of the traffic scenario. Inspired by this observation,
they designed a graph neural network (GNN) based
relation learning network to detect abnormal percep-
tion information in self-driving scenarios. The GNN
helps build relationships and aggregate multimodal
information to improve the robustness and safety of
self-driving systems.

Rossolini et al. (2023) developed the fast patch
detection algorithm (FPDA) to identify seman-
tic segmentation predictions affected by adversarial
patches. This algorithm specifically targets the iden-
tification of overactivated internal features, which
are characteristic markers of adversarial attacks. Us-
ing a methodology that integrates feature compres-
sion, normalization, and threshold-based filtering,
the FPDA was engineered to facilitate the real-time
detection of adversarial patches. To substantiate
the efficacy and real-time applicability of the FPDA,
they conducted comprehensive experimental evalua-
tions. These evaluations not only confirm the effec-
tiveness of the FPDA but also include a detailed com-
parative analysis with the foundational hyperneu-
ron method. Furthermore, the research explores the
FPDA’s performance in scenarios involving defense-
aware attacks, thereby providing a holistic assess-
ment of its practical utility in adversarial contexts.

3. Model enhancement

Wu T et al. (2020a) first proposed a defense
method named defense against occlusion attack
(DOA) to defend image classifiers against physi-
cal adversarial traffic signs. DOA uses adversarial
strategies to stick adversarial patches on benign ex-
amples and uses adversarial training to enhance the

One common method is to add one ‘“adversarial example”

robustness of the image classification model. Sun
et al. (2020) designed sequential view fusion (SVF)
as a robust LiDAR-based perception architecture
for ADSs. It addresses the vulnerability of cur-
rent LiDAR-based perception systems by sequen-
tially fusing the front view (FV) and 3D represen-
tations of LIDAR point clouds during the end-to-end
learning process. By ensuring that the features from
the FV are adequately used, SVF reduces the mean
success rate of attacks significantly.

Metzen et al. (2021) designed meta-adversarial
training (MAT) to enhance the adversarial robust-
ness of autonomous driving perception systems. This
method randomly assigns a target class and a fixed
step size to each meta-patch in the set of meta-
patches. The random assignment of targets and step
sizes promotes diversity among the meta-patches, en-
suring a wide range of patch patterns and preventing
overfitting to a single meta-patch. The illustration
is shown in Fig. 16. Choi and Tian (2022) pro-
posed a new objectness-aware adversarial training
approach for YOLO detectors to address the vul-
nerability under autonomous driving scenarios. The
proposed defense approach showcases improved ro-
bustness against objectness-oriented attacks.

After Cao et al. (2023) proposed a physical re-
moval attack (PRA) method to attack LIDAR sen-
sors, they extended the methodology of Hau et al.
(2022) to include PRA detection, named fake shadow
detection (FSD). The FSD methodology first con-
sists of identifying the point cloud’s shadow regions
in the region of interest (ROI) to find potential ob-
ject removal attacks (ORAs). They also proposed
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Fig. 16 Illustration of patch attack against the un-
defended model (left) and the defended model with
meta-adversarial training (right) (Metzen et al., 2021)

azimuth-based detection to inspect the horizontal
angular view of the LiDAR (azimuth).

The ensemble-based defense strategy (Croce
and Hein, 2020) involves training multiple base clas-
sifiers to work together in defending against adver-
sarial attacks. This cooperative approach aims to
improve the statistical stability and cooperation be-
tween the base models, ultimately enhancing the ro-
bustness of the ensemble against adversarial attacks.
The interactive global adversarial training (IGAT)
(Deng and Mu, 2023) method includes a probabilis-
tic distribution rule for selectively allocating global
adversarial examples to train base classifiers and a
regularization penalty for addressing vulnerabilities
While the iGAT strat-

egy uses an ensemble-based approach to improve ad-

across all base classifiers.

versarial robustness, its increased time consumption
compared to other model enhancement methods ren-
ders it less effective for large-scale autonomous per-
ception models.

The physical adversarial attacks usually gener-
ate patch-based perturbations and paste them on
traffic elements. The problem has attracted signifi-
cant interest in the research community since vision
Transformers (ViTs) (Dosovitskiy et al., 2020) have
been used to solve the perception problem in ADSs.
Recently, a few researchers have proposed certified
defense methods against patch-based attacks, and
they claimed that their method can inspire the de-
fense in ADSs (Raju and Lipasti, 2020; Metzen and
Yatsura, 2021).

Chiang et al. (2020) extended interval bound
propagation (IBP) defense (Gowal et al., 2019)
against patch attacks. Gu et al. (2022) pointed
out that ViT is significantly more vulnerable against
physical domain adversarial patches. Huang YH
et al. (2023) proposed PatchCensor to certify the
patch robustness of ViT by applying exhaustive test-

ing. Chen ZY et al. (2022) proposed an efficient cer-
tifiable ViT (ECViT) to capture more discriminable
local context of an image while preserving the global
semantic information, which leads to better robust-
ness. They proved by experiments that PatchCen-
sor and ECViT could defend against physical ad-
versarial patches. Levine and Feizi (2020) designed
(de)randomized smoothing to de-randomized patch
adversarial attacks and guaranteed that no patch ad-
versarial examples exist for the classification model.
In this way, the number of smoothed images affected
by the adversarial patch can be calculated. This
quantitative framework is beneficial for the improve-
Yatsura et al. (2023)
proposed demasked smoothing against adversarial

ment of model robustness.

patches on the semantic segmentation module.

6 Future discussion

We present some of the directions for future
consideration. These future directions discuss the
physical adversarial vulnerability of ADSs consider-
ing experimental settings, adversarial attacks, and

adversarial defenses. The details are shown below:

1. The adversarial vulnerability in ADSs lacks
united platforms and comprehensive benchmarks.
Currently, ADS evaluations vary widely, using di-
verse models, datasets, and scenarios. This variation
prevents standardized comparisons across studies,
undermining efforts to assess and improve ADS se-
curity holistically. The lack of integrated evaluation
frameworks hampers the understanding and mitiga-
tion of adversarial threats effectively. Establishing
unified benchmarks and platforms is critical for reli-
able comparisons and enhancements in ADS safety.
Future research must prioritize these integrated
systems to safeguard autonomous vehicles against
evolving adversarial challenges, ensuring their relia-
bility and security in complex environments.

2. The adversarial transferability of physical ad-
versarial attacks under ADS requires more investi-
gation. Research has shown that the effectiveness of
physical adversarial attacks often diminishes when
applied across different models, especially if the sur-
rogate model used in the attack’s design significantly
differs from the target model. This limitation sug-
gests that current methods for creating adversarial
examples are too specific to certain model architec-
tures, reducing their effectiveness universally. Future
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studies should focus on improving the transferabil-
ity of physical adversarial attacks across models by
developing methods that exploit common vulnera-
bilities rather than relying on model-specific weak-
nesses. Enhancing this aspect of adversarial robust-
ness is crucial for securing ADSs against a wider
array of threats and ensuring their safe operation
across various environments.

3. The deployment and evaluation of query-
based attacks in real-world scenarios present signifi-
cant practical challenges. These attacks, effective in
controlled simulations and digital environments, face
obstacles under real-world conditions due to environ-
mental unpredictability, including varying lighting,
Additionally,
implementing these attacks discreetly while navigat-

weather, and physical obstructions.

ing physical access limitations complicates their inte-
gration. This discrepancy highlights the difficulty in
optimizing adversarial perturbations outside of sim-
ulations, pointing to a gap between theoretical effec-
tiveness and real-world applicability. It underscores
the urgency in developing strategies that consider the
complexity of real-world scenarios, aiming to bolster
the robustness and reliability of ADS against sophis-
ticated adversarial techniques.

4. The cost and technical difficulty of evaluating
ADS perception tasks in the real world are high, ex-
cept for traffic sign recognition and person detection
tasks. The unpredictability and diversity of real-
world scenarios demand comprehensive datasets for
accurate testing, while the integration of advanced
sensor technologies like LIDAR, radar, and cameras
requires complex testing setups. Additionally, safety
and logistical issues of real-world testing increase
complexity and expense. There is a crucial need
for research on simple, cost-effective attack strate-
gies that can be realistically implemented and as-
sessed. Developing such strategies could lower bar-
riers, offer realistic robustness evaluations, and en-
hance the safety and security of ADS technologies.

5. The stealthiness of physical adversarial ex-
amples in ADS needs to be enhanced. Current at-
tempts to make these attacks unnoticeable often fail,
drawing unwanted human attention and compromis-
ing their undetectability. The challenge lies in mak-
ing adversarial examples blend seamlessly into the
driving environment without alerting drivers. Fu-
ture research needs to focus on advanced methods
that evade detection by both ADS sensors and hu-

man observers. This involves careful manipulation of
characteristics such as color, shape, size, and place-
ment to reduce visibility. Using machine learning
and image processing to predict and counter hu-
man responses to these changes is vital. Enhancing
stealthiness will bolster ADS security, maintaining
trust and safety in these technologies.

6. ADSs lack effective and common defense
strategies, with most defenses tested in simulations
rather than real-world settings. This oversight is
critical, considering the variety of perception mod-
ules in ADSs, each vulnerable to different adversarial
attacks. Future research should aim to understand
how adversarial examples affect various ADS sen-
sors and develop comprehensive defense strategies
that ensure protection across all sensors and scenar-
ios. This necessitates a detailed evaluation of cur-
rent defenses to pinpoint their strengths and weak-
nesses, followed by innovation to improve their real-
world applicability. Establishing common defense
mechanisms will enhance ADS resilience, ensuring
their safety and reliability against evolving adversar-
ial threats in diverse conditions.

7. The adversarial vulnerabilities of radar sen-
sors are notably under-explored. Radars are crucial
in ADSs for providing essential data on distance and
radial velocity, crucial for vehicle orientation predic-
tions. High-resolution radars can even discern pedes-
trian gestures and directions by analyzing body part
velocities. These detailed data are vital for the safety
and efficiency of ADSs. Despite their importance,
the susceptibility of radar sensors to adversarial at-
tacks remains largely unexplored. Future research
needs to prioritize understanding these vulnerabili-
ties to develop stronger defense mechanisms, ensur-
ing ADSs’ reliability and safety in various conditions.

8. Future research needs to investigate plugin-
and-play strategies to help ADS defend against phys-
ical adversarial examples. Traditional digital de-
fenses require significant computational resources,
a demand that grows with model complexity and
dataset size, becoming unsustainable. Plugin-and-
play approaches promise effective, resource-efficient
defenses that easily integrate with existing ADS
frameworks, facilitating rapid adaptation to new
threats. These strategies must be lightweight and be
easily updated, focusing on ease of use, scalability,
and low computational demands. Advancing plugin-
and-play defenses is vital for ADS security, enabling
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robust protection against evolving adversarial tac-
tics without excessive resource use, thus ensuring
the safety and integrity of autonomous vehicles in
dynamic adversarial landscapes.

7 Conclusions

In this survey, we present a comprehensive anal-
ysis of the physical adversarial attacks and defenses
in the ADS area. We categorize the physical adver-
sarial attacks considering attack scenarios, sensors,
and tasks. Subsequently, we divide the physical ad-
versarial defenses in terms of input image prepro-
cessing, adversarial example detection, and model
enhancement. We discuss the current limits and fu-
ture directions about the adversarial vulnerability
in ADSs.
tion to the autonomous driving community for future

We hope this survey can bring inspira-
directions.
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