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Abstract: Reversible data hiding in encrypted images (RDHEI) is essential for safeguarding sensitive information within the
encrypted domain. In this study, we propose an intelligent pixel predictor based on a residual group block and a spatial attention
module, showing superior pixel prediction performance compared to existing predictors. Additionally, we introduce an adaptive
joint coding method that leverages bit-plane characteristics and intra-block pixel correlations to maximize embedding space,
outperforming single coding approaches. The image owner employs the presented intelligent predictor to forecast the original
image, followed by encryption through additive secret sharing before conveying the encrypted image to data hiders. Subsequently,
data hiders encrypt secret data and embed them within the encrypted image before transmitting the image to the receiver. The
receiver can extract secret data and recover the original image losslessly, with the processes of data extraction and image recovery
being separable. Our innovative approach combines an intelligent predictor with additive secret sharing, achieving reversible
data embedding and extraction while ensuring security and lossless recovery. Experimental results demonstrate that the predictor
performs well and has a substantial embedding capacity. For the Lena image, the number of prediction errors within the range of
[-5, 5] is as high as 242 500 and our predictor achieves an embedding capacity of 4.39 bpp.

Key words: Reversible data hiding in encrypted images (RDHEI); Additive secret sharing; Adaptive joint coding; Intelligent
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1 Introduction the concepts of reversible data hiding and encryption

to protect sensitive information within digital images

Reversible data hiding in encrypted images
(RDHE]) is a technique used in the field of informa-
tion security and image processing. RDHEI combines

while maintaining the confidentiality and integrity of
the data.

RDHEI techniques can be categorized into three
main types, which are related to the order of data
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categories are: vacating room after encryption (VRAE)
(Qin et al., 2021; Hua et al., 2022), vacating room by
encryption (VRBE) (Chen et al., 2022), and reserv-
ing room before encryption (RRBE) (Wu et al., 2020;
Yin et al., 2020, 2022; Yu et al., 2022). Yin et al.
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(2020) used predicted pixel values to generate label-
ing tags for reserving embedding space before encryp-
tion. The predicted pixel values were obtained using
the median edge detector (MED) (Weinberger et al.,
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2000). A random matrix was then generated and bit-
wise XOR operations were applied to the pixel values
for image encryption. Wu et al. (2020) employed
MED (Thodi and Rodriguez, 2007) to estimate pre-
diction errors and employed parametric binary tree
labeling to preserve spatial correlations within the
entire original image for reserving space for hidden
data. Image encryption was performed by bitwise XOR
operations with random matrices and pixel values.
Yu et al. (2022) used MED (Weinberger et al., 2000)
to implement a hierarchical prediction error magni-
tude division strategy, generating hierarchical bit-plane
labels to reserve embedding space. Stream cipher
encryption was then applied. Yin et al. (2022) em-
ployed prediction error manipulation, bit-plane re-
arrangement, and compression using the original image’s
prediction errors to reserve embedding space. Image
encryption was performed through bitwise XOR oper-
ations with a pseudo-random matrix. Reserving embed-
ding space through pixel prediction and compression
methods can have superior embedding capabilities.

Qi et al. (2023) pioneered a method to enhance
RDHEI embedding capacity using adaptive quadtree
partitioning and most significant bit (MSB) predic-
tion. Their approach tailored partitioning to image
smoothness, encrypting and scrambling blocks to
resist analysis. Notably, they used the upper—left pixel
in each block for prediction, maximizing embedding
space. Integrating quadtree partitioning into RDHEI
distinguishes their method. However, neural network
integration was expected to further enhance the per-
formance (Wang YM et al., 2023), promising significant
advancements in image embedding technology.

Note that these methods currently rely on pseudo-
random matrix based encryption, which does not offer
the same level of security as RDHEI schemes based
on secret sharing (Qin et al., 2021; Chen et al., 2022;
Hua et al., 2022) and homomorphic encryption (Xiang
and Luo, 2018), but homomorphic encryption tends to
come with high computational costs.

Additive secret sharing robustly distributes confi-
dential information among shares, enhancing encrypted
image security. It deters collusion attacks by requir-
ing collaborative effort for reconstruction, ensuring
lossless recovery. This aligns with our study’s reversible
data hiding objective. Additionally, it strengthens resis-
tance against statistical attacks, as the sharing process

complexity hampers attackers’ attempts to extract mean-
ingful information. Overall, additive secret sharing bol-
sters the security robustness of our RDHEI scheme.

Yan et al. (2023) introduced a novel public key
based bidirectional shadow image authentication method
via image secret sharing, eliminating pixel expansion.
Tailored for a (k, n) threshold, it achieved bidirectional
authentication without loss or auxiliary information.
Acknowledging risks of pixel modifications, Hua et al.
(2023) proposed a secure (r, n)-threshold preprocessing-
free matrix secret sharing technique for image secret
sharing, enabling direct sharing of m-bit data via matrix
multiplication without preprocessing. Similarly, Yu et al.
(2023) proposed Chinese remainder theorem based
secret sharing (CRTSS) with hybrid coding for high
embedding capacity, stressing the importance of record-
ing randomness for complete reversibility.

To bolster security without significant computa-
tional cost, we propose to combine additive secret shar-
ing encryption with pixel prediction and compression
techniques. Our method integrates an intelligent pre-
dictor based on a ResNet architecture, enhancing em-
bedding capacity by improving the accuracy. Leverag-
ing neural network capabilities allows for precise pixel
correlation anticipation, reducing prediction errors and
optimizing embedding space utilization. Additionally,
three-dimensional (3D) chaotic mapping and multi-
layer randomness strengthen additive secret sharing,
enhancing security and resilience against advanced
attacks. Our adaptive joint encoding improves embed-
ding rates and mitigates risks associated with pixel
modifications at specified coordinates.

2 The proposed method

2.1 Intelligent predictor

To predict pixel values, we construct an intelligent
predictor based on a residual group block and a spatial
attention module (SAM) (Woo et al., 2018). The resid-
ual group block is selected because its skip connec-
tion structure can better solve the problems of gradi-
ent disappearance and gradient explosion, so that the
network can learn the feature representation of the
image at a deeper level and through the stacking of multi-
layer residual blocks, gradually increasing and finally
decreasing the number of channels in the network, to
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increase the receptive field of the network and to im-
prove the ability to extract features of different scales.
This multi-scale feature fusion helps understand the
semantic information of the image more comprehen-
sively. The formula for the proposed intelligent pre-
dictor is shown in Eq. (1):

P=F(C,,v), (1)

where P, represents the pixel value’s prediction result ob-
tained after training the network model F, C, is the input
data with a size of 512x512 obtained through prepro-
cessing, and y is a set of network learning parameters
including the learning rate and the number of iterations.

The architecture of the proposed intelligent pre-
dictor is depicted in Fig. 1. The predictor consists of 53
convolutional layers and four modules: input module,
feature extraction module, prediction module, and
output module.

Feature extraction Prediction

Output

Residual
group block
Residual
group block
Residual
group block

=%
T8
235
23
4]
o

Fig. 1 Architecture of the proposed predictor (SARB: spatial
attention residual block)

The input image size of the network is 512x512.
The feature extraction module deployed after the input
layer consists of 14 convolutional layers. The first
convolutional layer is a shallow 1x4 layer (1-channel
input, 4-channel output) with a stride of 1 and a pad-
ding of 1, used to capture basic features of the input
image. The extracted features then pass through a 4x4
spatial attention residual block (SARB) after applying
the LeakyReLU activation function. We combine the
residual block with the SAM (Woo et al., 2018) to
form the SARB with residual connections, as illustrated
in Fig. 2. The SARBs can adaptively learn the spatial
and channel relationships of the image, enabling the
network to pay more attention to important regions and
features in the image and improving the model ability
to capture image details and key information. Each
attention residual block consists of a residual block
containing two convolutional layers and a channel
attention mechanism module. The channel attention
mechanism module is used to weight features based
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on the importance of the channel. This module per-
forms global maximum pooling and global average
pooling to obtain channel attention features and mul-
tiplies them with input features to obtain the final
generated features.
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Fig.2 Architecture of SARB (SARB: spatial attention residual
block; SAM: spatial attention module)

Subsequently, the connected 4x8 residual group
block further processes the features by stacking mul-
tiple residual blocks to capture higher-level image
information. By stacking multiple residual blocks,
the number of channels in the network is reduced, and
then increased, and gradually reduced again, thereby
increasing the receptive field of the network and improv-
ing the ability to extract features at different scales.
This multi-scale feature fusion contributes to a more
comprehensive understanding of the semantic infor-
mation of images. Finally, the connected 8x8§ atten-
tion residual block reintroduces the spatial attention
mechanism to weight the features, further enhancing
the focus on important information.

The prediction module is connected after the fea-
ture extraction module to process the features obtained
from the feature extraction module for pixel predic-
tion. The prediction module consists of seven residual
group blocks. Each residual group block is composed
of a residual block containing three convolutional layers
and a residual block containing two convolutional
layers connected, as shown in Fig. 3 (the parameters
of the prediction module are provided in the supple-
mentary materials).

Our predictor surpasses conventional counterparts,
enhancing the embedding capacity. Integrating a neural
network pixel prediction model refines precision and
accuracy. Leveraging neural networks anticipates pixel
correlations, reducing errors and optimizing embed-
ding space. This refinement elevates algorithm efficacy
and adaptability across diverse images, enhancing prac-
ticality and versatility.
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Fig. 3 Architecture of the residual group blocks
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in the supplementary materials). 126 | 0 1 1 1 1 1 1 0
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2.2.1 Bit-plane comparison based coding
Sp;, SP,, SP; and spp,, spp,, Spp, are decomposed
into bit-planes using Eq. (2):

b (i) )= V . (2’/ ) Jmod 2, )

where b* (i, j) denotes the k™ bit-plane, p,(i, j) repre-
sents the n™ pixel in the block at (i, j), and ke{7, 6, 5,
4,3,2,1,0}. k=0 represents the least significant bit-
plane. The highest differing bit within each block is
calculated using Eq. (3). The function dif( , ) compares
two elements and returns k+1 if they are different;
otherwise, it returns 0.
maxd=max (dif (b*

spp,°

dif (b*

spp;?

bt ), dif (bt

k
spp,° bscpz )’
k
by,))-

3)

Maxd is represented using a three-bit binary value,
and the least significant bit-planes (LSBs) of sp,, sp,,
sp, and the error bit-planes “elsb” are extracted. The
three-bit binary representation of maxd and the maxd

k=null, dif(b&,, b&,)=0
elsb: 00
maxd=max(dif(bk;,, b%,,), dif(bksp,, bL,,), dif(bk,,, bL:.))
maxd=max(2, 2, 0)=2, 2=(010),

Ispp;
R 72
01001000
Ispp, Ispps
0 0
00000000 { 00000000

Fig. 4 Bit-plane comparison coding example

LSBs of'sp,, sp,, sp;, are sequentially replaced by sp,, sp,,
sp,. Fig. 4 illustrates this process with an example. Let
SPy» SP,s SP; be 125, 124, 126, and spp;,, spp.,, spp; be 127,
127, 126, respectively. maxd=max(2,2,0)=2, and
then maxd is converted to its three-bit binary represen-
tation as “010,” which serves as the first three bits
of the label. LSBs of the original pixel values sp,, sp,,
sp, are recorded as “elsb,” resulting in 01, 00, 00, re-
spectively. The label and elsb are stored, while the
remaining bit-planes are set to 0. Thus, the compressed
pixel values using bit-plane comparison based coding
are Ispp, 72, Ispp, 0, and Ispp;, 0.
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2.2.2 Prediction error based encoding

In contrast to the encoding based on bit-plane
comparison, prediction error based encoding represents
prediction errors using four-bit binary codes. Instead of
using the same encoding for each block, the encoding
is performed individually for each pixel value. First,
the cover image and the original image are compared
on a block basis, and the prediction error value e, is
computed using Eq. (4) with ¢=1, 2, 3:

e,=Spp,~sp,- 4)

Next, when the prediction error is <7, the predic-
tion error is represented using a four-bit code, where
the first bit represents the sign of the error (0 for posi-
tive, 1 for negative) and the remaining three bits rep-
resent the binary representation of the value ‘e(ﬂ ‘ T is

a threshold value that determines the encoding method,
which is explained in the supplementary materials.
The obtained four-bit codes are then replaced in the
high-order four-bit-planes of sp,, sp,, sp;.

Fig. 5 illustrates an example using numerical
values, where sp,, sp,, sp, are taken as 126, 129, 128,
and spp,, spp,, spp; are taken as 127, 127, 127, re-
spectively. e,=127-126=1, e,=127-129=-2, e,=127~-

128=-1. These values ‘eq, are converted into a three-

bit binary representation, resulting in 001, 010, and
001. When combined with the sign codes, we obtain
0001, 1010, and 1001. The four LSBs of each pixel
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are then set to 0, creating space. The compressed pixel
values based on the prediction error encoding are thus
obtained as pspp, 16, pspp, 160, pspp, 144.

3 RDHEI

In this section, we detail our RDHEI scheme,
which is based on an intelligent predictor and addi-
tive secret sharing and is structured around three execut-
ing parties, image owner, data hider, and receiver, as
illustrated in Fig. 6. We preprocess images using a

Sp+ Spp:
R 126 R 127
01111110 1111111
Sp; Sps Spp. Spps
129 128 127 127
10000001 10000000 01111111 01111111
SPy 126 129 128
SppP, 127 127 127
€,=SPP,SP, 1 -2 -1
Codeword 0001 1010 1001
Pspp+
R 16
00010000
pspp: PsSpps
160 144
10100000 10010000

Fig. 5 An example of prediction error based encoding
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Fig. 6 An overview of the proposed reversible data hiding in encrypted images (ASS: additive secret sharing)
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division method (Section 3.1) to enhance the predictor
accuracy. Our intelligent predictor (Section 2.1) fore-
casts pixel values. Additive secret sharing encryption
(Section 3.1) secures images using 3D chaotic mapping
for enhanced security against collusion and statistical
attacks. Adaptive joint coding (Section 2.2) compresses
images to boost the embedding capacity. Encrypted
images are distributed to data hiding parties for secret
information embedding via bit replacement. At the
receiver end, lossless image recovery and data extrac-
tion take place separately. Table S1 in the supplemen-
tary materials displays the symbol representation.

3.1 Image owner
3.1.1 Image preprocessing

The original image C with a size of HxW is divided
into four sets, namely, the cross set C,, circle set C,,
triangle set C,, and square set C,, as illustrated in Fig. 7.

plolalo] [o]RToTs] [ofofo]o] [o]ofo]o

ofofofof| [ofofofo| [A]o|p]o] [o]R]o]A

X X o [¢]

pol0lp. o] [o]5s]0]5] [ofofofo] [o]o]o]o
A A [m] m)

ofofofo]| [ofofolo]| [Z.]olf0] [o]pl 0|5

(a) (b) (©) (d)

Fig. 7 Sample set graph obtained from preprocessing: (a)
cross set C;; (b) circle set C,; (c) triangle set C;; (d) square set C,

3.1.2 Constructing input data

As illustrated in Fig. 8, we form input images
by combining the cross set C,, circle set C,, triangle set
C,, and square set C, in groups of three. We merge
sets C,, C,, and C, to obtain the input image in_
square. Similarly, we merge sets C,, C,, and C, to
obtain the input image in_triangle, merge sets C,, C;,
and C, to obtain the input image in_circle, and merge
sets C,, C;, and C, to obtain the input image in_cross.

slolmlollo]S]olSl[ololo]o][o]o]o]o
ofofo|o|[o]ofolo]|[A]o]a]ollo]|B]0o]|%
AloladollolRlolSlloloflofol{o]oflo]0
olofofo|[olo]olo][A]o]a. o]0k o]m
in_square in_triangle in_circle in_cross

Fig. 8 Schematic of constructing input data
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3.1.3 Predicted values

To predict the pixel values, the constructed input
data are fed into the intelligent predictor individually.
The resulting predictions are then merged to obtain
the predicted image. Specifically, the input images,
namely in_square, in_triangle, in_circle, and in_cross,
are used as the inputs to the intelligent predictor. The
corresponding outputs, namely out_square, out_triangle,
out_ circle, and out cross, represent the predicted
pixel values for the sets of C,, C;, C,, and C,, respec-
tively. Merging the outputs, out_square, out_triangle,
out_circle, and out_cross produces the predicted image
pre_C for the original image C.

3.1.4 Generation of the cover images

To generate the cover images, we replace the orig-
inal pixel values of the intersection sets C,—C, from
the original image C with their corresponding posi-
tions in the predicted image pre C. This process is
illustrated in Fig. 9, where the preserved sets are high-
lighted in black. Consequently, we obtain cover images,
namely C,.,, C Criangier and C which repre-
sent the true values of the preserved sets C,, C,, C;,

circle? square?

and C,, respectively.

Fig. 9 Illustration of the cover image construction: (a) cover
image C_ ; (b) cover image C,,.; (c) cover image C,
(d) cover image C,

square

riangle®

3.1.5 Generation of the chaotic sequences and block
shuffling

Three random initial values 4,, B,, and C, are
selected as keys, and the 3D chaotic image encryption
method (Khade and Narnaware, 2012) is employed to
generate three chaotic sequences 4,, By, and C,. Here,
Ay By, C, € (0, 1).

The original image C and the cover images are
divided into non-overlapping blocks of size 2x2. Block
shuffling is performed using the chaotic sequence 4,
to obtain C', C! ' ' and C'

cross® ~ circled ™ triangle? square*
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3.1.6 Additive secret sharing encryption
C!

’
circle? Ctriang]e ]

and C' are de-

square

composed into bit-planes using Eq. (2). Then, the

First, C', C!

Cross?

decomposed bit-planes are randomly combined using
Egs. (5)—(9) to form bit-plane combination cb,:

bl (i,j)= 3 bt (i.j)x 2", )
i=o

W2 ()= S BEGLIX, ©)
k=a+l

b} (if)= S B0 )x2", )
k=gq+1

b ()= S B (ij)x2, ®)
k=t+1

q
> bi(ij)x2t

k=a+1

P (i )= D bE(i,j)x 2"+
k=0t : (9)
O BE(E )25 D b, j)x 2k,

k=gq+l1 k=t+1

where cb! (i, j)—cb! (i, ) represent the combination of
the first to fourth bit-planes of the n™ pixel in the block
at (i, j), and a, ¢, t {0, 1, 2, 3, 4, 5, 6, 7}. The ran-
domness of the combination is achieved using chaotic
sequences generated by the 3D chaotic mapping with
A,. Subsequently, using Eq. (10), the random combina-
tions cb, are split into maxm addends add, where add
is a positive integer. The randomness of the split is
achieved using chaotic sequences generated by the 3D
chaotic mapping with B,

maxm

cb, = > add),.

m=1

(10)

Finally, Eq. (11) is used to randomly select the
addends for merging to obtain the share C_share, of
C'and the shares cross_share,, circle share,, triangle
C, C.

triangle> ™ square?

share,, and square share, of ', C"

cross>  circle?

respectively:

share, (i,j)=add (i,j)+add? (i,/)

+add? (i,j)+add? (i,/), (1)
where n=1, 2, 3, ---. Note that the same additive com-
ponent does not appear in the same combined bit-
plane cb’ across different shares. The shared encrypted
cover image generated from the original image is
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denoted as C share,, while the shared encrypted cover
images generated from the predicted images C' .,
Clirier Clriangis and C{,.. are denoted as cross_share,,
circle share,, triangle share,, and square share,, re-
spectively. The randomness of the selection is achieved
using chaotic sequences generated by the 3D chaotic
mapping with C,.

We employ additive secret sharing for encryp-
tion, leveraging its robust distribution of confidential
data across shares to reduce unauthorized access risks
and enhance the overall security. This is crucial, espe-
cially in scenarios of betrayal or collusion attacks,
because one, two, or three parties alone cannot access
the information, and only four parties working together
can reconstruct the information, which helps improve
the security. Additive secret sharing ensures lossless
image recovery during decryption, aligning seamlessly
with our reversible data hiding goal. Additionally, it
strengthens resistance to statistical attacks by introduc-
ing complexity, making it challenging for attackers to
deduce meaningful information. The scheme security
is further fortified by introducing randomness through
3D chaotic mapping, making it resilient against cryp-
tographic attacks and resistant to reverse engineering
based on knowledge of the randomness.

3.1.7 Vacating room using adaptive joint coding

C share, of the original image and cross_share,,
circle share,, triangle share,, and square share, of the
cover images are divided into 2X2 non-overlapping
blocks. The pixels in the C share, blocks are denoted
as R, sp,, sp,, and sp, in raster scan order. The pixels
in cross_share,, circle share,, triangle share,, and
square_share, blocks are denoted as R, spp,, spp,, and
spp; in raster scan order. The shared encrypted cover
images cross_share,, circle share,, triangle share,, and
square_share, are compared with the corresponding
encrypted original image C share, on a block-by-block
basis. The maximum prediction error within each
block, denoted as maxe, is calculated using Eq. (12):

spP;—sp; |).
(12)

maxe=max(‘spp]—sp1 >| SPPL—SP, |»

If the current block satisfies maxe<z&&(3+3x
maxd)>7, encoding based on prediction error is em-
ployed. Otherwise, if the current block satisfies (maxe<



Zhou et al. / Front Inform Technol Electron Eng 2024 25(9):1250-1265

& &(3+3xmaxd)<T7)||(maxd<t&&maxe> 7), encoding
based on bit-plane comparison is used (7=12, =7).

Our proposed adaptive joint encoding demon-
strates an enhanced ability to adapt to diverse images,
resulting in improved embedding rates and mitigating
the risk associated with modifying pixels at specified
coordinates. This feature underscores the flexibility and
effectiveness of our approach in accommodating a wide
range of image characteristics while maintaining robust-
ness against potential challenges.

3.1.8 Generation of the position maps

If none of the above conditions are met, the block
is considered non-embeddable. We generate a position
non-embedable location map (NLP) of size HxW/4
for the non-embeddable blocks. The corresponding po-
sitions in the map are marked as 0. The embeddable
blocks are marked as 1. Additionally, we generate a
position compression location map (CLP) to indicate
the compression method used for each block. If the
current block is compressed using prediction error
based encoding, it is marked as 1. If the current block
is compressed using bit-plane comparison based encod-
ing, it is marked as 0. Other cases are not recorded.
We use arithmetic coding to compress NLM and CLM
into cNLM and cCLM, respectively. The lengths of
cNLM and cCLM are denoted as length ¢cNLM and
length cCLM in log,(M % N/4) bits, respectively.

3.1.9 Pixel block rearrangement

All compressible blocks, compressed using pre-
diction error based encoding, are rearranged at the
beginning of the image. The compressed blocks ob-
tained using bit-plane comparison based encoding
are placed next in the arrangement. Non-embeddable
blocks are placed at the end. Fig. 10 illustrates this

Fig. 10 Block rearrangement schematic
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arrangement, where compressed embeddable blocks
obtained using prediction error based encoding are
marked in gray, those obtained using bit-plane com-
parison based encoding are marked in white, and non-
embeddable blocks are marked in black.

3.1.10 Auxiliary information embedding

The first pixel of each modified cover image after
block permutation is used to record the image number.
The top two bits represent the reserved set, where
“00” represents cross_share,, “01” represents circle
share,, “10” represents triangle share,, and “11” rep-
resents square share,. The remaining six bits indicate
that the cover image is the n™ share. If more shares
need to be generated, additional pixels can be used to
record the encoding. The values of the first pixel,
length ¢cNLM, cNLM, length cCLM, cCLM, and the
coordinates of the last embeddable block are repre-
sented using 32 bits and are embedded into an avail-
able space. The resulting encrypted cover images cross_
', triangle share!, and square

n

share!, are obtained. Finally, the shares are distributed.

’
n>

share!, circle share

3.1.11 Implementation of the image owner algorithm

Step 1: Image preprocessing is implemented as
in Section 3.1.1, and the original image C is divided
into sets: cross set C,, circle set C,, triangle set C,, and
square set C, (Fig. 7).

Step 2: Constructing input data involves a com-
bination of sets: in_square, in_triangle, in_circle, and
in_cross (Fig. 8) in Section 3.1.2.

Step 3: Pixel value prediction involves individual
predictions for sets C,—C, with reference to Section 3.1.3.

Step 4: The generation of cover images is accom-
plished in Section 3.1.4. To generate the cover images,
we replace the original pixel values of the intersec-
tion sets C,—C, from the original image C with their
corresponding positions in the predicted image pre C
(Fig. 9).

Step 5: Generating chaotic sequences involves
initially selecting three random initial values 4, B,,
and C, as keys and generating three chaotic sequences
4,, By, and C, in Section 3.1.5.

Step 6: The original image C and the cover images
are divided into non-overlapping blocks of size 2x2.
Block shuffling is performed using the chaotic se-
quence 4, to obtain C', C! ., Cl. .., C and C/

r
Cross? circle? triangle > square*
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Step 7: Additive secret sharing is used to encrypt
the shuffled image C'and the cover images C/ .., C!. ..
C and C e
Initially, the shuffled image C'and the cover images
Cl. Cli, C and C,,,. are decomposed into

bit-planes using Eq. (2). Next, the decomposed bit-
planes are randomly combined using Egs. (5)—(9)

thus obtaining encrypted images.

!
triangle

’
triangle »

to create bit-plane combinations cb,. Subsequently,
Eq. (10) is employed to split the random combinations
cb, into n addends add. Finally, Eq. (11) is used to ran-
domly select addends for merging to obtain the shares
C share, of the shuffled image C'and the shares cross_
share,, circle share, triangle share,, and square share,
Cliangter AN Clgpre-

Step 8: Adaptive joint coding is implemented as in

of the cover images C', ., Ch..ieo
Section 3.1.7 to compress the encrypted images, cre-
ating space for embedding and obtaining compressed
images. If the current block satisfies maxe<t&&(3+
3xmaxd)>T7, encoding based on prediction error is
employed; if the current block satisfies (maxe<t&&
(3+3xmaxd)<T)||(maxd<t&&maxe>7), encoding based
on bit-plane comparison is employed (7=12, t=7).

Step 9: Position maps are generated as in Sec-
tion 3.1.8.

Step 10: The rearranged images are obtained by
pixel block rearrangement with compressed images as
described in Section 3.1.9. Compressible blocks are
placed using prediction error based encoding at the
beginning, followed by blocks compressed through bit-
plane comparison based encoding.

Step 11: Shared images are obtained by embed-
ding auxiliary information in the rearranged images in
Section 3.1.10.

Step 12: Shared images are distributed.

3.2 Data hiders

Step 1: Extract and decompress the location map.
Step 2: Encrypt the secret data by performing a
bitwise XOR operation between the secret data and a
chaotic sequence generated using 4,. The result of this
operation is the encrypted secret data, denoted as ss.
Step 3: Embed the secret data. Use the location
map to embed len_ss (the length of ss) and ss into the
cover images using a bitwise substitution method, result-
ing in stego-images, namely ecross_share!, ecircle
share!, etriangle share’, and esquare_share’.
Step 4: Transmit the stego-images to the receiver.
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3.3 Receiver

Step 1: Extract the code, the first pixel value,
and the position map.

Step 2: Extract the length embedding len_ss and
the secret data ss embedded in the received encrypted
images, and perform chaotic decryption to obtain the
original secret data s.

Step 3: Recover the first pixel value and use
the position NLM and CLM to recover the original
arrangement of blocks. Using the image code, add
the corresponding pixel values of the images with the
first two bits as 00, 01, 10, and 11 to obtain reC’,_,
1€C; 0> T€C ingier T€C urer TESPECtively. Combine the
corresponding reserved sets reCl, ., 1€Cli e T€Ch 0000
and reC’

square

and use the inverse block scrambling
with key 4, to obtain the original image.

Step 4: Recover the image in the case of partial
share loss. If a certain reserved set is lost, extract the
other three sets based on the image code and merge
them into one image, setting the pixel values of the lost
set to 0. Use the merged image as the input to the intel-
ligent predictor to obtain the prediction results for the
missing parts. Perform the same encryption process
as the image owner on the prediction results of the
missing parts to obtain shares of the prediction results.
Extract error codes based on the position map and use
error correction to recover the original pixel values of
the lost parts. Add up the recovered shares to obtain
the original values of the lost set, thus achieving loss-
less restoration of the cover images. Note that since
data embedding and image encryption are separable,
the data extraction in step 2 and the image restoration
in steps 3 and 4 are independent.

4 Experiments
4.1 Experimental setting

Secret sharing based RDHEI offers superior se-
curity compared to stream cipher encryption based
RDHEI and lower algorithmic complexity compared
to homomorphic encryption based RDHEI. Addition-
ally, it provides fault tolerance and distributed stor-
age advantages, effectively addressing data corruption
or loss scenarios and thwarting collaborative attacks.
This approach is well-suited for privacy protection or
decentralized storage needs. Our proposed RDHEI
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scheme based on additive secret sharing not only
ensures high confidentiality but also simplifies image
recovery, significantly enhancing embedding efficiency
and capacity for hiding parties.

To better evaluate the performance and demon-
strate the advancement of the proposed RDHEI scheme,
we conducted experiments on four aspects: perfor-
mance of the proposed intelligent predictor, ablation
experiment, encryption performance, and embedding
capacity. To better demonstrate the effectiveness of our
proposed scheme and compare it with similar ad-
vanced methods, we selected nine 512x512 grayscale
images from the test dataset for the experimental
result display. The nine images are shown in Fig. 11,
namely Airplane, Baboon, Barbara, Boat, Jetplane,
Lena, Pepper, Man, and Tiffany. Additionally, a gray-
scale image of size 256x256 is shown as the secret
data. Furthermore, to enhance the persuasiveness of
the experimental results and confirm the generality of
the proposed method, we conducted experiments on
three datasets: BOSSBase (Bas et al., 2011), BOWS2
(Ankita Gupta, 2023), and UCID.v2 (Schaefer and
Stich, 2004). As neural network models are used
for prediction, the time complexity of the neural net-

D
work can be calculated as O(EF TK}C,_,C 1), where
=

D represents the number of convolution layers in the
neural network, F signifies the side length of the out-
put feature map from each convolution kernel, K
denotes the side length of each convolution kernel,
and C represents the number of output channels in
the /™ convolution layer.

Fig. 11 Standard grayscale images of size 512x512 for
the experiments: (a) Airplane; (b) Baboon; (c) Barbara;
(d) Boat; (e) Jetplane; (f) Lena; (g) Pepper; (h) Man; (i)
Tiffany; (j) secret data sized 256%256

The time complexity of the compression module,
embedding module, and extraction module is determined
by the algorithm and data characteristics as follows:
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Compression module: O (N?);
Embedding module: O (N?);
Extraction module: O (N?);

D
Total complexity: O ( zF,z K!C,., C,)+O (N?).
=

4.2 Experimental results

The experimental results of the proposed RDHEI
method with threshold selection (9, 12) using the
Lena image as the cover image are shown in Fig. 12.
Fig. 12a depicts the standard grayscale image Lena
with the size of 512x512. Fig. 12b represents the secret
data as a grayscale image with the size of 256x256.
Figs. 12c—12e depict the stego-images, denoted as
ecross_share’, ecross_share’, and ecross_share’;, ob-
tained by embedding the secret data from Fig. 12b into
images cross_share!, cross_share’, and cross_share’,
respectively. The peak signal-to-noise ratio (PSNR)
values for Figs. 12c—12¢ are measured as 8.0686,
7.6982, and 8.7648 respectively, while the structural

(m) (n) (]

Fig. 12 Experimental results of Lena image as a cover image
for threshold selection (9, 12): (a) original image Lena sized
512x512; (b) secret data sized 256x256; (c) ecross_share!;
(d) ecross_share}; (e) ecross_share}; (f) ecircle_share];
(g) ecircle_share!; (h) ecircle_share}; (i) etriangle_share(;
(j) etriangle_share’; (k) etriangle_share!; (I) esquare_share/;
(m) esquare_share}; (n) esquare_sharej; (o) restored image
sized 512x512; (p) extracted secret data sized 256x256
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similarity (SSIM) values are calculated as 0.008 41,
0.00770, and 0.008 60, respectively. Figs. 12f—12h show
the stego-images, represented as ecircle share’, ecircle
share’, and ecircle share’, resulting from the embed-
ding of the secret data from Fig. 12b into images circle
share!, circle share,, and circle share’, respectively.
The PSNR values for Figs. 12f—12h are determined
as 8.0706, 7.6944, and 8.7591, with the correspond-
ing SSIM values of 0.007 67, 0.007 69, and 0.009 45,
respectively.

Figs. 12i-12k show stego-images (etriangle
share!, etriangle share’, and etriangle share’) created
by embedding secret data from Fig. 12b into the cor-
responding images (triangle share!, triangle share’,
and triangle share’). PSNR values are 8.0785, 7.6974,
and 8.7778, with the SSIM values of 0.008 48, 0.007 56,
and 0.009 57, respectively.

Figs. 121-12n present the stego-images, repre-
sented as esquare_share), esquare_share’, and esquare
share’, resulting from the embedding of the secret
data from Fig. 12b into images square_share’, square
share’, and square share’, respectively. The PSNR
values for Figs. 121-12n are determined as 8.0755,
7.6940, and 8.7555, with the corresponding SSIM
values of 0.008 16, 0.007 56, and 0.008 78, respectively.
It is observed that the quality of the encrypted images
is relatively low, with PSNR values close to 8 and
low SSIM values. This implies that the additive secret
sharing encryption process introduces significant ran-
dom noise and disrupts the structural similarity of the
images, achieving the desired effect of concealing the
content of the cover image. Fig. 120 represents the
recovered image, while Fig.12p displays the extracted
secret data. The PSNR value between Fig. 12b and
Fig. 12p is infinite, indicating that the extracted secret
data remain unchanged and identical to the original
secret data, thus demonstrating the complete reversibility
of our approach. Additionally, the PSNR value between
Fig. 12a and Fig. 120 is infinite, which signifies that
the recovered image is identical to the original image
without any distortion or differences, thus verifying
the lossless recovery capability of our scheme.

4.3 Training

The training dataset was selected from the widely
used ImageNet dataset (Deng et al., 2009). The test
sets come from BOSSBase, BOWS2, and UCID.v2.
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For optimization, we employed the backpropagation
technique (LeCun et al., 1998) along with the Adam
optimizer (Kingma and Ba, 2017). These methods
allow us to iteratively refine the model performance.
We performed several training iterations to enhance
the predictive capabilities of the proposed ResNet-based
predictor. The training process involved adjusting the
model’s internal parameters to minimize the predic-
tion errors, using the training dataset (the training
specifics are detailed in the supplementary materials).

4.4 Prediction accuracy

We compared our approach with state-of-the-art
conventional prediction methods (Chang et al., 2021;
Wang XY et al., 2021, 2023; Fu et al., 2022; Jeena
and Shreelekshmi, 2023; Ni and Bi, 2023; Zhang et al.,
2023) to evaluate its accuracy. The experimental results
are illustrated in Fig. 13. The predictor yielded the
numbers of prediction errors within the range of [-5, 5]
as 139930, 208 600, 238 700, and 242 500 for Baboon,
Barbara, Boat, and Lena, respectively. Compared to
the conventional prediction methods (Chang et al.,
2021; Wang XY et al., 2021, 2023; Fu et al., 2022;
Jeena and Shreelekshmi, 2023; Ni and Bi, 2023; Zhang
et al., 2023), our predictor exhibited a higher number
of prediction errors within the range of [-5, 5], partic-
ularly within the range of [-1, 1]. This indicates that
our predictor can approach the original pixel values
more closely and demonstrates superiority in accurately
predicting pixel values. Based on experimental results,
we concluded that the intelligent predictor outperforms
traditional methods in pixel value approximation and
prediction.

4.5 Ablation experiment

To assess spatial attention effect, we deleted the
spatial attention residual block and checked the model’s
new predictions. In Table 1, we compared the number
of zero prediction errors before and after removing the
spatial attention blocks, highlighting their significance
in reducing errors. The numbers of instances with zero
prediction errors on nine test images Airplane, Baboon,
Barbara, Boat, Jetplane, Lena, Pepper, Man, and Tif-
fany after removing the SARBs were 33 585, 13 863,
29471, 33296, 17955, 33283, 34929, 15317, and
21 576, respectively, and compared to our proposed
intelligent predictor, they decreased by 4852, 6396,
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Fig. 13 Comparison of the number of prediction errors within the range of [-5, 5] with advanced methods: (a) Baboon;

(b) Barbara; (c) Boat; (d) Lena

Table 1 Comparison of the number of zero prediction
errors between the model without SARB and the proposed
intelligent predictor

Number of zero prediction errors

Image The predictor The proposed
without SARB intelligent predictor
Airplane 33585 38437
Baboon 13863 20259
Barbara 29471 42941
Boat 33296 68561
Jetplane 17955 21760
Lena 33283 68416
Pepper 34929 53339
Man 15317 26139
Tiffany 21576 25216

13470, 35265, 3805, 35133, 18410, 10 822, and 3640,
respectively. Based on these results, we can conclude
that SARBs have a positive impact on the prediction
performance of the model, and removing these blocks
will result in more prediction errors.

4.6 Encryption performance

Our proposed RDHEI scheme encrypts images
using additive secret sharing, safeguarding them from
unauthorized access. This ensures confidentiality as the
ciphertext cannot be restored to the original image
without decryption.

We evaluated scheme performance using various
image quality assessment metrics: (1) PSNR, to measure
noise distortion between the encrypted and original
images (Lower PSNR values indicate lower similarity);
(2) SSIM, to evaluate structural similarity between the
encrypted and original images (Closer-to-zero SSIM
values suggest greater dissimilarity); (3) number of
pixels change rate (NPCR), to measure variation between
two encrypted images (Higher NPCR values indicate
greater variation); (4) unified average changed inten-
sity (UACI), to assesse average pixel intensity variation
between encrypted images (Higher UACI values signify
larger average changes). Evaluation metrics for the
proposed RDHEI scheme on the Lena image, with n
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set to 12 for the generation of 12 shared images, are
presented in Table 2. The average PSNR value was
8.1779 dB, which is below 10. The average SSIM value
was 0.008 30, indicating a significant dissimilarity to the
original image. The average NPCR value was 0.996 98,
approaching 1, indicating significant differences be-
tween the encrypted images. The average UACI value
was 0.557 23, suggesting a substantial average pixel
intensity variation between the encrypted images. These
metrics demonstrate the sufficient chaotic properties
of the images.

Table2 Encryption performance of PSNR, SSIM, NPCR, and
UACI on Lena image of (9, 12) threshold generating 12 shares

Image  PSNR(dB) SSIM  NPCR  UACI
cross_share| 8.0686 0.00841 0.99752 0.54214
cross_share 7.6982 0.00770 0.99781 0.56154
cross_share} 8.7648 0.00860 0.99559 0.56775
circle_share| 8.0706 0.00767 0.99731 0.54183
circle_share) 7.6944  0.00769 0.99791 0.56194
circle_share; 8.7591 0.00945 0.99570 0.56728
triangle_share;  8.0785 0.00848 0.99737 0.54142
triangle_share;  7.6974  0.00756 0.99783 0.561 64
triangle_share;  8.7778  0.00957 0.99594 0.56927
square_share| 8.0755 0.00816 0.99731 0.54176
square_share 7.6940 0.00756 099777 0.56137
square_share;  8.7555  0.00878 0.99573 0.56881

In addition to these metrics, correlation coeffi-
cients were employed to evaluate the performance of
the RDHEI scheme. The correlation coefficients are
depicted in Table S2 in the supplementary materials,
showing the vertical correlation coefficient, horizontal
correlation coefficient, and diagonal correlation coef-
ficient for the shared encrypted images cross_share’,
cross_share’, and cross_share’, preserving true values
of the cross set. The average correlation coefficient
values for Figs. 1la—11i are 0.1301, 0.1005, 0.1512,
0.1610, 0.1435, 0.1554, 0.1547, 0.1417, and 0.1399,
respectively.

4.7 Embedding capacity

In our experimental results, the embedding capac-
ity (EC) represents the net capacity excluding auxiliary
information. Table 3 presents the EC and embedding
rate (ER) on nine test images. It can be observed that
all the ER values exceeded 3.9.
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Table 3 Embedding capacity (EC) and embedding rate
(ER) of the proposed method on nine test images

Image ER (bpp) EC (bit)
Airplane 4.2895 1124478
Baboon 3.9018 1022855
Barbara 42113 1103989
Boat 4.3770 1147408
Jetplane 4.3025 1127899
Lena 4.3966 1152545
Pepper 4.3601 1142979
Man 4.1089 1077132
Tiffany 4.0743 1068063

To better demonstrate the capacity advantage of
our proposed scheme, a comparison was made with
excellent RDHEI schemes (Wu et al., 2020; Yin et al.,
2020, 2022; Qin et al., 2021; Chen et al., 2022; Hua
et al., 2022, 2023; Yu et al., 2022, 2023; Wang YM
et al., 2023) as shown in Fig. 14. In Fig. 14a, on Lena,
Baboon, Airplane, Man, and Tiffany, Wu et al. (2020)’s
method is an RRBE type with capacity values of
2.6447, 0.9692, 2.8578, 2.479, and 2.6515 respectively;
Yu et al. (2022)’ s method is an RRBE type with capac-
ity values of 3.019, 1.4596, 3.9872, 2.651, and 3.0901
respectively; Yin et al. (2022)’s method is an RRBE
type with capacity values of 3.075, 1.383, 3.402, 2.635,
and 3.149 respectively; Yin et al. (2020)’s method is an
RRBE type with capacity values of 2.583, 1.066, 3.725,
2.349, and 2.824 respectively. Our proposed method
achieved capacity values of 4.3966, 3.9018, 4.2895,
4.1089, and 4.0743 on Lena, Baboon, Airplane, Man,
and Tiffany, respectively. Compared to the advanced
RRBE-type RDHEI schemes of the same category, our
proposed scheme demonstrated a clear advantage in
terms of capacity.

In Fig. 14b, on Lena, Baboon, Pepper, Boat, and
Airplane, Hua et al. (2022)’ s method is a VRAE type
with capacity values of 2.9129, 1.2522, 2.5696, and
3.6386 respectively; Qin et al. (2021)° s method is a
VRAE type with capacity values of 1.5812, 0.5490,
1.8883, 1.4521, and 1.5321 respectively; Chen et al.
(2022)’s method is a VRBE type with a capacity of
3.5000. Our proposed method achieved capacity values
of 4.3966, 3.9018, 4.3601, 4.3770, and 4.2895 on Lena,
Baboon, Pepper, Boat, and Airplane, respectively.
Compared to VRAE and VRBE type RDHEI schemes,
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Fig. 14 Comparison of capacity with similar schemes: (a)
comparison with methods (Wu et al., 2020; Yin et al., 2020,
2022; Yu et al., 2022) on Lena, Baboon, Airplane, Man, and
Tiffany; (b) comparison with methods (Qin et al., 2021; Chen
et al., 2022; Hua et al., 2022) on Lena, Baboon, Pepper,
Boat, and Airplane; (c) comparison with methods (Hua et al.,
2023; Wang YM et al., 2023; Yu et al.,, 2023) on Lena,
Baboon, Pepper, and Airplane

our method maintained an advantage in terms of ER. In
Fig. 14c, on Lena, Baboon, Pepper, and Airplane, Hua
et al. (2023)’ s method is a secret sharing method with
capacity values of 1.9735, 0.5145, 1.7629, and 3.3212
respectively; Wang YM et al. (2023)’s method is a
pixel-value-ordering method with capacity values of
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0.4922, 0.3997, 0.3942, and 0.4889 respectively; Yu
et al. (2023)’s method is a secret sharing method with
capacity values of 3.2330, 1.5440, 2.8752, and 4.6865,
respectively.

We conducted capacity experiments on three data-
sets, BOSSBase, BOWS2, and UCID.v2, with aver-
age capacities of 4.4094, 4.5920, and 4.3838, respec-
tively, as shown in Table 4. Note that we used all the
images from UCID. v2 and randomly selected 2000
images from the BOSSBase and BOWS2 datasets to
calculate the average capacity.

Table 4 Average embedding capacity (EC) and embedding
rate (ER) on datasets BOSSBase, BOWS2, and UCID.v2

Database Average EC (bit) Average ER (bpp)
BOSSBase 1155885.169 4.4094
BOWS2 1203773.084 4.5920
UCID.v2 1149189.185 4.3838

4.8 Security analysis

In this subsection, we explored the uncertainty and
security of the additive secret sharing encryption method
used in our proposed RDHEI method. The encryp-
tion system employed is a randomized and uncer-
tain encryption scheme. When the same combination
scheme is applied twice to the cover image for encryp-
tion, the resulting encrypted images exhibit signifi-
cant differences.

These differences arise from the reliance on ran-
domly generated chaotic sequences in Egs. (5)—(11),
where each execution of the encryption process uses
different random values. Even within the same encryp-
tion operation, the random values for each encrypted
pixel are distinct. All operations in this scheme, such
as bit-plane separation, bit-plane combination, addition
splitting, and share generation, possess randomness
without the need to record or transmit these random
values, thereby further enhancing security. In the exper-
imental results, we encrypted Lena twice using two
sets of random keys, as shown in Fig. 15 in the two
rows. By examining the pixel values at the same posi-
tion in these two sets of encrypted images, we can
observe significant differences.

It is evident that the pixel values at the same posi-
tion obtained from two encrypted images are entirely
different. This encryption system, characterized by
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Fig. 15 Specific pixel values of the same area in Lena

uncertainty and randomness, is capable of effectively
resisting numerous potential attacks.

5 Conclusions

We introduce a novel approach for reversible data
hiding in encrypted data, combining intelligent pre-
diction and additive secret sharing. Our method com-
prises key components: training an intelligent predic-
tor, encrypted predictions, additive encryption, and joint
encoding for embedding. It offers efficient hiding,
adaptive encoding, and lossless recovery. The method
possesses several notable advantages: first, it signifi-
cantly enhances the efficiency of information conceal-
ment by employing an intelligent predictor; second,
the utilization of additive secret sharing mechanism
ensures robust encryption, achieving a good balance
between security and efficiency; third, the applica-
tion of adaptive joint encoding technology maximizes
the capacity of hidden information; last, thanks to
accurate prediction mechanisms, the method ensures
lossless recovery of the original information even in
the case of lost shares. Our method represents a sig-
nificant advancement in reversible data hiding in en-
crypted data. Future enhancements aim to refine and
extend its capabilities, ensuring relevance and impact
in the field.
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