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Abstract: This study investigates how the events of deception attacks are distributed during the fusion of multi-
sensor nonlinear systems. First, a deception attack with limited energy (DALE) is introduced under the framework
of distributed extended Kalman consensus filtering (DEKCF). Next, a hypothesis testing-based mechanism to detect
the abnormal data generated by DALE, in the presence of the error term caused by the linearization of the nonlinear
system, is established. Once the DALE is detected, a new rectification strategy can be triggered to recalibrate
the abnormal data, restoring it to its normal state. Then, an attack-resilient DEKCF (AR-DEKCF) algorithm is
proposed, and its fusion estimation errors are demonstrated to satisfy the mean square exponential boundedness

performance, under appropriate conditions.

Finally, the effectiveness of the AR-DEKCF algorithm is confirmed

through simulations involving multi-unmanned aerial vehicle (multi-UAV) tracking problems.
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1 Introduction

State estimation has become increasingly pop-
ular due to its wide range of applications in areas
such as navigation (Gong and Sun, 2021) and target
tracking (Liu D et al., 2020; Ju et al., 2022). Mean-
while, the development of wireless sensor networks
(Ge et al., 2022) has spurred research in distributed
state estimation (DSE) (Battistelli and Chisci, 2016;
Han et al., 2022), attracting growing attention. Un-
like centralized state estimation, DSE relies on com-
munication solely between neighbor nodes within the
sensor network and achieves consistent estimation
by incorporating local information. This approach
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has several advantages, including wider coverage, re-
duced bandwidth requirements, improved scalabil-
ity, and enhanced robustness (Li WY et al., 2020).
Among various methods for obtaining system state
estimation, the consensus-based distributed estima-
tion algorithm is commonly used and has led to ex-
tensive research on the consensus problem (Chen B
et al., 2016; Han et al., 2017; Ju et al., 2022; Ning
et al., 2023). In recent years, there has been a sig-
nificant surge in research on the distributed Kalman
consensus filtering (DKCF) algorithm, which stands
as a classical approach for achieving distributed con-
sensus estimation. For example, Li WY et al. (2020)
investigated the uniform error covariance bounds for
three significant types of DKCF algorithms for linear
time-varying systems at a finite fusion step in terms
of a collectively uniformly detectable condition. In
Ryu and Back (2022), the DKCF problem was
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redefined as a consensus optimization challenge, and
a novel DKCF algorithm was introduced with its sta-
bility demonstrated under reasonable assumptions.
Recently, more and more researchers have been ex-
tending DKCF to the nonlinear system setting. For
instance, Battistelli and Chisci (2016) demonstrated
that distributed extended Kalman consensus filter-
ing (DEKCF) can guarantee the local stability of all
network nodes under conditions of network connec-
tivity and collective observability. In addition, Ren
et al. (2023) investigated the DEKCF algorithm with
event-triggered (ET) communication and performed
its stability analysis.

While the primary objective of sensor fusion is
to enhance the accuracy and reliability of state esti-
mation through data integration, the occurrence of
malicious attacks, such as deception attacks (Yang
W et al., 2019), denial-of-service attacks (Yang FS
et al., 2021; Ge et al., 2023), and replay attacks
(Chen B et al., 2018; Xie et al., 2022), often involves
injecting false data into the sensor network to manip-
ulate the fusion outcomes. This can lead to a deteri-
oration in the estimation performance of the system,
consequently undermining its stability. In particular,
the deception attack with limited energy (DALE)
has recently received research attention due to the
fact that it can cleverly circumvent existing detectors
with limited energy, thereby leading to additional
detrimental effects. For example, for linear systems,
Huang et al. (2020) analyzed the worst-case distri-
bution estimates which result from the attacker, and
obtained the optimal Kalman gain for each node that
maximizes its estimation performance under DALE.
Recently, Ren et al. (2023) further designed a uni-
fied distributed consensus estimation algorithm for
nonlinear systems and established sufficient condi-
tions for the boundedness of estimation error under
DALE. Unfortunately, the above-mentioned studies
focused only on how to detect DALE but not on
how to rectify the impact caused by the false data
generated from DALE. Therefore, how to design an
integrated detection and rectification mechanism for
a system under DALE is one of the motivations of
this study.

When a DALE is detected, it is natural to intro-
duce how to design appropriate rectification strate-
gies to improve it, similar to the ET strategies (Wu
et al., 2013; Shi et al., 2014; Battistelli et al., 2018;
Liu QY et al., 2019; Wang R et al., 2021; Ju et al.,

2022; Xiao SY et al., 2022; Chen SQ and Ho, 2023;
Ge et al., 2024; Zhang XM et al., 2023). For in-
stance, to preserve the desired performance while
conserving limited computational resources and net-
work bandwidth, an ET strategy was introduced by
Rezaei and Ghorbani (2022). Recently, Chen SQ
and Ho (2023) investigated two edge-based transmit—
receive ET strategies for reducing data transmis-
sion frequency to decrease the energy consumption
of nonlinear systems. However, the aforementioned
studies all assumed an ideal environment, whereas,
in reality, the systems are inevitably susceptible to
attack events. To address this challenge, many re-
searchers have begun to investigate methods for en-
hancing network security in distributed consensus
filtering by employing ET strategies (Yang W et al.,
2017; Zhang ZH et al., 2020; Ren et al., 2023). For
example, Yang W et al. (2017) proposed a new ET-
based distributed estimator by selectively transmit-
ting information based on assessing whether the es-
timated value of each sensor is affected by DALE.
Meanwhile, to address the DALE problem in nonlin-
ear systems, a unified ET-based DEKCEF algorithm
has been designed by Ren et al. (2023) to improve the
computational efficiency. Similar to the ET strategy,
the rectification strategy for addressing attacks has
garnered widespread attention among researchers;
for example, Chong et al. (2015) established a novel
state estimation algorithm that reconstructs the ini-
tial state using observability Gramian and a finite
measurement window to rectify the adverse effects
of adversarial attacks. Fawzi et al. (2014) consid-
ered the state-space representation of the system
and used an [-norm optimization problem to re-
construct state values for attack rectification. Re-
cently, a novel predictive correction (PC) adversar-
ial attack has been proposed through the study of
gradient-based attacks and numerical methods for
solving ordinary differential equations (ODEs) (Wan
and Huang, 2023). However, it should be noted that
the exploration of ET strategies and the rectification
strategies mentioned above is primarily focused on
reducing energy transmission efficiency, paying lim-
ited attention to how to rectify the abnormal data
that may arise from DALE.

Motivated by the above discussion, it is our
intention to address the DALE problem in nonlin-
ear systems by proposing an attack-resilient DEKCF
(AR-DEKCF) algorithm. Its resilience is achieved
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by an integrated DALE detection and rectification
mechanism, where the detection of DALE is evalu-
ated by a simple hypothesis testing method and the
rectification is imposed on the state estimation at-
tack by DALE.

This work follows the recent trend of research
on DALE problems in nonlinear systems, such as
Ren et al. (2023), but in a different manner: (1)
following the detection of DALE, a simple detection
mechanism based on hypothesis testing is proposed
to evaluate the influence of DALE on the predicted
state of local nodes; (2) a rectification strategy is
proposed to rectify the contaminated state estimate
caused by DALE, based on which an AR-DEKCF
algorithm is designed; (3) an application to multi-
unmanned aerial vehicle (multi-UAV) tracking prob-
lems is carried out to validate the effectiveness of the
AR-DEKCF algorithm we proposed.

Notation description for this work is provided in
Table 1.

Table 1 List of notations

Notation Description
R™ n-dimensional Euclidean space
[ Euclidean norm in R™
MT Transpose of matrix M
M1 Inverse of matrix M
(M) L*™ power of matrix M
M >0 M is positive definite
M >0 M is positive semi-definite
tr{M} Trace of matrix M
Amax (M) Largest eigenvalue of matrix M
diag{-} A diagonal matrix
In Identity matrix of dimension n
[NV Cardinality of set N/

2 Problem formulation
2.1 Nonlinear system model

In this work, we focus on the discrete-time non-
linear system described as follows:

zr = f(Tr—1) + w1, (1)

where z;, € R™ is the state, f(x—1) is the nonlinear
process, and wy is the zero-mean Gaussian white
noise sequence with covariance Q.

The observation process is represented using an
undirected graph G = (N, £), with the set of sensor
nodes A" = {1,2,---, N} and their connections rep-
resented by £ C N x N. For each node i € N, the
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measurement yi € R™ is given by
Yk =N () + v}, (2)

where h'(-) is the nonlinear measurement function,
and v} is the zero-mean Gaussian white noise se-
quence with covariance R:. wy and v}, are mutually
uncorrelated. Moreover, we assume that the nonlin-
ear functions f(-) and hi(-),i € N/, are twice contin-
uously differentiable.

2.2 Distributed extended Kalman consensus
filtering (DEKCF)

In this subsection, we intend to present a popu-
lar DEKCF algorithm for the nonlinear system (1)—
(2). At first, for each node i € N, we have the fol-
lowing extended Kalman filtering (EKF) algorithm:

Ty = F(@_1), (3)
Pk =F_ Pl (F )" 4 Qi-r, (4)

Py = (In — Ky Hy) Py,
(5)

) ) ) -1
= [Pim) ™+ (D (R
i = @y + K — 1 @), (6)
. . . L . 11
K} =Py (HY)T [ HEPY,((HD T+ R, ()
where Fj_, = 4L lo—ai_, and Hj = @ o=k,

j?clk—l and &% are the one-step prediction of the state
x and the updated estimate, respectively. P,:‘ b1
and P are the error covariance matrices correspond-
ing to j?clk—l and 2%, respectively.

Next, the consensus on the information mech-
anism is imposed on local EKFs to construct the
DEKCEF algorithm (Battistelli and Chisci, 2016; Wei
et al., 2020). Specifically, given the fusion step ¢,
at each time step k, the information pair (£2f ;., ¢} ;)
with the initialization 2§, = (Pg)~" and ¢, =
(P})~'2i can be represented by

-Qé,k = “Qé,ldk—l + (HL)"(R}) " Hy, (8)
@y = qz,k\kﬂ + (Hp) Y (Ry) 24, 9)

where zj, = yj, — h' (&}, ;) + Hi@j, -
Then, for ¢ = 0,1,---,L — 1, where L is the

number of fusion steps, we apply a covariance in-
tersection fusion rule (Julier and Uhlmann, 1997) to
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Egs. (8) and (9) arriving at

D1 = Z T e 20k (10)
JEN?

Tr e = Z TR0 1 (11)
JEN?

where FZ?C is the fused weight satisfying
D jen ﬂé?@ = 1. At this stage, the main structure
of DEKCEF is introduced in terms of Egs. (3)—(11).

It should be noted that for each node i, the pre-
diction &7, , in Eq. (3) is carried out in an ideal en-
vironment. However, malicious attacks often occur
during the prediction process (3), which significantly
degrades the filtering performance.

2.3 Deception attack with limited energy
(DALE)

In this study, we consider a common attack
strategy, i.e., DALE, which has been insensitively
studied by Huang et al. (2020) and Ren et al. (2023).
DALE means that attackers can damage the normal
function of the sensor network by propagating false
data during the prediction phase of the local nodes
having limited energy, which results in a decline in
its performance. Its model is given by (Ren et al.,
2023):

~i,d i VN N i
xk\k—l =V |:.’L'k + Bk (xk:|k:—1 — l'k) + 6‘4

+(1- 71@)552\1@717

(12)

where 552"1_1 is the local state estimate under the
DALE for node i. The matrix B, which is intro-
duced for designing attack strategies, is an arbitrary
The attack vector 6} is characterized as
an independent and identically distributed Gaussian
random variable, and its covariance is ©%. Mean-
while, for i € N, 7! is a random variable character-
izing the occurrence of DALE, and the random vari-

matrix.

ables vi and 7], (i # j) are mutually uncorrelated,
which obey the following Bernoulli distribution:

Prob {v; =1} =p',
Prob{yi =0} =1 —p’,

(13)
(14)

where p* € [0, 1]. When 7} = 1, it means that the
system is experiencing DALE.

When the estimation is subjected to DALE, lo-
cal node 7 is likely to unavoidably decrease the pre-
cision of its estimate while updating, simultaneously

impacting the fusion performance. Consequently, it
is necessary to devise an effective detection mech-
anism to promptly identify the injected anomalous
data from the attack events.

To deal with this issue, in the following subsec-
tion, we will introduce a hypothesis testing method
to detect DALE.

2.4 Hypothesis testing-based DALE detec-
tion mechanism

Inspiration is drawn by the idea of Huang
et al. (2020), who proposed a DALE-based detection
mechanism for linear systems using the differences
between measurement values and the predicted ones.
In this work, we extend this approach to the nonlin-
ear setting and take into account the linearization
error. Differently, we choose a hypothesis testing
method to detect DALE.

For each node 7, denote jzlk—l = Ik—i’?;m_l and
Zj,_1 = Tk—1 — Z},_, as the prediction error and the
estimation error, respectively. The nonlinear func-
tions f(-) and h’(-) can be expanded as

f(fck—l) - f'(‘%}.c—l) = F/i—.lﬁc—l + 0(|7~52_1|), (15)
W (k) — B (1) = HpZyp—q + o(|Tgp—11)s (16)

where the terms o(|7%_,|) = £i Ul | Tix—17% 4
and O(|j;c\k—l|) = SRy T3 5Ty -y represent the
high-order terms in the Taylor series expansion.
Here, the scaling matrices £ , and S} are depen-
dent on the problem setting, and 71 1 and T, are
known tuning matrices. The unknown time-varying
matrices U} _, and R satisfying U}, U}_)T < I
and Ri(R:)"T < I are introduced to neutralize the
linearization errors (Kai et al., 2010).

Next, taking into account the state estimate un-
der DALE in the form of Eq. (12), we can now rewrite

Eq. (16) as follows:
yid _ pi i(aind i
hi® =R () = B (&) + vk an
i i i i\ aed i
= (Hj + SkRkTik)xklk_l + v

In the following paragraphs, we intend to detect
the DALE in terms of iLZ’d in Eq. (17) using hypoth-
esis testing. To this end, we set up two hypotheses:
the null hypothesis Hy and the alternative hypothe-
sis H1, which can be described by

{Ho : the system is operating normally;

H, : the estimate i}lg'kfl is under attacks.
(18)
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By virtue of Eq. (18), inspired by Huang et al.
(2020), we propose a hypothesis testing-based DALE
detection mechanism for each node 4 using the infor-
mation of measurement estimation error (17) in the
following form:

AEGS IR SR
1

where X, = Ul||H}€P,ili_1(H}€)T + Ri||, 0" is a posi-
tive constant, and 7* is a preset alarm threshold.
The two decisions based on Eq. (19) are then

compared to finally decide Hy and Hy, such that

{decide Hyif &4 < 7, 20)

decide Hj if €)% > 7.

From Eq. (20), if f,i’d > 7%, we will reject the null
hypothesis Hy and accept the alternative hypothesis
H;. This indicates that the data from the DALE
are unneglectable. Otherwise, we conclude that the
system is free of DALEs. However, even if the sys-
tem is under DALEs, we still hope that the system
can keep the normal operation state, i.e., §,i’d < 7.
Therefore, we need to design a state estimation rec-
tification strategy to drive the contaminating data
igﬁFl until §,i’d < 7' is satisfied. To illustrate this
idea, a flowchart of our work is given in Fig. 1.

Attacker ©TTTTTTTTTTT T OO T T T TT ]

oid
Xk\ k=1

rectification

1

i | State estimation
1

! strategy

Fig. 1 Flowchart for correcting anomalous data under
DALE

Remark 1 Different from the single hypothe-
sis testing, the multiple hypothesis testing (MHT)
normally involves the examining of multiple corre-
lated variables of interest. For example, in D’ Afflisio
et al. (2021), the kinematic abnormalities can be-
come apparent by comparing multiple velocity vari-
ables (e.g., spoofed velocity and actual velocity) us-
ing MHT. However, when addressing the attacks-
detecting problems involving the single decision vari-
able alone, the single hypothesis testing method is
usually an efficient choice (Li YZ et al., 2018). In
this work, as shown in Eq. (17), DALE detection is
carried out in terms of the innovation variable Bz’d

alone. Therefore, it is natural to adopt a detection
mechanism using the single hypothesis testing to de-
cide whether the system is operating normally (i.e.,
Hy) or is under attacks (i.e., Hy).

2.5 State estimation rectification strategy

For each node 7, we can use a hypothesis testing-
based DALE detection mechanism to identify the
anomalous data resulting in DALE. It is evident that
when DALE occurs, the predictive information pair
of the local nodes (Q,iwfl?q,ilkfl) is susceptible to
corruption by Eq. (12) and transformed into informa-
tion for (.Q,i’li_l,q,i’li_l). Subsequently, it is neces-
sary to rectify the detected anomalous data, making
it consistent to the original hypothesis Hy. Despite
the fact that the anomalous data generated by a lo-
cal node under DALE may not immediately affect
the state estimation of the system, the accumulation
of such data over time can compromise the system
performance. In the following, we will design a state
estimation rectification strategy to restore the per-
formance of the system.

To this end, the latest time instant &% of node
1 is defined as the time elapsed since its most recent
transmission. Therefore, the latest recently trans-
mitted data are (Qg]ic 7qui ). We choose the binary

variable w’ to describe the data rectification proce-
dure under the occurrence of Eq. (18) with

% {07
w' =
L,

Embedding Eq. (20) into Eq. (21), we can design
the following state estimation rectification strategy:

i Si 7,d i
k=041, & >1T,

: ; f (21)
=k, g <1l

“sti = Qllll - QIZE1F13—1 (élifl +(Fiy)" (22)
22
N -

QL FL) ()T
qg,@ = stzf ((élicfl)_ltjli@fl) )

where 2| = w4 (1 — wi)-Qj;iil and ¢ _; =

(23)

» i\
i+
Obviously, if §,1’d < 7', the information pair
(£2¢,¢}) can be transmitted with w® = 1. Otherwise,

i,d )

. . . . i,d
we will correct the information pair (Qk|k71, k-1

to (2%, ,qi ) withw’ =0,
k—1 k—1
The main idea of the state estimation rectifi-
cation strategy (21)—(23) is that when w’ = 0 for
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each node 7, the information pair (QZ’ﬁgfl, qz"iil) is
not available at this time. However, node i can still
access the previous information pair (Qg]ic 71’q<i5;i 71),
infer that such information can be close to the real in-
formation pair (£2{_,,qi_;), and finally update and
replace (Qiﬁc_l , q,i’l(,ic_l) in the process of information
fusion.

Under the state estimation rectification strategy
with the DALE for ¢ € A/, given the fusion step ¢,
the fusion information pair (Q}Z_Hyk?qéﬂ’k) can be
obtained by

D1 e = Z Wﬂc [ngg,k +01- Wj)QZ,(ﬂ , (24)
JENT

Bk = Z % [ijb?,k +01- Wj)qz,(;i} , (25)
JENT

where WZ k can be calculated according to the
Metropolis weight rule (Xiao L et al., 2005).

By exploiting the DEKCF defined in Egs. (3)—
(11), a hypothesis testing-based DALE detection
mechanism, and a state estimation rectification
strategy, we are ready to introduce an AR-DEKCF
algorithm in Algorithm 1.

3 Stability analysis

This section focuses on assessing the stability
performance of Algorithm 1 in terms of the bound-

Algorithm 1 AR-DEKCF
1: Input: @, ,, P}, F} |, Qu—1, 1", L

2: Prediction: calculate the information pair
(Qi\kﬂvqi\kﬂ) via Egs. (3) and (4) .
3: Rectification: for ¢ = 0,1,--- ,L — 1, j € N°,
consider that the attack events occur
4 if > then
(1) trigger w’ =0
(2) correct the information pair

(Qg:g‘kil,qg:g‘kil) by Egs. (22) and (23)
: - i i
(3) update the information pair (Qé,éi’ qé,éi)
else
(1) trigger w? =1
. (2) compute the information pair (Qg,k\k—v
qzvk‘kil) by Egs. (3) and (4)
(3) update the information pair (Q;k, @ 5) .
5: Fusion: set L =/ + 1, update P = (Qz,kf%ii =
Piqtx by Eq. (24)
6: Update: set k = k + 1, and repeat lines 3-5
7: Output: P}, i},

edness of the estimation errors. To begin with, we
present the following assumptions:
Assumption 1 (Li WY et al., 2020)
tem (1)—(2) is said to be uniformly collectively ob-
servable if (Fy, Hy) is uniformly observable, where
Fy. £ col(F})ien and Hy, = col(H})ien-
Assumption 2 Fori € N, k > 0, there are pos-
itive reals f, f.h,B,r,T, q,q, such that the following
bound conditions hold:

[ <NFl < Fy = < R |65 < B,

Sys-

(26)

Assumption 3 For i € N and k > 0, the error
covariance P} satisfies (P{)™! < (T} )T, <
2(PH)~ 1.

Assumption 4 Consider that the system given
by Egs. (1) and (2) satisfies Assumptions 1 and 2.
There exist positive scalars p, p, such that Vk > 0,
the error covariances of Alggrithm 1 are uniformly
bounded:

ply < P{ < pl,. (27)

With the above assumptions, it is possible to
show the main result of this work.
Theorem 1 For every k > 0, Vi € N, let
Assumptions 14 hold. Consider the system (1)—(2)
under DALE and Algorithm 1, the estimation errors
T}, = Tpy1 — &, are exponentially bounded in
mean square.
Proof See the appendix.
Remark 2 It is worth noting that Assumptions 3
and 4 provided in this work are reasonable. Assump-
tion 3 holds because the tuning matrices Tf x—1 and
7‘2{ i are known and can be preset (Ren et al., 2023).
As for Assumption 4, its uniform lower bound can
be guaranteed with the aid of Assumption 2, while
the uniform upper bound can be obtained through
Assumptions 1 and 2. Both uniform bounds for the
linear system have been extensively researched in our
prior works (Li WY et al., 2018, 2020; Wei et al.,
2020).

4 An illustration example

In this section, a multi-UAV cooperative track-
ing problem using range-bearing sensors in a two-
dimensional scenario (Arasaratnam and Haykin,
2009) will be studied to verify our proposed
algorithm.
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The target motion model is described by the
following state-space system:

Tpr1 = f(zg) +wr, (28)

where T = [Pz, Vay s Pyr» Vg V] denotes the state
of the target, p,, and p,, are the positions, v,, and
vy, are the velocities of the target in the x and y
directions respectively, and ¥y is a constant but un-
known turning rate.

Meanwhile, the covariance of process noise wy
is Q = diag{1 A, 1 4, g2 A} with

A [r3/3 r2/2} |

where I" is the sampling interval, and g; and g, are
the noise intensities of the process.

The target position is measured using range-
bearing sensors mounted on the multiple UAVs with

the model:
_ tan~! (ppiyk :zf"“ ) i
i )2 i )2 Us
(pmk - ka) + (pyk - Syk)
i= 1727"' 757
(30)
where (s, , s} ) represents the position of the range-

bearing sensor i in  and y directions, and vj, and v’
are the measurement noises.
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The values of the above-mentioned parameters
are given in Table 2.

To validate the effectiveness of the AR-DEKCF
algorithm, we selected five UAVs with range-bearing
sensors to cooperatively track the target. As shown
in Fig. 2, we assume that the DALEs persistently
affect the data transmitted between UAV 2 and UAV
3, as well as between UAV 4 and UAV 5.

Furthermore, we evaluate the performance of
tracking by using the position root mean square error
(RMSEp), velocity RMSE (RMSEy), and turning
rate RMSE (RMSETR) of the targets from the i*®
UAYV for each time step k. All simulation results are
derived over 300 independent Monte Carlo runs with
the same condition, which can be defined as (Wang
S et al., 2023)

Table 2 List of parameters

Parameter Value
r 1ls
g1 0.1m?/s3
g2 1.75 x 1074 73
vé V10 m - rad
vl 10 m
I -3 ()/s

Node 2

Detector 2

o5
Xk\k-1

Detector 5 |<— /

5d
k

—>| Estimator 5|

~ad 4d

kl k-1

x

Attacker 2

Node 5

Detector 4 |&S
k
—> | Estimator 4|

Node 4

2d

K Estimator 2

] Attacker 1

Detector 3 |e—5-m-i.

3d
k

——>| Estimator 3|

Node 3

Fig. 2 UAV topology under DALE
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where
) N2 ) AN
— J  _ pbI J _ pbd
wP - (paak p$k’f) + (pyk pyk,f) ’
. N2 ) S\ 2
— J  _ HbJ J _ Anbd
’l/)V - (Umk U$k,f> + (Uyk Uyk,f> ’

30

1117

25

——Node 1
——Node 2
Node 3 4

. ~r N2
v = (9 - 93%)

Here, N is the number of Monte Carlo runs,
[ﬁ;}gyf,]ﬁz’gyf], [ﬁ;gf,ﬁ;gf], and Q%f are the fused es-
timates of the position, velocity, and turning rate of
the i*" UAV, respectively. The initial state and the
initial error covariance of the target trajectory are
xo = [1000 m,200 m/s, 1000 m,0 m/s, —3 rad/s|*
and Py = diag{100 m?, 15 m?/s%,100 m?, 15 m?/s?,
100 rad?/s%}, respectively.

Next, we provide detailed discussion of the fol-
lowing two cases:

1. Case 1

In this case, the target trajectory follows a con-
stant velocity motion, where

fax) = Flay, =

o0 oo
co orMN
oo~ o o
o MNOO
- o oo o
K
&

The corresponding attack signals of attacker 1
and attacker 2 are respectively given by

o2 _ [0015, 20 <k <30,
0, otherwise,
(32)
o1 {0.018, 60 < k < 70,

0, otherwise.

Then, we assess the performance of the AR-
DEKCEF algorithm in terms of RMSEp and RMSEy
of UAVs. As depicted in Figs. 3 and 4, UAV 2 and
UAV 4 experience a significant increase in their re-
spective RMSEp and RMSEy when subjected to
DALE in Eq.(32). Given the distributed fusion
nature, their neighboring UAV 3 and UAV 5 also
exhibit increased RMSEp and RMSEy during this
period.

Fortunately, our proposed algorithm can rectify
the abnormal RMSEp and RMSEy to the normal
status and then they remain stable. Moreover, Fig. 5
depicts the time intensity of state estimation correc-
tions for five UAVs. Notably, it reveals that the state

00 10 20 30 40 50 60 70 80 90 100
k
Fig. 3 RMSEp of the AR-DEKCEF algorithm for L = 4
50T T .
——Node 1
457 ——Node 2 ]
! Node 3 |
4.0 ——Node 4
35| ——Node 5 |
3.0 |
Lu>
g 2.5
¥ 20
1.5
1.0 [
05
00 10 20 30 40 50 60 70 80 90 100

k

Fig. 4 RMSEvy of the AR-DEKCF algorithm for L =
4

Node 1 Node 2 Node 3 *Node 4 Node 5
54
< 4t
(]
2
<3
el
]
Z 2
0
0 10 20 30 40 50 60 70 80 90 100
k
Fig. 5 State estimation rectification time under
DALE

estimation rectification strategy is triggered during
the attack period to mitigate the transmission of ab-
normal data resulting from the DALE, aiming to
rectify the impact on the fusion estimation.

2. Case 2

In this case, the initial position of the target is
situated within 20 m by 1500 m area, and is assumed
to follow a trajectory with a constant but unknown
turning rate, as shown in Fig. 6.

For every k > 0, consider the linearized system
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as follows: we proposed a hypothesis testing-based mechanism
af (xx) for detecting DALE to identify anomalous data
flar) ~ or Tk generated by it. Second, to effectively mitigate the
L osm@n) o (lmees@ln)) adverse effects of DALE on local node prediction
Iy, I values, we have developed a state estimation rectifi-
0 cos(pl’) 0  —sin(l) 0 cation strategy to correct abnormal data caused by
=lo fmeoeD g smleD o) @k, DALE. Finally, we have introduced an AR-DEKCF
0 sin(WI’) O cos(¥x 1) 0 algorithm and validated its effectiveness through
0 0 0 0 1 simulations of multi-UAV cooperative target
where 9 is the constant angular speed under the 20 . . . . .
DALE signal ©F = 0.02 with the probability p’ = 0.1 18|- e e
for attacker 1. 16+ AR-DEKCF J
In particular, five UAVs follow and steadily 145
approach the target, aiming to achieve a higher g‘ 12
. . . = 10
tracking accuracy. To investigate the performance x

of UAV 2 when subjected to DALE, we compare
our algorithm with the distributed EKCF algorithm
without/with DALE (A-DEKCF) of UAV 2. The
A-DEKCEF algorithm experiences a sudden increase
in the corresponding RMSE; (Z = P, V, TR) when
under DALE, whereas our proposed algorithm can
significantly reduce the relative RMSE,. Further-
more, owing to the incessant accumulation of rec-
tification errors, RMSEz of our proposed algorithm
has not reached but is close to the performance of the
DEKCEF algorithm. It can gradually regain stability
in the absence of DALE with increasing k, as shown
in Figs. 7-9.

5 Conclusions

In this study, the issue of DALE encountered
in distributed multi-sensor fusion state estimation
has been addressed, considering it in two crucial
steps: DALE detection and rectification. First,
1000
998
996 |
994 |
992}

Target trajectory 4

990
988
986
984 -
982}

980
1000

2000

1500 2500

Fig. 6 Target unspecified constant turning rate tra-
jectory within 20 m by 1500 m area

k

Fig. 7 RMSEp comparison among different algo-
rithms for UAV 2
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Fig. 8 RMSEy comparison among different algo-
rithms for UAV 2
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Fig. 9 RMSErTR comparison among different algo-
rithms for UAV 2
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tracking. Future work includes (1) considering
the simultaneous occurrence of multiple types of
attacks and employing an MHT approach to classify
and discuss the possible scenarios when attacks
occur and (2) applying the proposed algorithm to
a real UAV experimental platform for testing and
enhancing the algorithm performance based on the
experimental results.
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Appendix: Proof of Theorem 1

Proof The following proof is inspired by our pre-
vious research, and interested readers could refer to
Wei et al. (2020) for detailed information.
To begin with, we denote Ty and Ty by
Tk = col(Z} ;) and & = col(7},),7 € N.
Consider the following stochastic process:

Vi1 (Zpq1) = max (j?@-ﬂ\k)T(Pli+1|k)71552+1|k-
(A1)

On the other hand, according to Assumption 2
and Eq. (4) and inequality (27), one has

(@+2f) " L < (Piyp) " < (g +pfY) 7 L.
(A2)
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Substituting inequality (A2) into Eq. (A1) results in

aaje”

meukl\
N(7+pf?) '

o+ pf (A3)

< Vi1 (Tpgapr) <

Furthermore, the prediction error 1k (Vi €
N) can be written as

T = f (1) = F(2]) + wp

= (F,Q+L”L{,§T1 k) i};—i-wk

A

(A4)

}CCE;C + wg.

As the estimation error #¢ denotes the fused
estimate resulting from the state estimation rectifi-
cation strategy, we have

Z Ty (oﬂ P] f;—l—

JEN

(=) (P ;;J)]

k_xk_Pk

= Pi[Y" mif (P a] + P
JEN
{Z” (1-w?) Pk|k71) 155k|k 1}
JEN
= P Y ! (P (I, — KL H] — K{SIR],
JEN

xk\kl+|:z7r 1—w3
JEN
- X et ]

JEN
> wphed (PO NI
JEN

_ . 12
+ Z Tl = wj)(PIg\k—l) Tyik—1
JEN

_Zﬂ

JEN

(PY ]
(Pk|k 1 xk\k 1

=P} - K{H3)

1K1Jc”k] )

where
M = H] + SiR, T3
Merging Eq. (A5) into Eq. (A4), we obtain

~i A L) 5T .
Thy1lk = G Tppp—r T 087 (A6)

where

Gl & MP} (Z myhw! (P~ (I, — KiH])
JEN
+ Z w1 - wj)(PZ“V),
JEN
(AT)
o) & wy, — MLP; Z T (P Ev]. (A8)

JEN

Then we can calculate the expected value of the
random process Vi 1(Zj41)x) to yield

E {Vit1 (Frran) | Zoppo1} = D70 + DL, (A9)

where
L T
g 24 %] ~J 7 -1
Py = ]E{ T (gk xk\kq) (Prtaj)

(68 s

(A10)

@iﬂ E{““i’;(&) (Pli+1|k) Qk ‘xk\k 1
(A11)

In what follows, let us consider the boundedness
of @gﬂ and &} ;.

According to Assumption 3 and Theorem 1 in
Ren et al. (2023), there exist positive real numbers
v1 , and n < 1 satisfying

. . . -1 .
P = My (BT = orh T T | (M),
(A12)

(PO~ < (T — KiHL) ™" (Py) ™!

(I, — K™t (A13)
n k' k

Substituting inequality (A12) into Eq.(A10), we
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have
0f,, < E max| M; WP (D e ()M
JEN
~KUH) + > T (=W (Bl )Y

JEN

T
- |] M [P — ok T

- Tik—1] (M MlPk(Z 7rL kwj
JEN
(BN T = K{HY) + Y w1 - o)
JEN

(Plg|k ) 1)%1@1] ‘jkk—l}
<(1-v1k) {max l(Z ﬂ'lLkaJ PJ

JEN
(I = KM + > w1 - )
JEN
T
. (P]g“gfl)_l)jk\k—l P]z (Z W}:?kw]
JEN
. (P,g)7 (I, K]’HJ +Z7T (1—w)
JEN
’ (Plz|k71)71) j?@kl‘| ‘jkk—l}
(A14)
Furthermore, due to the fact P =

> jen s I (P))~1)~1, integrating inequality (A13)
into inequality (A14), we have

i <n(l —vi)E max ZT( w’ (x )T
+1= ; nex Lk klk—1

JEN

Zw

JEN

. (PY _ J
(Pk\k 1 xk|k 1 (1-w

: T :
‘ (zgﬂkfl) (Plzk1)ll"i|k1’xkk—l}
i T pi -1
<n(l- Ul,k)E{ max (Ik|k71> (Pejg—1)
' fé\k—l’iklk%}
= (1= 01 ) BV (Frp—1) } -
a (A15)
Embedding g, into #}, ; of Eq. (A11), we have
. -1
AR

—HE{ mas (MLPL Y wi (P ] )

JEN

: (P,g'ﬂlk)* (MRS w2 (P K] }

JEN
(A16)

Simultaneously, by reorganizing Eq. (7), we ob-
tain an alternative expression for the Kalman gain:

H)T(R])™

Substituting Eq. (A17) into Eq. (A16), one has

K] = P( (A17)

@2, < N(g+pf>) " tr{Qx} + ph° (1 — 201 1) Nm
“tr{ E (v (R] T(R]) }
e B
=N(g+pf)"

A

= Us.

qn + ﬁEQ(l —2vuy,5)Nm

At this point, the upper bounds of &7, and
@} 11 have been presented in inequalities (A15) and
(A18), respectively. According to in Lemma 7 in Reif
et al. (1999), we can observe that i}'ﬁl‘k is exponen-
tially bounded in mean square. Furthermore, by ap-
plying similar procedures as detailed in Egs. (68) and
(69) in Wei et al. (2020), we can deduce that &, is
exponentially bounded in mean square as well.
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