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Abstract: This article addresses the secure finite-time tracking problem via event-triggered command-filtered control
for nonlinear time-delay cyber physical systems (CPSs) subject to cyber attacks. Under the attack circumstance, the
output and state information of CPSs is unavailable for the feedback design, and the classical coordinate conversion
of the iterative process is incompetent in relation to the tracking task. To solve this, a new coordinate conversion
is proposed by considering the attack gains and the reference signal simultaneously. By employing the transformed
variables, a modified fractional-order command-filtered signal is incorporated to overcome the complexity explosion
issue, and the Nussbaum function is used to tackle the varying attack gains. By systematically constructing the
Lyapunov–Krasovskii functional, an adaptive event-triggered mechanism is presented in detail, with which the
communication resources are greatly saved, and the finite-time tracking of CPSs under cyber attacks is guaranteed.
Finally, an example demonstrates the effectiveness.
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1 Introduction

In recent years, physical systems have been
tightly integrated with cyber components via net-
work communication channels. These systems
are denominated as cyber physical systems (CPSs)
(Wang YN et al., 2016; Ge XH et al., 2023a). While
considering the fact that CPSs are vulnerable to cy-
ber attacks, the security problem is recognized to be
one of the main concerns (Ding et al., 2021; Wang

‡ Corresponding author
* Project supported by the National Natural Science Foundation
of China (Nos. 62103199 and 62103201), the Natural Science
Foundation of Jiangsu Province, China (No. BK20210590), and
the China Postdoctoral Science Foundation (Nos. 2022M711690
and 2023T160333)

ORCID: Yajing MA, https://orcid.org/0000-0003-0127-1403;
Zhanjie LI, https://orcid.org/0000-0002-3902-1453
c© Zhejiang University Press 2023

R et al., 2021; Xie et al., 2023). Among the various
attacks, deception attacks are characterized by the
injection of false data into sensors or actuators to
change the authenticity of transmitted signals and
system data, which will seriously threaten the secu-
rity of CPSs (Guan and Ge, 2018; Xiao et al., 2022).
To deal with the deception attacks, a novel detec-
tion strategy was presented in Ge XH et al. (2019)
for a discrete system subject to data deception at-
tacks on sensor communication links and the system
dynamics. In Chen WD et al. (2022), a coordinate
conversion was proposed to achieve the tracking task
of CPSs with deception attacks by considering the
attack gain.

It is known that in the network environment,
the continuous transmission of data results in the
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generation of a lot of redundant data, thereby caus-
ing the imposition of unnecessary load upon net-
work communication (Samy et al., 2023; Yang SH
et al., 2023; Zhang et al., 2023). Thus, the event-
triggered mechanism has been established to reduce
the communication rate, and many important results
have been received (Ju et al., 2022; Liu et al., 2022;
Yang D et al., 2022; Ge XH et al., 2023b; Hu et al.,
2023). For example, Xu and Guo (2022) proposed
an event-triggered scheme to handle the multiple net-
work attacks and obtained the length rate and the
upper bound of attack frequency. With the use of a
sampled-data model, Zhang et al. (2020) introduced
a logic processor to receive sampled data and de-
signed resilient controllers for systems under denial-
of-service attacks. Based on the dead zone operator,
Wang YC et al. (2022) designed an event-triggered
adaptive controller to ensure boundedness of the
tracking error in the mean square in the sense of at-
tacks. It needs to be noted that while, on one hand,
the above mentioned results focus on the asymptotic
performance corresponding to time approaching in-
finity, on the other hand, it is always a key objective
in practice to reach the steady performance within
a limited period of time under the given operating
conditions (Wei et al., 2021; Chen WB et al., 2022;
Ning et al., 2023). Through a command-filtered in-
version technique, faster and more accurate control
was obtained in Song et al. (2022b). In Kazemi et al.
(2022), a finite-time state estimator was introduced
for CPSs with unknown inputs and sensor attacks to
estimate the state of the CPS in a predefined finite
time. One approach for achieving finite-time per-
formance that needs to be particularly emphasized
is the deployment of the coordinate conversion tech-
nique, which was introduced in Kazemi et al. (2022)
and Song et al. (2022b) for continuing the iterative
control. However, since the system output and state
data are corroded by attackers, and only the com-
promised data are available for feedback design, the
classical coordinate conversion cannot be directly ap-
plied to the controlled systems. Ascertainment of the
means to address the mismatching output signal is
difficult when solving the finite-time tracking issue
of CPSs under the attacks.

On the other hand, the foregoing important re-
sults involve repeated differentiation of virtual con-
trol, which results in a complexity explosion issue (Li
ZJ and Zhao, 2021). The use of the dynamic surface

method and command-filtered technology can help
avoid this problem (Choi and Yoo, 2020). Consider-
ing the influences of time delays, Li M et al. (2022)
used the Lyapunov–Krasovskii (LK) functional to
incorporate time delays and designed an adaptive
event-triggered controller based on a command filter.
In Wang X et al. (2023), an event-based dynamic
surface control method was adopted to deal with
the influence of deception attacks and time delays.
Compared with the common integer-order (IO) fil-
ter used in the abovementioned research, fractional-
order (FO) control is characterized by the unique ad-
vantage of historical memory, and can thus provide
another option for the improvement of the system
performance. Song et al. (2022a) incorporated coor-
dinate conversion and an improved fractional-order
command filtering (FOCF) technique to deal with
deception attacks, and overcame the computational
complexity difficulty. It is stressed that although
many FO design methods characterized by a com-
bination of FO properties and IO techniques have
been reported in the literature, to our knowledge,
studies reporting results pertaining to the finite-time
command-filtered tracking issue for nonlinear time-
delay CPSs via event-triggered mechanism with cy-
ber attacks are rare.

With the above mentioned rationale serving as
a motivation, the present research aims to solve the
event-triggered finite-time tracking problem for the
nonlinear time-delay CPSs against unknown cyber
attacks. By proposing a new coordinate conver-
sion technique, and combining fractional calculus
with the command-filtered methods, all signals of
the closed-loop system are bounded and the output
of CPSs tracks the desired reference signal in a finite
time.

1. The systematical design procedure, encom-
passing the introduction of the FO command filter,
the construction of the LK functional, the utiliza-
tion of the Nussbaum function, and the design of the
adaptive event-triggered mechanism, is presented in
detail. Based on the above mentioned strategies,
the finite-time tracking of CPSs under cyber attacks
is guaranteed with limited network communication
resources.

2. A new coordinate conversion is proposed to
cope with the coupling effects between the refer-
ence signal and the cyber attacks. By embodying
the reference signal and the compromised variables
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simultaneously, the transformed state is used as the
available data for the tracking design. Compared
with the approaches adopted in Chen WD et al.
(2022) and Song et al. (2022b), the new coordinate
transformation method is suitable for more general
time-delay CPSs with non-strict feedback structures.

3. An improved FO command filter is proposed
using FO calculus. It realizes the finite-time track-
ing of time-delay CPSs, overcomes the complex-
ity explosion problem, and improves the filtering
performance.

2 Problem description and preliminar-
ies

2.1 Problem description

Consider a nonlinear time-delay CPS given by{
ẋi(t) =xi+1(t) + fi(X(t)) + gi(x̄i,τ(t)(t)) + di(t),

ẋn(t) =u(t) + fn(X(t)) + gn(x̄n,τ(t)(t)) + dn(t),

(1)
where i = 1, 2, ..., n − 1, u(t) ∈ R is the con-
trol input, and X(t) = (x1(t), x2(t), . . . , xn(t))

T ∈
R
n and x̄i,τ(t)(t) = (x1(t − τ1(t)), x2(t − τ2(t)) . . . ,

xi(t − τi(t)))
T with i = 1, 2, . . . , n are the unavail-

able state variables and delayed state variables, re-
spectively. The delays are bounded, satisfying 0 <

τi ≤ τ̄i < ∞, τ̇i ≤ τ̄id < 1, with τ̄i > 0 and τ̄id > 0

being unknown constants. In addition, the nonlin-
ear functions gi

(
x̄i,τ(t)(t)

)
and fi

(
X(t)

)
are smooth

but unknown. di(t) is the unknown disturbance, and
|di(t)| ≤ d̄i with d̄i being a positive constant. For
system (1), we consider the deception attack cases,
which are modeled by{

x̌1(t) = x1(t) + λ1(t),

x̌i(t) = xi(t) + λi(t),
(2)

where i = 2, 3, ..., n, λ1(t) is the first attack of x1,
λi(t) is the attack of xi, and x̌i is the available system
state after attack.
Assumption 1 The deception attacks are ex-
pressed as λ1(t) = �1(t)x1(t), λi(t) = �(t)xi(t),
where the weight �1(t) is known, �(t) is unknown,
and 1 +�1(t) �= 0, 1 +�(t) �= 0. We suppose that
the unknown positive constants �̄ and �̄M are the
upper bounds of |�(t)| and |�̇(t)|, respectively.
Remark 1 Assumption 1 is a standard and com-
mon requirement used in the existing results; see,
for example, Kazemi et al. (2022) and Song et al.

(2022b). According to (2), we can obtain x̌1 =

(1 + �1)x1 and x̌i = (1 + �)xi. If 1 + �1 = 0

and 1+� = 0, the available compromised states will
vanish. In this particular case, there are no avail-
able signals that can be used for the control design
to guarantee the security of CPSs. Furthermore, to
ensure the tracking task against the attacked output,
it is necessary to suppose that the attack weight of
the first step differs from that in other steps.

The objective of the research is to ensure event-
triggered finite-time tracking control of system (1)
under attacks (2).

2.2 Preliminaries

The function Fi(Δi) is a continuous one within
a compact set ΩΔ. Then, it can be approximated by
neural networks (NNs) satisfying

Fi(Δi) = ΞT
i Πi(Δi) + oi, (3)

where oi is an approximation error and
Δi expresses the input vector of NNs,
Ξi = (Ξi1, Ξi2, . . . , Ξil)

T ∈ R
l and Πi(Δi) =(

Πi1(Δi), Πi2(Δi), . . . , Πil(Δi)
)T ∈ R

l denote the
basis function and the weight vector respectively,
and

Πil(Δi) = exp
(
− (Δi − σil)

T(Δi − σil)

b2il

)
, (4)

with l being the neuron number, and bil and σil the
corresponding width and center respectively.
Assumption 2 Ξi and oi satisfy the relationship
‖Ξi‖ ≤ Ξ̄i and |oi| ≤ ōi with Ξ̄i and ōi being the
unknown constants.
Lemma 1 (Li ZJ and Zhao, 2021) For an
NN with Δ = (x1, x2, . . . , xn)

T and Π(Δ) =(
Π1(Δ), Π2(Δ), . . . , Πl(Δ)

)T being its input vector
and basis function vector respectively, the following
inequality holds:

‖Π(Δ)‖ ≤ ‖Π(Δp)‖, (5)

where Δp = (x1, x2, . . . , xp) with 1 ≤ p ≤ n.
Definition 1 (Song et al., 2022a) Let us define a
function Γ (1− α) =

∫ +∞
0 s−αe−sds, 0 < α < 1. For

a function f(t), the fractional derivative of order α
with Caputo’s definition is given by

Dαf(t) =

∫ t

t0

f ′(τ)
Γ (1− α)(t− τ)

dτ. (6)
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Definition 2 (Kazemi et al., 2022) A continuous
even function is called a Nussbaum-type function if

lim
s→∞ sup

1

s

∫ s

0

N(t)dt = +∞, (7)

lim
s→∞ inf

1

s

∫ s

0

N(t)dt = −∞. (8)

Lemma 2 (Chen WD et al., 2022) We consider
a smooth Nussbaum-type function N(ξ), and the
smooth functions V (t) and ξ(·) defined on [0, ts) and
V (t) ≥ 0, ∀t ∈ [0, ts). If

V (t) ≤ m1 + e−m2t

∫ t

0

(
n̄(ς)N(ξ) + 1

)
ξ̇em2ςdς (9)

holds ∀t ∈ [0, ts), with two constants m1 > 0, m2 >

0, and n̄(·) being a time-varying parameter taking
values in a non-trivial closed interval I = [l−, l+],
then ξ(t), V (t), and

∫ t
0
n̄(ς)N(ξ)ξ̇dς , t ∈ [0, ts) are

bounded.
Lemma 3 (Ge SS and Tee, 2007) For any real
numbers μ1, μ2 > 0, 0 < q < 1, a finite-time
Lyapunov stability condition is given by V̇ (t) +

μ1V (x) + μ2V
q(x) ≤ 0, where the finite-time Ts ≤

T0 +
(
1/(μ1(1− q))

)
ln
((
μ1V

1−q(T0) + μ2

)
/μ2

)
.

Lemma 4 (Li M et al., 2022) Let π1 ∈ R
n, π2 ∈

R
m, and g : Rn×R

m 	→ R be a continuous function.
There are smooth scalar functions C(π1) ≥ 0 and
D(π2) ≥ 0 such that

|g(π1, π2)| ≤ C(π1) +D(π2). (10)

By using Lemma 4, for the terms gj(x̄j,τ(t)), one
can deduce

|gj(x̄j,τ(t))| ≤
j∑
s=1

Θj,s
(
xs,τs(t)

)
, (11)

where xs,τs(t) = xs(t− τs(t)) and Θj,s(·) are contin-
uous functions.
Lemma 5 (Song et al., 2022b) For z ∈ R and a
positive constant �, it holds that

0 ≤ |z| − z2√
z2 +�2

< �. (12)

Lemma 6 (Song et al., 2022a) For any real vari-
ables s1 and s2 and any positive numbers ς1, ς2, and
�, it holds that

|s1|ς1 |s2|ς2 ≤ ς1
ς1 + ς2

�|s1|ς1+ς2

+
ς1

ς1 + ς2
�

−ς1
ς2 |s2|ς1+ς2 . (13)

3 Main results

From the attacks (2), one has{
x1(t) = γ1x̌1(t),

xi(t) = γx̌i(t),
(14)

where γ1 = (1 + �1)
−1, γ = (1 + �)−1. From

Assumption 1, one obtains that γ is bounded by
γm ≤ |γ| ≤ γM, where γm and γM are some positive
constants. We propose the following new coordinate
conversion to construct a controller under deception
attacks: {

z1 = x1 − yd,

zi = xi − γθi−1,
(15)

where yd is the reference signal, θi−1 (i = 2, 3, . . . , n)

are filtered signals of the virtual control law �i−1

(i = 2, 3, . . . , n), and �i−1 will be designed below.
Remark 2 In traditional tracking control, the out-
put signal is not attacked, and thus the output signal
and the tracking signal are matched. In CPSs under
deception attacks, the matched condition is no longer
available for the attacked output signal. To realize
the tracking control for the attacked system, it is
assumed that, unlike the case with other steps, the
attack signal for the first step is known. We propose
a new coordinate conversion, including the reference
signal and the attack signal simultaneously, to ensure
the tracking task for the CPSs under attacks.

From (15), one can deduce{
ž1 = x̌1 − 1

γ1
yd,

ži = x̌i − θi−1,
(16)

where the filtered signal θi−1 is calculated with the
FO filter:⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

Dαλ1,i−1 =Γ1,i−1,

Γ1,i−1 =− α1,i−1(λ1,i−1 − �i−1)
β1

− α2,i−1(λ1,i−1 − �i−1)
β2 + λ2,i−1,

Dαλ2,i−1 =− α3,i−1(λ1,i−1 − �i−1)
β3 ,

(17)
where 0 < β1 < 1, β2 > 1, 0 < β3 < 1, α1,i−1 > 0,
α2,i−1 > 0, α3,i−1 > 0 are some constants, and Dα

defined in (6) is the fractional operator. The order
α takes its value in (0, 1). The input of the filter is
virtual control law �i−1, and the outputs are θi−1 =

λ1,i−1 and Dαθi−1 = Γ1,i−1.
Remark 3 Compared with IO control, the unique
aspect of FO control is its historical memory behav-
ior, which enables the system to obtain better preci-
sion and a greater degree of design freedom. FOCF
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is used to obtain the filtered signal of the virtual
control law. This method can improve the filtering
performance by reducing the filtering error, and also
can overcome the computational pressure brought by
the traditional iterative method.

We define the filter error εi = θi− �i. Then, the
signals that compensate for the filtering errors would
be as follows:{

ψ̇i = −a1,iψi − a2,iψ
2q−1
i −Hψi + εi,

ψ̇n = −a1,nψn − a2,nψ
2q−1
n ,

(18)

where H = (|žiεi| + a3,iε
2
i )/||ψi||2 and al,i (l =

1, 2, 3, i = 1, 2, . . . , n− 1) are the design parameters.
Step 1: According to system (1), coordinate

transformations (15), and the definition of the filter
error εi = θi−�i, one can deduce the time derivative
of z1 as

ż1 =ẋ1 − ẏd

=z2 + γθ1 + f1(X) + g1(x̄1,τ(t)) + d1 − ẏd

=z2 + γ(ε1 + �1) + f1(X) + g1(x̄1,τ(t)) + d1 − ẏd.

(19)

The Lyapunov function is chosen as follows:

V1 =
1

2
z21 +

1

2
η̃21 +

1

2
ψ2
1 +

1

2
Λ̃2
1 +W1, (20)

with W1 = eb11τ1

1−τ1d
e−b11t

∫ t
t−τ1(t) e

b11sΘ2
1.1

(
x1(s)

)
ds,

b11 being a positive constant, and η̃1 = η1 − η̂1,
Λ̃1 = Λ1 − Λ̂1 with η1, Λ1 to be defined and η̂1, Λ̂1

being their estimates.
Let us denote for simplicity φ1 = (eb11τ1/(1 −

τ1d))Θ
2
1.1(x1(t)). Following the definition of W1 pro-

vided above, one can obtain the derivative of W1 as

Ẇ1 ≤ −b11W1 + φ1 −Θ2
1.1(x1,τ(t)). (21)

By adding and subtracting the two terms
tanh2(z1/l1)φ1/z1 and z2q1 , it follows from Lemma 6
and (19) that

V̇1 =− z1

(
z2 + γ(ε1 + �1) + f1(X) + g1(x̄1,τ(t))

+ d1 − ẏd

)
− η̃1 ˙̂η1 + ψ1ψ̇1 − Λ̃1

˙̂
Λ1 + Ẇ1

≤− z2q1 +
1

2
z21 +

1

2
z22 + z1γε1 + z1γ�1 − z1ẏd

+ ž1

(
F1(X, yd) +D1

)
+ z1g1(x̄1,τ(t))− η̃1 ˙̂η1

+ ψ1ψ̇1 − Λ̃1
˙̂
Λ1 + Ẇ1 − 2 tanh2

(z1
l1

)
φ1,

(22)

where F1(X, γ1) = γ1
(
f1(X) + z2q−1

1

)
+(

2γ1 tanh
2( z1l1 )φ1

)
/z1, D1 = γ1d1(t). From As-

sumption 1 and |di(t)| ≤ d̄i, one can obtain
|D1| ≤ Λ1 with Λ1 being an unknown constant.

Since the term F1(X, γ1) is unknown, the NNs
are used to approximate this uncertain term, and the
following equality can be obtained:

F1(Δ1) = ΞT
1 Π1(Δ1) + o1, (23)

where Δ1 = (X, γ1), and o1 is the approximation
error. It is noted that Δ1 is the attacked state and
cannot be used for the feedback design. To continue
the design process,Δ1 is replaced by the system state
Δ̌1 = (X̌, γ1), and (23) is rewritten as

F1(X, θ1, γ1) =Ξ
T
1 Π1(Δ̌1) + ΞT

1

(
Π1(Δ1)

−Π1(Δ̌1)
)
+ o1. (24)

Using (11), one can derive z1g1(x̄1,τ(t)) ≤ 1
4z

2
1 +

Θ2
1.1(x1,τ(t)). Then, invoking (22)–(24) yields

V̇1 ≤− z2q1 +
3

4
z21 +

1

2
z22 + z1γε1 + z1γ�1

+ ž1

(
ΞT

1 Π1(Δ̌1) +D1

)
+ ž1Ψ1

− b11W1 − ž1γ1ẏd − η̃1 ˙̂η1 + ψ1ψ̇1

− Λ̃1
˙̂
Λ1 +

(
1− 2 tanh2

(z1
l1

))
φ1, (25)

where Ψ1 = ΞT
1

(
Π1(Δ1)−Π1(Δ̌1)

)
+ o1.

Recalling Assumptions 1 and 2, one can infer
that |Ψ1| ≤ Ψ̄1 with Ψ̄1 > 0 being a constant. There-
fore, it holds that

ž1Ψ1 ≤ c1ž
2
1 +

Ψ̄2
1

4c1
, (26)

where c1 is a positive constant. Besides, it follows
from Lemmas 1, 5, and 6 that

ž1

(
ΞT

1 Π1(Δ̌1) +D1

)
≤ ž21η1Π

T
1 (Δ̌1)Π1(Δ̌1)

2δ21
+
δ21
2

+�1Λ1 +
Λ1ž

2
1√

ž21 +�2
1

≤ ž21η1Π
T
1 (Δ̌

∗
1)Π1(Δ̌

∗
1)

2δ21
+
δ21
2

+�1Λ1 +
Λ1ž

2
1√

ž21 +�2
1

,

(27)

where η1 = ‖Ξ1‖2 and Δ̌∗
1 = x̌1.

The adaptive laws and virtual controller are
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given by

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

�1 =N(ξ1)�̄1 + ψ1,

�̄1 =k1ž1γ
2
1 +

ž1η̂1Π
T
1 (Δ̌

∗
1)Π1(Δ̌

∗
1)

2δ21
+ 2c1ž1

+
Λ̂1ž1√
ž21 +�2

1

− γ1ẏd,

˙̂η1 =
ž21Π

T
1 (Δ̌

∗
1)Π1(Δ̌

∗
1)

2δ21
− ρ11η̂1,

˙̂
Λ1 =

ž21√
ž21 +�2

1

− ρ12Λ̂1,

(28)

where ξ̇1 = ž1�̄1, and k1, ρ11, and ρ12 are some
positive constants. Substituting (18) and (26)–(28)
into (25) yields

V̇1 ≤− z2q1 − k̄1z
2
1 − b11W1 +

1

2
z22

+
(
n̄1(t)N(ξ1) + 1

)
ξ̇1 + ρ11η̃1η̂1 + ρ12Λ̃1Λ̂1

− ā1,1ψ
2
1 − a2,1ψ

2q
1 − ā3,1ε

2
1

+
(
1− 2 tanh2

(z1
l1

))
φ1 + ζ1,

(29)

where n̄1(t) = γ1γ, k̄1 = k1 − 1, ā1,1 = a1,1 − (12 +

2γ2M), ā3,1 = a3,1 − (12 +2γ2M)− 1
4c1

, ζ1 =
Ψ̄2

1

4c1
+

δ21
2 +

�1Λ1.

For the terms ρ11η̃1η̂1 and ρ12Λ̃1Λ̂1 in (29), the
following inequalities hold:

{
ρ11η̃1η̂1 ≤ −ρ̄11η̃21 + ρ̄11η

2
1 ,

ρ12Λ̃1Λ̂1 ≤ −ρ̄12Λ̃2
1 + ρ̄12Λ

2
1,

(30)

where ρ̄1i = ρ1i/2 (i = 1, 2). Furthermore, by defin-
ing s1 = 1, s2 = η̃21/2, ς1 = 1−q, ς2 = q, � = qq/(1−q),
one can obtain from Lemma 6 that

⎧⎪⎨
⎪⎩

(1
2
η̃21

)q
≤ (1− q)�+

1

2
η̃21 ,(1

2
Λ̃2
1

)q
≤ (1− q)�+

1

2
Λ̃2
1.

(31)

Similarly, one can obtain

W q
1 ≤ (1− q)�+W1. (32)

Substituting (30)–(32) into (29), one can deduce

V̇1 ≤− k̄1z
2
1 − z2q1 +

1

2
z22 +

(
n̄1(t)N(ξ1) + 1

)
ξ̇1,

− ā1,1γ
2
1 − a2,1γ

2q
2 − ā3,1ε

2
1 + ζ̄1 − b̄11W1

− b12W
q
1 +

(
1− 2 tanh2

(z1
l1

))
φ1 − ρ̄11

2
η̃21

− ρ̄11

(1
2
η̃21

)q
− ρ̄11

2
Λ̃2
1 − ρ̄11

(1
2
Λ̃2
1

)q
,

(33)

where b12 is a positive constant, b̄11 = b11 − b12 > 0,
and ζ̄1 = ζ1+ρ̄11η

2
1+ρ̄12Λ

2
1+(ρ̄11+ρ̄12+b12)(1−q)�.

Step i (i = 2, 3, . . . , n − 1): From (1) and (15),
and the definition of the filter error εi = θi − �i, one
calculates

żi =zi+1 + γ(εi + �i) + fi(X) + gi(x̄i,τ(t)) + di

− γ̇θi−1 − γθ̇i−1.

(34)

The Lyapunov function is chosen as follows:

Vi = Vi−1 +
1

2
z2i +

1

2
η̃2i +

1

2
ψ2
i +

1

2
Λ̃2
i +Wi, (35)

withWi =
∑i

j=1

(
ebi1τj/(1−τjd)

)
e−bi1t

∫ t
t−τj(t) e

bi1s

· Θ2
i.j

(
xj(s)

)
ds, bi1 a positive constant, η̃i = ηi − η̂i,

Λ̃i = Λi − Λ̂i with ηi, Λi to be defined and η̂i, Λ̂i
being their estimates.

Let us denote φi =
∑i
j=1

ebi1τj

1−τ jd
Θ2
i.j

(
xj(t)

)
.

Then, one can obtain the derivative of Wi as

Ẇi ≤ −bi1W1 + φi −
i∑

j=1

Θ2
i.j(xj,τ(t)). (36)

Similar to (22), one deduces

V̇i =V̇i−1 + zi

(
zi+1 + γ(εi + �i) + fi(X)

+ gi(x̄i,τ(t)) + di − γ̇θi−1 − γθ̇i−1

)
− η̃i ˙̂ηi

+ ψiψ̇i − Λ̃i
˙̂
Λi + Ẇi

≤V̇i−1 − z2qi +
1

2
z2i +

1

2
z2i+1 + ziγεi + ziγ�i

+ ži

(
Fi(X, γ, γ̇, θi−1, θ̇i−1) +Di

)
+ zigi(x̄i,τ(t))− η̃i ˙̂ηi + ψiψ̇i − Λ̃i

˙̂
Λi + Ẇi

− 2 tanh2
(zi
li

)
φi,

(37)

where Fi(X, γ, γ̇, θi−1, θ̇i−1) = γ
(
fi(X) − γ̇iθi−1 −

γiθ̇i−1 + z2q−1
i

)
+

(
2γ tanh2( zili )φi

)
/zi, with Di =

γdi(t), |Di| ≤ Λi, and Λi is an unknown constant.
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Following step 1, one denotes Fi(Δi) =

ΞT
i Πi(Δi)+ oi with Δi = (X, γ, γ̇, θi−1, θ̇i−1). Since

Δi is the attacked state and cannot be used for feed-
back design, one replaces Δi by the system state
Δ̌i = (X̌, γ, γ̇, θi−1, θ̇i−1) and obtains the following
relationship:

Fi(X, γ, γ̇, θi−1, θ̇i−1) =Ξ
T
i Πi(Δ̌i) + ΞT

i

(
Πi(Δi)

−Πi(Δ̌i)
)
+ oi.

(38)

Using (11), one can derive

zigi ≤ 1

4
z2i +

i∑
j=1

Θ2
i.j(xj,τ(t)). (39)

Invoking (37)–(39) yields

V̇i ≤V̇i−1 − z2qi +
3

4
z2i +

1

2
z2i+1 + ziγεi + ziγ�i

+ ži

(
ΞT
i Πi(Δ̌i) +Di

)
+ žiΨi − bi1Wi

− η̃i ˙̂ηi + ψiψ̇i − Λ̃i
˙̂
Λi +

(
1− 2 tanh2

(zi
li

))
φi,

(40)

where Ψi = ΞT
i

(
Πi(Δi) − Πi(Δ̌i)

)
+ oi. Based on

Assumptions 1 and 2, one can obtain |Ψi| ≤ Ψ̄i, where
Ψ̄i is a constant satisfying Ψ̄i > 0. Therefore, it holds
that žiΨi ≤ ciž

2
i +

Ψ̄2
i

4ci
, where ci is a positive constant.

Besides, it follows from Lemmas 1, 5, and 6 that

ži

(
ΞT
i Πi(Δ̌i) +Di

)
≤ ž2i ηiΠ

T
i (Δ̌

∗
i )Πi(Δ̌

∗
i )

2δ2i

+
δ2i
2

+�1Λi +
Λiž

2
i√

ž2i +�2
1

,

(41)

where ηi = ||Ξi||2 and Δ̌∗
i = (x̌1, x̌2, . . . , x̌i).

The adaptive laws and virtual controller are
given by⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

�i =− kiži +N(ξi)�̄i + ψi,

�̄i =
žiη̂iΠ

T
i (Δ̌

∗
i )Πi(Δ̌

∗
i )

2δ2i
+ 2ciži

+
Λ̂iži√
ž2i +�2

i

,

˙̂ηi =
ž2iΠ

T
i (Δ̌

∗
i )Πi(Δ̌

∗
i )

2δ2i
− ρi1η̂i,

˙̂
Λi =

ž2i√
ž2i +�2

i

− ρi2Λ̂i,

(42)

where ξ̇i = ži�̄i, and ki, ρi1, and ρi2 are some positive
constants.

Substituting (18), (41), and (42) into (40) yields

V̇i ≤V̇i−1 − z2qi − k̄iz
2
i − bi1Wi +

1

2
z2i+1

+
(
n̄i(t)N(ξi) + 1

)
ξ̇i + ρi1η̃iη̂i

+ ρi2Λ̃iΛ̂i − ā1,iψ
2
i − a2,iψ

2q
i − ā3,iε

2
i

+
(
1− 2 tanh2

(zi
li

))
φi + ζi, (43)

where n̄i(t) = γ2, k̄i = ki− 3
2 , ā1,i = a1,i−(12+2γ2M),

ā3,i = a3,i − (12 + 2γ2M)− 1
4ci

, ζi =
Ψ̄2

i

4ci
+

δ2i
2 +�1Λi.

Following the same calculation as adopted in (30)–
(32) in step 1, one can obtain

V̇i ≤
i∑

j=1

(
− k̄jz

2
j − z2qj +

(
n̄j(t)N(ξj) + 1

)
ξ̇j

− ā1,jγ
2
j − a2,jγ

2q
j − ā3,jε

2
j + ζ̄j

+
(
1− 2 tanh2

(zj
lj

))
φj − b̄j1Wj − bj2W

q
j

− ρ̄j1
2
η̃2j − ρ̄j1

(1
2
η̃2j

)q
− ρ̄j1

2
Λ̃2
j − ρ̄j1

(1
2
Λ̃2
j

)q)
+

1

2
z2i+1,

(44)

where bj2 is a positive constant, b̄j1 = bj1 − bj2 > 0,
and ζ̄j = ζj+ ρ̄j1η

2
j + ρ̄j2Λ

2
j+(ρ̄j1+ ρ̄j2+bj2)(1−q)�.

Step n: According to (1) and (15), one calculates

żn =u+ fn(X) + gn(x̄n,τ(t)) + dn

− γ̇θn−1 − γθ̇n−1. (45)

The triggering event condition is described as{
u(t) = v(tk), ∀t ∈ [tk, tk+1),

tk+1 = inf{t ∈ R | |e(t)| ≥ k̄|u(t)|+m}, (46)

where e(t) = v(t) − u(t), and k̄, m are designed
parameters satisfying 0 < ϕ1k < 1, m > 0.

With the help of (46), one has |v(t) − u(t)| ≤
k̄|u(t)|+m, ∀t > t0. If u(t) ≥ 0, it follows that

− k̄u(t)−m ≤ v(t)− u(t) ≤ k̄u(t) +m. (47)

By (47), it is known that for some time-varying pa-
rameter ϕ(t), |ϕ(t)| ≤ 1, one has

v(t)− u(t) = ϕ(t)
(
k̄u(t) +m

)
. (48)

If u(t) < 0, in a similar way one has

v(t)− u(t) = ϕ(t)
(
k̄u(t)−m

)
. (49)
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Considering (48) and (49), one can derive

u(t) =
v(t)

1 + ϕ1k̄
− ϕ2m

1 + ϕ1k̄
, (50)

where ϕ1 = ϕ2 = ϕ if u(t) > 0, and otherwise ϕ1 =

ϕ, ϕ2 = −ϕ.
From (45) and (50), it is calculated that

żn =
v

1 + ϕ1k̄
− ϕ2m

1 + ϕ1k̄
+ fn(X)

+ gn(x̄n,τ(t)) + dn − γ̇θn−1 − γθ̇n−1. (51)

The Lyapunov function is chosen as

Vn =Vn−1 +
1

2
z2n +

1

2
η̃2n +

1

2
ψ2
n

+
1

2
Λ̃2
n +

1

2
χ̃2 +Wn, (52)

where Wn =
∑n
j=1

(
ebn1τ j/(1− τ jd)

)
e−bn1t

∫ t
t−τj(t)

ebn1sΘ2
n.j

(
xj(s)

)
ds, bn1 is a positive constant, and

χ̃ = χ− χ̂, χ = cnγ
4
M. From (51), one can obtain

V̇n ≤V̇n−1 − z2qn + zn

( v

1 + ϕ1k̄
− ϕ2m

1 + ϕ1k̄
+ γ�n

− γ�n

)
+ zngn(x̄n,τ(t))− 2 tanh2

(zn
ln

)
φn

+ žn

(
Fn(X, γ, γ̇, θn−1, θ̇n−1) +Dn

)
− χ̃ ˙̂χ− η̃n ˙̂ηn + ψnψ̇n − Λ̃n

˙̂
Λn + Ẇn,

(53)

where Fn(X, γ, γ̇, θn−1, θ̇n−1) = γ
(
fn(X)− γ̇nθn−1−

γnθ̇n−1 + z2q−1
n

)
+

(
2γ tanh2( znln )φn

)
/zn, φn =∑n

j=1
ebn1τj

1−τjd
Θ2
n.j

(
xj(t)

)
, Dn = γdn(t) with |Dn| ≤

Λn, and Λn is an unknown constant.
Following the previous step, one denotes

Fn(X, γ, γ̇, θn−1, θ̇n−1) = ΞT
nΠn(Δn) + on with

Δn = (X, γ, γ̇, θn−1, θ̇n−1). Following the definition
of Wn above, one can obtain the derivative of Wn as

Ẇn ≤ −bn1W1 + φn −
n∑
j=1

Θ2
n.j(xj,τ(t)). (54)

Using (11), one can derive

zngn ≤ 1

4
z2n +

n∑
j=1

Θ2
n.j(xj,τ(t)). (55)

Invoking (53)–(55) yields

V̇n ≤V̇n−1 − z2qn +
1

4
z2n − bn1Wn

+ zn

( v

1 + ϕ1k̄
− ϕ2m

1 + ϕ1k̄
+ γ�n − γ�n

)
+ žnΨn + žn

(
ΞT
nΠn(Δ̌n) +Dn

)
+
(
1− 2 tanh2

(
zn
ln

))
φn

− η̃n ˙̂ηn + ψnψ̇n − Λ̃n
˙̂
Λn − χ̃ ˙̂χ,

(56)

where Ψn = ΞT
n

(
Πn(Δn)−Πn(Δ̌n)

)
+on. Similarly,

one can obtain |Ψn| ≤ Ψ̄n, where Ψ̄n is a constant
satisfying Ψ̄n > 0. Therefore, it holds that žnΨn ≤
cnž

2
n +

Ψ̄2
n

4cn
. Using Lemmas 1, 5, and 6, one has the

following estimation:

žn

(
ΞT
nΠn(Δ̌n) +Dn

)
≤ ž2nηnΠ

T
n (Δ̌

∗
n)Πn(Δ̌

∗
n)

2δ2n

+
δ2n
2

+�1Λn +
Λnž

2
n√

ž2n +�2
1

, (57)

where ηn = ||Ξn||2 and Δ̌∗
n = (x̌1, x̌2, . . . , x̌n). To

deal with the term ϕ2m
1+ϕ1k̄

in (56), one derives

− znϕ2m

1 + ϕ1k̄
≤

∣∣∣ znϕ2m

1 + ϕ1k̄

∣∣∣ ≤ 1

4
z2n +

( m

1− k̄

)2

. (58)

The adaptive laws and virtual controller are
given by

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

�n = −knžn +N(ξn)�̄n + ψn,

�̄n =
žnη̂nΠ

T
n (Δ̌

∗
n)Πn(Δ̌

∗
n)

2δ2n
+ cnžn +

Λ̂nžn√
ž2n +�2

n

,

˙̂ηn =
ž2nΠ

T
n (Δ̌

∗
n)Πn(Δ̌

∗
n)

2δ2n
− ρn1η̂n,

˙̂
Λn =

ž2n√
ž2n +�2

n

− ρn2Λ̂n,

(59)

where ξ̇n = žn�̄n, and kn, ρn1, and ρn2 are positive
constants.
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Substituting (18) and (57)–(59) into (56) yields

V̇n ≤V̇n−1 − z2qn − k̄nz
2
n − bn1Wn

+
(
n̄n(t)N(ξn) + 1

)
ξ̇n + zn

( v

1 + ϕ1k̄
− γ�n

)
+
(
1− 2 tanh2

(zn
ln

))
Ψn − ā1,nψ

2
n − a2,nψ

2q
n

− b̄n1Wn − bn2W
q
n − ρ̄n1

2
η̃2n − ρ̄n1

2
η̃2qn

− ρ̄n2
2
Λ̃2
n − ρ̄n2

2
Λ̃2q
n − χ̃ ˙̂χ+ ζn,

(60)

where n̄n(t) = γ2, k̄n = kn − 3
4 , ā1,n = a1,n − γ2M ,

ζn =
ψ̄2

n

4cn
+

δ2n
2 +�1Λn + ( m

1−k̄ )
2.

The adaptive laws and virtual controller are
given by ⎧⎪⎪⎨

⎪⎪⎩
v = N(ξn+1)�̄n+1,

�̄n+1 = žnχ̂�
2
n,

˙̂χ = ž2n�
2
n − ρ(n+1)1χ̂,

(61)

where ξ̇n+1 = žn�̄n+1. Substituting (61) into (60),
we obtain

V̇n ≤
n∑
j=1

(
− k̄jz

2
j − z2qj − ā1.jγ

2
j − a2.jγ

2q
j

+
(
1− 2 tanh2

(zj
lj

))
φj + ζ̄j − b̄j1Wj − bj2W

q
j

− ρ̄j1
2
η̃2j − ρ̄j1

(1
2
η̃2j

)q
− ρ̄j1

2
Λ̃2
j − ρ̄j1

(1
2
Λ̃2
j

)q)

−
n−1∑
j=1

ā3.jε
2
j +

n+1∑
j=1

(
n̄j(t)N(ξj) + 1

)
ξ̇j

− ρ̄(n+1)1

2
χ̃2 − ρ̄(n+1)1

(1
2
χ̃2

)q
,

(62)

where ζ̄n = ζn + ρ̄(n+1)1χ
2 + ρ̄(n+1)1(1− q)�+ 1

4cn
.

By selecting the design parameters, (62) can be
expressed as

V̇n ≤− μ1Vn − μ2V
q
n +

n+1∑
j=1

(
n̄j(t)N(ξj) + 1

)
ξ̇j

+

n∑
j=1

((
1− 2 tanh2

(zj
lj

))
φj + ζ̄j

)
,

(63)

where μ1 = min{2k̄j, 2ā1.j, ρ̄m1, ρ̄m2, b̄j1}, μ2 =

min{2q, 2qa2.j , ρ̄m1, ρ̄m2, bj2}, m = 1, 2, ..., n + 1,
j = 1, 2, ..., n.

Now, we can summarize the main result.

Theorem 1 Consider the nonlinear time-delay
CPS (1) with deception attacks (2). The control law
(61), including the event-triggered mechanism (46),
the FO filter (17), and the adaptive laws (28), (42),
and (59) can guarantee that:

(1) All signals of the closed-loop systems are
practically finite-time stable.

(2) The tracking error converges to a small
neighborhood of the origin within time Tf as

Tf ≤ max
{ 1

aμ1(1− q)
ln
aμ1V

1−q
n (0) + μ2

μ2
,

1

μ1(1− q)
ln
μ1V

1−q
n (0) + aμ2

aμ2

}
. (64)

Proof The term
∑n

j=1

(
1−2 tanh2(

zj
lj
)
)
φj in (63)

can be rewritten as
n∑
j=1

(
1− 2 tanh2

(zj
lj

))
φj

=
∑

zi∈Πzi

(
1− 2 tanh2

(zj
lj

))
φj

+
∑

zi /∈Πzi

(
1− 2 tanh2

(zj
lj

))
φj . (65)

With the help of Lemma 3 in Ge SS and Tee
(2007), it follows from (63) and (65) that

V̇n ≤ −μ1Vn − μ2V
q
n +

n+1∑
j=1

(
n̄j(t)N(ξj) + 1

)
ξ̇j + μ3,

(66)
where the parameter μ3 satisfies |∑n

j=1 ζ̄j + κ1 +

κ2| < μ3 with κ1 =
∑

zi∈Πzi

(
1 − 2 tanh2

(
zj
lj

))
φj

and κ2 =
∑

zi /∈Πzi

(
1− 2 tanh2

(
zj
lj

))
φj .

Recalling Lemma 2, one knows that∑n+1
j=1

(
n̄j(t)N(ξj) + 1

)
ξ̇j is bounded over the inter-

val [0, ts). By defining μmax = maxt∈[0,ts)

∑n+1
j=1(

n̄j(t)N(ξj) + 1
)
ξ̇j , and μM = μ3 + μmax, (66)

becomes

V̇n ≤ −μ1Vn − μ2V
q
n + μM. (67)

The inequality above implies that all signals of the
closed-loop system are practically finite-time stable.

On the other hand, by using (67), it can be
deduced that

lim
t→Tf

Vn ≤ min

{
μM

(1− a)μ1
,
( μM

(1− a)μ2

) 1
q

}
, (68)
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where a satisfies 0 < a < 1 and

Tf ≤ max
{ 1

aμ1(1− q)
ln
aμ1V

1−q
n (0) + μ2

μ2
,

1

μ1(1 − q)
ln
μ1V

1−q
n (0) + aμ2

aμ2

}
. (69)

Considering the definition of Vn, it is deduced that

|z1| ≤ min

{√
2μM

(1− a)μ1
,

√
2
( μM

(1 − a)μ2

) 1
q

}
,

(70)
with the finite time Tf . Therefore, the tracking error
eventually tends to a small region of the origin in a
finite time Tf .
Remark 4 In Song et al. (2022b), FO command
filtering was introduced to achieve finite-time bound-
edness of closed-loop signals. In our context, by
considering both the reference signal and the at-
tack gains, the finite-time tracking task is guaran-
teed. Compared with the tracking result (Chen WD
et al., 2022), the coordinate transformation is embed-
ded into fractional-order command filtering to obtain
the virtual control law and overcome the complexity
explosion issue. Apart from this point, unlike the ap-
proach adopted in Chen WD et al. (2022) and Song
et al. (2022b), the proposed method is suitable for
more general CPSs with time-delay and non-strict
feedback structures.

4 Simulations

This section demonstrates the effectiveness of
the designed method for the chemical reactor system
(Song et al., 2022b). By considering time delays, the
model dynamics are given as{

ẋ1(t) = ι1x2(t) + ι2x1(t) + x1(t− τ),

ẋ2(t) = ι3u(t)− ι4x2(t)− ι5x
2
2(t)− x2(t− τ),

(71)
where the values of the parameters ιi (i = 1, 2, 3, 4, 5)
can be taken from Song et al. (2022b).

The event-triggered command-filtered tracking
control scheme can be obtained using the design pro-
cess elucidated in Section 3. In the example, a com-
parison is proposed with the result achieved in Song
et al. (2022b) without considering the tracking task.
We choose the attacks λi = (−0.3− 0.25 sin t)xi, i =
1, 2, 3, and the tracking reference yd = 0.1 sin(2πt).
k1 = 5, k2 = 3.5, c1 = 0.005, c2 = 0.01, ρi,j = 2,
i = 1, 2, j = 1, 2, α1,1 = α1,2 = 2, α = 0.9,

x1(0) = 1, x2(0) = 1.4, and the other initial val-
ues are zero.

Figs. 1–6 show the example results. Fig. 1 shows
the tracking error under the proposed method and
Song et al. (2022b)’s method. In Song et al. (2022b),
the classical coordinate conversion was constructed
without considering tracking control. Fig. 1 shows
that the proposed method guarantees a good finite-
time tracking behavior with a smaller tracking error
than that in Song et al. (2022b). Fig. 2 indicates the
system states bounded in a finite time. Figs. 3 and
4 show the adaptive laws that offset the influences
of the uncertain functions and attack signals. Fig. 5
depicts the evolution of the parameter variables in
Nussbaum-type functions, which are used to handle
the time-delay attack weight. It is clear that these
variables are all bounded. Fig. 6 presents the control
input efforts, and the proposed method can greatly
save communication resources.
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5 Conclusions

This article has addressed the problem of finite-
time tracking control for the event-triggered non-
linear time-delayed CPSs with deception attacks.
A new coordinate conversion technique is proposed
to deal with the influence of attack gain. The
modified FOCF backstepping recursive process and
the Nussbaum gain function are introduced to ad-
dress the complexity explosion issue and deal with
the time-varying weight. In future research, the
proposed scheme can be extended to a class of
CPSs with mismatched disturbance and a stochastic
phenomenon.
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