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Abstract: Cyber-physical systems (CPSs) take on the characteristics of both multiple rates of information collection
and processing and the dependency on information exchanges. The purpose of this paper is to develop a joint recursive
filtering scheme that estimates both unknown inputs and system states for multi-rate CPSs with unknown inputs.
In cyberspace, the information transmission between the local joint filter and the sensors is governed by an adaptive
event-triggered strategy. Furthermore, the desired parameters of joint filters are determined by a set of algebraic
matrix equations in a recursive way, and a sufficient condition verifying the boundedness of filtering error covariance
is found by resorting to some algebraic operation. A state fusion estimation scheme that uses local state estimation
is proposed based on the covariance intersection (CI) based fusion conception. Lastly, an illustrative example

demonstrates the effectiveness of the proposed adaptive event-triggered recursive filtering algorithm.
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1 Introduction

Recursive filters, widely used in various practi-
cal engineering, computer science, instrumentation,
and other fields, have sparked significant research
interest (Glentis, 2008; Gravina et al., 2017; Sheng
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et al., 2018; Kumar et al., 2019; Chen WB et al.,
2022; Xie XP et al., 2022; You et al., 2022). When
focusing on cyber-physical systems (CPSs) with the
integration of cyberspace and physical space, the tra-
ditional single-sensor monitoring and tracking func-
tion is no longer sufficient, necessitating the research
of multi-sensor systems (Su et al., 2022). Multi-
sensor synthesis algorithms can be categorized into
two canonical forms: centralized algorithms and dis-
tributed algorithms (Ju et al., 2022; Ge et al., 2023;
Ning et al., 2023). In a centralized manner, a local
filter can be first designed to obtain the estimation of
the system state, and then the estimated states are
sent to the fusion center to improve the estimation
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precision and robustness via information fusion.

Due to the increasing complexity, CPSs appear
to have some prominent characteristics, such as mul-
tiple rates of information collection and processing,
unknown inputs (control demands or decisions), as
well as dependency on information exchanges (Chen
W et al., 2019; Shakiba et al., 2022; Song HF et al.,
2022). The treatment of unknown inputs in early
studies can be categorized into either of the follow-
ing two approaches: such inputs could be (1) directly
ignored, which inevitably leads to modeling bias, or
(2) described by additional models such as random
processes (Xing et al., 2021) or constant bias (Fried-
land, 1969), which depends on some prior informa-
tion. For instance, the unbiased minimum variance
state estimation was initially proposed in Kitanidis
(1987) for the case with unknown inputs or parame-
ters. However, the filter does not achieve global op-
timality in the mean square sense. Then, Darouach
and Zasadzinski (1997) proposed an unbiased mini-
mum variance filter with unknown exogenous inputs,
and proved that it is optimal in the sense of an un-
biased minimal variance. The estimator design can
vary greatly as to whether the measurement equa-
tion contains unknown inputs. Furthermore, for sys-
tems that do not assume any specific structure for
the direct feed-through matrix, the singular value
decomposition method can be employed to separate
the measurement equation into two parts: one part
does not involve the direct feedforward matrix, while
the other part includes such a matrix with full rank
(see Yong et al. (2016) for some latest literature).

Due to different physical limitations and cal-
culation capabilities in cyberspace, different compo-
nents such as sensors, filters, and state evolution in
CPSs may have different signal frequencies. Hence,
it is unreasonable to use only traditional single-rate
sampling methods. Nowadays, the issue of multi-rate
sampling has received attention, with some interest-
ing results being reported in the literature (Tan et al.,
2017; Liu S et al., 2018; Zhao and Liu, 2022). Gen-
erally speaking, the lifting technique can be used to
overcome the challenges from multiple rates. On the
other hand, the time-triggered scheme of transmit-
ting data in a fixed period has been widely used in
control engineering (Gungor et al., 2010). However,
the sampling data based on the time-triggered mech-
anism must carry data with minimal fluctuations.
The frequent transmission will lead to the waste of

communication resources and result in a tremendous
increase in computing costs. Event-triggered com-
munication protocols transmit signals only when spe-
cific prior conditions are met, thereby reducing the
loss of network communication resources (Sun et al.,
2021; Ge et al., 2022; Han et al., 2022b; Liu ZQ
et al., 2022; Xie ML et al., 2022; Zhang XM et al.,
2023). In the realm of connected autonomous vehi-
cles on highways, a method for event-triggered ro-
bust control has been developed. This method aims
to minimize the usage of communication resources
while ensuring the stability of virtual platoon sys-
tems, even in the presence of time-varying uncer-
tainties (Han et al., 2022a; Hu et al., 2022). Con-
sequently, the influence of events’ occurrence on the
event-triggered scheme has sparked the research cu-
riosity of researchers. This approach has found ap-
plications in diverse system categories, including but
not limited to sensor networks, complex networks,
and multi-agent systems (Wang et al., 2016; Song
WH et al., 2019; Xing et al., 2021; Yang et al., 2022).

Note that the above mentioned event-triggered
mechanisms are all based on a static rule that data
will be released only when the measurement differ-
ence meets a predetermined fixed threshold. In prac-
tical research, it is difficult to directly give a reason-
able fixed threshold, let alone in multi-rate systems
with unknown inputs. To address such issues, an
adaptive event-triggered mechanism with adaptive
threshold parameters was developed (Zhang H et al.,
2019; An et al., 2022), and this mechanism provides
more flexibility in scheduling data transmission. In
recent times, a mechanism for triggering adaptive
events has been suggested which incorporates an ex-
tra function of internal dynamic variables to guaran-
tee the stability of the resultant closed-loop system
(Girard, 2015). In addition, an event-triggered pro-
tocol has been developed to reduce the number of in-
stances of communication between adjacent sensors,
where the triggering threshold of the event-triggered
protocol is a time-varying threshold parameter that
can reach the upper and lower bounds (Ge et al.,
2019). Therefore, optimizing event-triggered param-
eters is meaningful, which also constitutes one of the
motivations of this paper.

In response to the above analysis, the main
challenge we face is the quest for a means to con-
struct a fusion recursive filter with an adaptive event-
triggered mechanism. We also need to verify the
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sufficient conditions for the boundedness of the fil-
ter error covariance and ensure filtering performance
under information fusion. According to the previous
discussions, this paper focuses on the issue of adap-
tive event-triggered recursive filtering for multi-rate
CPSs with unknown inputs. The main contributions
can be summarized as follows:

1. A joint recursive filter with an adaptive event-
triggered mechanism is constructed to simultane-
ously estimate unknown inputs and system states.

2. The ideal filter gains are obtained by recur-
sively solving two algebraic matrix equations using
the lifting technique.

3. A sufficient condition is derived using classical
algebraic operations to verify the boundedness of the
filtering error covariance.

4. The filtering performance is enhanced by em-
ploying a famous state fusion scheme in the covari-
ance intersection (CI) based fusion conception.

2 Problem formulation

Consider the following class of CPSs with un-
known inputs:

z(f141) = A(F)x(7) + B(R)d(7) +w(r), (1)

where z(7;) € R™ represents the system state,
d(r;) € R™ represents unknown inputs, w(7;) is a
zero-mean Gaussian white noise sequence with co-
variance W (7)) > 0, and A(7;) and B(7;) are known
time-varying matrices with appropriate dimensions.
Here, we assume that h £ 7141 —77 is the state updat-
ing period of the system, where h is a known positive
constant.

According to the above CPSs with unknown in-
puts, interested information is sampled by multiple
sensors with distinct rates:

Zh(lt) = C’l(lt)x(lt)—kyl(lt), = 1,2, ,m, (2)

where y;(l;) € R™ is the i*" sensor measurement
output, v;(l;) is the zero-mean measurement noise of
sensor ¢ with covariance V;(l;) > 0, and C;(l;) is a
known time-varying matrix with appropriate dimen-
sions. The system is measured by m sensors with
a sampling period ah £ ly41 — Iy, where a > 2 is a
known positive integer.

Assumption 1 All stochastic variables, i.e.,
w(m) (> 0), vi(ly) 1 <i<myk>0), and x(rg),
are uncorrelated mutually.

It becomes evident from Eqs. (1) and (2) that
the system under consideration is fundamentally a
multi-rate system. The lifting technique is employed
to streamline the filter design process, thereby en-
suring that the multi-rate CPS undergoes conversion
into a single-rate system. The corresponding dynam-
ics with the timescale I; is reorganized as follows:

z(le1) = Aa(l) (L)

+ B (1) da (ly) + A (l)@a(ls),
.’L'(lt+1 - h) == Aa_l(lt).%'(lt)

I(lt+1 — (CL — 1)h) = Al (lt)iE(lt)
+ B (1)dy (1) + A (1) (),

where, for¢=1,2,--- jaand j=1,2,--- ,¢—1,

Aa—q+1(lt) = HA(ZH-I - lh)7

ty), - B (1), Bl + (g — 1R)]

1707"'70]7 q:17
1
a—2 a—2
) [HA(lt +1n), [ A + th),
Aq(ly) = =1 =2
7I7Oj|7 q:a_ 17
a—1 a—1
|TT A+ ), TT A+,
=1 =2
Al + (a — 1)h),1], g=a,

dg(ly) = col{d(ly), -+ ,d(l; + (a — 1)h)},
wq(l) = col{w(ly), -+ ,w(ly + (a — 1)h)}.

For notational simplicity, we define

(1) = col{x(ly), - ,x(ly — (a — 1))},
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A(ly) = col{ Aa(ly), -

-

A},

(I) = col{dq(ls), - ,di(ls)},

(I) = col{@a(le), -+, w1(le) },

B(ly) = diag{B (1), -+, B{ (1)},
)

A(ly) = diag{A,(l;),--- , A1 (Iy)},
Aj(l) = col " { AT (1,),0,- .0}, j =1, ,a,
a—1
Ci(ly) =[Ci(l),0,---,0], i=1,--- ,m.
et

Furthermore, the compact form is received as follows:
B(lis1) = Al () + B()d(l) + Al (). (4)

Remark 1 In real-world scenarios, dynamic mod-
els often have varying frequency attributes, and the
sampling rate for different system components tends
to differ. In this study, the system operation involves
two rates: system state update rate and measuring
sampling rate. To simplify subsequent research, we
assume that these two rates are integer multiples of
each other, and then use lifting technology to convert
them into a unified rate for analysis.

To optimize communication efficiency, one can
implement an adaptive event-triggered communica-
tion protocol between the sensor and the filter. This
protocol ensures that the measured signal is trans-
mitted only when the preset triggering conditions are
met. To model such a rule, one first constructs the
following function:

Floile), pille), yi(l)) = o (L)oi(le) — pile),  (5)

yi(l, ) with y; (1, ) is the last
transmitted measurement and pi(ly) is the adaptive
In light of the latest event-
triggered instant ZT; on the sensor i, the next event-
triggered instant [ i
iterative relationship:

where o;(l;) = yi(l1) —
dynamic parameter.

is determined by the following

l"'i+1 = inf{lt S N|lt > l.,.]i,
f(ai(le); pi(le), yi(le)) > 0}

Here, the parameter p;(k) is adaptive and satisfies
the time-varying law:

o (le)oi(le)
)\+0' (lt)O'l(lt)
where A > 0 and p € [0,1] are suitable positive

scalars. The initial value of p(l;) is denoted as p(0)
with 0 < p(0) < 5.

pillex1) = p+ (pi(le) = p), (7)

Under such a communication mechanism, for
lit1 € [S71, .97.1-“), we construct a local filter for the
J J

th node as follows:

Czi(lt) = Lz‘(ltﬂ)(yz‘(é‘f;)
= Ci(le41) A(l) &3 (12 ]1))
Ei(lega)le) = A(l) T (L] ly)
+ B(ly)di(11)
Ei(ler1ller1) = Ti(legalle) + Ki(leyr)
(Wilsr1) = Cille1) @i (Lt |1e)),

where d;(I;) is the estimate of the unknown input
d(ly), #:(ly41]l) is the one-step prediction of (l;) at
time instant Iy, and &;(l;+1|li41) is the estimate of
Z(ly41) at time instant lp4q. Li(l41) and K;(liy1)
are the filter gains to be designed.

In what follows, substituting the first two for-
mulas into Eq. (4) results in

Zi (L | i)
=A(le) 2 (Le]le) + Ni(legr) (i (Lr1) (9)
= Ci(le+1) A(l) 2 (Le|1r)),

where

Ni(l1) =Ki(li1) + (I — Ki(le41)

“Ci(li41))B(le) Li(le+1)-

Denoting the estimation error of the unknown
input, the prediction error, and the filtering error as

di(l) 2 d(ly) — di(Ly),
Ti(lesa|le) = (et ) 2 (Lo |le),
(1) — Tiller1llesr),

(10)

/-\

H'> H'>

Iz(lt+1|lt+1)
one has
di(l) = (I = Li(li11)Cilli11)B (1) d (1)
= Li(li1)(Ci (L1 )AL ) Zi (L] L)
+ Cile1) Al )&(L) + vi(le4a)
- Ui(lt+1))7

and

Zi(lig1|le41)
= (B(ly) — Ni(le41)Ci(le1)B(1))d(le)
+ (I = Ni(li41)Ci(le41)) (A) @i (Le|le)
+ A(1)&(1y)) — Ni(ler1)
~(Viller1) — oilles)).
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To eliminate the influence of unknown input on
the error system, the designed gain needs to satisfy
the following constraint:

Li(li41)Ci(le1)B(le) = 1. (13)

Noting the definition of N;(l111), one can easily inter
from Eq. (13) that

B(l:) = Ni(le4+1)Ci(le1)B (1)
=B(l;) = (Ki(liy1) + (I — Ki(li41)

< Ci(le41))B(le) Li(le41))Ci (L) B(1lt)
0. (14)

Finally, Egs. (8) and (12) can be rewritten as follows:

di(le) = = Li(li41) (Ci (L1 ) AW ) T (Le]1e)
+ Cilli41) A(l)S (L) + vilet) (15)
—oi(le41)),
Zi(liy1llisr)
=(I iNi(lt+1)Cz-(lt+1))(A(lt)ii(lt|lt) (16)
+ A(l)&(le)) — Ni(lev1) (vi(les1)
= 0i(li41))-

In summary, the purpose of this paper is to de-
velop a joint filter (4) such that

1. the upper bounds =; 4(I;) and =Z; 5 (li41]li+1)
are, respectively, achieved for the covariance
Pia(ly) = ]E{CZ ()dF ()} and Piy(leallipa) =
E{Zi (e |le41) T (Lera|lera) ),

2. the filter gains K;(lt+1) and L;(l;4+1) are pa-
rameterized to minimize the above upper bounds at
every time step, and

3. a state fusion scheme leveraging local state
estimation is proposed via the Cl-based fusion
conception.

3 Main results

In this section, we initially derive the upper
bound of the error covariance matrices =; 4(l;) and
Zi 2 (li41)li41) for the undetermined inputs and state
of the system. Subsequently, we formulate the nec-
essary filter gains state of the system and formu-
late the necessary filter gains L;(l;+1) and K;(li41)
through minimization of the aforementioned upper
Following this, we identify a sufficient con-
dition that guarantees the boundedness of the up-
per limit of the obtained filtering error covariance.

limits.

Lastly, we establish a state fusion estimation scheme
within the CI fusion framework by leveraging local
state estimation techniques.

3.1 Design of local filters

At the outset, let us give the following lemmas
for the subsequent theoretical derivation:
Lemma 1 (Boyd et al., 1994) For an arbitrary posi-
tive scalar « and arbitrary matrices with compatible
dimensions X, Xs, and Y = YT > 0, one has

X YXT + X0V X <aX VXTI 4+ a XY X

Lemma 2 (Tian et al., 2019) Consider the time-
varying function p;(l;) with p(0) < p given by
Eq. (7). For the predetermined constant A and any
variable o; (I;), the sequence {p;(l;)} is monotonically
increasing and satisfies p(0) < p;({;) < p.

Theorem 1 Consider the jointly local filter (8) un-
der event generator conditions (5)—(7) for multi-rate
CPSs consisting of the time-varying system (1) and
measurements (2). Under the uncoupling condition
(13), the bounds of filtering error covariance matrices

of unknown inputs and system states are

Zia(ly)
2(1+ &) (Liller1)Cille1))AL) Zi o (L)
AT (1) (Li(le41)Cileg) T
+ (Li(ler1)Cillerr) AW (1) AT (1) (17)
(Lilig1)Cillig)) ™
+ (1= 26) Li(le4 1) Villegr ) L7 (Le41)
+ (U4 & HpLi(lera) L (L),
and
E' (lt+1|lt+1)
21+ ) (I = Ni(le41)Ci(le1)) A(lr)
i (L)1) AT (1)
(I = Ni(le11)Cillig1)) " (18)
+ (L = Ni(le41)Ci(l1)) AW (L)
AT (I = Ni(lig1)Cilign)) ™
+ (1= 26;) Nl 1) Vil )N (L)
+ (147 )pNi(le41)Ni' (le41),
where W(lt) = E{&)3T )Y, Villyyr) =
E{vi(le+1)v) (le41)}, and

5 { 0, the triggering condition is satisfied,

1, otherwise.
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Proof The proof of this theorem is provided in the
supplementary materials.

Theorem 2 Consider the jointly local filter (8) un-
der event generator conditions (5)—(7) for multi-rate
CPSs consisting of the time-varying system (1) and
measurements (2). Under the uncoupling condition
(13), the bounds of filtering error covariance matrices
of unknown inputs and system states are minimized
by selecting the following two gains:

Li(li41)
= (65 (li41))~

and

YCiliy1)B(1:) O H(lern),  (19)

Ki(li41)
= {®;(1:)C;" (lt41) 92 (le41) — B(ly)
(05 (l+1) "M (Cillr4 1) B(1r)) "
<07 (le+1) (I = Cilli)
B(1:)(65" (le41)) ™

(Cilley)B(1) O (L),

where

O;(lt41)

2 (14 &)Ci(lep1) Al Zi o (L)
AT ()CT (Ligr) + Ci(li1) A
(LW (L) AT (1)C (L)

+ (1= 26;)Vi(les1) + (1 + & DI,
05" (li11)

2 (Cillir)B() 07 (li41)
“Ci(le+1)B(ly),
b, (sk)

é(1+5i)A(l) =0 (Le]le) AT (1)
AW (1) A" (1),

Q¢(1t+1)
2 Ci(lyy1)Pi (s1)CF (L)
+ (1= 28,)Vi(ler) + (1 + €7 )pl.

Proof The proof of this theorem is provided in the
supplementary materials.

3.2 Boundedness analysis

In this subsection we discuss the boundedness of
filtering error dynamics. For the sake of subsequent
discussion, we first introduce the following defini-
tions and assumptions:

Definition 1 For real numbers ¢; > 0, c5 > 0, and
0<eg<1,if

E{|| @i(lelte) I} < ex [ 2:0) 2 5 +e2 (21
holds VI > 0, then the stochastic process Z;(I;|l;) is
exponentially bounded in the mean square sense.

Assumption 2 Given positive real constants a;,
a2, C, ¢, and w, the following conditions

A (1< @, [|A( ) |< as,
A1 <)) <@
b<B(l;)<b 0< @i(lt+1) <40, (22)
@l < 2i(lir) < @I, ¢I <Pi(ly) < ¢

pl < Z . (le|ly) < pl,

hold for the addressed multi-rate CPSs consisting of
the time-varying system (1) and measurements (2).

Theorem 3 Under Assumption 2, consider the
jointly local filter (8) under event generator condi-
tions (5)—(7) for multi-rate CPSs consisting of the
time-varying system (1) and measurements (2). Un-
der the uncoupling condition (13), if the joint filter
(8) adopts the gains designed in Theorem 3, if the
following condition

(23)

is true, where

then the filtering error dynamics (16) is exponen-
tially bounded in the mean square sense.

Proof The proof of this theorem is provided in the
supplementary materials.

3.3 Fusion estimation scheme

For the multi-sensor system considered in this
paper, a CI fusion estimation scheme is adopted, con-
sidering the objectives of avoiding the calculation of
cross-covariance and ensuring the robustness of state
estimation.

The state fusion estimate and state fusion co-
variance are represented by Z¢(I;|l;) and Zf 5 (I¢|l;),
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respectively. The fusion scheme is as follows:

-1
._.f T lt|l (Zwl‘—‘zw lt|lt ) ’
=5t 0 (le]lt) Z

(lt|lt) i(Le]lt),

where w; >0, 37" w; = 1.
To improve the robust accuracy of CIl-based fu-

ae(le)ly)

sion, parameter w; satisfies the following nonlinear
constrained optimization problem:
H,Lluln tI‘(Ef’m (lt |lt))

m (25)

s.t. Zwl =1,w; > 0.
i=1

Theorem 4 Consider the jointly local filter (8) un-
der event generator conditions (5)—(7) for multi-rate
CPSs consisting of the time-varying system (1) and
The Cl-based fusion estimation
schemes (24) and (25) are consistent:

Pt (leg1llepr)

=E{(z(li+1) — et 1[li41)) (@ (i)
— &¢(leg1lle41) "}

<Et 2l lles1)-

measurements (2).

(26)

Proof Considering P; ;(li+1]li+1) < Zi (L1 |li1),
the proof of Theorem 4 can be obtained directly from
the relevant proof presented in Deng et al. (2013).

Remark 2 The problem of recursive filtering for
a class of multi-rate CPSs under the event-triggered
protocol has been successfully solved. In Theorem
1, we derive an upper bound on the filtering error
covariance. We then determine the filter gain to
minimize this upper bound and obtain the small-
est possible upper bound in Theorem 2. These de-
rived minimum upper bounds provide comprehen-
sive information about the multi-rate sampling and
event-triggered mechanisms. Furthermore, Theorem
3 presents sufficient conditions to guarantee the ex-
ponential boundedness of the filtering error in terms

of dynamic mean square.

4 An illustrative example

In this section, we demonstrate the effectiveness
of the filter design approach explained in the present
study by providing a numerical illustration.

The parameters of the considered CPS (1) mon-
itored by sensors (Eq. (2)) are set as follows:

A _[ 026 03 [ 110 112
71 02 01 °7 115 113
112 1.13 1.31 1.13
C1o _[ 110 1.12 }  Coo = { 1.31 1.21 ]

Covariance matrices of process noise w(r;) and mea-
surement noise v;(l;) are set as 0.001, and the initial
value of the system state x is uniformly distributed
over [0.18, 0.16]. For the dynamic triggering con-
ditions (6) and (7), the thresholds are chosen as

= 0.01, po = 0.05, and A\g = 0.01.
these parameters, the filter parameters K; and L;

Based on

for ¢ = 1,2 can be calculated at each iteration ac-
cording to Egs. (19) and (20).

The simulation results are presented in Figs. 1—
7. Specifically, Figs. 1 and 2 display the trajectories
of the true states and the corresponding estimates,
showing that the estimation trajectories accurately
Figs. 3-6 depict the trace of
the minimum upper bound and the mean square er-
ror (MSE) for the state estimation. The trigger-
ing instants of each sensor node under the dynamic

track the true ones.

event-triggered mechanism can be observed in Fig. 7.
Overall, the simulation results demonstrate the fea-
sibility of the dynamic event-triggered filtering algo-
rithm proposed in this paper.

0.2
ol ,/'\\/ "/\[\'/“V;-\\//\j\\-}\‘/'\‘vh'\'(,\/\
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03 , , , , , Fusion estimate
o 10 20 30 40 50 60 70 80 90 100

Time step

Fig. 1 State estimates of ! and x2 and their fusion es-
timates (References to color refer to the online version
of this figure)

Remark 3 To conserve sensor energy, we use a
pre-determined event-triggered mechanism to regu-
late data transmission between the sensor and the
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plicability of the proposed filter design technology.
The triggering moment determined by the event-
triggered protocol clearly shows a significant reduc-
tion in the number of data transmissions.
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5 Conclusions

In this paper, we use an event-based adap-
tive mechanism to study the filtering problem for
CPSs with unknown inputs. To reduce communica-
tion costs, we use a dynamic-event-based strategy to
determine when a sensor node sends its measure-
ments to neighbors. The system operation consists
of two rates, namely the system state update rate
(i.e., the measured sampling rate) and the measuring
transmission rate (i.e., the estimated output rate).
Our goal is to set enough conditions to guarantee an
upper bound on the filter error covariance. We use
a specific set of recursions to obtain the parameters
of the desired filter. On this basis, a state fusion
estimation scheme based on the Cl-fusion method
is proposed using local state estimation. Finally,
we verify the effectiveness of the proposed adaptive
event-triggered recursive filtering algorithm through
an example. Further research topics include extend-
ing this algorithm to other control or filtering mech-
anisms with time-varying topologies. Additionally,
the exploration of alternative communication proto-
cols such as the Round-Robin protocol, the weighted
Try-Once-Discard protocol, and the random commu-
nication protocol is being investigated, with these
being anticipated to serve as possible replacements
for dynamic event-triggered mechanisms.
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