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Abstract: Smart city situational awareness has recently emerged as a hot topic in research societies, industries, and
governments because of its potential to integrate cutting-edge information technology and solve urgent challenges
that modern cities face. For example, in the latest five-year plan, the Chinese government has highlighted the
demand to empower smart city management with new technologies such as big data and Internet of Things, for
which situational awareness is normally the crucial first step. While traditional static surveillance data on cities
have been available for decades, this review reports a type of relatively new yet highly important urban data
source, i.e., the big mobile data collected by devices with various levels of mobility representing the movement and
distribution of public and private agents in the city. We especially focus on smart city situational awareness enabled
by synthesizing the localization of hundreds of thousands of mobile software Apps using the Global Positioning
System (GPS). This technique enjoys advantages such as a large penetration rate (~50% urban population covered),
uniform spatiotemporal coverage, and high localization precision. We first discuss the pragmatic requirements for
smart city situational awareness and the challenges faced. Then we introduce two suites of empowering technologies
that help fulfill the requirements of (1) cybersecurity insurance for smart cities and (2) spatiotemporal modeling and
visualization for situational awareness, both via big mobile data. The main contributions of this review lie in the
description of a comprehensive technological framework for smart city situational awareness and the demonstration
of its feasibility via real-world applications.
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as part of its marketing initiative (Palmisano, 2008).
The concept of a smart city has grown rapidly and
come to encompass and integrate cutting-edge infor-
mation technologies, such as the Internet of Things
(IoT) (Kamal et al., 2023), cloud computing (Qi
et al., 2021), big data (Chen W et al., 2021), and
digital twins (Caldarelli et al., 2023). Worldwide,
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the development and realization of the smart city
initiative have significantly accelerated the transi-
tion of cities into the modern era, by transforming
their current models of urban planning (Cheng et al.,
2022), service, and management into smarter ones.

With the recent waves of modernization in
global cities, governments and citizens have benefited
significantly, and are yet posed with multifaceted
challenges, e.g., inefficient transportation systems,
surging carbon emissions, and critical emergency
events. Empowered by the comprehensive smart
city infrastructure in place nowadays, and consid-
ering the vastness of the urban space characteriz-
ing smart cities and the potential for provisioning
the same in real time, a new research domain has
emerged to ascertain the optimal means for enabling
More
formally, smart city situational awareness refers to
the utilization of technologies such as IoT and big
data to acquire, process, and analyze key dynamic
data on urban operations.
cal indicators that describe the city operational sta-

situational awareness within modern cities.

By generating statisti-

tus, aggregating and promptly notifying the presence
of anomalies, and leveraging historical data to fore-
cast short- and long-term urban conditions, the city
management agencies are empowered to understand
the current state and trends, proactively identify
and address abnormal situations, and obtain valu-
able data-driven insights to support decision-making
and urban planning. Smart city situational aware-
ness is normally supported by contemporary urban
data sources including but not limited to surveil-
lance video cameras, mobile localization systems
(Wei et al., 2022), multi-source satellite imagery
(Tang et al., 2016), and meters,/sensors in municipal
infrastructure. While all kinds of urban data sources
can be important in enhancing smart city situational
awareness, this paper focuses on the methodology, ef-
fectiveness, and case studies relevant to implement-
ing big mobile data in an urban scenario. Compared
with most other data sources, big mobile data enjoy
the advantages of a higher penetration rate among
urban users and a broader coverage of the spatiotem-
poral urban territory.

1.1 Big mobile data: concept, taxonomy, and
overview for smart city applications

Essentially, sensing is the first step in empower-
ing smart city situational awareness. For example,

for understanding the traffic status of a city, the sens-
ing technology has been widely deployed to detect
vehicle movement information. Modern intelligent
buildings are equipped with facility sensors for tem-
perature and air quality and also fire alarms to ensure
workplace health and track emergencies. Consider-
ing all the urban sensing technologies, the resulting
data generated can be divided into two categories:
the first type represents the traditional sensing data
measured statically in an urban space, typically the
roadside inductive-loop sensors to detect traffic vol-
ume; the second type is composed of dynamic urban
data normally collected by moving agents within a
city in real time. Regarding smart city situational
awareness, the new dynamic data collection method-
ologies have played a more important role, mainly
because the requirements on situational awareness
(Section 2) are mostly time-critical and could be any-
where in a city.

Big mobile data, characterized by their real-time
nature, high data value, and extensive scale, can be
combined with other datasets to provide valuable
insights into comprehending smart city situational
awareness. For example, integrating big mobile data
with traffic data enables a more refined analysis of
residents’ mobility patterns, including their move-
ment directions and travel durations within the city.
Such insights can greatly assist city management
agencies in optimizing urban road networks, facili-
ties, and overall infrastructure planning. The big
mobile data studied in this paper are obtained ma-
jorly from a number of dynamic urban data sources.
They are defined as the data collected by devices
with various levels of mobility that represent the
movement and distribution of public (e.g., buses,
trains) or private (e.g., people) agents in the city.
The generated mobile data at the entire city scale
could be extremely large (petabyte or above), con-
sist of multiple data modalities (locations, statuses,
images, videos, etc.), and are essentially dynamic in
space and time. According to Zheng et al. (2014),
we further classify the means of acquisition of big
urban mobile data into the passive sensing and par-
ticipatory sensing modes. For mobile data derived
from the passive sensing mode, e.g., the call detail
records (CDRs) from mobile cell phones, agents do
not need to know the detailed sensing process, and
the data collection is generally objective.
trast, for mobile data derived from the participatory

In con-



288

sensing mode, e.g., tweets/weibo with location in-
formation uploaded by urban users, agents need to
actively report their situation/information and the
data collection can be subjective.

Apart from these two main types, much of our
work in this paper (Section 4) builds on a new kind
of big mobile data not only obtained by synthesiz-
ing the GPS sensing of hundreds of thousands of
mobile Apps, typically hosted by TalkingData Inc.
(Shi et al., 2021a), but also available from other
public/private urban shareholders. Compared with
other kinds of mobile data, this new source enjoys
three advantages: first, the penetration rate on the
urban population is as high as 50% in megacities hav-
ing millions of residents, while most previous data
sources cover only specific groups of the population
(e.g., tourists, drivers); second, the spatiotemporal
distribution is highly consistent with the mobility
of the entire population, while a lot of traditional
mobile data sources focus on the regular spatial re-
gions and temporal intervals (e.g., road networks by
GPS navigation Apps); third, due to the use of GPS
sensing, the spatial precision (<100 m) is much bet-
ter than that with other data sources using mobile
base stations or Wi-Fi. Empowered by this new gen-
eration of big mobile data, the situational aware-
ness of smart cities can be greatly enhanced in many
real-world scenarios, as we elucidate in the present

paper.
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1.2 A technical framework for smart city sit-
uational awareness over big mobile data

Fig. 1 illustrates an overall technical framework
to enable smart city situational awareness using big
mobile data. The framework includes, first, the
various requirements from urban shareholders (gov-
ernment, enterprise, citizen) for enabling situational
awareness (Section 2). To satisfy these requirements,
comprehensive smart city infrastructure has been
built up, encompassing elements reused from com-
mon infrastructure (e.g., the Internet and mobile
network) and software /hardware specially manufac-
tured for situational awareness (command center,
executive dashboard). On the other hand, share-
holders design big mobile data standards and the
data needed for these can be collected through the
use of the sensing infrastructure deployed in smart
cities; such data encompass both passive crowd sens-
ing data and participatory sensing data. The big
mobile data are then processed via a sequence of
urban computing engines, including but not limited
to mobile data management & sharing, analytics &
mining, and visualization & visual analytics. In this
paper, we will focus on the technology for smart city
cybersecurity and the spatiotemporal visual analyt-
ics methods for a smart city. The framework and as-
sociated technology have been successfully deployed
in many smart city applications ranging from busi-
ness optimization to urban culture and tourism.
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Fig. 1 Overall framework to empower smart city situational awareness
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This paper focuses on the big mobile sensing
data and their processing or analysis for rudimentary
situational awareness. For advanced requirements
for smart city situation understanding and emer-
gency state-of-the-art high-throughput
remote sensing technology can be deployed (Tang
et al., 2019). For example, with the development
of consumer-level RGB-D sensors, indoor 3D scene

response,

modeling in cities can be achieved with improved
accuracy and reduced cost. Yuan ZL et al. (2021)
have conducted a survey on the recent advancement
of this new kind of sensing technology.

1.3 Related reviews

The worldwide development of smart city situ-
ational awareness has attracted great attention from
the research community. Previous works have sys-
tematically reviewed the situational awareness of
smart cities in different fields, such as network se-
curity (Franke and Brynielsson, 2014; Yao JY et al.,
2019; Neshenko et al., 2020; Jiang LY et al., 2022),
natural disasters (Vongkusolkit and Huang, 2021),
and life monitoring (Woodward and Ruiz, 2023). For
example, Franke and Brynielsson (2014) conducted
a survey in the field of cyber situational awareness,
in which they ran queries on four leading scientific
databases to form a good review of 102 articles com-
prised in the literature on the topic. Thereafter,
Yao JY et al. (2019) conducted a survey from three
aspects: network security situation element extrac-
tion, network security situation assessment, and net-
work security situation prediction, aiming to ascer-
tain the internal relationship among these security
elements and analyze the security situation of urban
However, the ambiguity of
the evolving cyber threats and their damaging con-

networks in real time.

sequences presents new obstacles for policymakers.
Hence, Neshenko et al. (2020) examined the threat
landscape of smart cities, discussing the potential
impact of specific attack types and investigating and
revealing advances in data-driven situational aware-
ness approaches. Considering that network data vi-
sualization can provide efficient and meaningful in-
sights into smart city situational awareness, Jiang
LY et al. (2022) systematically reviewed and ana-
lyzed the literature on network situational awareness
visualization, visualizing not only threat information
but also impact information, response plans, and in-
formation shared within teams, and provided sup-

port for translating research findings into industrial
practices.

Additionally, several studies have systemati-
cally analyzed situational awareness in other areas of
smart cities. For example, Vongkusolkit and Huang
(2021) explored social media data (i.e., data from
sources such as Twitter and Facebook) to improve
situational awareness during disasters and outline
existing situational awareness classification patterns
for urban natural disaster events from five different
analytical perspectives (content, time, user, emotion,
and spatiotemporal). Woodward and Ruiz (2023)
conducted a systematic literature review to examine
how information is currently presented in augmented
reality (AR), specifically in systems used for health
situational awareness. They focused on visual el-
ements (e.g., monitoring a patient’s vital signs) to
enhance the environment. A total of 140 relevant
studies were analyzed.

However, situational awareness in the context of
smart cities has not been thoroughly studied. First,
the aforementioned review studies are all aimed at
a single field of urban service and strongly rely on
traditional static city-monitoring data and lack a
comprehensive study on real-time smart city situ-
ational awareness. Second, the existing reviews have
ignored the heterogeneity, dynamics, and complexity
of smart city network security data. Third, existing
smart city situational awareness reviews are all at
the government level. Contrastingly, the unique in-
sights of this paper are: (1) we focus on the relatively
new but very important urban data sources, namely,
the big mobile data collected by devices with various
levels of mobility, both exploring multiple fields of
smart cities and distilling technical commonalities in
different fields; (2) at variance with the approaches
adopted in existing cyber-security situational aware-
ness reviews, we leverage heterogeneous information
networks to model the complex network security de-
pendencies of smart cities and consider dynamic de-
tection technology to defend against new network
attacks in real time; (3) we concentrate on the situa-
tion awareness at the individual level in the context
of smart cities, which can enable the provision of
more fine-grained services.

1.4 Technical challenges

To harness the vast potential of big mobile data
for enhancing smart city situational awareness, this
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paper delves deep into the multitude of challenges
that need to be overcome for the successful develop-
ment and deployment of algorithms and platforms.
These challenges encompass diverse facets, including
data privacy, the nature of sparse data, scalability
issues, and the integration of these innovations with
existing urban infrastructures.

1.4.1 Data privacy

The metropolitan-scale measurement of human
trajectories via mobile sensing data inherently in-
troduces the significant challenge of data privacy.
Within this domain, two primary obstacles emerge.
First, the essence of mobile sensing data, often laden
with personal identifiers or attributes, underscores
De-
spite the necessity of ensuring anonymity, achiev-

the critical need for anonymity preservation.

ing complete data anonymization without diminish-
ing its quality and pertinence is intricate, leading
to the indispensable design of algorithms that dis-
cern meaningful patterns without betraying individ-
ual identities. Second, the ever-evolving landscape
of data privacy laws worldwide necessitates steadfast
regulatory compliance. This entails not only a thor-
ough comprehension of varied legal edifices but also
the incessant refinement of platforms and algorithms
to be in tandem with these changing mandates.

1.4.2 Sparse data

As a result of pragmatic constraints, the data
collected often exhibit sparsity over time, with av-
erage record intervals as long as many hours. No-
tably, this sparsity impacts inference algorithms.
Traditional mobility inference algorithms designed
for dense trajectories struggle in the face of sparse
data. Additionally, visualization requirements be-
come more complex. The urban trajectory data have
long-tailed temporal sparsity due to privacy con-
cerns, implying that existing visualization techniques
for dense data might not be directly applicable.

1.4.3 Computational costs and scalability

Scalability becomes a critical concern when ex-
amining the mobility behavior of large urban popu-
lations. Specifically, the enormous population size of
modern cities, which can contain tens of millions of
individuals, leads to extensive location records. This
vastness, in turn, results in scalability issues when

profiling and comparing mobility behavior. Further-
more, resource allocation is a cornerstone challenge.
Ensuring that algorithms and platforms can effec-
tively use available computing power and storage re-
sources to cater to the demands of smart city applica-
tions becomes paramount, especially when managing
and optimizing computational resources to process
and analyze such a vast amount of data efficiently.

1.4.4 Integration with existing infrastructures

The integration of innovative algorithms and
platforms with existing urban infrastructures poses
its own set of formidable challenges. Specifically,
real-time data handling is essential. To incorporate
these technologies into live trajectory streams, ro-
bust real-time data handling capabilities must be de-
veloped, with the core challenge being the creation
of systems that can efficiently process incoming data
streams in real time while safeguarding data integrity
and accuracy. Additionally, security and reliability
take precedence. The integration process mandates
a high priority on data security and system reliabil-
ity because smart city applications frequently handle
sensitive information and necessitate uninterrupted
operation. Thus, implementing robust security mea-
sures and fail-safe mechanisms is of the utmost
importance.

2 Smart city situational awareness and
key applications in China

Situation awareness is a key technology for im-
proving urban governance, and mobile big data are
an important source for situation awareness. In this
section we introduce the requirements for smart city
situational awareness, analyze the role of big mo-
bile data in smart city situational awareness, and
provide case studies involving the use of situational
awareness to improve urban governance, aiming to
provide an intuitive understanding of empowering
smart city situational awareness via big mobile data.

2.1 Requirement analysis

2.1.1 Essential requirements for urban governance
capabilities

Based on IoT and big data technology, smart
city situational awareness realizes the identification,
status monitoring, information collection, and data
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analysis of people, municipal facilities, the ecolog-
ical environment, and road vehicles through satel-
lite positioning, video monitoring, radio frequency
identification, sensing conversion, and other IoT
sensing means, forming a city operation sensing
neural network with territory-wide coverage. It of-
fers data support for dynamic perception, rapid re-
flection, and scientific decision-making regarding ur-
ban operation. Smart parking, smart manhole cov-
ers, smart meter reading, smart streetlights, smart
security, and other IoT applications achieve intelli-
gent management and remote scheduling, and the
connection between people and people, people and
things, and things and things will be more seam-
less and convenient, thereby making city manage-
ment more efficient. Based on smart city situational
awareness, the “city brain” can collect dispersed ur-
ban data, detect urban vital signs, optimize urban re-
source allocation, and strengthen urban risk control.
It plays a crucial role in comprehensively enhancing
urban quality, improving the living environment, en-
hancing the ability to cope with risks, and enhancing
urban “resilience” in all aspects, spawning new dig-
ital, networked, informed, and intelligent concepts
and modes of urban governance.

2.1.2 Importance of achieving urban sensitive gover-
nance

In recent years, urban operations have fre-
quently been disrupted by unforeseen public events.
Currently, the urban governance scenario is trans-
forming into a combination of peacetime and
wartime as well as a sensitive state system, and the
urban governance paradigm is being converted into
space—time integration and human—computer inter-
action. Data flow is required to drive the global
control flow, business flow, element flow, and de-
cision flow in such a way that a quick and timely
response always stands enabled, to support the ef-
ficient allocation and optimization of resources and
the rapid coordination and interconnection of sys-
tems, and to facilitate the formation of the global
optimum and group wisdom. Smart city situational
awareness creates a cyberspace representation of the
city’s numerous subsystems and their intricate re-
lationships. Combined with real-time IoT systems
(Yuan B et al., 2019), it can facilitate the transfor-
mation of urban governance from human-intensive
to human—computer-interactive, as well as the shift

from empirical judgment to data analysis and from
disposal of inert to active discovery.

2.1.3 Promoting the fusion of cyber-physical systems
in smart cities

Physical space, social space, and information
space overlap one another in cities, which are open,
complex, and gigantic systems. The emergence and
effectual functionality of a smart city is an out-
come of the wisdom transformation of the city under
the conditions of triadic space (Guo et al., 2020),
which is made possible with the utilization of digi-
tal technology and triadic space big data (Chen W
et al., 2021) to build a city governance model in cy-
berspace that matches the governance of the physi-
cal space, to promote the simultaneous planning and
construction of digital cities and real cities, to opti-
mize the spatial structure and infrastructure of the
city, and to enhance the operational efficiency. The
link between the physical and the digital cities is ex-
actly smart city situational awareness. Through the
cyber-physical system, a closed-loop empowerment
system based on the automatic flow of data between
the information space and the physical space is cre-
ated to realize the synergy and optimization of the
physical and the digital cities. The IoT technology,
geographic information systems (GISs), and build-
ing information modeling (BIM) enable the digital
twin city to sense changes in the physical city in
real time and obtain insight into the risks associ-
ated with urban operations. Alternatively, through
planning, design, and other simulations of the digi-
tal twin city, the city can be intelligently warned of
potential negative impacts, conflicts, and potential
dangers, thereby guiding and optimizing the plan-
ning and administration of the actual city.

2.2 Role of big mobile data

2.2.1 Emerging model of smart city situational
awareness

Numerous innovative applications, such as the
city management hand shot, the traffic police App
illegal report, the epidemic prevention and control
scanning operator QR code to check the personal
trajectory, and other public interaction and mass
prevention innovation applications, have generated
a large amount of mobile big data, constituting an
important source of data for smart city situational
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awareness, thereby enhancing urban governance ca-
pabilities. During the epidemic, the digital itinerary
card platform, developed by the China Academy of
Information and Communications Technology in col-
laboration with China Telecom, China Mobile, and
China Unicom, used mobile phone signaling data to
provide mobile Internet users with 14-day location
information queries, providing a scientific basis and
monitoring means to ensure the orderly movement
of people across areas. Using prevention and con-
trol of the COVID-19 epidemic as an example, many
cities use the mobile big data technology to analyze,
identify, and mine the migration trajectories of tar-
get populations through government big data shar-
ing and Internet big data interaction, to find people
in close contact with suspected populations, and to
visualize data such as the regional distribution of
people’s origins, the number of new health abnor-
malities, the number of people returning each day,
statistics on people departing the domain, and trans-
portation rides. Such a strategy can effectively aid
the government in analyzing high-risk groups, identi-
fying suspects, and conducting effective research on
key individuals and areas.

2.2.2 Boosting human-centered urban governance

Cities are where people live and work, and more
than 55% of the world’s population presently re-
sides in cities, a number that is projected to in-
crease to 70% by 2050 (UN DESA, 2019). China’s
urbanization rate has reached 65.22% by the end of
2022 (National Bureau of Statistics, 2022). By tech-
nology integration, business integration, and data
integration, smart cities could achieve cross-level,
cross-regional, cross-system, cross-department, and
cross-business collaborative management and ser-
vices, thereby enhancing the people’s sense of access,
happiness, and security. Along with the rapid de-
velopment of population, society, and the economy,
cities exhibit rapid change and large spatial differ-
ences at multiple levels and dimensions. Massive
mobile big data have been generated by the wide use
of smart mobile devices and geolocation systems, and
such data can reveal the city’s status, hotspots, and
trends, as well as other situational information con-
nected with the city from multiple dimensions such
as time and space. It is advocated that the concept
of urban governance evolves from one-way manage-
ment to two-way interaction, offline to online—offline

integration, and departmental to comprehensive
governance.

2.2.3 Promoting innovative urban planning and lay-
out optimization

Mobile big data can track the dynamic situa-
tion of urban operation in terms of parameters such
as people flow, traffic flow, and logistics in real time
(Yao YY et al., 2022), and help urban management
departments monitor urban operations by integrat-
ing the offline location distribution and online be-
havioral characteristics of urban people and vehicles,
combining spatial bearing, analysis and simulation,
trend prediction, and operational assessment analy-
sis of urban layout, and facilitating the pursuit of a
more scientific understanding of urban layout. By
analyzing data on the movement trajectories, travel
times, and destinations of urban vehicles and pedes-
trians, plausible traffic control policies can be devel-
oped to direct traffic flows to suitable routes, thereby
reducing traffic congestion and energy waste. Zhang
RJ (2019) conducted a study on bus network opti-
mization using the big data of shared bicycle tra-
jectories, with the minimization of residents’ travel
time and the minimization of bus network operation
costs as the optimization objectives, and constructed
a model for urban bus network optimization, thus
arriving at innovative concepts for use in such op-
timization. Liao CC et al. (2023) used Gaode map
data to identify and analyze the spatial organization
structure, node characteristics, and linkage mecha-
nism of the transportation linkage network in the
Guangdong-Hong Kong-Macao Greater Bay Area,
thereby contributing to the Bay Area’s future devel-
opment planning.

2.3 Case studies
2.3.1 Worldwide technological effort

In the promotion of smart city situational aware-
ness applications abroad, information and communi-
cation technologies are used to sense, analyze, and
integrate the key information from the core systems
of urban operations, thereby providing intelligent
responses to diverse needs, such as people’s liveli-
hood, environmental protection, public safety, ur-
ban services, and industrial and commercial activi-
ties. By sensing, monitoring, analyzing, integrating,
and displaying various data, Dubuque in the United
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States uses IoT technology to digitize and connect
all the city’s resources, including water, electricity,
oil, gas, transport, and public services, to provide
an overview of the entire city’s resource usage, in-
telligently respond to citizens’ needs, and reduce
the city’s energy consumption and costs, thereby
enhancing the government administrative efficiency
and city management. By constructing a citywide
Internet network, Seoul (Chen Q, 2014) has made
it possible for its citizens to use or manage various
social services from any part of the city, learn about
water, air, and traffic conditions, control electronic
and electrical devices in their homes, and even track
the movements of their minor children. More than
20 000 smart sensors have been installed in Barcelona
(Yan H and Xu, 2022), allowing collection of data for
the ascertainment of various elements of information,
including weather, noise, and traffic flow; analysis of
such data would assist in better management of var-
ious smart city functionalities through the city’s op-
eration system. For example, the smart bins can au-
tomatically sense the quantity and volume of waste,
and when the bins are about to be filled, the inter-
nal sensors will feed the information to the central
control system, and the staff will arrange the routine
accordingly.

2.3.2 City brain projects in China

In the domestic development of smart city situ-
ational awareness construction, the system concept
is emphasized, and modern information and commu-
nication technologies are employed to achieve intelli-
gent urban infrastructure, scientific urban planning
& design, refined urban operation & management,
universal urban public services, and modernized ur-
ban governance. Specifically, cities such as Bei-
jing, Shanghai, Guangzhou, Hangzhou, and Shen-
zhen (Liao RZ and Chen, 2022) have adopted the
integrated city management platform as their guid-
ing principle and have prioritized practical applica-
tions. To ensure this platform’s validity in the case
of specific application scenarios, through the con-
struction of the city brain, city transport center,
and other system platforms, comprehensive integra-
tion and convergence of regional suspicious subjects,
places, incidents, activities, and other governance el-
ements have created a “one map” that covers grid
management, public services, urban transportation,
comprehensive law enforcement, and other key areas

of governance elements. The “one map” facilitates
instantaneous cognizance of the operational status
of the city. Positive results have been achieved in
the prevention and control of traffic congestion, the
quick response to in-door emergencies through build-
ing information modeling (Tang et al., 2022), and
the optimization of industry. Based on hydrological,
meteorological, and drainage data, combined with
urban hydrological models and electronic maps, Gu
(2023)’s Huizhiguan urban operation and manage-
ment hub enables the visualization and simulation of
the evolution of flooding in flood-prone areas, serving
as a reference for flood prevention and relief. Shang-
hai has constructed China’s first mega-city operation
digital indication system (Wang Z, 2021), which sub-
divides various city operation indications into more
than 1000 indicators in 55 categories, forming a neu-
ron system for city operation encompassing the en-
tire city. More than 34 million pieces of real-time,
dynamic data, pertaining to parameters such as wa-
ter quality, district entrance, exit safety, and elderly
services, are collected daily via 218 categories and
over 11 million IoT terminals. Through the scientific
application of threshold management, color manage-
ment, and closed-loop management, the system en-
hances its capacity to detect problems and analyze
the situation, and creates a new governance model
for megacities.

3 Cybersecurity insurance for smart
city via big mobile data

As the Internet continues to move toward open-
ness and intelligence, cyberattack tools are increas-
ingly available, which gradually reduces the cost of
network intrusion. Cyberattacks could severely af-
fect people’s production and lives in the city (Skopik
et al., 2016; Wang Q et al., 2020). At present, the
Internet ecosystem is in a dynamic and changing en-
vironment, and the network security guarantee of
smart cities requires timely and reliable attack detec-
tion and defense technology to enable an understand-
ing of the potential internal and external threats to
the smart city system and minimize risks (Singh
et al., 2019; Kamal et al., 2023). Therefore, accu-
rate analysis and detection of cybersecurity threat
intelligence, malicious code, and network traffic is of
practical significance to the cybersecurity situational
awareness of smart cities.
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3.1 Large-scale threat intelligence analysis for
smart city

Cyber threat intelligence is organized and
shared in the form of an indicator of compromise
(IOC), which is the fingerprint information that net-
work threat intelligence uses for security protection,
such as against malicious domain names and mali-
cious file signatures (Tounsi and Rais, 2018). As
shown in Fig. 2, smart city mobile terminals (such as
hacker forums and black production platforms) are
filled with a large number of description texts related
to network threats, and these description texts con-
tain a large number of IOCs with security protection
value. According to different data sources, network
threat intelligence can be divided into external net-
work threat intelligence and internal network threat
intelligence (Qamar et al., 2017). The external net-
work threat intelligence focuses on extracting mali-
cious IOC from the open-source threat description
text, while the internal network threat intelligence
focuses on analyzing internal system traffic, logs, and
other data to identify potential network threats.

- S
Fo RIS Vemsoon
Advisory/source: NiA ~ !
~ 1
Exploit. § Downlcad / View Ra ,'
N
—————————————— [ el e B il

-/
ay

CVE Dictiohary Entry:
CVE rr-',’ry_w
VD Poblished Date:

! 1
Loz |

Classffication

Security Updates L 201773/38 !

Fig. 2 Multisource heterogeneous network threat in-
telligence analysis in smart cities

3.1.1 Smart city’s external network threat intelli-
gence analysis

Recently, Zhao J et al. (2020a) focused on ex-
tracting external network threat intelligence from so-
cial texts, which is formalized as: given a set of net-
work threat description texts D = {di,ds,...,d,},
they first identified all IOCs that meet the require-
ments in d; (i = 1,2,...,n) using the context-aware
IOC extraction algorithm; then they extracted the
correlation relationship between the IOCs using the

syntactic shortest dependency tree (Chen DQ and
Manning, 2014) based on accurately identifying ma-
licious IOCs and represented the relationship in the
triple form (IOC;, relation;, IOC;11); finally, they
aggregated all the extracted threat relation triples
into a heterogeneous graph G = (V, E). The external
network threat intelligence extraction algorithm pro-
posed in this subsection solves the problem of high
false positive rate of IOC extraction, using the short-
est syntactic dependency tree to extract the associ-
ation relationship between IOCs and heterogeneous
graphs to conduct fusion modeling of the association
relationship. It is a prerequisite for further real-
izing the representation learning of network threat
intelligence.

The purpose of network threat intelligence rep-
resentation learning is to learn a mapping function
to embed unstructured threat intelligence into a low-
dimensional vector space and to calculate the in-
teraction relationships of IOCs.
presents a threat intelligence representation learning
framework based on hierarchical attention learning,
which is formalized as: given a network threat intel-
ligence heterogeneous graph G and the correspond-
ing meta-path set ¢ = {P, P, ..., Py}, where
P, (m=1,2,..., M) represents the m™ meta-path
in the heterogeneous graph, the learning tasks of the
network threat intelligence representation based on
hierarchical attention learning include: (1) calculate
the importance of each neighbor node of the con-
nected node v; under the path to represent the node
and obtain the node level attention weight under
meta-path P, (Wang X et al., 2019); (2) learn the
importance of different meta-paths P,,’s to repre-
sent node v;, and obtain the attention weight of each
meta-path level; (3) learn the feature information of
v;’s neighbor nodes of different importance under

This subsection

all meta-paths simultaneously using the attention
weights of nodes and meta-paths, use the learned fea-
tures to represent it, and obtain its low-dimensional
representation learning vector (Fu et al., 2020). The
embedded network threat intelligence can realize au-
tomatic analysis and mining and support the down-
stream automated intelligence analysis.

3.1.2 Smart city’s internal network threat intelli-
gence analysis

This subsection focuses on the research of inter-
nal network threat intelligence in smart cities and
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takes the identification of botnet nodes from traffic
data as an example to study the modeling method of
internal network threat intelligence (Albanese et al.,
2019). Tt includes mainly four important phases,
which are:

1. AHIN construction: To consider a more so-
phisticated network flow entity, Zhao J et al. (2020Db)
mainly extracted the entity in the network traffic
into a six-tuple v = (IPgc, IPqes, Port, Protocol, Re-
quest, Response). To further study the interaction
relationship between heterogeneous entities in net-
work traffic, six types of basic interaction relation-
ships are considered between heterogeneous entities
and a heterogeneous graph is used to model them.

2. Similarity embedding: Meta-paths and meta-
graphs are effective tools for depicting interaction
relationships between heterogeneous entities (Sun
et al., 2011). Ten meta-paths and seven meta-graphs
are designed to depict the interaction relationships
between botnet nodes. The main purpose of the node
similarity evaluation algorithm proposed is to map
host nodes in heterogeneous graphs to homogeneous
networks and learn their interaction patterns in het-
erogeneous graphs. In view of this, a node similarity
evaluation algorithm based on weight learning is pro-
posed to evaluate the similarity between host nodes
in the two dimensions of meta-path and meta-graph
(Zhao H et al., 2017) separately, and to embed it into
the similarity adjacency matrix A.

3. Graph convolution operation (Li et al., 2018):
Based on the source IP adjacency matrix A obtained
by the host similarity evaluation algorithm and the
eigenmatrix X obtained by the source IP, graph con-
volution operation G(X, A) can synchronously learn
the node attribute features of the source IP and the
interactive behavior patterns between them, so as to
ensure the learning of more refined and more distin-
guished botnet node features.

4. Botnet node detection: The embedded fea-
tures obtained based on the graph convolution op-
eration are inputted into a two-layer forward neural
network and an automated model is trained to judge
whether a host node is a botnet node.

3.2 Malicious code detection for smart cities

With the continuous upgradation and develop-
ment of the network technology, smart city malicious
code attacks are becoming more complex and diver-
sified. However, traditional network security protec-

tion schemes (such as firewalls and gateways) rely on
existing matching rules and cannot cope with tens of
thousands of malicious codes every day (Abdelnabi
et al., 2020; Xiong et al., 2022). Therefore, accurate
analysis and real-time detection of malicious codes
have practical significance for forward-looking smart
city network security protection.

3.2.1 Real-time malicious code detection for smart
cities

Given the execution event flow of the tar-
get malicious code, Liu C et al. (2021) first used
the sliding window (Wang JY et al., 2019) W =
{Wy,Wa,...,Wr} to process it and modeled it
into a dynamic heterogeneous graph sequence G =
{G1,Ga,...,Gr}, where Gy (t = 1,2,...,T) repre-
sents the graph snapshot of the target malicious code
at time ¢. Therefore, the real-time detection frame-
work of malicious codes based on dynamic heteroge-
neous graph learning includes mainly the following
three modules:

1. Malicious code dynamic heterogeneous graph
building module: Given the newly arriving behavior
event D; in the current window of malicious code, Gz,
can add new events in D; based on G;_1 and remove
the expired event generation.

2. Dynamic graph learning module: Specifically,
according to the proportion of new nodes in G, two
dynamic graph encoders are designed which can in-
crementally update the graph embedded in the cur-
rent window hg, according to the output hg, , of
the previous window:

ha, = [ha,_y hey, s he, 1T, (1)

where uq,uo, ..., u, are dynamic neighbor nodes in
the current heterogeneous graph G;.

3. Real-time detection module: This module cal-
culates the similarity between h¢, of the target ma-
licious code and all known malware family samples.
Then, the sample families with the highest similarity
and exceeding the threshold value 7 are outputted as

the real-time detection results.
3.2.2 Few-shot malicious code detection for smart
cities

Previous malicious code detection techniques
rely too much on supervised learning methods, re-
sulting in the absence of sufficient samples and real
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labels to effectively detect few-shot malicious codes
(Park et al., 2019; Liu YX et al., 2021). There-
fore, a few-shot malicious code detection framework
(Fig. 3) is proposed based on contrastive learning.
Liu C et al. (2022) first used the attribute heteroge-
neous graph G; to model the malware objects con-
tained in the target malicious code instance. G; in-
cludes processes, application programming interfaces
(APIs), files, networks, signatures, and their interac-
tions (Fan et al., 2018; Zhang XH et al., 2020). Then,
they designed prior knowledge based graph aug-
mentations to generate real positive instance pairs
and negative instance pairs of target malicious code
through three types of transformation, including at-
tribute masking, metapath-based sampling, and ob-
fuscation. Afterward, they employed graph atten-
tion network (GAT) encoders to learn the graph-
level representations of G;, Gk, and GfQ separately,
where the subscripts P and Q represent the encoders
for processing positive and negative samples, respec-
tively. Finally, they adopted the discriminator (Has-
sani and Khasahmadi, 2020) to evaluate the con-
sistency between the graph-level representations of
instance pairs by contrast loss and predict the mali-
cious family of G;.

3.3 Cyberattack detection for smart cities

The importance of smart city network security
is steadily increasing. Timely detection of attack be-
havior and abnormal states in network traffic is cru-
cial for avoiding large-scale network attacks (Yang
et al., 2022). Network traffic packets contain abun-
dant traffic feature information, which is an excellent
source of network attack detection.

3.3.1 Network attack traffic detection for smart
cities

Lan et al. (2022b) proposed a multi-task learn-
ing model with hybrid features to solve the chal-
lenge that the existing single model makes it dif-
ficult to identify multiple network attack traffic in
smart cities (Kilincer et al., 2021). First, to alleviate
the impact of the unbalanced distribution of net-
work data classes, they innovatively introduced two
auxiliary tasks, namely a memory-enhanced autoen-
coder (AE) and a distance-based prototype network,
into a convolutional neural network (CNN) struc-
ture to capture discriminative and expressive com-

munication patterns. In particular, CNN’s distance-
based prototype network seeks to maximize inter-
class change and minimize intraclass change train-
ing data, while AE attempts to preserve the critical
normal pattern of network traffic and distinguish at-
tacks on normal network access. These three deep
learning tasks can benefit each other through end-
to-end neural networks. Then, they used the feature
fusion layer to fuse the representation and capture
a final feature vector from the above tasks, with the
objective being the classification of malicious traffic
in smart cities.

3.3.2 Darknet traffic classification for smart cities

Lan et al. (2022a) proposed a new self-attentive
deep learning approach for darknet traffic classifica-
tion and application identification. Each part of the
framework handles the payload content or payload
statistics for network flows (Iliadis and Kaifas, 2021).
Specifically, self-attention-embedded 1D-CNN and
Bi-LSTM networks were used to extract local tempo-
ral and spatial features from the payload content of
data packets, and a multihead self-attention mecha-
nism was proposed to process the payload content in
parallel. The output of the multihead self-attention
module and the local spatiotemporal features ex-
tracted by 1D-CNN and Bi-LSTM networks embed-
ded in self-attention were simultaneously fed into
another attention module, to automatically capture
the global intrinsic dependence and hidden relation
between local spatiotemporal features with different
attention weights. In addition, to improve the clas-
sification accuracy, a side-channel feature learning
module was leveraged to extract feature representa-
tions from the payload statistics. Finally, the above-
mentioned deep features were concatenated into a
single vector and fed into a classification layer to
obtain predictions.

4 Spatiotemporal smart city situa-
tional awareness via big mobile data

4.1 Spatiotemporal model of big mobile data

4.1.1 Spatiotemporal model for mobile trajectory
data in smart cities

Urban trajectory data, such as mobile traces,
taxi logs, and check-ins collected from Ratti et al.
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(2006), Andrienko G et al. (2013), and Yuan J
et al. (2013), provide valuable insights into human
mobility patterns in cities. The segmentation of
trajectory data into stay and travel segments is cru-
cial for various urban analytics tasks, including traf-
fic planning, travel time estimation, and trade area
analysis. While stay segments have been defined as
trajectory portions within spatially constrained re-
gions for a sufficient duration, the definition of travel
segments remains unclear. The studies of Calabrese
et al. (2010), Phithakkitnukoon et al. (2010), and
Jiang S et al. (2013) were conducted under the as-
sumption of dense trajectory data with short time
intervals; however, the relevance of this assumption
is negated in the case of sparse trajectory data of-
ten encountered in metropolitan-scale measurements
due to practical constraints like power consumption
and user privacy.

To address the challenge of inferring stay and
travel segments from sparse trajectory data, Shi
et al. (2023) presented a formal definition of stay and
travel segments in the context of sparse trajectory
data. By introducing a pair of spatial and temporal
parameters, they established a continuous mobility
model that links the sparse trajectory data with the
concept of stay and travel segments. Next, they pro-
posed the slice & doubly sliding (SDS) algorithm, a
single trajectory inference algorithm designed specif-
ically for the long-tailed sparsity pattern observed
in our trajectory data. The SDS algorithm ensures
100% inference precision and a lower-bounded recall
based on single trajectory information.

Considering that the above algorithm is appli-
cable only to a single trajectory, Shi et al. (2023)
adopted a deep learning approach to capture the reg-
ularity of human mobility at a population scale. As
shown in Fig. 4, their method employs a singleton
transformer design and introduces specialized space—
time embedding of location records and a mask ap-
paratus at the network’s output side.
tomizations enable the utilization of spatiotemporal
information from multiple sparse trajectories.

Shi et al. (2023) evaluated the SDS algorithm
and the deep learning model using simulated trajec-
tory data and sparse trajectory datasets from three
major Chinese cities, involving 40 million residents.
The experimental results validated the theoretical
performance of the SDS algorithm and demonstrated
the advantages of the deep learning model, including

These cus-

its ability to use spatiotemporal information, scal-
ability to large training data, and generalizability
to different urban data sources. These were ap-
plied and deployed in specific business scenarios on
China’s largest independent third-party mobile data
platform.

4.1.2 Semantic augmentation model for spatiotem-
poral big data in smart cities

The analysis of human trajectories in modern
cities can help governments and corporations fin-
ish their daily jobs such as urban planning, pub-
lic security, and business site configuration.
the literature, visualizations of human movement

In

have been widely studied on the topic of trajectory
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(2023), Copyright 2023, with permission from ACM

visualization, including cluster-based (Schreck et al.,
2008), origin—destination (Andrienko G et al., 2017),
and density-based (Willems et al., 2009) aggrega-
tions. However, trajectory visualization methods
generally illustrate short-term human displacements
that have taken place in individual travel segments
of the trajectory and cannot be directly applied to
the long-term distribution of stay locations in hu-
man trajectories. More importantly, trajectory visu-
alization methods are designed to reveal topological
mobility patterns in the trajectory, but they do not
consider the semantic relationship between human
movement and the underlying socioeconomic and de-
mographic factors.

After referring to the literature (Gonzalez et al.,
2008; Calabrese et al., 2010; Cottineau and Van-
hoof, 2019) and pointing out the remaining prob-
lems of the previous methods, Shi et al. (2021b) de-
fined two information-theoretic measures for steady-
state human mobility in cities, namely people en-
tropy and segment entropy. This was done to il-
lustrate the steady-state human mobility patterns
from their long-term trajectory data. The definition
of people entropy has three advantages. First, the
form of Shannon entropy captures the uncertainty
of a distribution, which corresponds well with the

Reprinted from Shi et al.

objective of measuring the user’s mobility. Second,
the entropy-based mobility metric is a scalar that is
computationally efficient to be aggregated over space
and time. Third, as the entropy is defined over dis-
tributions, the resulting metric is insensitive to the
sampling rate of the mobility data set with respect
to all the user trajectories. The city with a larger
number of trajectories can be effectively compared
with other cities with fewer trajectories.

By applying point-of-interest (POI) based re-
source distribution and administrative division
(DIV) based region distribution, Shi et al. (2021b)
proposed four metrics useful for large-scale human
mobility analysis. Vibrancy indicates the uncer-
tainty of a user’s trajectory while accessing differ-
ent types of urban resource. A high vibrancy sug-
gests that the user is able to connect to many types
of resources uniformly, while a low vibrancy sug-
gests that he/she is able to connect to only a few
types of resource. Commutation indicates the un-
certainty of a user’s trajectory switching among dif-
ferent administrative divisions. A high commuta-
tion region can be interpreted as home or working
places with more high commutation people. Di-
versity indicates the difference between a stay loca-
tion’s resource distribution and the overall resource
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distribution of the trajectory. A high diversity re-
gion can be interpreted as having the type of resource
that is rarely connected to its visitors. Fluidity indi-
cates the difference between a stay location’s admin-
istrative division and the overall DIV distribution of
the trajectory. A high fluidity region can be inter-
preted as the land mixing people from quite different
home/working places.

4.2 Spatiotemporal visualization of big mo-
bile data in smart cities

4.2.1 Spatiotemporal visualization for mobile trajec-
tory data in smart cities

Mapping human movement in urban areas has
gained significant attention in the fields of GIS and
visualization (Andrienko N and Andrienko, 2013).
Advanced sensing technologies, such as GPS, road-
side sensors, and participatory crowdsourcing ap-
plied by Miranda et al. (2017), enable the measure-
ment of human movements in modern cities. Visual-
izations of large-scale movement data play a crucial
role in various real-world applications, including traf-
fic optimization, urban planning, and business site
configuration.

However, human movement data in cities often
Spa-
tially, different measurement techniques and sensors
capture the movement of specific groups of people or
movement under particular circumstances. Tempo-
rally, due to communication cost constraints, indi-

suffer from sparsity in both space and time.

vidual trajectories are seldom measured in real time,
resulting in sparse records with intervals of seconds
or minutes.

Various aggregation methods have been pro-
posed, such as origin-destination (OD) based (Zhou
et al., 2019), route-based (Xu et al., 2020), and spa-
tiotemporal (ST) (von Landesberger et al., 2016) ag-
gregations. However, these methods either require
trajectory information and characteristics not avail-
able in sparse data or fail to capture global movement
patterns.

As shown in Fig. 5, Shi et al. (2021a) proposed
the UrbanMotion framework, which leverages the
long-tailed sparsity of sparse trajectory datasets to
extract and aggregate population movements from
dense parts of trajectories, allowing for global and lo-
cal movements to be visualized simultaneously. Tra-
jectory data are collected from various mobile App

domains in Beijing. A hybrid aggregation approach
is then applied, using ordinary gridding on space
and time, with movement directions as the focal
point for clustering or map-matching based aggre-
gations. This is followed by the implementation of a
wind-map like visualization, which serves as a visual
metaphor enabling the simultaneous display of pop-
ulation distribution and movement patterns. This
visualization simultaneously encodes movement di-
rection, volume, and speed. Additionally, Shi et al.
(2021a) employed a flow tracing algorithm as a tech-
nique for discovering global population flows. To
evaluate the effectiveness of UrbanMotion, compar-
ative experiments and case studies were conducted.

4.2.2 Visual analysis of semantic information in spa-
tiotemporal big data in smart cities

Based on the semantic enhancement model of
smart city mobile big data (Miranda et al., 2017), Shi
et al. (2021b) proposed a multi-dimensional mobil-
ity visualization method for urban users, namely the
petal map. The design takes mobile trajectory big
data as input and illustrates citizens’ semantically
rich situation information, including their mobility,
difference, communication status.

Shi et al. (2021b) proposed an integrated visual-
ization interface that applies and adapts state-of-the-
art multivariate glyph designs and multiclass layer
synthesization methods to support the visual analy-
sis of multifaceted mobility panorama and its corre-
lation with urban structure and POI distributions.
The map-based visualization in the main panel of
UrbanFACET has two default layers: the base layer
and the metric layer. The base layer in the back-
ground gives the geospatial information about the
city, serving as location references, while the metric
layer is overlaid on top of the base layer and dis-
plays the key distributional information across the
city.

In UrbanFACET, Shi et al. (2021b) proposed
a kernel density estimation method over the grid-
based aggregation technique, namely the grid KDE,
which is shown to be better in the scenario than
alternative visualization methods. Specifically, bin-
ning with grid KDE does not produce aliased visual-
ization and reduces a large online computation over-
head in comparison with the standard KDE (Lampe
and Hauser, 2011). In rendering the metric layer, a
two-color palette was adopted to display the metric
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Fig. 5 UrbanMotion visualization system to illustrate millions of urban trajectories collected by TalkingData

Inc.:

(a) movement visualization showing five major regions in Beijing during commute time; (b) time/date

selection panel with the morning (7:00-10:00) of July 12 being selected; (c¢) algorithm configuration menu
for flow generation; (d) visualization control panel. Reprinted from Shi et al. (2021a), Copyright 2021, with

permission from IEEE

value. The highest and lowest values were mapped
to red and yellow, respectively, and the intermediate
value was interpolated in the color hue space. By
contrast, the single-color palette (Tominski et al.,
2008; Mittelstadt et al., 2015) can introduce ambi-
guity between the low metric value and the empty
value (no record or filtered out). The standard rain-
bow palette with many base colors is also considered
harmful due to the lack of perceptual color order-
ing (Borland and Ii, 2007). The final choice of a
two-color palette features a compromise wherein low
values can be noticed while the color ordering issue
is minimized.

In addition, to visualize multiple mobility met-
rics, Shi et al. (2021b) introduced a flower-shaped
glyph design to illustrate the multiple metrics on
each cluster. The glyph was composed of four colored
petals and one ring surrounding the petals, which vi-
sualizes the four-tuple of mobility metrics plus den-
sity: <Fluidity, vibrAncy, Commutation, divErsity,

densiTy>. The area size of the ring was designed to
be perceptually proportional to the normalized den-
sity metric in the current view. Each petal within
the ring represented one mobility metric, with the
area size of the petal proportional to the normalized
metric value.

As shown in Fig. 6, to meet the practical needs,
Shi et al. (2021b) adopted UrbanFACET to ana-
lyze human mobility in the national capital region
of China. The distribution of the foregoing entropy-
based mobility metrics was studied over Beijing. For
instance, it can be inferred that the northern people
live a more abundant life than the southern peo-
ple in Beijing by analyzing the vibrancy distribution
prevalent in the city. Furthermore, the paper pro-
vided several constructive suggestions for city gover-
nors, enterprise managers, and security officers after
studying the case, and these can serve as valuable
references to assist in decision-making.
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Fig. 6 UrbanFACET visualization system to illustrate large-scale steady-state human mobility in smart cities:
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map (Shi et al., 2021a)

4.3 Anomaly visualization of big mobile data
in smart cities

Anomaly detection is a vital research area in
the domain of a smart city; it can guide the
users to accurately discover and diagnose failures
and faults in smart cites’ big mobile data and
beyond (e.g., power consumption data by Xiao et al.
(2022)). With the recent surge of data visualization
technology, related methods have been widely used
in anomaly detection. Using the correlation graph,
Shi et al. (2011) detected the similarity among the
sensor node runtimes for the outlier analysis. Yan J
et al. (2020) detected collective anomaly of big mo-
bile data using high-order correlation graphs. Their
work has been referred to in subsequent studies of
big mobile data in smart cities (Herr et al., 2020;
Xiao et al., 2022).

4.3.1 Visual analysis of anomalies in big mobile sens-
ing data

Aiming at the problem of abnormal situation
awareness of big data from urban mobile sensors (Ni
et al., 2009), a time-series expansion fusion method

for sensor information collection network was pro-
posed which fuses the time-varying topology of the
sensor network into a unified information collection
tree, considering the topology change and transmis-
sion performance perception of the sensor network
and designing the growth of the annual ring. The
method can support situation analysis and event de-
tection of mobile sensing big data.

Previous products (Buschmann et al., 2005;
Miao et al., 2011) lack the intelligent analytic ca-
pability to detect and analyze the abnormalities
of wireless sensor nodes. Besides, while there are
techniques dealing with time-series data visualiza-
tions (Bak et al., 2009), very few of them are de-
signed specially for the diagnosis of performance is-
sues in sensor networks and for the easy exploration
of root causes for which there may be no prior es-
tablished knowledge. To resolve these problems, Shi
et al. (2011) presented the Sensor Anomaly Visu-
alization Engine (SAVE), a system that fully lever-
ages the power of both visualization and anomaly
detection analytics to guide the user to quickly
and accurately diagnose sensor network failures and
faults.
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Compared to the existing suite of algorithmic
approaches, SAVE has the following advantages.
First, the visualization of sensor network data from
multiple perspectives helps the administrator collect
evidence in a more comprehensive and consolidated
manner. Second, the advanced visual interface pro-
vides a more intuitive display of data, which by its
nature is more suitable for human diagnosis of large-
scale data intensive systems. Third, the visual ana-
lytics solution combines human knowledge with al-
gorithmic results to work better at diagnosing salient
sensor network failures.

Considering the need for a more intuitive graph
for the visualization task, Shi et al. (2011) proposed
the temporal expansion model (TEM) graph. TEM
leverages the key feature of the sensor network stud-
ied in this work: all the sensor nodes send packets
only to the central sink node for information fusion.
The basic idea is to split one physical sensor node
into multiple logical nodes according to the sepa-
rate routing paths to the sink. The advantages of
TEM are twofold. First, the graphs generated are
directed trees, and accordingly much better for visu-
alization and navigation. Second, temporal changes
to the network are surfaced to the graph, provid-
ing input for further analytics. With the statistics
shown in this paper, the TEM approach was proved
to be feasible for most sensor topology scenarios as
the resulting graph will not grow indefinitely and the
overhead was shown to be limited.

Next, Shi et al. (2011) introduced a correlation
graph to monitor temporal correlation patterns and
detect anomalies between numerical sensor data di-
mensions. To know both the spatial and temporal
anomalies of high-dimensional sensor nodes, the au-
thors divided the dimensions of sensor data into two
categories of properties: sensor readings and sensor
counters. Apart from the correlation graphs, the pa-
per also incorporates the dimension projection view
to visualize the high-dimensional data values asso-
ciated with the sensor nodes and their changes over
time.

4.3.2 Visualization of anomaly correlations in a
smart city’s big spatiotemporal data

Aiming at the problem of anomaly discovery in
the mobile big data of a smart city, Yan J et al.
(2020) proposed the technology of spatiotemporal
relationship network data abstraction, visual anal-

ysis, and anomaly discovery based on a high-order
correlation graph, which can detect low-level risk
events in mobile data and associate massive events
to form the high-order correlation graph according to
time, space, object, and other dimensions, assisting
in discovering high-level situation information such
as group anomalies contained in mobile big data.

Yan J et al. (2020) first introduced the con-
cept of collective anomaly defined by coordinated
events on a group of interrelated objects whose co-
occurrence is highly anomalous. The detection of
collective anomalies is challenging, because their
anomalous states are revealed by point anomalies,
and are heavily dependent on the relationship among
the events. The prevalent methods have different
shortcomings. On one hand, most techniques on the
collective anomaly detection are often limited to a
single type of data and application (Hazel, 2000; No-
ble and Cook, 2003; Chan and Mahoney, 2005). On
the other hand, visualization methods do not gen-
eralize to solve the common problem of collective
anomaly detection (Thom et al., 2012; Miao et al.,
2013; Zhao J et al., 2014).

As shown in Fig. 7, to detect the collective
anomalies in different applications, Yan J et al.
(2020) proposed the novel concept of the faceted
high-order correlation graph (HOCG), in which
anomalous events detected from the behavior of in-
dividual objects at multiple facets were modeled as
nodes, while their high-order correlations were mod-
eled as edges. HOCG has the advantages of interac-
tivity, scalability, and generality.

The work of Yan J et al. (2020) can be summa-
rized as follows: First, the authors formally defined
HOCG in a domain and data type independent man-
ner. A flexible framework was proposed to construct
the HOCG by integrating point anomaly detection,
multimodal correlation analysis, and anomaly prop-
agation algorithms. Second, they designed a visual
analytics system to display large HOCGs through vi-
sual abstraction, which provides several interaction
models to validate the individual point anomalies,
visually detected the collective anomalies, and con-
ducted a root cause and dynamic analysis for the
containment actions. Third, they demonstrated the
effectiveness of the system in the visual reasoning of
the collective anomalies through three case studies
in the facility monitoring, intrusion detection, and
software analysis domains.
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Fig. 7 HOCG visualization system to illustrate collective anomaly in smart cities:

(a) double overview -+

detail timeline selectors; (b) visualization controller; (c) correlation graph view; (d) anomaly time series of
individual nodes (objects); (e) visual interpretation of a selected point anomaly; (f) data value of the selected

anomaly; (g) spatial detail view (Yan J et al., 2020)

Putting it briefly, Yan J et al. (2020) described
a visual analytics framework based on the concept
of the faceted HOCG to detect, analyze, and reason
about collective anomalies.
visualization interface has been designed in the work,
which allows the flexible and scalable exploration of
detected point anomalies, their multimodal relation-
ships, and the potential root cause of the overall

Besides, an interactive

collective anomaly.

5 Conclusions and future work

This review summarizes the latest requirements
on smart city situational awareness, from the aspects
of government, industry, and citizens. A new type
of urban data source, i.e., big mobile data, is defined
and discussed which, in the best capable form, sig-
nificantly outperforms traditional urban surveillance
data with static spatial and temporal granularity.
Employing the new mobile data, two kinds of empow-
ering technology for smart city situational awareness
have been introduced, i.e., cybersecurity insurance
and spatiotemporal modeling/visualization. Both
techniques have been evaluated to be advantageous
over existing methods in the same domain. The sig-
nificance of this review lies in the introduction of

a comprehensive technological framework for smart

city situational awareness, in the context of a number
of modern megacities in China.

More work is required to further empower smart
First, though
the proposed technologies are empirically proven to
be effective, the experiment scale is generally small
to medium. Large-scale deployment of smart city
situational awareness systems will be essential for
technological validation, and also for understanding
the pros and cons when interacting with hundreds
of smart city sub-systems.
gence of 5G technology and the potential roll-out of
6G in the foreseeable future (Wang XB et al., 2023),
the speed, capacity, and reliability of mobile data
transmission are expected to undergo tremendous
increase. Urban infrastructure can further be inte-

city situational awareness, however.

Second, with the emer-

grated with a variety of mobile devices, paving the
way for real-time data analytics, instant response to
emergent city situations, and innovative/immersive
urban applications via augmented reality and vir-
tual reality technologies. Third, the intersection of
big mobile data with artificial intelligence holds sig-
nificant promise. The confluence can give birth to
predictive analytics in smart cities, where potential
incidents can be forecast, allowing authorities to take

preemptive measures.
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