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Abstract: As one of the essential tools for spatio—temporal traffic data mining, vehicle trajectory clustering is widely used to
mine the behavior patterns of vehicles. However, uploading original vehicle trajectory data to the server and clustering carry the
risk of privacy leakage. Therefore, one of the current challenges is determining how to perform vehicle trajectory clustering
while protecting user privacy. We propose a privacy-preserving vehicle trajectory clustering framework and construct a vehicle
trajectory clustering model (IKV) based on the variational autoencoder (VAE) and an improved K-means algorithm. In the
framework, the client calculates the hidden variables of the vehicle trajectory and uploads the variables to the server; the server uses
the hidden variables for clustering analysis and delivers the analysis results to the client. The IKV’ workflow is as follows: first,
we train the VAE with historical vehicle trajectory data (when VAE’s decoder can approximate the original data, the encoder is
deployed to the edge computing device); second, the edge device transmits the hidden variables to the server; finally, clustering
is performed using improved K-means, which prevents the leakage of the vehicle trajectory. IKV is compared to numerous
clustering methods on three datasets. In the nine performance comparison experiments, IKV achieves optimal or sub-optimal
performance in six of the experiments. Furthermore, in the nine sensitivity analysis experiments, IKV not only demonstrates
significant stability in seven experiments but also shows good robustness to hyperparameter variations. These results validate
that the framework proposed in this paper is not only suitable for privacy-conscious production environments, such as carpooling
tasks, but also adapts to clustering tasks of different magnitudes due to the low sensitivity to the number of cluster centers.
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1 Introduction amount of trajectory data from mobile objects (Zheng,

2015). Using specific information mining methods, we

With the development of location acquisition and

mobile computing technology, we can obtain a large
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can extract relevant knowledge. For example, clustering
analysis of ship trajectory data can estimate ship arrival
time (Xu et al., 2022). Mining typhoon trajectories
can provide early warning of flooding (Chang et al.,
2020). The analysis of multi-dimensional trajectory data
allows online monitoring of abnormal behaviors (Pan
et al., 2020). In this paper we focus on vehicle trajec-
tories. Vehicle trajectory clustering is a suitable tool
that can combine similar vehicle trajectories into a
single cluster, which is widely used for tasks such as
travel pattern detection (Hong et al., 2018), early driver
intention prediction (Yi et al., 2019), path choice set
identification (Advani et al., 2022), and ride matching
for commuting trips (Hong et al., 2017).
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Vehicle trajectory clustering can be categorized
into two types, i.e., without or with privacy protection.
Research on vehicle trajectory clustering without pri-
vacy protection focuses on how to improve the clus-
tering quality of the respective studied roadway or appli-
cation scenarios (Yu et al., 2019; Chen et al., 2021;
Wang W et al., 2021). However, personal information,
such as user hobbies, eating habits, and commuting
patterns, is easily stolen using trajectory clustering
and other methods. The methods of uploading original
vehicle trajectory data directly to the server may leak
sensitive personal information and cause irreparable
harm to users. Research on vehicle trajectory clustering
with privacy protection focuses on how to achieve
vehicle trajectory clustering while protecting user
privacy. The representative studies are K-anonymity
(Oksanen et al., 2015), differential privacy (Wang H
and Xu, 2018), and federated learning (Kong and Lu,
2022). However, these privacy-preserving techniques
may lessen clustering effects if protecting privacy.

Therefore, one of this study’s challenges is to
achieve privacy protection while still ensuring the
usefulness of the trajectory encodings uploaded to
the cloud for data analysis. In other words, privacy
protection requires the balancing of two metrics: pri-
vacy and utility (Jin et al., 2023). To address this
challenge, we have made the following contributions
to this research:

1. We propose a privacy-preserving vehicle tra-
jectory clustering framework, which generates the hid-
den variables of the original data locally and uploads
the hidden variables to the server for clustering. On one
hand, the original private data on vehicle trajectory are
safeguarded. On the other hand, the hidden variables
can significantly improve the clustering effect.

2. We propose a vehicle trajectory clustering model
(IKV) based on the variational autoencoder (VAE)
and an improved K-means algorithm. The model uses
historical trajectory data of vehicles for training on
the VAE and calculating latent variables, which helps
discover the intrinsic patterns in the trajectory data
while protecting privacy, thereby improving the effect
of clustering.

3. We have improved the K-means algorithm. In
each iteration, the cluster centers are updated by min-
imizing the error value from the cluster center to other
trajectory points. The trajectory objects that match the

cluster centers screened by the IKV can be found in
the real world.

4. Experiments on three real-world datasets re-
veal that the IKV model outperforms other compara-
tive methods on most evaluation metrics. Moreover,
in sensitivity analysis, IKV shows good stability and
robustness.

2 Related works

The most common clustering algorithms operate
on data that are made up of discrete points with spe-
cific dimensions. On the other hand, the vehicle tra-
jectory data comprise time series that have variable
length and inconsistent dimensionality. For the char-
acteristics of vehicle trajectory data changing on the
axis of time, Gaffney and Smyth (1999) treated vehi-
cle trajectory as a function whose dependent variable
is the timestamp, and performed trajectory clustering.
For the characteristics of the inconsistent dimension of
vehicle trajectory data, research has been conducted on
the setting of time domain and time interval (Benkert
et al., 2008; Atev et al., 2010). The above works pro-
vided the foundation for sampling vehicle trajectory
data by time domain and time interval. Using the tra-
jectory continuity feature, Gariel et al. (2011) re-sampled
the trajectories to generate new datasets, and then sub-
jected these time series to principal component analysis
(PCA) before using them as embedding vectors in the
clustering algorithm. The PCA improves the clustering
efficiency, but in this study we conduct extensive exper-
iments on various dimensionality reduction algorithms
and discover that VAE is more suitable for the clus-
tering of road networks than PCA. Furthermore, we
adjust the strategy’s structure to deploy the dimen-
sionality reduction component to the client, preventing
the server from obtaining the user data.

Gariel et al. (2011)’s strategy works well on air-
plane routes but is inapplicable to complicated and
varied road networks. Chen et al. (2021) considered
road connection, road direction, the actual road length,
and other road network-sensitive factors for cluster-
ing and limited the clustering using the real circum-
stances of the actual road section’s characteristics. Chen
et al. (2021)’s strategy addresses the influence of sensi-
tive parameters on the clustering effect in the specific
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segment. However, the artificially set constraints are
based on extensive knowledge of the studied segment,
which makes implementation more difficult and in-
creases storage costs and computing costs. As for our
proposed algorithm, the input data need only to con-
tain the coordinates of the road segment, so it can be
applied to various road sections. To address the problem
of the diversity of driving patterns in road networks,
Yu et al. (2019) proposed a multi-feature-based method
for estimating distances and clustering of vehicle tra-
jectories based on driving speed, direction, form, con-
tinuity, and other factors. Therefore, Yu et al. (2019)’s
strategy requires a dataset with specific properties. As
for the data of our proposed algorithm, the features
describing driving patterns do not have to be specific
attributes, so our proposed system can handle a wide
range of datasets. To avoid the problems caused by
setting constraints, Besse et al. (2016) proposed a novel
distance to describe the similarity between trajectory
objects that does not rely on prior knowledge and
is entirely data-driven. To address the issue of cost,
Wang W et al. (2021) used the silhouette coefficient
(Rousseeuw, 1987), the Davies—Bouldin index (Davies
and Bouldin, 1979), and the Calinski—Harabaz index
(Calinski and Harabasz, 1974) as metrics for evaluat-
ing clustering results, which simplifies the evaluation
process and makes the evaluation of clustering results
more efficient. The algorithms above provide solutions
for applying clustering algorithms in different scenar-
10s. However, sensitive information, such as user hob-
bies, eating habits, and commuting patterns, can be
mined in vehicle tracking data. If the clustering is done
directly using the original user’s vehicle data, the sen-
sitive information will possibly be exposed.

Using k-anonymous processing on the data is a
viable solution to the privacy protection problem of
trajectory information (Guo et al., 2015; Oksanen et al.,
2015). Each trajectory is clustered with at least k-1
other trajectories to form an anonymous set, which
is subsequently uploaded to the cloud. The attacker
has only a tiny probability of capturing the correct
trajectory, thus achieving privacy protection. The
k-anonymous approach is static and samples only
specific time segments, resulting in a significant loss
of information from the vehicle trajectory data. Xin
et al. (2017) proposed an adaptive dynamic trajec-
tory publication algorithm that addresses the issue of

inconsistency in sampling time and movement speed.
Although the original user data were posted anony-
mously, they were still directly shared, so privacy pro-
tection was restricted. Furthermore, Gazdag et al. (2023)
showed that anonymization techniques can provide only
erratic, empirical privacy protection for a whole popu-
lation, but not worst-case privacy protection for each
individual. Therefore, they promoted principled differ-
ential privacy to anonymize data. Based on differential
privacy, researchers have made different contributions
by combining their concerns. Wang H and Xu (2018) pro-
posed a general differential privacy-preserving method
that applies to most trajectory clustering algorithms. Ma
et al. (2019) proposed a privacy-preserving technology
with differential privacy, called RPTR, which can pro-
vide better protection for areas with high user density.
Arif et al. (2021) combined differential privacy with a
generalized anonymization method, protecting the
privacy of sensitive vehicle trajectories without destroy-
ing the spatio—temporal integrity of vehicle trajecto-
ries. Zhao et al. (2020) considered the uncertainty of
the dimensional correlation amongst trajectory data
and limited the size of the added noise, resulting in
a method that successfully reduces noise and has good
clustering performance. Kong and Lu (2022) used a
Gaussian differential privacy mechanism to encrypt the
decoder to prevent the attacker from using the decoder
to restore the original information after the decoder
information was leaked.

Both anonymization approaches and differential
privacy approaches require uploading data to a trusted
server. These approaches are too dependent on a single
cloud server. Moreover, the computation is concen-
trated on the server, which has a high computational
overhead. Xie et al. (2023) proposed the blockchain-
based efficient privacy-preserving handover authen-
tication protocol (BEPHAP), which solves the prob-
lem of the authentication process relying on a single
cloud server and has a high computational overhead.
Another decentralized technology is federated learning,
which is also employed in vehicle trajectory clustering
(Kong and Lu, 2022; Lu et al., 2023). During federated
learning model training, only the model weights are
uploaded to the server locally, while personal vehicle tra-
jectories are not uploaded. Although the above method
can avoid the direct uploading of raw data and ensure
that the data change without significantly altering the
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clustering result, it has difficulty increasing clustering
quality and has some weaknesses. Our proposed frame-
work’s hidden variables can prevent the server from
obtaining the driver’s current vehicle trajectory data and
increase clustering quality to a greater extent.
Another privacy-preserving strategy is to use the
encoder to learn the low-dimensional representation of
data (Cho et al., 2014), which compresses features into
a one-dimensional feature space and obtains latent space
features that only machines can comprehend. Perform-
ing clustering using the one-dimensional features avoids
the direct sharing of users’ sensitive data. Furthermore,
because the encoder learns the main properties of the
data, it can improve the clustering quality. For this ap-
proach, we conduct extensive tests using various algo-
rithms and finally conclude that the quality of the hidden
variables generated by VAE is relatively high.

3 Privacy-preserving vehicle trajectory clustering
framework

3.1 System framework

To perform vehicle trajectory clustering while pro-
tecting user privacy and maximizing clustering effects,
we propose a framework as shown in Fig. 1.

Clustering
result

h: hidden variable

h

Edge device Edge device Edge device | - N

Data Data Data | gkal
| e R |

Fig. 1 Privacy-preserving vehicle trajectory clustering
framework

Fig. 1 shows that the framework has two vital
parts: client and server. (1) The client calculates the
hidden variables of the original vehicle trajectory using
a local edge computing device and uploads the hidden
variables to the server. (2) The server performs vehi-
cle trajectory clustering using hidden variables of
vehicle trajectory data and distributes the clustering
results to the individual clients. The original vehicle

trajectory remains local throughout the framework
and the attacker cannot infer the original data from
the hidden variables uploaded to the server, ensuring
user data privacy.

The framework models, deployed by the client
and server, are replaceable. (1) In the client side, to
avoid using the original vehicle trajectory data, the
edge devices need to compute the low-dimensional rep-
resentation of the vehicle trajectory data in advance.
Therefore, the edge devices can use dimensionality
reduction algorithms, such as PCA, autoencoder (AE),
and singular value decomposition (SVD). (2) In the
server side, to classify vehicle trajectories into different
clusters, the model deployed on the server can choose
the clustering algorithm, such as K-means, K-medoids,
and fuzzy c-means (FCM).

3.2 Problem definition
3.2.1 The models deployed on the client

Definition 1 (Vehicle trajectory data) Define a set of

s vn}’

where a vehicle’s trajectory is defined as the trajectory

vehicle trajectories with n vehicles V={v , v,, -

points on a dynamically changeable time slice. There-
fore, for any vehicle object v,, its sequence can be rep-
resented as v/=( p;, Py, =+, Py ), Where [ is of indefi-
nite length, and p;, is the /" trajectory point for the /"
vehicle. A trajectory point has a timestamp, longitude,
latitude, and other trajectory-related attributes, denoted
as p=(t, lon, lat, attr), and p contains a huge quantity
of user-sensitive information.

Definition 2 (Self-encoding of sequences) Define a
self-encoder AE, which includes an encoder AE, and a
decoder AE,. AE_ needs to learn a low-dimensional rep-
resentation z of a sequence x that can only be under-
stood by a machine, so that z contains as much infor-
mation as possible about x, and the decoder restores z
to approximate x as closely as possible. The procedure
can be denoted as

min L (x, AE,(AE,(x))), (1)

where L (+,+) denotes the distance.

Definition 3 (Hidden variables) According to Defini-
tion 1, we assume a dataset with a set of vehicles V=
i v,
is sliced to form a unified dimension, which is then

-, v} (VeR"). The original set of trajectories
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inputted to AE_ in Definition 2 to obtain the hidden vari-
able zeR"*?, which maps the original data to the latent
space, and d is the dimension of the latent space. When
Eq. (1) satisfies certain expectations, the trajectory
reverted through AE, is quite similar to that of V. Any
trajectory object v; in the original data can be repre-
sented by the corresponding hidden variable z,.

Based on the above definitions, the goal of this
client is as follows: the client needs to train an AE using
historical trajectory data. When the AE’s decoder can
provide an approximation to the original data, the
encoder part of the AE will be deployed on the edge
computing device of the client. Then, the edge comput-
ing device computes the set of hidden variables for the
vehicle trajectory data and uploads the hidden vari-
ables to the server, which avoids directly using the
original user’s sensitive data.

For models deployed on the edge devices, we
experiment with a large number of models. When com-
pared to the baselines, using VAE to produce hidden
variables performs better. Therefore, the client of this
framework will deploy VAE.

3.2.2 The models deployed on the server

Definition 4 (Clusters) We define a set of vehicles V=
{vi, vy, -, v,} and a set T={t, t,, -+, t,,}. When TCV,
T'is a cluster for V.

To find vehicles with similar behavioral patterns,
the server needs to divide the vehicle set V into multi-
ple clusters. The cluster set can be denoted as C={T,
T,,-+, Ty}, where K is the number of clusters, and
VT,eC,VT,eC, T,NT=J (i# ). Therefore, the goal of
this server is to compute the clustering result using
current vehicle trajectory data.

For models deployed on the server, the framework
uses the division-based clustering algorithm.

3.3 System model

To achieve the objectives mentioned in Section 3.2,
we assemble the better-performing VAE and improved
K-means (IK) to the frame to obtain the IKV, whose
overall process is shown in Fig. 2.

Fig. 2 shows that IKV is divided into three major
phases. First, in the server side, the VAE is trained using
historical vehicle trajectories. When the target of
min L (X, X") fulfills specific expectations, the VAE’s
encoder is deployed to the vehicle’s edge computing

Server  seeeeeeee- Client

o | =
Historical Encoder Si_milar
trajectory L trajectory
¢ input ™ L 2

"""""""" ’ Vehicle | |Improved

Current - =3 edge | ‘|K-means 5

trajectory !

Fig. 2 Overall process of IKV

device. Second, after the edge computing device com-
presses the original vehicle trajectory into the latent
space hidden variables, the local edge computing device
transmits the hidden variables to the server. Finally,
the clustering analysis is performed on the server side
using the hidden variables and the improved K-means.
The exact computation process is as follows:

3.3.1 Training VAE using historical trajectories

Sample historical trajectory data by time domain
and time interval to obtain consistent-length vehicle
trajectory data X (XeR"*"). After putting X into the
encoder, the hidden variable z (zeR"*") is computed,
where n and m are the feature dimensions of X and z
respectively, and N represents the batch size. Because
the gap between n and m is too high, we transmit X
across three fully connected layers, gradually decreas-
ing the latitude. The calculating equation is as follows:

h'=o (fe; (o (fe, (o (fe, (X*)))))), )

where X*eR"*" is the input data, fc,, fc,, and fc, are
three fully connected layers, o(-) is the rectified linear
unit (ReLU) activation function, 4* is the final output
of the hidden layer, and £ is the batch number. The
VAE independently fits the distribution of each input
batch.

To obtain the distribution of X*, 4* is sent in par-
allel to the two fully connected layers fc, and fc,, which
fit the mean and the squared difference of X* simulta-
neously. The calculating equation is as follows:

N (uIno®)=N (fe,(h"), fes (7)), 3)

where u is the mean, ¢” is the squared difference,
and N (u,Inc?) represents the distribution of X*. For
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fitted values to contain negative numbers and to sim-
plify the computation, VAE fits Inc? as shown in
Eq. (3).

VAE employs the fitted mean and variance to
represent the fitted distribution. To achieve VAE’s
goal, the fitted distribution constantly approximates the
real distribution of X*. The goal can be denoted as

min KL (¢ (z*lX“)llp (z*1X*)), 4)

where ¢ (z*|X*) is the fitted distribution, p (z*X*)
is the real distribution of X* and KL denotes the
Kullback—Leibler (K-L) divergence which measures
the similarity of two probability distributions. There-
fore, VAE’s goal is to make ¢ (z*|X*) approximate
p(ZX*).

According to the definition of K—L divergence,
Eq. (4) can be transformed into

minL=1np(X")+Jq(zlek)lnq(ZkLXk)de

—fq(ZkIX")ln[p(X"IZ")p(Z")]dZ", (&)

where L denotes the difference between ¢ (z*|X*) and
p(2¥1X*), and X* is a specific input; thus, Inp (X*) is
a fixed value. Eq. (5) can be simplified into

minL=Jq(z"|X")lnq(z"\X")dz"

~[q XM p X p () 1d (6)
Eq. (6) can then be transformed into

max (—L)=E, . [Inp(X*z*)]
-KL (g (X")lp (")), (7

where E Inp (X*z*)] represents the recon-

Z~q(z*|X*>[
struction error and KL (¢ (z*|X*)||p(z*)) represents
the regularization of VAE. Therefore, the VAE’s train-
ing can be viewed as a confrontation between the
encoder producing noise and the decoder resisting
noise. The fitted ¢* adds an unfixed noise that is the
regularization term to boost the algorithm’s resilience.

For the encoder to continuously generate noise,
VAE makes the distribution fitted by the encoder
satisfy the standard normal distribution. Furthermore,
all p (z|X )'s fitted by the ideal VAE obey the stan-

dard normal distribution, N (0, 1). Therefore, VAE adds

an additional term to the loss function. The additional
term can be denoted as

KL (N (1, N(O,l)))=% (~Ino™i+a-1). (8)

However, neither the sampled x nor ¢ are learn-
able; to make the distribution denoted by u and o°
learnable, VAE uses the reparameterization trick to
make the distribution derivable. The calculating equa-
tion is as follows:

z=eotu, (€))

where ¢ is a random value and é~N (0, 1), and z is a
trainable variable which is the input of the improved
K-means.

From Eq. (9), we obtain the hidden variable z,
and then input z into the decoder to reconstruct the
real data. The calculating equation is as follows:

X'=a (fe;(a(fes(2)))), (10)

where fc, and fc, are two fully connected layers that

reconstruct the hidden variable z*eR"*" into X *eR"*".

The reconstructed loss of Eq. (10) can be denoted as
loss =X(-In (sigmoid (X )))

+(1-X )(-In(1-sigmoid (X ))). an
Combining Egs. (8) and (11), the total loss func-
tion can be denoted as

loss=%(—lna2 +ut+ot-1)+ X’

-X 'X+In(1+exp (-X)). (12)

After training several batches as described above,
the decoder can approximate the original data and the
encoder can calculate the hidden variables we needed.
At this time, the VAE’s encoder can generate hidden
variables with a more uniform distribution, which
can handle diverse datasets smoothly and has strong
robustness with low parameter needs in subsequent
clustering species.

3.3.2 Server side for clustering analysis

The VAE’s encoder is deployed to the vehicle’s
edge and, when clustering is required, the driver-side
edge device computes the hidden variables and uploads
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the hidden variables to the server-side. Furthermore, the
server side uses the hidden variables and the improved
K-means for clustering analysis, preventing the leak-
age of the user’s original data and lowering server
traffic. In particular, the server side uses an improved
clustering algorithm. The reason for improving the
K-means is as follows:

In K-means-based clustering analysis, the algo-
rithm divides n objects into K clusters, and the final clus-
tering results are similar within clusters and different
between clusters. The cluster center is somewhat rep-
resentative of the whole cluster. However, as shown
in Fig. 3, the K-means updates the cluster center by
calculating one coordinate mean of all the trajectory
objects. At this time, the cluster center is an ideal
state and cannot find a corresponding vehicle trajec-
tory in the real world. As a result, with each update
of the cluster center, the clustering effect becomes
biased towards the ideal state and loses some mean-
ingful value. Therefore, we make improvement on the
K-means algorithm. The improved K-means algorithm
is shown in Algorithm 1.

Fig. 3 K-means’ principle of updating the cluster center

Specifically, the improved K-means updates the
cluster center by minimizing the error value, which
means that the selected cluster center is always a spe-
cific trajectory object, as shown in Fig. 4. In each
cluster, after determining the included trajectory ob-
jects, the sum of the distance of each trajectory and all
other trajectories can be calculated and the trajectory
with the smallest sum is selected as the next cluster
center. The new cluster center is calculated as follows:

c=arg mini(zdist(zi, z; ), (13)

Jj=0

where ¢ is the new centroid, z; and z, are vehicle tra-
jectories in the same cluster, and dist (-,-) can calculate
the distance between the two elements.

Algorithm 1 Improved K-means

Input: vehicle trajectory XeR", the distance between vehicle
trajectory disteR" Y
1: Initialize the number of centroids K, cluster list clusterDict=
&, centroidIndexList (by randomly sampling K subscripts
from range (0, N)), and dist (by calculating the distance
between N trajectories in X)
2: repeat
3:  fori=0to Ndo

4: J =argmin,dist [ ][ j]

5: clusterDict[;"].append(i)

6: end for

7:  Update centroidIndexList={}

8:  for nodeList in clusterDict do

9: for /=0 to len(nodeList) do

10: Update newCentroid by Eq. (13)

11: centroidIndexList.append(newCentroid)
12: end for

13:  end for

14: until stopping criteria are met
Output: clusterDict

Fig. 4 Improved K-means’ principle of updating the cluster
center

In terms of run times, in the process of screening
cluster centers, the larger the K is, the fewer objects there
are in a cluster and the fewer the times to compare
the error value of an object with those of other objects.
Therefore, the run times decrease with increasing K
within a certain range. The equation to calculate the run
times for updating the cluster center is as follows:

K
Rt=ZSize (list; ) x (size (list;)-1), (14)
i=1

where size (list, ) is the size of the i " cluster and Rt rep-
resents the run times for updating the cluster center.
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4 Experiments and analysis
4.1 Experimental settings

Dataset: We conducted a series of experiments on
three real-world datasets, including the cab dataset from
Shanghai, China (ShangHai), the highway vehicle
dataset from Emeryville USA (Emeryville), and the
lane arterial segment dataset from Los Angeles, USA
(LosAngele). The ShangHai cab dataset was divided
into two sub-datasets, ShangHail and ShangHai2, ac-
cording to different time slices and different numbers
of trajectories. After canvassing, sampling, and slicing
the original data, any vehicle can be represented by a
one-dimensional vector of length 5000.

VAE training modules: The network structure was
given in detail in Section 3. The loss function used
was the sigmoid-activated cross-entropy, with addi-
tional loss terms added. The total loss function was
as in Eq. (12). Adopting the Adam optimizer, the
learning rate was le-2, which was finally reduced to
8.5e—5 as the experiment progressed. The total number
of epochs was 80, the batch size was 80, and the encoder
is a neural network with a single hidden layer which
consists of 80 neurons (in the ablation study experi-
ment, the dimensionality of the hidden variables ob-
tained by other dimensionality reduction algorithms
was also set to 80).

Clustering module: The number of clusters K was
set to [2,29]. For each K, the number of times the
center of clusters was initialized was set to 10 (in the
sensitivity analysis, it changed from 1 to 10). A total of
25 iterations were performed in each case, with the
best result being taken at the end. Euclidean distance
was used to measure the distance.

Metrics: Wang W et al. (2021) pointed out that arti-
ficially designed metrics may cause unexpected bias.
To avoid this problem, three metrics were set in this
study to evaluate the clustering results: the silhou-
ette coefficient (SC), the Davies—Bouldin index (DBI),
and the Calinski-Harabaz index (CHI). Detailed descrip-
tions of the three metrics are as follows:

(1) SC: The formula for node v, is as follows:

b(i)-a(i)
max{a (i), b (i)}’

S(i)= (15)

where a (i) is the average distance between node v, and
the other nodes in the cluster, b (i) represents the average

distance from node v, to all other nodes in the nearest
neighboring cluster, and the SC takes values in [-1,1].
The larger the SC, the better the clustering.

(2) DBI: It is calculated as follows:

1 S, +5
DBI=N2maX — (16)

o b
2 o,

where S, is the average distance from the object in
the cluster to the cluster center, w;, is the cluster center

of cluster i, |w; —w; ||2 is the distance between two

cluster centers, and NV is the number of cluster centers.
DBI is the maximum value of the ratio of the sum of
the average distances within all pairs of categories
to the distance between two clusters. The lower the
DBI, the closer the clustering results are inside clus-
ters, the greater the gap between clusters, and the bet-
ter the clustering quality.
(3) CHI: It is calculated as follows:

(17)

where m denotes the number of nodes in the clustered
object, k is the number of clusters divided, B, is the
inter-cluster covariance matrix, W, is the intra-cluster
covariance matrix, and tr(-) is the matrix trace. The
larger the CHI, the closer the clusters are within each
other and the more dispersed the clusters are between
each other.

4.2 Experimental results and analysis

This subsection includes four kinds of experi-
ments: (1) comparison experiments of IKV and other
clustering algorithms; (2) two ablation studies to verify
the performance of two modules of IKV; (3) experi-
ments to verify the sensitivity of the framework under
different initialization numbers of cluster centers; (4) an-
alyzing the impact of the two IKV modules on runtime.

4.2.1 Comparison study

To verify the advantage of IKV, we compared
IKV with seven different baselines, including K-means
(MacQueen, 1967), mini batch K-means (MBK-means)
(Sculley, 2010), K-medoids (Park and Jun, 2009),
spectral clustering (SPC) (Ng et al., 2001), spectral
bi-clustering (SPBC) (Kluger et al., 2003), BIRCH
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clustering (BIC) (Zhang et al., 1996), and FCM
(Dunn, 1973; Bezdek, 1981). The number of clusters
K in the experiment was set to [2, 29] and, to com-
pare the performance of IKV with other clustering al-
gorithms as a whole, we let K range from 2 to 29 for
all the metrics and displayed the findings to two
decimal places, as shown in Table 1.

As shown in Table 1, apart from the SPC algo-
rithm, IKV has achieved comparatively good results
on the majority of indicators across most datasets when
compared with other comparative algorithms. Although
SPC performs well on the indicator DBI, when deal-
ing with the ShangHail dataset, SPC cannot complete
the clustering task when K<3 due to the small number
of nodes in ShangHail. For CHI, SPC performs worse
than all the other algorithms. Furthermore, IKV that
obtains the best results is also based on K-means, in-
dicating that the K-means algorithm is superior when
dealing with vehicle trajectory clustering. The exper-
imental results show that our proposed framework
does not lose clustering effectiveness due to privacy-
preserving goals and also improves the clustering
quality to some extent. In other words, the clustering is
performed with a good balance of privacy protection
and utility.

Fig. 5 depicts the comparison results of IKV with
other clustering methods on the corresponding number
of clusters. Fig. 5 shows that the clustering effect of
IKV starts to stabilize at K>5. The gap between
IKV and other clustering algorithms becomes larg-
er as the number of features possessed by each trajec-
tory point in the datasets LosAngele, Emeryville, and
ShangHai2 gradually decreases. As a result, IKV should
be more competitive for simple datasets.
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4.2.2 Ablation study

To further evaluate the effectiveness of each
module in IKV, we conducted two sets of experiments
to perform the verification: a comparison of VAE
with other dimensionality reduction algorithms and a
comparison of improved K-means with K-medoids
and K-means.

To verify VAE’s respective performance, we com-
pared it with five different baselines, including PCA,
AE, DictionaryLearning, SVD, and instrumented
principal components analysis (IPCA). These dimen-
sionality reduction algorithms’ low-dimensional vec-
tors were inputted into the improved K-means for
clustering. We let K range from 2 to 29 for all the met-
rics and displayed the findings to two decimal places,
as shown in Table 2.

Table 2 shows that for the dataset ShangHai2, VAE
performs better than the other dimensionality reduction
algorithms on SC and DBI, and has a sub-optimal per-
formance on CHI. For the dataset LosAngele, SVD and
IPCA perform well on SC and DBI, while VAE performs
at an average level, but VAE performs the best on CHI.

The above illustrates the overall performance of
VAE. Fig. 6 shows the exact experimental results cor-
responding to each K.

Fig. 6 shows that with the change of K, the perfor-
mance of VAE does not change much and is relatively
stable. This is because VAE solves the coding problem
based on the probability distribution, and VAE gener-
ates a more uniform distribution of the hidden vari-
ables. For the dataset ShangHai2, VAE performs better
on most of the K values compared to other algorithms.
The combination of Table 2 and Fig. 6 shows that

Table 1 Overall comparison results of IKV and other clustering algorithms

. SC DBI CHI
Algorithm
S1 S2 E LA S1 S2 E LA S1 S2 E LA
K-means 895" 7.19° 135 259 2147 2871 6883 63.93 2438.09" 1684.97° 320.01 57535
MBK-means 7.71 0.23 128 279 2649 7131 63.77 61.24 1895.08 997.66  366.45  616.26
K-medoids 504 642 128 254 3321 31.39  68.10 61.10 132637  1429.00 349.27  584.54
SPC - 6.64 3.74 221 - 17.07 24.26 23.20 - 96.67 81.00 52.52
SPBC 6.69 035 135 171 3291 101.03 69.84 7505 1379.74 1150.01 360.17  512.03
BIC 857 099 196 337" 2208 9451 6084" 5621 2376.16 1220.71 387.62" 655.82
FCM 532 -0.68 0.06 437 3798 110.12 67.92 46.95° 1308.82 746.25 34528 1035.02
IKV 10.88 8.00 127 1.85 20.08 26.64° 63.64 67.03 373477 1739.76 601.91  819.19

The best results are in bold and the second best results are marked with asterisks. SC: silhouette coefficient; DBI: Davies—Bouldin index; CHI:
Calinski—Harabaz index; S1: ShangHail; S2: ShangHai2; E: Emeryville; LA: LosAngele
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Table 2 Overall comparison results of VAE with other dimensionality reduction algorithms

Algorithm : SC - DBI : CHI
ShangHai2 LosAngele ShangHai2 LosAngele ShangHai2 LosAngele
PCA 7.43 2.62 28.28 62.29 1732.22 546.01
AE 2.77 2.18 74.66 64.55 2534.16 665.48
DictionaryLearning -0.93 1.13 38.65 70.85 43.61 112.97
SVD 5.99 291 32.46 60.60 1372.60 644.80
IPCA 6.15 291 30.85 61.07 1341.46 647.30
VAE 8.00 1.85 26.64 67.03 1739.76 819.19

The best results are in bold. SC: silhouette coefficient; DBI: Davies—Bouldin index; CHI: Calinski—Harabaz index

VAE’s performance is smoother and more reliable. In  deployment. It further illustrates the flexibility of our
addition, although VAE is slightly better than other algo-  proposed framework.

rithms, the difference is small. This indicates that there In the second ablation study, the K-means up-
is a wide range of algorithms available for client-side  dates the cluster center by calculating the mean value
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Fig. 6 Comparison results of VAE and other dimensionality reduction algorithms: (a) ShangHai2; (b) LosAngele

of each point when dealing with discrete points in
coordinate space, and the clustering effect is biased
toward the ideal value, but it cannot be applied to tra-
jectory data. For handling vehicle trajectory data, the
improved K-means has made improvements. To deter-
mine whether the clustering effect is still present on
the improved basis, we compared improved K-means
to the K-means algorithm and K-medoids based on a
similar principle to K-means. The comparison results
are shown in Fig. 7.

Fig. 7 shows that there are no appreciable dif-
ferences among the clustering evaluation results of
improved K-means, K-means, and K-medoids. When
K>15, the clustering effect is better for most of the
improved K-means results. This demonstrates that
improved K-means can handle vehicle trajectory data
while preserving clustering quality.

4.2.3 Sensitivity analysis

The initialization number of cluster centers can
have a significant impact on the performance of K-means.
In our research, we addressed this issue by selecting
multiple sets of initial cluster centers for K-means and
chose the best clustering result among these sets as the
final output. Consequently, the initialization number
can influence the clustering outcome.

To assess the effect of the initialization number
of cluster centers on our proposed framework, we con-
ducted experiments with the initial number of K rang-
ing from one to nine. We performed a sensitivity analysis
on the framework and evaluated its clustering perfor-
mance. Fig. 8 displays the results obtained by employ-
ing different dimensionality reduction algorithms in
conjunction with varying initialization number of clus-
ter centers.

Fig. 8 shows that except for two experimental
results (Figs. 8cl and 8c2), VAE’s performances are
more stable in the remaining seven out of nine exper-
imental results, highlighting the insensitivity of the data
generated by VAE to variations in the initialization
number of distinct cluster centers. While the CHI result
of AE surpasses that of VAE on the ShangHai2 dataset,
the stability of AE’s performance falls short in com-
parison to that of VAE. This observation suggests that
VAE is better suited for IKV due to its higher stability
and robustness.

4.2.4 Time complexity analysis

Because the improved K-means algorithm can cal-
culate the distance between each trajectory in advance,
it significantly outperforms the K-means algorithm in
terms of the algorithm runtime. Since K-means is too
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time-consuming, to highlight the trend of the runtime of
the improved K-means and the K-means as K increases,
Fig. 9 shows the runtime comparison among IK, KV,
and IKV.

Fig. 9 illustrates two points:

(1) Comparing IK and IKYV, it is clear that the
runtime of VAE-processed improved K-means is lower
than that of improved K-means, indicating that VAE
encoding of trajectory data can significantly reduce
computational cost.

(2) Comparing KV and IKYV, the larger the X, the
faster the improved K-means running and the slower
the K-means running. At K=11, even though no low-
dimensional embedding vectors are used, the runtime
of improved K-means begins to be lower than that of
the K-means algorithm employing low-dimensional
embedding vectors. Combined with Eq. (14), it is clear
that the improved K-means algorithm’s running cost
will be more advantageous when K is larger.

25

—A— K
—e— KV
2L — KV

Runtime (min)

12 14 16 18 20 22 24
K

4 6 8 10

Fig. 9 Runtime comparison

5 Conclusions and future work

With the development of edge cloud computing,
smart transportation has once again been pushed to
new heights. However, the development of smart trans-
portation inevitably brings challenges in terms of pri-
vacy and security. Attackers can use vehicle trajectory
data to obtain sensitive information. Trajectory clus-
tering is one of the methods for mining vehicle behav-
ioral patterns. To prevent privacy leakage caused by
uploading original user data, we proposed a privacy-
preserving vehicle trajectory clustering framework. We

Tian et al. / Front Inform Technol Electron Eng 2024 25(7):988-1002

conducted extensive experiments for models deployed
at the edge of the vehicle in the framework and dis-
covered that IKV performed well. The three metrics
from the experiments showed that IKV can handle
the special data of vehicle trajectory and significantly
improve the clustering effect while protecting privacy.
Moreover, due to the low sensitivity to the number of
cluster centers, the proposed framework can be applied
to clustering tasks of different magnitudes.

However, if the decoder information of the model’s
VAE is leaked, the original data may be reverted to
trajectory data that approximate the original data. Fur-
ther encryption of the decoder is a problem that must
be addressed in the future to avoid the privacy concern
posed by model information leakage.
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