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Abstract: Electronic healthcare systems can offer convenience but face the risk of data forgery and information leakage. To solve
these issues, we propose an identity-based searchable attribute signcryption in lattice for a blockchain-based medical system
(BCMS-LIDSASC). BCMS-LIDSASC achieves decentralization and anti-quantum security in the blockchain environment, and
provides fine-grained access control and searchability. Furthermore, smart contracts are used to replace traditional trusted third
parties, and the interplanetary file system (IPFS) is used for ciphertext storage to alleviate storage pressure on the blockchain.
Compared to other schemes, BCMS-LIDSASC requires smaller key size and less storage, and has lower computation cost. It
contributes to secure and efficient management of medical data and can protect patient privacy and ensure the integrity of

electronic healthcare systems.
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1 Introduction

Traditional healthcare industry has undergone
great improvement and now has stricter requirements
for data transmission and storage (Price and Cohen,
2019). Electronic medical records (EMRs) are the focus
of attention in modern healthcare, but historical records
of patient information and treatment plans are vulner-
able to attacks by hackers. In recent years, how to
securely transmit and store medical data has become a
research hotspot.

Compared with cloud storage technology (Ali
et al., 2020), blockchain technology (Agbo et al., 2019)
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has the merits of decentralization and anti-interference.
In addition, the blockchain can be integrated with
Web 3.0 to return the ownership and control of data
to the producers and users. To handle the low storage
capacity of block nodes, Lu and Fu (2021) used the
interplanetary file system (IPFS) to store the data, and
the encrypted information is stored in IPFS, which
returns the hash address. To overcome the storage
bottleneck of the blockchain system, the hash address
and access control information are stored on the block-
chain. Kumar and Tripathi (2021) solved the problem
of privacy protection in the Internet of Medical Things
(IoMT) by deploying smart contracts to confirm the
authentication of patients and medical devices. IPFS
cluster nodes can ensure data confidentiality and device
security.

Protection of the privacy of personal informa-
tion is crucial in the medical field. As a cryptographic
primitive, searchable encryption (Zhang AQ and Lin,
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2018; Zhou et al., 2020; Chen et al., 2021; How and
Heng, 2022) allows a server to find the correspond-
ing file, but the server unknows the concrete content of
the file. Therefore, privacy protection in the medical
field can effectively prevent the leakage of medical
data. Lattice-based searchable encryption for cloud
computing (Zhang XJ and Xu, 2018) specifies only one
cloud server and has low maintainability. Improved
searchable encryption (Cheng et al., 2019) in the
NTRU lattice reduces the calculation cost.

Cloud storage (Dohare et al., 2022) is one solu-
tion to handle a mass of medical data, but it faces the
risk of illegal access. Attribute-based encryption can
achieve fine-grained access control and ensure data
confidentiality. Ciphertext-policy attribute based encryp-
tion can provide fine-grained access control. This
scheme associates the private keys of the user with
the attributes, and the ciphertext is associated with
access policies. To prevent the leakage of user identity
and data information, Chinnasamy et al. (2022) used
the hash algorithm to hide the access policy and sig-
nature verification to provide inside security. The
blockchain-based electronic health record (EHR) sys-
tem (Li FQ et al., 2022) has low calculation over-
head and is better than attribute based encryption
with homomorphism. Multi-authority and revocable
ciphertext-policy attribute based encryption from lat-
tice (Yang et al., 2022) can resist quantum computing
attacks and allow multiple authorities to participate
in the required allocation. Attribute-based signcryp-
tion can better ensure the confidentiality and authentic-
ity of data than attribute-based encryption.

Attribute-based searchable encryption (Miao et al.,
2020; Wang HJ et al., 2020; Li XY, 2022) can en-
sure fine-grained access control and searchable cipher-
text. Ciphertext-policy attribute based searchable en-
cryption from lattice (Varri et al., 2021) realizes ci-
phertext-policy attribute based searchable encryption
and has anti-quantum security. Attribute-based search-
able encryption (Guo et al., 2022) realizes the shar-
ing of different domains on the blockchain and uses
off-chain storage to reduce the load on the block-
chain. This scheme can resist quantum computing
attacks and auxiliary attacks. Attribute-based key-
word searchable encryption from the NTRU lattice
(Li CY et al., 2022) uses attribute-based access poli-
cies and attributes for encryption to generate the pri-

vate keys of users, but this scheme is subject to
limitations in medical scenarios. The above schemes
are vulnerable to man-in-the-middle attacks and key
generation center leakage attacks (Wang WZ et al.,
2022). A searchable signcryption based on multi-key-
word attributes (Varri et al., 2023) cannot resist quan-
tum computing attacks and has no unique identifiable
identity. How to construct identity-based searchable
attribute signcryption from the NTRU lattice to en-
sure anti-quantum security and low calculation
cost in the blockchain medical field is a research
hotspot.

In this study, we devise identity-based searchable
attribute signcryption in lattice for the blockchain-
based medical system (BCMS-LIDSASC). Main con-
tributions are as follows:

1. In BCMS-LIDSASC, the blockchain and smart
contract are used to achieve decentralization with no
intermediary. Our scheme uses the IPFS technology
for distributed storage, and thus it is highly suitable
for medical application scenarios. Users have complete
control over their data; thus, there is no data leakage
or loss, and no incorrect storage from data custodi-
ans. Each user can actively take part in building their
own EMR system.

2. BCMS-LIDSASC uses attributed-based search-
able signcryption to ensure confidentiality, integrity, and
authenticity relevant to the data. It can ensure search-
ability and fine-grained access control.

3. BCMS-LIDSASC has anti-quantum security
and can effectively prevent the leakage of patient
information.

2 Preliminaries

2.1 Lattice

Assume that the integer N = 2>8 is a security
parameter, R the real space, and Z the integer space.
BCMS-LIDSASC works over the rings R=Z[x]/(x"+
1) and R =Z [x]/(x"+1), where x"+1 can be split into
k, irreducible factors modulo ¢ (prime ¢>5). For
xeR", || x || is the Euclidean norm of vector x. Let /=
zjtolfix" and g :Ej[’olg,.x" be the polynomials
over R.

Definition 1 Choose an integer N (a power of 2)
and two polynomials f, geR, h=gf 'mod g. The NTRU
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lattice determined by the polynomials 4, q is 4, ,=
= Cy(h) IN}

qly 0y
is a 2Nx2N matrix, /, is an identity matrix, 0, is a zero
matrix, —C,, (/) is a Toeplitz matrix, and A h’quM isa

{(u,v)eR* u+ vh =0modg}, 4,, ={

full-rank lattice.
2.2 TrapGen generation

Definition 2 The trapdoor generation algorithm
over the NTRU lattice (TrapGen (N, ¢, )) is as given
in Algorithm 1.

Algorithm 1 TrapGen (N, q,0)
Input: (N, ¢, o), where o is an error scalar factor
Output: (B, h)

. q
1. Choose f, g <~ D, where o, <~ 1.17\/ N

2. Compute Gram-Schmidt norm || B, [, where Norm «
“ of e

fF+eg i+ e )

3. If Norm<1.17 /g, continue; otherwise, goto line 1

max

lg-7]

4. Use the extended Euclidean algorithm to compute p, p £€R,
R,, R Z such that p f=R mod (x, + 1) and p g =
R,mod (xy + 1)
5. 1fged (R, R,) # L orged (R, g) # 1, goto line 1
6. Choose ¢, yeZ satisfying (R, + wR =1
S
fe 108 g
0+ eg
8.Reduce F,GasF— F-of,G< G - ag
A(g)-4(f)
A(G) - A(F)

7. Compute F'=q¢p,, G = qup,, o {

9. Return & = gf 'mod ¢, B =

), where heR ,

2N x 2N
BeZ,

2.3 Discrete Gaussian and sampling algorithms

Definition 3 For any ¢ > 0, ceR", the n-dimensional
discrete Gaussian function p,.: R" — (0, 1]is defined

2
as follows: p,.(x) & exp (— "xz_f"), for any ACR",
o

P (ALY p, (%)

Definition 4 The Gaussian sampling algorithm in
the NTRU lattice (GSample( B, 0, c)) is as given in
Algorithm 2.

2.4 Hard assumptions

Definition 5 . is a Gaussian distribution over R

with mean 0 and standard deviation &/ 2m. y? is the

Algorithm 2 GSample(B, g, ¢)

Input: a basis B of N-dimensional lattice 4, standard deviation
o> 0, and center ¢ € Z"
Output: v sampled in D,
L.vy«<0,cy<c

2.fori < N,---,2,1do

3. o <Ci’bi>/ Bl of ”/"1; ”2
// B=(b),_, is Gram-Schmidt orthogonalization of B
4. z!/<«— Sample Z(o/ c])
/) Sampling a one-dimensional vector from the Gaussian
// distribution D, .c,_, + ¢, = z;b,and v,_, < v, + z,b,
5. end for
6. return v,

spherical Gaussian distribution of vector (v, v,, *+-,
vy) over R", where each coordinate is independently
distributed in .. weR,, is a ring with a uniform distribu-
tion, and the distribution of w obeys y?. (77,,y, = n,0 +
e;)eR, xR, is a noise equation, where 7, is a random
term and e, is an error term. Distribution 4., of learn-
ing with errors over ring (RLWE) is as follows: choose
neR,, and error vector e, based on the distribution /7,
and then output (7, y=n,w+e, )R *R,,.

Definition 6 For any weR,, the decision-RLWE
problem is to distinguish the RLWE distribution 4,
from the uniform distribution R xR, with a non-
negligible probability.

Definition 7 (Li RN et al., 2022) Given a prime g,
a positive real number g, a positive integer ¢, and
polynomials f, g, h (f, geR,, h=gf “'mod ¢), the small
integer solution problem in ring (RSIS) in the NTRU
lattice is to find (z,, z, )ed,, such that || (z,,2,) || <o.

2.5 Linear secret sharing scheme

Access structures are used to share the secrets
between different users. U acts as the set of universal
attributes. A secret sharing scheme 7 is linear if it sat-
isfies the following conditions:

1. Choose reZ, as a shared secret value.

2. Each element in the shared vector is corre-
sponding to an attribute in U, and all elements in the
shared vector are in field Z,.

3. For each access structure, there exists a matrix
M with [ rows and n columns, called the shared gener-
ation matrix of z. For all i=1, 2, ---, [, the i row of M
is M,, the mapping function p defines the i" row of
participant as p (i), and the function p maps the i"
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row to attribute Attr in U, written as p (i) —Attr,
5 Sy )s
) S,EZ,.
Then, Mv is the vector of / secret factors, with each

AttreU, i=1,2, ---, [. Column vector v=(r,s,, **
where shared secret value r € Z, and s,, 55, ***

secret factor A=My corresponding to attribute
p(i). S is an authorization attribute set, /={i:
p(i)e S (=1,2,---,1). A constant set {0, € Z },_,
satisfies zielaiMi =(1,0,---,0). If 4, is the effective
secret factor of the access structure, the secret value r
can be calculated by =)' 0,4,

3 System model

BCMS-LIDSASC includes four main entities: data
owner, data user, blockchain, and IPFS distribution

storage system. Fig. 1 shows the system structure
model of BCMS-LIDSASC.

Private key
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et ' dih
“ Document/index Ciphertext ‘

Data owner Smart contract Data user
% %
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Fig. 1 System structure model of BCMS-LIDSASC

Data owner (DO): DO can be either a patient who
owns the electronic medical records or a doctor who
issues the prescriptions for patients. DO sends their
identity and attribute set to a smart contract on the
blockchain to obtain their public and private keys.
Then, they generate an index using the keywords, and
upload the index and ciphertext to the blockchain.

Data user (DU): DU can be either a doctor who
needs to access the medical records of the patient or
a patient who needs to access the prescriptions. DU
uses the keywords to generate a trapdoor and uploads
it to the smart contract. If the smart contract suc-
cessfully matches the trapdoor, it uses the storage
address in the blockchain to download the ciphertext
from IPFS and returns the ciphertext to the user.

Blockchain: The blockchain stores the storage
address, ciphertext hash, and index value generated
by IPFS. The smart contract generates the user key in
the initialization phase, and matches the indexes
and trapdoors in the search phase. If the matching is
successful, the ciphertext is downloaded to the user
based on the address in the blockchain.

IPFS: IPFS is a peer-to-peer distribution file stor-
age system. After a file is successfully stored, a hash
value will be generated. The hash value generated by
IPFS is stored in the blockchain, and thus the storage
pressure on the blockchain is greatly reduced.

4 BCMS-LIDSASC
4.1 Setup

The administrator carries out the following oper-
ations to initialize the smart contract:

1. The administrator selects two system parame-
ters (N, q ), a small positive integer p, and a global at-
tribute set U={u, u,, ***, u, }.

2. The administrator runs TrapGen(N, ¢, o) to
obtain the system master public key /# and master pri-
vate key B.

3. Hash functions are follows: H,, H,: {0, 1} —
ZY, Hy: {0, 1}¥ — Z, Hy: {0, 1Y{0, 1}V — ZY, and
H: {0, Y xZ) — Z.

4. Master private key Msk = B and public sys-
tem parameters y={h, p, H,, H,, H;, H,, H}.

4.2 KeyGen

Assume that ID, is the user identity. The user
sends its identity ID, and attribute set U€gU to a smart
contract. The smart contract carries out the calcula-
tions as follows:

1. Calculate O, = H, (ID,) as the public key of ID,.

2. Obtain (e,, x;) «<— GSample (B, 7,(Q;,0)) and
e, +x;h=0.

3. Calculate a[=H2( 2 u‘,) based on the user

ueU,
attribute set U..
4. Obtain (¢!, d,) < GSample (B, , (a,,0)) such
that ¢/ + hd, = a, where (e, d,) eAj.
5. The private key of identity ID, is SK={e,,
x,,d;}. The public key of the data owner is Q,, and
the corresponding private key is SK ={e,, x,,d }. The
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public key of the data receiver is Q,, and the corre-
sponding private key is SK,={e,, x,, d}.

4.3 Signcrypt

Input the system public key 4, private key SK
of DU, attribute set U,U, and message me{0,1}".
DO uses the access structure (M, p), where M is an
Xn matrix, and p maps each row of this matrix to its
attribute. DO chooses reR, and a random vector s =
(7,8, -, 5,) €R,. Then, for je{l,2, ---, [}, DO calcu-
lates ¢, = sM; (M, is the j" row of matrix M). Signcryp-
ter (DO) carries out the calculations as follows:

1. Choose u, v,, v, < {-1,0,1}".

2. Calculate Cy = Qgur +a,+m+ v, and C,, =
uhg, + v, p.

3. Calculate 6 = H, (v, + hv,, m).

4. Calculate z, = v, + ¢,d and z, = v, + x 0.

5. Return CF ={ C, { C\;}; (1011 0,21, 2, } @S
the ciphertext.

4.4 IndexGen

DO chooses the keyword k € { 0, 1}" and carries
out the calculations as follows:

1. Calculate t = H,(k).

2. Choose 7y, e,,e,<—{—-1,0, 1} and w < {0, 1}".

3. Calculate /,=r  hte R, and I,=r tt+e 2+"%J weR .
4. Calculate I3=H5(w, a, )

5. Set the timestamp 7.

6. Upload the index /={/,,1,,1;, T} and CF to a

smart contract.
4.5 Trapdoor

DU chooses the keyword k'{0, 1}" to search and
carries out the operations as follows:

1. Calculate t'=H, (k).

2. Obtain (e, T,) < GSample (B, a,(,0)).

3. Set T,=ay,.

4. Upload the trapdoor 7 = {T,, T,} to a smart
contract.

4.6 Search

In this algorithm, the smart contract receives the
trapdoor T and executes the search algorithm.

First, the smart contract verifies the validity of time-
stamp 7. If |T, - T,_ JJ<AT, (T

§—cur

is the current

timestamp and AT, is the maximum valid time inter-
val), the smart contract performs the following search
operations; otherwise, the search fails.
L, -1T
1. Calculate w' = [2‘1}
q/2

2. The smart contract verifies whether H (',
T,) = I,. Search the ciphertext by the storage address in
the blockchain and return it to DU if the ciphertext ex-
ists; otherwise, return L.

4.7 Unsigncrypt

Input the private key SK, of the receiver, public
key O, of DU, and CF={Cy, {C\ }; c(12...11» 05 21, 2}
If the user attribute U, satisfies (M, p) and ¢, is based

on the secret r of matrix M, there must exist a set
10, € Z}, ., of constants according to the properties
of the linear secret sharing matrix such that ZA 940, =
r. The receiver calculates m'=C, —szjE]CUGj —dgh
and m = m'mod p. Then, the receiver verifies whether
0= H3(hz2 +z,- 0,0, m) The receiver accepts m if

yes and rejects it otherwise.

5 Correctness analysis

5.1 Correctness of the search phase

Assuming that the keywords match, then ¢ = ¢'.
Assuming that the attributes match, thena, = T, = a,.

12 _[1T1
:r1t+ez+[%Jw—(r1h +e )T,

:rltJreva[%Jw—rl(t'—e)—elT1

=e, t [%Jw +re-eT,,

where 7, e, e,,e,, T, are short vectors which can be
disregarded and omitted in computations. Based on
the properties of the NTRU lattice, the coefficients of
e, + rie — e, T, will be in (-¢q/4, g/4). Then, we can
1, - 1,T,
q/2
and the smart contract successfully completes the match-
ing process.

obtain w' = [ }= w, so H,(w',T,)= I, holds,
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5.2 Correctness of the unsigncryption phase

If user attributes meet the requirement specified
by the signcryption, we have

zje,(/’jej =r,a, = dg,
m'=Cy-x,.C, 0, - dyh

jel

=C, - sz(uhgoj + vzp)Hj —dyh

jel
= Quur+a,+m+ v, — xzuhr - vazpzﬁj
jel
— (e, + hd})
_( '
= eB+th)ur+m+ v, —xBuhr—vaszQ/— ey
Jjel

=epur+m-+v, - prvzze,. + e,
jel

where u, v, v,, e;, and €, are all short vectors. There-
fore, m = m'mod p.
Next, we verify the authenticity of message m:

hz, +z, - Q,0
=h(v,+x,0)+tv, +ed—-(e, +x,h)o
=v, + hv,.

Hence, 5=H3(hz2 +z,-0,0, m) holds, showing
that message m is valid.

6 Security analysis

Theorem 1 If an adversary A cannot break the key-
word trapdoor indistinguishability of the underlying
identity-based searchable attribute signcryption from
the lattice in a random oracle model, BCMS-LIDSASC
also has keyword trapdoor indistinguishability.
Proof Assume that the challenger /" receives a ran-
dom instance of the RLWE problem. It wants to deter-
mine whether (7,,y, = n,0 +e;)e R, % R, is sampled
from 4, or the uniform distribution over R, x R,. A is
a subroutine of /" in the whole game. Initially empty
lists (L,,L,,L;,L,,Ls, L,) track the different oracles.
ID, is a challenge identity and J is the probability
that ID, = ID,, where (7,1D,) (y € {1, 2, -+, ¢} and g, is
the time of querying the H, oracle) are unknown to A.
I” carries out the setup algorithm and returns y =
{h,p,H,,H,,H,,H,, H } to A, but the system master
key Msk is kept secret. In the first phase, A issues
adaptive queries as follows:

H, queries: A queries the hash value g, of the
attribute set. /" selects the attribute set U,eU to calcu-

late a, < Hz(zu/ cuti ), and then returns it to .4 and

stores (U,, a,)in L,.

H, queries: A queries the hash value of identity
ID,. If ID=ID,, I" fails and aborts; otherwise, I selects
Q, €z, and calls the H, oracle to obtain a,, and sends
(Q,,a,;)to A and stores (ID,, Q,,a,)in L,.

H, queries: A queries the hash value for (v, v,,
m). I checks whether L, has (v,,v,,m,d). If yes, I
sends o to A; otherwise, I returns a random deZ qN to
A and records (v,, v,,m,d)in L,.

H, queries: A queries the hash value ¢, of key-
word k,. I" sends ¢, to A if k, exists in L,; otherwise, I’
returns a random ¢, <— H,(k,) €Z) to A and stores
(k,t,)inL,.

Hg queries: A queries the hash value of /;,. I
returns /5, to A if there is a relevant tuple; otherwise,
I selects w, < {0, 1", calls the H, oracle to obtain
a,, calculates I, <— Hy(w,,a;), returns I, to A, and
stores (w;, [5;)in L.

Index queries: I 'receives an index query for (£,
ID,,ID,). I" runs the index generation algorithm to
return / to A if ID, # ID,; otherwise, I” calls the H,, H
oracles to obtain ¢,, /5, chooses 7, e, e, < {-1,0,1}
to calculate I, =r,h + e, I,=rt,+ e, +|q/2]w, and
returns / = { I,,1,,1,} to A.

Trapdoor queries: I” receives a trapdoor query
for (7,1D,, ID,). I" runs the trapdoor generation algo-
rithm to return 7'to A if ID, = ID_; otherwise, I” obtains
(e, T,) < GSample (B, 0,(¢,,0)), T, = a, and returns
T={T,, T,}, where a,,t;, are from the H,, H, oracle
queries.

A submits a challenge query after the above que-
ries are over. A selects keywords ( k,, k, ) with the same
length about identities (1D, ID}). I” fails and stops if
ID, = ID ; otherwise, I selects the random ue{0, 1}.
If 4=1, I' returns the ciphertext to A. If = 0, I" runs
the index and trapdoor algorithms to obtain a trap-
door T, for keyword k, and returns to A.

A finally outputs a guess #'. A wins in the whole
game if u'=u. Assume that the success advantage of
A is 8:Pr(|[,u':u]—1/2|). Then the probability of I
in solving the RLWE problem is &'>¢/ (eq, ), where e
is a constant and ¢, is the query time to the H, oracle
(Li CY et al., 2022).
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Theorem 2 If an adversary A cannot break the ci-
phertext indistinguishability of the underlying identity-
based searchable attribute signcryption from the lat-
tice in a random oracle model, BCMS-LIDSASC also
has ciphertext indistinguishability.

Proof Assume that /" receives a random instance of
the RLWE problem. Its aim is to determine whether
(n,,y,= n,wte;) eR ¥R, is sampled from 4., or a uni-
form distribution over R xR,. I" is a challenger of A
in the whole game.

I” carries out the setup algorithm to return y=
{h,p,H,,H,,H,,H,, H,} to A, but the system master
key Msk is kept secret by I". A then submits adaptive
queries to /" in the first phase. Hash queries are the
same as in the first phase in Theorem 1.

Private key queries: A queries the private key
of ID,. I" fails and stops if ID, = ID ; otherwise, I”
obtains (e,,x,) <~ GSample(B, 7,(0,,0)),(el,d,) <
GSample(B, o,(a, 0)), where Q,, a; are from the hash
oracle queries, and /" returns the private key (e,, x,, d,)
to A and records (ID,, Q,, e, x,,d,) in L,.

Signcryption queries: A issues a signcryption
query for (m,ID,,ID,). I" runs the actual signcryp-
tion algorithm to return a ciphertext CF if ID, = ID,.
Otherwise, I” answers as follows:

1. Choose the corresponding access policy (M, p),
where M is an [ X n matrix, and p maps each row of
the matrix to its attribute.

2. Choose vector s = (7, 5,,*+,5,) € Z, and cal-
culate ¢, = sM, for each i €{1, 2, ---, [}.

3. Choose u, v,,v, < { 0,1 }".

4. Calculate Cy = Quur + a, + m + v,.

5. Calculate C,; = up, +v,p, 0 = Hy(hvy, m).

6. Calculate z, = 0,9, z, = v,.

7. Output CF ={ C, { C,;}; 110
the ciphertext.

CF is verified by the adversary A as follows:

11»0521,2, ) @8

hzy+z, - Q,0=hz, + Q,0 - 0,0 = hv,.

Unsigncryption queries: A issues an unsigncryp-
tion query for (CF, ID ,, ID,). " runs the actual unsign-
cryption algorithm to return a result if ID#ID,. Other-
wise, I seeks different attribute sets U, from L, and
calculates

m=C, - QBECI,]'HJ' - aB(modp).

jel

I outputs m to A if 0 = H3(hz2 +z, - QAé,m),
and L otherwise.

A submits a challenge query after the above que-
ries are over. A selects two messages (m,, m, ) with
the same length and two identities (ID;, ID}, ), where
ID is the identity of the data owner and ID} is the
identity of the data user. I” fails and aborts if ID, = ID ;
otherwise, I selects a random ue{0, 1}, sets Q;eZ;V,
obtains the attribute set a;#a, from the H, oracle, and
continues to respond as follows:

1. Choose the access policy (M ", p"), where M~
is an Ixn matrix and p" maps each row of the matrix
to its attribute.

2. Choose vector s=<(r,s,,*+,s,) € Z, and cal-
culate ¢, = sM " for each ie{1, 2, -+, [}.

3. Caleulate Co=Qur+a,tm,+v, and C; =uhp;+
v, D.

4. Calculate "=H, (v, thv,,m,), z;=v +e,d", and
Z=v,tx 0.

5. 0utput CF'={Cq, { C\\}, 1010 521, 23},

In the second phase, A makes another series of
adaptive queries as in the first phase. A cannot query
the private key oracle about ID} or unsigncryption
oracle about CF".

A finally outputs a guess 4. A wins in the whole
game if u=u. I" can distinguish whether (7,, y=n,wre,)
comes from 4., or a uniform distribution R xR . As-
sume that the success advantage of A is e=Pr(|[u'=u -
1/2]). Then the probability that /" obtains the decision-
RLWE problem solution is ¢'<ef eq, g, ) (Yu et al., 2022),
where ¢, is the query time to the H, oracle and ¢, is
the query time to the private key oracle.

Theorem 3 If the underlying identity-based search-
able attribute signcryption from the lattice has unforge-
ability, BCMS-LIDSASC also has unforgeability.
Proof Assume that /" receives a random instance of
the RSIS problem and tries to find (z,,z,) € 4, such
that || (z,,2,) |<B. F is the subroutine of challenger /°
in the whole game. 1D, is the challenge identity and
(7,1D,) are unknown to . I" first returns y from the
setup algorithm but Msk is unknown to F. F issues
adaptive queries as in the first phase in Theorem 2.

F finally outputs a forgery (ID}, ID}, CF") to I.
F cannot query the private key of ID’,. I" fails and aborts
if ID], = ID,; otherwise, F forges another ciphertext
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CF'={Cl {C!

1j
ing lemma (Yu et al., 2022), we can obtain

ety 0521, 25 . By using a fork-

RS =) 0,5 - 8= 0

=z -zl +h(z,-z))+ (e, +x,h)(6'-5)=0

=z -zl +e,(8-0)+h((z, -z}
+x,(6'=057)) =0,

, 23, <26 v/ N, He;
o/N,and| o' - 6" | o' + 6" |<2N.

Therefore, the following inequalities hold:

! * * *
where ||Z1 z |, z, ,|xA ||s

BN A CET S

S e R R e (R R B

)

.
€y

<26°N + 40 /N,
EREREACET S

(hol+1o

)

X
SH Z,

12 *
g E1 B B

<2¢6*N + 40”.

I" cannot determine which set of private keys F
chooses to forge the ciphertext, so /" randomly selects a
set of private keys such that z; — z| + h(z, - z}) +
0,(68" = 8)(#0)is at least 1/2. Assume that a forger
F can break the unforgeability with advantage ¢. Then
the probability that /" solves the RSIS problem is &>
e(1 = 277"y (Yu et al., 2022).

7 Potential threats analysis

BCMS-LIDSASC may face some potential threats
during the practical implementation.

1. Smart contract attacks: In our scheme, the smart
contracts are used to generate the user keys in the initial-
ization phase and match the indexes and trapdoors in

the search phase. Hence, the security of smart con-
tracts is important. In our scheme, smart contracts
replace the traditional KGC in the ethereum block-
chain. To launch an attack on smart contracts, an attacker
must control more than 51% of the accounts in the
blockchain. Current proof-of-stake (PoS) consensus
mechanism is used by ethereum blockchain (2.0). In
this scenario, the attackers would have to spend a sub-
stantial amount of funds to obtain system control. The
cost of conducting 51% of the attacks on the ethereum
blockchain is prohibitively high; i.e., the cost far
exceeds the potential benefits that an attacker could
obtain. Thus, it is highly unlikely that an attacker
would successfully carry out an attack or disrupt the
whole system. Hence, our scheme can resist attacks
on smart contracts.

2. Privilege-insider attack: Once a smart contract
is deployed, even the author of the contract cannot
modify the deployed contract code but to destroy it.
Hence, even if the system master key of BCMS-
LIDSASC is known, it is impossible to modify the log-
ic of the deployed smart contract; thus, the privilege-
insider attacks cannot occur.

3. Replay attack: After the smart contract receives
a search request, it first checks its validity by verify-
ing whether |7, — 7,__ |<AT.,. If this inequality does
not hold, the smart contract rejects the search, and
thus the attacker cannot intercept or replay with the
new timestamp. Hence, BCMS-LIDSASC can resist
the replay attacks.

8 Performance analysis
Table 1 gives a feature comparison of our scheme,

VPK1 (Varri et al., 2021), GHWL (Guo et al., 2022),
LDL (Li CY et al., 2022), and VPK2 (Varri et al.,

Table 1 Comparison of security features

Feature VPK2 VPK1 GHWL LDL BCMS-LIDSASC
Fine-grained access control N N N N N
Index verification N N N N N
Security assumption DBDH LWE RLWE RLWE RLWE/RSIS
Confidentiality N N N N N
Unforgeability N X X x N
No key generation center X X x x N
Applied to blockchain x x x N N
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2023). The experiment platform is Winl0 OS with
2.60 GHz Intel® Core™ i7-10750H and 32.0 GB mem-
ory. The security of our scheme is related mainly to
values of ¢ and N. We set N=128, g=2"* and N=192,
g=2%. Table 2 lists the communication cost including
the IndexGen size, trapdoor size, ciphertext size, and
signature size. VPK1 relies on the LWE problem,
and parameter M should satisfy M >2N [log,q]. Note
that k£ = n is the number of keywords. GHWL relies on
the RLWE problem, assuming ¢, = g. LDL relies on the
RLWE problem in the NTRU lattice, but its encryption
uses only one user attribute set for calculation, so it
has low security. Table 3 lists the concrete instance
comparison among several schemes.

Our scheme increases the communication cost of
signature compared to other schemes but ensures data
authenticity, so this increase is justifiable. Our scheme
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uses the NTRU lattice in trapdoor generation to obtain
better security and lower communication cost; it can
achieve the same security effect with fewer bits in
real applications. Our scheme has higher ciphertext
communication cost than LDL due to its more detailed
attribute partitioning scheme, but it can better protect
the privacy of users and data in practical scenarios, so
this increase is worthwhile.

Table 4 lists the average time of each operation
based on the PBC library. Table 5 lists the total calcu-
lation overhead of several schemes.

Matlab software deals with the simulations, where
n is the number of chosen attributes. From Fig. 2,
with an increasing number of attributes, the time
consumption of several schemes increases linearly,
but the computation time of BCMS-LIDSASC is the
least.

Table 2 Communication cost comparison

Scheme IndexGen size (bit) Trapdoor size (bit) Ciphertext size (bit) Signature size (bit)
VPK1 (2M + n) Nlog,q MNIlog,q (kM + 1) Nlog,q
GHWL (n + log,q,)Nlog,q, (n + 1) Nlog,q, (n + 1) Nlog,q,

LDL (2N + 1)log,q

(2N? + 1)log,gq

(2N + 1)log,q

BCMS-LIDSASC (2N + 1)log,q 2N’log,q (n + 1) Nlog,q 3log,q
Table 3 Concrete instance comparison of several schemes
Parameter Value

Instance 1 Instance 2 Instance 3 Instance 4
N 128 128 192 192
q(q,) 2" 218 2% 2%
qZ 225 225 226 226
M 4808 4808 9800 9800
n 5 10 10 20
IndexGen size in VPK1 (bit) 22166784 22178304 94128000 94176000
IndexGen size in GHWL (bit) 73 600 89600 174720 224640
IndexGen size in LDL (bit) 4626 4626 9625 9625
IndexGen size in BCMS-LIDSASC (bit) 4626 4626 9625 9625
Trapdoor size in VPK1 (bit) 11077632 11077632 47040000 47040000
Trapdoor size in GHWL (bit) 19200 35200 54912 104 832
Trapdoor size in LDL (bit) 589842 589842 1843225 1843225
Trapdoor size in BCMS-LIDSASC (bit) 589824 589824 1843200 1843200
Ciphertext size in VPK1 (bit) 55390464 110778 624 470400000 940804 800
Ciphertext size in GHWL (bit) 13824 25344 52800 100800
Ciphertext size in LDL (bit) 4626 4626 9625 9625
Ciphertext size in BCMS-LIDSASC (bit) 13824 25344 52800 100 800
Signature size in BCMS-LIDSASC (bit) 54 54 54 54
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Table 4 Time cost for different operations

Operation type Time (ps)
Hash operation T, =36.74
Matrix or vector modular multiplication Ty =107.27
Gaussian sampling algorithm operation T,=9.53
Polynomial modular multiplication T =2.35

Table 5 Time comparison of computation cost

Scheme Total cost
VPK1 3Ty + 3T, + 5nT + nTy
GHWL Ty +(3n+7)T,,
LDL 37, +(3n+5)T,, + 8Ty
BCMS-LIDSASC 2T, + (2n + )T, + 6T
2500
—— VPK1
—#— GHWL
2000 |~ LDL
= —&— BCMS-LIDSASC
=1
£ 1500}
B
kS
3 1000
£
o
o
500 [

5 10 15 20 25 30 35 40
Number of attributes

Fig. 2 Total time comparison of several schemes

9 Conclusions

BCMS-LIDSASC uses the blockchain, IPFS, and
smart contracts to store sensitive data. It can effec-
tively solve the data leakage and forgery problems in
electronic healthcare systems and ensure data search-
ability and fine-grained access control. Malicious third
parties or compromised servers cannot access the user
data. Analysis shows that our scheme outperforms
similar schemes.

In the future, we will continue to focus on security
problems in the electronic healthcare field and investi-
gate storage challenges facing blockchain technology.
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