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Abstract: An array’s degree of freedom (DoF) determines the number of jamming incidents that can be managed
and the antijamming performance. Conventional arrays can improve the DoF only by increasing the number of
antennas. On the other hand, when the received signal is digitized, high-power jamming will reduce the number of
bits used to represent the desired signal, further increasing the difficulty of back-end antijamming based on digital
signal processing. In this paper, we propose a joint radio frequency (RF) front-end and digital back-end antijamming
scheme based on a metasurface antenna array. The metasurface antennas can rapidly switch patterns when receiving
signals, so that a single channel can be equivalent to multiple channels and increase the DoF. We use independent
component analysis to estimate the channel and then optimize the array parameters under the minimum signal-to-
jamming ratio constraint of each antenna. The proposed scheme works well under high-power jamming conditions by
suppressing jamming at the RF front end and using a low-precision analog-to-digital converter. Simulation results
show that the proposed scheme reduces the bit error rate of the received signals by one order of magnitude compared
with the conventional array.
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1 Introduction

With the broadcasting characteristics of elec-
tromagnetic waves, people can communicate freely
without the limitations of cables, which brings great
convenience to our life. However, with the rapid de-
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velopment of wireless communication technology, a
large number of electromagnetic signals cause seri-
ous interference that cannot be ignored. Wireless
communication interference can be divided into two
categories: in-system and out-of-system.

The in-system interference comes mainly from
different users in the same system with communica-
tion conflicts because the allocated communication
resources are not orthogonal. For in-system users,
prior information, such as signal format, frequency,
and transmission order, can be used to design anti-
interference schemes. Alternatively, it is possible to
avoid interference by allocating independent resource
blocks for different users according to communica-
tion protocols through multiple access techniques.
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In contrast, uncertainty exists for out-of-system
interference, with a large part belonging to malicious
attacks, which we usually call jamming. There are
many types of malicious jamming attacks (Pirayesh
and Zeng, 2022), and the constant jamming attack
(Grover et al., 2014) is the most basic one, where
the jammer sends high-powered, wide-band jamming
over a long period. This type of jamming can signifi-
cantly degrade communication performance without
prior information, but it is inefficient. A channel-
aware jamming attack (Cai et al., 2013), in which the
jammer attacks only when it detects that legitimate
users are communicating, is more flexible than con-
stant jamming. In this attack, jamming can be sent
to specific target users. In addition, jammers can
send signal-like jamming (Gvozdenovic et al., 2020),
which has a format similar to legitimate communi-
cation signals, and may contain pseudo-information
with practical meaning. This jamming method fur-
ther increases the difficulty of detecting and sup-
pressing jamming for legitimate users.

Antijamming schemes have been widely studied
to solve the problem of communication performance
degradation caused by the above jamming attacks.
The classic antijamming techniques are carried out
mainly in the time-frequency domain. For example,
channel-hopping techniques (Navda et al., 2007; Je-
ung et al., 2011) actively avoid jamming by detecting
its presence in current working bands. The direct se-
quence spread spectrum technique (Harjula et al.,
2011; Pinola et al., 2012), which spreads the signal
spectrum with constant signal power, can effectively
deal with narrowband jamming. With the develop-
ment of multi-antenna technology, spatial antijam-
ming techniques are becoming more and more pop-
ular. Spatial resources and time-frequency resources
are independent. By allocating independent spatial
communication resources, users in different locations
will not interfere with each other, even if they share
the same time-frequency resources. In other words,
the receiver can resist jamming by taking advantage
of the spatial differences.

One of the typical spatial antijamming meth-
ods is configuring different weights on each antenna
to form beams that suppress jamming and enhance
the desired signals according to the spatial channel.
There are different weight-generation criteria for an-
tijamming methods. The desired signals and the
jamming incidents will be located in different sub-
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spaces if the array’s degree of freedom (DoF) is suffi-
cient. Therefore, we can project the received signals
to the orthogonal space of the jamming subspace to
eliminate the jamming (Yan et al., 2014, 2016), and
the projection matrix consists of the received weights
of the array. The array can adjust antenna weights
to form beams according to the direction of signal ar-
rival, aligning the null to the jamming while aligning
the main lobe to the desired signal to improve the
received signal-to-jamming ratio (SJR) (Sun et al.,
2022). The spatial antijamming methods described
above require prior information about the channel of
the desired signal and the jamming or direction of
arrival (DoA) estimation of all the signals. However,
because jammers will not cooperate with legitimate
users, estimating channels via reference sequences is
challenging. DoA estimation based methods have
good antijamming performance in scenarios where
the signal has only a single or primary path, such as
satellite communications. In multi-path scenarios,
however, the performance of such schemes degrades
due to the difficulty of forming a null to the jamming.

The blind source separation (BSS) based anti-
jamming scheme can solve the above problems ef-
fectively. The main BSS technique is independent
component analysis (ICA), which allows for recover-
ing independent sources from a mixed signal without
prior knowledge of the mixing matrix (Hyvérinen and
Oja, 2000; Puntonet and Prieto, 2004). Because jam-
mings and desired signals are usually independent,
ICA has become a powerful tool for antijamming
and can be widely used in many communication sys-
tems. In Huang et al. (2003) and Ghahramani et al.
(2021), ICA was used in a radar system to suppress
jamming and to improve tracking performance effec-
tively. For satellite communication systems, Yang
et al. (2019) analyzed the performance of an ICA-
based antijamming scheme. Ge et al. (2018) used
ICA to separate the jamming and solved the perfor-
mance degradation problem due to high-power jam-
ming in the main lobe during DoA estimation. Li
et al. (2017) and Yang et al. (2018) used ICA in a
full-duplex system for self-interference cancellation.
The receiver used ICA to separate the interference
directly without auxiliary receiving links.

ICA-based schemes can suppress jamming at-
tacks when the channels are unknown, but some
unresolved problems remain.
antijamming methods, improving beam directivity

For conventional
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accuracy and null depth relies on increasing the DoF'.
Specifically, when the number of signals is unknown,
the array can guarantee only the suppression of all
jamming attacks by increasing the array’s DoF as
much as possible. For ICA-based antijamming meth-
ods, in most cases, effective source separation can be
achieved only when the DoF exceeds the number of
sources. Conventionally, people improve the DoF by
adding antennas. However, this will lead to an in-
crease in device size and power consumption, which
is contrary to the miniaturization and portability de-
velopment trend.

On the other hand, most spatial antijamming
methods are implemented at the back end by digital
signal processing. The accuracy of the back-end sig-
nals is determined by the number of analog-to-digital
converter (ADC) quantization bits. We call the bits
used to represent the desired signal the “effective
bits.” When high-power jamming attacks and the de-
sired signals enter the radio frequency (RF) channel
simultaneously, the receiver’s automatic gain control
(AGCQC) device will control the signal power to avoid
exceeding the ADC range. However, attenuating all
signals will significantly reduce the number of bits
representing the desired signal because of the lim-
ited number of ADC bits.
desired signals occurs at the RF front end and is dif-
ficult to recover by back-end signal processing meth-
ods. It can seriously affect the performance of the
back-end ICA, so RF front-end jamming suppression
is needed.

The information loss of

Reconfigurable antennas use varactors (White
and Rebeiz, 2009; Tawk et al., 2012), positive-
intrinsic-negative (PIN) diodes (Nikolaou et al.,
2006; Zhang et al., 2020), RF microelectromechani-
cal system (RF-MEMS) switches (Chiao et al., 1999;
Nikolaou et al., 2009; Grau et al., 2010), and other
switching structures to change their electromagnetic
characteristics and thus provide different responses
to the same arriving signal. This allows reconfig-
urable antennas to process the signal at the RF
front end and improves the array’s DoF compared
to conventional antennas. Wireless signals will suf-
fer from multi-path effects during propagation, and
the paths from the same source will reach the receiv-
ing antenna from different directions. Among sev-
eral types of reconfigurable antennas, the pattern-
reconfigurable antenna can change its response to
signals from different directions, thus changing the
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way of path superposition.

As shown in Fig. 1, for narrowband signals, the
paths cannot be distinguished by temporal differ-
ences, so the channel between Alice and Bob is a
superposition of L paths, and the complex gain of
path [ is denoted by oy.
pattern-reconfigurable antenna whose response at 6;
is ¢(6;), so the composite channel between Alice and
Bob can be expressed as

Bob is equipped with a

L
h=> ¢l =¢"a. (1)

Fig. 1 Paths superposed at the receiving antenna

When Bob changes ¢, the superposition of a
changes as well, which is equivalent to the signals ex-
periencing different h. This shows that the pattern-
reconfigurable antenna can use the DoF brought by
multiple paths. Recently, the application of meta-
material technology in wireless communication has
been widely studied. As shown in Fig. 2, the struc-
ture of the metasurface antenna is planar, consisting
of massive compact spaced metamaterial elements.
Each element can adjust the attenuation or phase of
the incoming signals and can be treated as a phased
array at the scale of a single antenna. Controlled by
PINs or varactors, the metasurface can switch states
within microseconds or even nanoseconds (Wu et al.,
2021; Liang et al., 2022; Zhou et al., 2022).

While the metasurface antenna has a high DoF,
its regular arrangement structure makes pattern de-
sign easier. Similar to conventional phased arrays,
there is a Fourier transform between the element
state and the pattern of the antenna:

h=¢ a=v"Aa, (2)

where v = [v1,v2,...,v7]T denotes the weights of
the metamaterial elements, I denotes the number
of elements, and A is the manifold matrix, which
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Signals

- i
Fig. 2 Structure of a metasurface antenna

is determined by the arrangement of the elements.
Therefore, the pattern-fitting problem is equivalent
to the v design for the metasurface antenna. More-
over, using this high DoF to design the antenna, we
can improve the front-end SJR, thus mitigating the
ADC effective bit number degradation problem.

In this paper we propose an antijamming scheme
based on the metasurface antenna array. The rapidly
reconfigurable ability of the metasurface antenna is
used to enhance the array’s DoF. Then we use ICA
to separate the signals with unknown jamming chan-
nels and optimally design the metasurface antenna
parameters.
received signal-to-jamming-plus-noise ratio (SJNR)

The proposed scheme maximizes the

of the array, while guaranteeing the single antenna
SJR.

The contributions of the paper are summarized
as follows:

1. We propose an array DoF improvement
method based on metasurface antennas. We rapidly
switch the patterns of the metasurface antennas dur-
ing signal reception, so that one receiving channel of
the antenna is equivalent to multiple channels. In
this way, we can improve the array freedom by using
the difference between paths. Also, randomly switch-
ing the antenna pattern can opportunistically sup-
press jamming and prevent the desired signal infor-
mation from being completely lost due to the small
number of ADC effective bits.

2. We propose a parameter design method for
the metasurface antenna array to improve the num-
ber of ADC effective bits in high-power jamming con-
ditions. We use ICA to blindly estimate the channel
of the desired signals and the jammings, and then
perform a joint design of the antenna parameters in
the space-time domain. By adding a minimum SJR
constraint at each antenna, we guarantee sufficient
ADC effective bits and thus improve the performance
of the antijamming algorithm based on back-end dig-
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ital signal processing.

Notations used in this paper are as follows: A
normal lowercase a denotes a scalar, a bold lowercase
a denotes a column vector, and a bold uppercase A
The bold number 1 denotes a
column vector with all entries of 1, while I and O
denote the unit matrix and null matrix, respectively.
()*, ()T, and (-)" denote the conjugate operation,
transpose operation, and conjugate transpose oper-
ation, respectively. || denotes the absolute value.
E[] denotes the expectation. diag(a,b,---) denotes
a diagonal matrix with a,b,--- as diagonal entries,
diag(A) denotes the column vector formed by the
diagonal elements of A, and diag(A, B, ...) denotes
the block diagonal array with A, B, ... as the diag-
onal. tr(-) denotes the trace of the matrix, i.e., the
sum of the elements on the diagonal.

denotes a matrix.

2 System model

As shown in Fig. 3, the receiver, Alice, commu-
nicates with Bob using multiple transmitters. The
transmitted signals are s = [rs1, 52, , Tsms) -
Multiple jammers named Jammer send strong jam-
ming signals, xj = [rj1,%32, - ,Tia,] Y, on the
same frequency to obstruct Alice’s normal reception,
where M = Mg+ Mj. Both the transmitting signals
and the jamming signals arrive at Alice via multiple
paths.

Alice is equipped with an array of N metasur-
face antennas. The received signal from antenna n is

shown in Eq. (3):

MS MJ
Yn = Z hS, wsm + Z R} Ty + 20 (3)
m=1 m=1

i

Jammer

Bob Jammer
Fig. 3 Multi-user multi-jamming scenario

Alice is affected by Jammer’s jamming when communicating
with Bob
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Considering Eq. (2), the channels of the de-
sired signals and jamming signals can be expressed

s _ S _
as hnm - TAnm o, and h;]zm - TA;sz [0 e
where z, is Gaussian white noise with power o2.
S S S S

We Zlenotge o J[A niof, ANyl AS o,
Jo £ [A) o, A)yad, - Ay g, ], Then the
above equation can be simplified to

Yn = v} Spxs + vl T,y + 2, (4)

The received signals of the array can be ex-

pressed as
S i

y = diag(v],vy,...,v5) ‘S_VQ J,Q [iﬂ +z. (5)
S-N J.N

We can optimally design v,, to achieve the max-
imum received SJNR if S,, and J,, are obtained. In
the following discussion, we equalize the power of
both the desired signal and the interference with the
gain of the channel for convenience and generality.
The entries in g and xj are independent of each
other and have a variance of 1.

3 Array DoF improvement based on
the reconfigurable capability of a meta-
surface antenna

Starting with this section, we will explain how
to use the metasurface antenna array to realize anti-
jamming. The DoF of the array directly affects the
antijamming performance. As for ICA, the dimen-
sion of the mixed signal usually needs to be higher
than that of the sources to separate signals. In this
way, improving the array’s DoF becomes a critical
issue.

In Eq. (5), we present the received signal model.
xs and x; are projected into the received signal space

s [y1,y2, - ,yn|T. To avoid losing the informa-
tion after projection, the dimension of the projection
space needs to be no smaller than that of the source
space, i.e., N > M = Mg+ Mj. The metasurface an-
tenna can change v, thus forming a new composite
channel.

As shown in Fig. 4, the receiver rapidly switches
v between sampling instants for receiving the same
signal and divides the result according to v used at
reception. For example, Alice uses the reconfigurable
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capability of the metasurface antenna to receive the
signal at two different instants using v and v,
separately. Aslong as the divided signal satisfies the
Nyquist theorem, the above processing is equivalent
The
joint processing of these signals increases the dimen-
sion of the received signal space.

to the signal experiencing different channels.

Pattern 1
Pl

Signal "

Pattern 2
v
Digital

From pattern 1 signal

h1

M\
(V") Aa Serial to parallel

e
hy=(v® )T Aa WK ‘

From pattern 2

Fig. 4 Signals and jamming signals received by
rapidly switching antenna patterns

If 'vn denotes the parameters of the metasur-
face antenna n at instant k£ and y,(l )
ceived signal, then the signal model shown in Eq. (5)
becomes

denotes the re-

Y1 S1 J
Y2 Sy Jy
| =diag(VL VST VD | [ms}
: : . Ty
YN Sy JIn
Z1
Z2
+ )
ZN
(6)
where V,, = ['1757,1)77757.2)7” v’ﬁLK)L Yn =
[yg),yfz),...,y(K)]T, and the dimension of the

(k) 4 is located becomes

received signal space where yy,
N x K. Therefore, by increasing the reconfiguration
rate of the antenna, the DoF can be effectively
increased compared with the conventional array. All

columns of V,, should be of full rank to maximize

the DoF. When 'v,(ll) = 'v,(lz) E v,(IK) and
Vi=V, =... = Vy, it means that the antennas

in the array (i.e., the conventional antenna array)
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are the same and will not change, which will make
y,(ll) = yff) =...= y,(lK). The array’s DoF decreases
at this time. Therefore, the conventional antenna
array can be regarded as a special form of the
metasurface antenna array.

In addition to increasing the array’s DoF, an-
other problem to be addressed in this study is to
mitigate the loss of reception performance caused by
the degradation of the number of the effective ADC
bits. The influence caused by this problem occurs at
the RF front end and can be solved only by changing
V,.. Therefore, we can adopt an opportunistic jam-
ming avoidance strategy with an unknown channel,
i.e., randomly configuring V,,. When V,, configured
this time is not sufficient to cover the SJNR require-
ment for subsequent signal processing, a new set of
parameters is re-switched for the reception to ensure
that the following steps can proceed normally.

4 Optimized design of the metasurface
antenna

4.1 Signal separation and channel estimation

Once the array receives signals through the ran-
domly configured V;,, we use ICA for further signal
processing. For the signal model proposed in Eq. (6),
the mixing matrix H for ICA is

S, J
H2 diag(VE. V... vI) |22 %
- lag( 1 Y2 ) N) : :
Sy Jn

Vs, Vg,
V'S, Vg,

VISy V8iJy

Our purpose is to find a separation matrix B
that satisfies BEH = I, to recover &g and x from
Yn, that is,

U1 z1
s Y2 Z2
[‘”S} —B1 |7 | = [ms} +BY | 7. ()
T : Zrj :

Yn ZN

We obtain H , the estimate of the mixing matrix
H, and further complete the parameter configura-
tion of all metasurface antennas based on H. The
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detailed steps for separating the signals and obtain-
ing H using ICA are shown in the supplementary
materials. Here we summarize all steps in Algo-
rithm 1.

Algorithm 1 Iterative algorithm for CNM-ICA
1: Obtain the whitening matrix F according to Eq. (S4)

and complete the whitening pre-processing
2: Initialize the separation matrix W = I, the number
of iterations ¢ = 1, and the difference threshold ¢
repeat

Update each column of W using Eq. (S11)

Orthogonalize W using Eq. (S12)

i=1i+1
until the difference between W (i + 1) and W (4) is
less than €, or the maximum number of iterations is

reached

Note that the independent components sepa-
rated by ICA have order and phase ambiguities. So,
there are differences in the phase and order of the
columns between H and H:

H = HAQ, (9)

where A = di<‘aug(e-]"91,ej027 e ,ejeM) represents the
phase difference from the real channel, and @ is the
permutation matrix. Therefore, H needs to be pre-
processed before the optimal design for V,,. The
ambiguity of the phase does not influence the an-
tijamming problem we face in this study, but the
ambiguity of the order will make it difficult to distin-
guish the desired signal channels from the jamming
channels. The order ambiguity can be eliminated
using part of the prior information of the desired sig-
nals. For example, we can do correlation analysis
on the separated signals sequentially using the ref-
erence sequence of the desired signals. Those with
high correlation peaks are the desired signals, while
the rest are jamming signals. On the other hand, all
jamming signals need to be suppressed, so there is
no need to use the reference sequence for ordering.
Therefore, we will ignore A and @ and let H=H
in the following discussion.

We can use a sorting process to determine
whether antijamming is effective at the front end.
For example, suppose that the separated signals have
no significant peaks when using the correlation peak
based sorting method. In that case, we can believe
that V,, configured is insufficient for following signal
processing, so V,, needs to be regenerated for ICA.
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4.2 Problem formulation

As described in the introduction, many existing
studies use ICA for antijamming. However, when the
ADC has a few effective bits, the low SJR at the an-
tenna will lead to the failure of the signal separation,
so V,, needs to be explicitly designed.

We need to adjust the parameters at each an-
tenna so that the received signal that enters the RF
channel has a sufficient SJR. In Section 2 we show
that the signal power can equate to the channel,
where all signals are independent and have a vari-

ance of 1. The natural channel can be written as
follows:
S Jp
. Ss  Jo
H = (10)
Sy Jn

We define ~ as the minimum requirement for the
SJR at antenna n, so we have

(v,@) g, s
SIR(™ = - > 7. (11)
(v,(lm)) JnJ,va,(lm)

However, Eq. (7) shows the form of the chan-
nel obtained by ICA, from which we cannot directly

derive S,, and J,,. Instead, it is possible to achieve

H = diag(V,", V', -~ [ ViOH, (12)

where V,, denotes the randomly initialized antenna

parameters. Denote Hs, = V'S, and H;, =

VTJ . We introduce the parameter update vector
(m)

Uy, as

oM =V, (u,(lm))* (13)

Then the SJR at antenna n can be expressed as

>y (14)

The conventional array can change only the
weights of the received signals at the back end to
form directional beams for antijamming, while the
antennas at the front end are static. Using the re-
configurable capability of the metasurface antenna,
we can reconfigure the antenna parameters for indi-
vidual signals. The array receives x,, at instant m,

aiming at the maximum SJNR. The remaining sig-
nals, denoted as x,,, are all jamming signals for x,,.
For convenience, we denote

T T 17T
e ) ) )T

The natural channel experienced by x,, is the

th column of H, denoted as il(m), and the remain-
ing columns, denoted as H,,), are the natural chan-
nels experienced by «,,,. The array noise power is
No?, which is the sum of the noise power of each

antenna, and the SJNR at instant m is

SR = Pl

’Ur(T )H(m/)H

(m) V(my TNO

As with inequality (14), we define the update

vector as
T T 7
_ (m) (m) (m)
o = () () )]
(17)
Then from Eq. (13) we have
v (u”)
( (m)
V() = =diag(V1, Va,--- , Vi JU(m)
(18)
We substitute Eq. (18) into Eq. (16). Then we
have
h m hH o) W(m
SINR(™ = — im0 P =, (19)
u(m)H(m/)H(m,)’LL(m) + No

where ﬁ(m) denotes the channels corresponding to
Ty, in H, and H,,/ denotes the remaining channels
obviously:

by = diag(V.E, VX VO)h,,
{() s(Vi', Vs, N )R (20)

I;I(m’) = diag(‘VJ.Tv%Tv T 7V]$)ﬁ(m’)

In this way, after acquiring H., we first find U ()
that maximizes Eq. (20) for the m'" signal, and then
derive v(,,y from Eq. (18) to complete the array con-
figuration. Because the metamaterial elements can-
not enhance the power of the incident signals and can
only attenuate the amplitude or shift the phase of
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signals, the modulus of each element’s weight should
be < 1:

o] < 1. (21)

We can summarize the parameter design of the
array as the following optimization problem:

- oy () Rl o)
U(m) u?m)ﬁ(m/)ﬁgn/)U(m) + No2

H A
(u,(lm)) Hg, Hgnuﬁ,’")
s.t. T
(uSZ")) Hjy, H?nuglm)

[ [* < 1.

277 n:1727"' 7N7

(22)
To further simplify the problem, we denote w(,,)

(m)

and u, ’ as u and wu,, respectively, and define

7 7 H
R/ - I;I(m/)IA{(Ijn/),

Rg, = diag(O,I:ISnI:Ign7O),n =1,2,---, N,
RJTL = dla’g(ov _HJTLI;I.I]{”O),TL =1 27 e 7N7
V = dlag(‘vfl7‘vf27 7VN)7
(23)
where Rg, and Ry, satisfy
uHRSnu = uSI:ISnIAIIS{ Uy,
o (24)
Ry u= uSHJnH}{nun.
Then problem (22) can be rewritten as
ma ufRu
v  ulRu+ No?
H
s.t. URis"uzfy,n:LQ,...,N, (25)

ulR; u
diag (V*uuHVT) <1.

We can obtain the array configuration parame-
ters at different instants by solving problem (25) for
each signal, and the solution process is provided in
the supplementary materials. Here we summarize all
steps in Algorithm 2.

5 Simulation results

In this section, we demonstrate the perfor-
mance of the proposed antijamming scheme based
on the metasurface antenna array using simulations.
Fig. 5 shows the array used at the receiver in our
simulations.
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Algorithm 2 Optimization algorithm for metasur-
face antenna array antijamming
1: Randomly initialize the parameters of the metasur-

face antenna array V and receive the desired signals
and jammings

2: Separate the desired signals from the jamming using
Algorithm 1 and estimate the channel H

3: Perform the correlation analysis of the separated
signals using the reference sequence of the desired
signals

4: if clear correlation peaks appear and the desired

signals can be distinguished from the jammings

then
Go to line 9

else
Back to line 1

: end if

: Solve the optimization problem (25) for each signal

© % 3> @

to obtain the array antijamming parameters

10: Use the antijamming parameters to configure the
array and received signals, and then separate the
desired signals from the jammings using Algorithm 1
again

Angular spread area

3 Incident signal
LA
1 —:size of the element

y
| d: center-to-center distance
between antennas

Fig. 5 Structure of the metasurface antenna array for
the simulations

In our simulations, four metasurface antennas are uniformly
arranged in the positive direction of the y-axis from the coor-
dinate origin. Each antenna has four metamaterial elements
centered at the antenna location, arranged in a 2 X 2 rectangle

5.1 Description of the simulation conditions

If not specified, the simulation parameters in
this subsection are set as follows: the array consists
of N = 4 metasurface antennas, each consisting of
I = 2 x 2 metamaterial elements. The number of pa-
rameter reconfigurations for each antenna is K = 4,
the element size is %, and the antenna center-to-
center distance is d = %, where A denotes the wave-
length. So, there is no space between two adjacent
antennas. The incidence angles of the signal paths

7T

are in the cone-shaped area satisfying ¢ € [0, §] and

¥ € [0,27]. The number of paths L for all signals
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chosen randomly ranges from 2 to 6. The complex
gain of paths obeys CA/(0, %) The channel can be
calculated based on the model described in Eq. (2).

Two desired signals with power Ps and two jam-
mings with power Pj are set up in the simulations.
All signals are modulated with quadrature phase
shift keying (QPSK) to emulate the influences caused
by the signal-like jamming signals. For an arbitrary
signal x,, with power P,,, before L paths are merged
at antenna n, the power at a metamaterial element
is

E [lTamxmmgagl] =1TE [aumaEl] 1=PF,.
(26)

Therefore, the received jamming-to-signal ra-
tio (JSR) in the simulations can be expressed as
JSR = Pj/Ps, and the signal-to-noise ratio (SNR)
is constant at 15 dB. Each signal is quantized using
eight-bit ADC after entering the channel. The length
of the input symbol sequence for the ICA algorithm
is 300, and the nonlinear function used is

The antijamming performances in three array
configurations are compared in the simulations:

1. Metasurface antenna multiple-input multiple-
output (MESA MIMO) array. Each metasurface an-
tenna has the same configuration parameters (i.e.,
Vi=VW, =
tude of 1, and the phase is chosen randomly in the
range [0, 271). This condition is used to emulate the
unknown channel case.

2. The ~-constrained optimized MESA MIMO
(v-MESA MIMO) array, which is the antijamming
scheme proposed in this study. Based on MESA
MIMO, the channel H is obtained by ICA. The an-
tenna parameters are optimized when the minimum
SJR of the received signals (i.e., v) is determined.
When v = 1, v-MESA MIMO is equivalent to MESA
MIMO.

3. Conventional MIMO array. The model de-
scribed in Eq. (6) is used in this condition, but all
entries of V,, are 1, which means that each antenna
in the array remains unchanged. We use this array
configuration to emulate the conventional antenna
structure.

-+ = Vy), each entry has an ampli-
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Two performance criteria are used for evaluat-
ing the proposed scheme in the simulations. The
first is the recognition rate (RR) of the desired sig-
In this study, to ensure that the ADC has
enough effective bits when there is no information

nals.

about the channel, it is necessary to randomly con-
figure the parameters of the metasurface antenna to
mitigate the jamming signals. Then the desired sig-
nals are separated from the jamming signals by ICA.
However, the ICA performance will degrade when
the configured antenna parameters do not work well
for jamming suppression. It may cause difficulty in
distinguishing the reference sequence, which means
that the recognition fails, and we need to generate a
new V,, and repeat the above steps. We assume that
the reference sequences of the desired signals have
been known and can be distinguished by correlation
analysis, whereby the RR is calculated. For MESA
MIMO, we independently generate V;, each time and
denote the RR as Prgr. If X denotes the number of
repetitions before the recognition succeeds, then X
should obey the geometric distribution:

P(X =k)=(1— Prr)" ' Prr. (28)
Then the probability of X < K is
K
Ok (Prr) = P(X < K) = (1 - Prr)" " Pr.
k=1
(29)

For a given K, the larger the dx(Prr) value,
the more reliable the system. In the following simu-
lations, we set 0 (Prr) > 0.9 as the criterion for sys-
tem reliability. In other words, the probability that
there are fewer than three successful reconfigurations
is > 90%. According to Eq. (29), the minimum RR
that guarantees the reliability of the system can be
calculated to be about 0.54. We define this value
as the reliability threshold. Another criterion is the
bit error rate (BER) of the desired signals, and it is
evident that under the same condition, a lower BER
means a better antijamming performance.

The confidence level of the BER Monte Carlo
simulations is related to the number of observation
bits. When the confidence is > 99% and the accu-
racy is 107%, the number of observation bits needed
is about 10%+2 (Jeruchim, 1984). In communication,
aBER < 1073 is acceptable without additional cod-
ing, so the accuracy of BER estimation should be at
least 10~%, and the number of samples needed is 10°.
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According to the aforementioned conditions, the in-
put symbol sequence for the ICA algorithm is 300
QPSK symbols, 600 bits in total, so it is necessary to
obtain results by taking the average of 10 000 Monte
Carlo simulations at each point.

5.2 Effects of JSR

Fig. 6 shows that the RR of the desired sig-
nals varies with the JSR. We can see that when the
JSR is < 35 dB, the RR of the desired signals is
> 0.95. However, after exceeding 40 dB, the RR
drops rapidly and reaches the reliability threshold
when the JSR is about 43 dB. Fig. 7 shows that the
BER of the desired signals varies with the increas-
ing JSR. For each of the configurations, the BER
of the desired signals increases with the increasing
JSR. MESA MIMO and y-MESA MIMO are more
effective at antijamming than conventional MIMO.
At the high JSR, the suppression of jamming at the
antenna can avoid decreasing the number of ADC ef-
fective bits. y-MESA MIMO can reduce the BER by
one order of magnitude, and a higher ~ can further
improve the performance. However, in the low-bit
JSR condition, jamming signals will not cause the
number of effective bits to decrease. Due to the lim-
ited aperture of a single antenna, increasing v may
also reduce signal power. Therefore, the loss caused
by adding the constraint will exceed the antijamming
gain. In this case, using smaller v or even MESA
MIMO directly has a lower BER.

5.3 Effects of the number of ADC quantiza-
tion bits

Another significant factor influencing the recep-
tion performance is the number of ADC quantization
bits. As we can see in Fig. 8, the RR of the desired
signals increases with the increasing number of quan-
tization bits at a JSR of 40 dB and is always over the
reliability threshold. When the number of quantiza-
tion bits exceeds 10, the RR reaches almost 1.00. We
can see from Fig. 9 that the BER of MESA MIMO
starts to become lower than that of v~-MESA MIMO
at this point, and different v values have almost the
same effect on the BER. With a constant JSR, low-
bit quantization will cause more losses on small sig-
nals (i.e., the desired signals). Thus, the reception
performance can be effectively improved by suppress-
ing the jamming signals at the front end. However,

1.0 A
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10 1I5 2IO 2IS 3IO 3:5 4IO 4I5 5IO

JSR (dB)
Fig. 6 Recognition rate (RR) of the desired signals
vs. the jamming-to-signal ratio (JSR)
This indicates that the system is more stable with a JSR
below 40 dB

100F
—¥—MESA MIMO
-y =01
Y =05
-0y =1.0
—&— Conventional MIMO
10" F
o
w
m
102
9
107 * ; . ; ; : ! !
10 15 20 25 30 35 40 45 50
JSR (dB)

Fig. 7 Bit error rate (BER) of the desired signals vs.
the jamming-to-signal ratio (JSR)

For each of the configurations, the BER of the desired signals
increases with the increasing JSR. At a high JSR, the sup-
pression of jamming at the antenna can avoid decreasing the
number of ADC effective bits

with high-bit quantization, the small signal can ob-
tain enough bits, and increasing the v constraint may
weaken the small signal energy and reduce the BER.

5.4 Effects of angular spread

The spatial antijamming system relies on chan-
nel difference to suppress the jamming signals. A
smaller angular spread makes the path arrival angle
of the desired signals closer to that of the jamming
signals, reducing the spatial difference and leading
to performance degradation. It is clear from Fig. 10
that the desired signal RR is above the reliability
threshold when the angular spread is > 30°. Fig. 11
shows that the BER of the desired signals varies with
the angular spread of incident signals with a JSR of
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Fig. 8 Recognition rate (RR) of the desired signals

vs. the number of ADC quantization bits

RR reaches almost 1.00 when the number of quantization bits

exceeds 10

100 -
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—&— Conventional MIMO

BER
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Number of bits

Fig. 9 Bit error rate (BER) of the desired signals vs.
the number of ADC quantization bits
The antijamming performance can be effectively improved by
suppressing the jamming signals at the front end when the
number of ADC quantization bits is small

40 dB and 8-bit quantization. In this case, yv-MESA
MIMO achieves the best antijamming performance.
The small aperture of the antenna results in a lim-
ited angular resolution, which makes it challenging to
produce a differential response to signals with differ-
ent angles of arrival. Therefore, the array can achieve
jamming suppression more easily with a larger angu-
lar spread. At an angular spread of 60°, the BER
of v-MESA MIMO can be reduced by two orders
of magnitude compared to that of the conventional
MIMO.

5.5 Effects of the number of paths

To present the effect of multiple paths more
clearly, in this subsection, we no longer choose the
number of paths randomly, but all signals have the
same number of paths. In Eq. (6), we know that the
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Fig. 10 Recognition rate (RR) of the desired signals
vs. the angular spread of incident signals
RR of the desired signal is above the reliability threshold
when the angular spread is > 30°
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Fig. 11 Bit error rate (BER) of the desired signals
vs. the angular spread of incident signals

The array has better antijamming performance with larger
angular spreads when JSR is 40 dB and ADC is 8-bit

conventional MIMO channel is the superposition of
paths, so it loses multi-path information. Instead,
MESA MIMO and yv-MESA MIMO can efficiently
use the DoF from multiple paths by generating V,,.
Figs. 12 and 13 show the system antijamming perfor-
mance varying with the number of paths. It can be
seen that MESA MIMO and y-MESA MIMO have
better antijamming performance than conventional
MIMO. With the increasing number of paths, the
BERs of conventional MIMO and MESA MIMO are
almost constant and slightly decrease, respectively,
while that of v~-MESA MIMO decreases more signif-
icantly. The reason is that the difference between
the paths of the desired signals and jamming sig-
nals increases as the number of paths grows. This
spatial difference is beneficial for jamming suppres-
sion at the antenna. Therefore, for v~-MESA MIMO,
the antijamming performance based on the channel
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difference is much more easily influenced by the num-
ber of paths than that of the opportunistic jamming
avoidance strategy adopted by MESA MIMO.
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o
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Fig. 12 Recognition rate (RR) of the desired signals
vs. the number of paths

RR increases with the increase of the number of paths
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107 . . 1 1
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Number of paths
Fig. 13 Bit error rate (BER) of the desired signals

vs. the number of paths

BER of y-MESA MIMO decreases significantly

6 Conclusions

In this paper, we proposed a joint antijam-
ming scheme based on a metasurface antenna ar-
ray. We used the rapidly reconfigurable capability
of the metasurface antenna to solve the problem of
insufficient DoF. The metasurface antenna switched
the configuration parameters rapidly, equivalent to
creating multiple reception channels, thus increas-
ing the array’s DoF. The fast switching of antenna
parameters allowed the RF front end to opportunis-
tically avoid decrease of the number of ADC effec-
tive bits. Then we proposed a parameter optimiza-
tion method for the metasurface antenna array. It

Lou et al. / Front Inform Technol Electron Eng 2023 24(12):1739-1751

used the blind channel estimation results obtained
from ICA and can improve the number of ADC ef-
fective bits under high-power jamming. Simulation
results showed that the proposed scheme could effec-
tively improve the antijamming performance com-
pared with conventional arrays and reduce the BER
of the received signals by one order of magnitude.
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