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Abstract: Low-rank matrix decomposition with first-order total variation (TV) regularization exhibits excellent
performance in exploration of image structure. Taking advantage of its excellent performance in image denoising,
we apply it to improve the robustness of deep neural networks. However, although TV regularization can improve
the robustness of the model, it reduces the accuracy of normal samples due to its over-smoothing. In our work,
we develop a new low-rank matrix recovery model, called LRTGV, which incorporates total generalized variation
(TGV) regularization into the reweighted low-rank matrix recovery model. In the proposed model, TGV is used
to better reconstruct texture information without over-smoothing. The reweighted nuclear norm and L;-norm can
enhance the global structure information. Thus, the proposed LRTGV can destroy the structure of adversarial noise
while re-enhancing the global structure and local texture of the image. To solve the challenging optimal model issue,
we propose an algorithm based on the alternating direction method of multipliers. Experimental results show that
the proposed algorithm has a certain defense capability against black-box attacks, and outperforms state-of-the-art
low-rank matrix recovery methods in image restoration.
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1 Introduction are also easily disturbed by adversarial noise. For
example, if a subtle perturbation is added to the
input image, the given DNN could be misclassified
with high confidence. These visually imperceptible
perturbations generate adversarial examples by at-

tacking DNNs, which creates security risks in prac-

Images are often polluted by noise, which affects
image quality. With the evolution of deep neural net-
work (DNN) research, it has been found that DNNs
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tical applications (Yuan et al., 2019; Dong XY et al.,
2020; Mustafa et al., 2020; Wang YL et al., 2020; Xu
J et al., 2020; Zhang et al., 2021).

In recent years, a variety of attack algorithms

have been proposed for fooling DNNs. According
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to the principle of adversarial example generation,
these attack methods can be grouped into two cat-
egories: gradient-based methods, such as the fast
gradient sign method (FGSM) (Goodfellow et al.,
2015) and project gradient descent (PGD) (Tabacof
and Valle, 2016) methods, and optimization-based
methods such as DeepFool (Moosavi-Dezfooli et al.,
2016) and Carlini-Wagner (CW) (Carlini and Wag-
ner, 2017) methods. Currently, more researchers are
aiming to generate effective adversarial samples, but
defense techniques are relatively backward.

In light of these attacks and to improve the ro-
bustness of the networks, a series of enhanced net-
works have been proposed. Reconstructing the in-
put image, optimizing the target model, and ad-
versarial training are the three main techniques of
defense against attack. Because the fact that the de-
fensive strategies of reconstructing input images do
not alter the classification model, they have received
widespread attention by researchers. They treat ad-
versarial attacks as deliberate noise and eliminate the
attack noise in the image. For example, Guo C et al.
(2018) proposed four image transformations, i.e., bit-
depth reduction, JPEG compression, total variation
(TV) minimization, and image quilting. Bit-depth
reduction removes adversarial perturbations on pixel
values from an image via a simple type of quanti-
zation (Xu WL et al., 2017). TV minimization is
a compressed sensing method that combines pixel
dropout with TV regularization. Image quilting is a
non-parametric technique that stitches small patches
obtained from an image patch database to synthe-
size images (Efros and Freeman, 2001). PixelDefend
(Song et al., 2018) moves the perturbed images back
into the training data, and then cleans the images
according to the distribution. Buckman et al. (2018)
proposed a method to defend against adversarial ex-
amples using thermometer encoding.

It is well known that TV performs well at pre-
serving local structural smoothness (Deng et al.,
2013; Wang Q et al., 2018). It has been applied in
defending adversarial examples. Recently, TV reg-
ularization has been incorporated into the low-rank
matrix recovery model to solve the local smoothness
problem of low-rank matrix image restoration. In
terms of defense against adversarial examples, Zhao
et al. (2021) proposed a new defense method combin-
ing the low-rank matrix theory and TV to eliminate
adversarial attack noise. The main idea of low-rank

matrix recovery is to decompose the observed image
into the sum of a low-rank component and a sparse
error component (Dong WS et al., 2013; Cao et al.,
2015; Gu et al., 2017; Yang et al., 2018; Jing et al.,
2019; Wu et al., 2019; Xie T et al., 2020; Zhan et al.,
2020). The former is measured by the rank func-
tion to ensure the low-rank structure of the image.
The latter is measured by an Lg-norm regularization
term to guarantee its sparsity (Wen et al., 2015).
However, it is difficult to obtain its optimal solution
due to the nonlinearity of the rank function and the
non-convexity of the Ly-norm. To solve this prob-
lem, Candeés et al. (2011) proposed the robust prin-
cipal component analysis (RPCA) algorithm, which
relaxes the rank function to the nuclear norm and
solves the nuclear norm minimization (NNM) prob-
lem using the singular value shrinkage algorithm.
However, the above defense methods usually perform
over-smoothing operations on the global image, caus-
ing significant damage to the non-attacked images.
Therefore, these defense methods reduce the classi-
fication accuracy of the original (or non-attacked)
images.

In traditional image denoising methods, to elim-
inate the negative effects of TV regularization, for
example, over-smoothing or staircasing phenomena,
Bredies et al. (2010) focused on the total gener-
alized variation (TGV), which is higher-order TV
regularization. They discovered that TGV is supe-
rior in image reconstruction. Based on this finding,
Papafitsoros and Schonlieb (2014) proposed an im-
age reconstruction algorithm by combining TV and
second-order TGV. Guo WH et al. (2014) proposed
a new detail-preserving regularization scheme, which
combines TGV regularization with a wavelet trans-
form model. The proposed model can better restore
the edges and details of the image.

In this work, inspired by the above defense
methods, a defense method based on low-rank matrix
recovery with TGV regularization is proposed. The
proposed model first makes full use of the low-rank
matrix theory to explore the structure information,
and further uses the local information retention abil-
ity of TGV to improve the image restoration perfor-
mance. Thus, the proposed model not only defends
against adversarial attacks but also guarantees the
classification accuracy of the original images.

The main contributions can be summarized as
follows:
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1. A new method of defending adversarial exam-
ples based on low-rank matrix recovery with TGV is
proposed. It not only removes the adversarial pertur-
bation but also guarantees restoration of the edges
and detailed information.

2. To deal with the challenging optimal model,
an algorithm based on the alternating direction
method of multipliers (ADMM) is designed. It di-
vides the multi-variable optimization problem into
several single-variable optimization sub-problems.

3. Experimental results demonstrate that our
defense model greatly enhances the robustness of
DNNs for adversarial examples, and exceeds state-
of-the-art low-rank matrix restoration methods in
image restoration.

2 Related works

In this work, we propose to use low-rank matrix
recovery with TGV to defend against adversarial at-
tacks in image classification tasks. Before specifying
our approach, we review some related works. We
focus our discussion on the low-rank matrix recov-
ery algorithm and defense methods based on matrix
recovery.

2.1 Low-rank matrix recovery algorithm

The general low-rank matrix recovery algorithm
can be formulated as

in([| X E|,) st X0 = X + E
min(|X[l, + A E],) st +E, (1)

where X2V ¢ R™*" is the input image, A > 0 is
the regularization parameter, and ||-||, and [-||,; are
the nuclear norm and Li-norm of the matrix, respec-
tively. The optimization problem can be solved by
the principal component pursuit (PCP) algorithm
(Candes et al., 2008). To further enhance the spar-
sity of the error matrix, the reweighted L;-norm low-
rank matrix recovery method (Deng et al., 2013) is
proposed. This method aims to minimize the follow-
ing objective function:

min(| X[, +A [WEOE],) st. X =X+ B,
(2)
where W € R™*" is the weight of matrix F
and “®” is the Hadamard product. Similar to
the method of the reweighted Li-norm minimiza-
tion problem, the low-rank matrix recovery based on

reweighted nuclear norm is formulated as

X
s.t. X2V = X + E,

. Nox E
m}g(];le UJ+)\|‘W GEHl) (3)

where o is the j*I' singular value of matrix X, W =

X

[w] is the weight of 0, and Y w0} is a weighted
j=1

matrix nuclear norm. It can be optimized by the non-
uniform singular value thresholding (NSVT) method
(Peng et al., 2014).

To significantly improve the quality of the re-
covered image, the smoothed and reweighted low-
rank matrix recovery (SRLRMR) method (Wang HY
et al., 2018) is proposed. The method incorporates
the TV norm into the reweighted low-rank matrix
analysis to achieve structural smoothness:

=E

X X = P

i]gl ( > wi oy —l-)\HWE @EHl +77||XHTV)
j=1
1AL <

wn

z;; < Ay,

(4)
The constraints Ay, and Ay represent the lower and
upper bounds for each pixel, respectively. For ex-
ample, in an image, pixel values are in the range

[0,255].

2.2 Defense methods
recovery

based on matrix

TV minimization (Guo C et al., 2018) randomly
selects pixels using Bernoulli sampling.
the pixel value when M (7, j) = 1, and then uses TV
minimization to construct an image X. The recon-

It retains

structed image is similar to the input image (adver-
sarial example) X2V on the selected set of pixels,
which can be described as the following problem:

min ([[(1 = M) © (X = X23)|2 4 Ay TV, (X)),
(5)

where |||/ is the Frobenius norm, and TV, (X) rep-
resents the TV of L,-norm in X, defined as

N

TV,(X) =Y IXG.5) - X6 - 19,
=2

v ()

£ 301X ) = XGd =D,

In the experiments, set p = 2; objective function (5)

is a convex function about X, which makes the so-
lution easy. TV measures the amount of variation
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in the neighborhood of pixels in image X, enhanc-
ing the smoothness of local regions. Its results show
that TV minimization can help remove adversarial
perturbations in images.

In another defense work, combined with the
low-rank matrix theory, Zhao et al. (2021) proposed
a new defense method via low-rank completion of
high-sensitivity points (LCHP) to remove adversar-
ial noise. The method uses the gradient information
back-propagation to the input image by the network
to determine the high-sensitivity points, which is an
important contribution to image classification. Then
it divides the image pixels into two groups by set-
ting appropriate thresholds: high-sensitivity pixels
and low-sensitivity pixels. Existing image smooth-
ing methods based on TV minimization are used
for the reconstruction of low-sensitivity pixels. For
the high-sensitivity key points, the low-rank com-
pletion method is proposed to preserve structure
information.

3 The proposed method
3.1 Overview

A DNN can be easily destroyed by adversarial
noise. To eliminate the adversarial noise, we first de-
stroy many adversarial noise structures by randomly
masking pixels in the image, and the pixel values of
the masked part are set to zero. Then, the low-rank
matrix recovery method is adopted to reconstruct
the image and the intrinsic structure information
from the unmasked pixels. As we know, natural
images always have the characteristics of a global
structure. For example, a cat image takes “cat” as
the main structure. Thus, the inherent structure of
the image can be restored by the low-rank matrix re-
covery theory. In addition, the edges and local detail
information can be better restored by TGV regular-

Low-rank matrix recovery with total

generalized variation

| —
~/ Randomly
masked

4
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ization. Therefore, the reconstructed images have
wonderful quality for classification.

The entire defense process is shown in Fig. 1.
Specifically, the pixels of images in the dataset are
randomly masked with probability p to obtain the
masked images. Then, the LRTGV regularization
algorithm is applied to obtain the reconstructed im-
age. Finally, the reconstructed images can be classi-
fied correctly with higher probability by the trained
DNN.

3.2 Low-rank matrix recovery with TGV

Due to the difficulty in choosing an appropri-
ate threshold, TV (i.e., first-order TV regulariza-
tion) suffers from the issue of over-smoothing, which
dramatically decreases the classification accuracy of
clean images. In comparison, TGV (i.e., high-order
TV regularization) can better preserve image details.
Inspired by TGV, we present the LRTGV to defend
the adversarial samples. The proposed method can
effectively remove adversarial noise while preserving
the global structure and local detail information of
the image, to realize defense of adversarial examples.
This method solves the over-smoothing problem of
first-order TV regularization and improves the classi-
fication accuracy of the original images. The LRTGV
regularization model can be formulated as follows:

min
X,E
st X2V =X+ F,

( wX o4\ HWE @M@EHlJrTGVi(X))
j=1

(7)
where M is the binary mask matrix of the noise lo-
cation and A is the balance parameter for the three
items in the objective function. If there is a noisy
pixel at position (¢, j), M(i,j) is set as 0; M(i,j) =1
otherwise.

TGV (Bredies et al., 2010) is a generalization
of the TV regularization with higher order (> 284
order), which is similar to a nonlinear method. We

Label

Deep convolution
—_— p

neural network

—

Fig. 1 Training process of low-rank matrix recovery with total generalized variation (LRTGYV)
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introduce the second-order TGV (noted as TGVZ)
in our work; for more detailed information about
TGV, refer to Bredies et al. (2010). To simplify the
calculation formula, the TGV regularization term
can be described as

TGV (u):mm(alﬁv%p\dzmo |G(p)|dx),
peR 0 0
(8)
where G(p) = 1(Vp+VpT) is the symmetric
derivative. TGVZ can be further described as
TGVE& (u):rrgn(dl Vu—pll;+ao |G (p)l;)- (9)

To simplify the formula and calculation, we approx-
imate Cu to Vu, and let C; and Cs be the first-
order forward finite difference matrices, representing
periodic boundary conditions in the horizontal and
vertical directions, respectively. Therefore, the defi-
nitions of C' and G (p) are as follows:

— Cl
C_{CJ’

cw=|

1 (Cop1 + Cipo)
Capo

Cip1
Caop1 + C1p2)

(10)
where p = (p1, p2). Then Eq. (9) can be described as
TGV3(u)= (11)

In Eq. (11), the first term on the right side cor-
responds to the total size of the first-order discrete

min (G| Cu—pll, +Gol|G(p)Il)-

gradients in the vertical and horizontal directions,
and the second term corresponds to the total size of
the second-order discrete gradients. &g € (0,1) and
ay € (0,1) are the weight parameters.

3.3 Optimization algorithm

Note that incorporating TGV regularization
into the low-rank matrix recovery model makes the
problem more challenging to solve. The mathemati-
cal solutions developed in existing methods (Wang Q
et al., 2018) can no longer be used to solve this new
optimization problem. In this subsection, we adopt
the ADMM to solve the optimization problem (7).
Finally, the LRTGV algorithm is presented. To solve
the problem easily, the auxiliary variable A is intro-
duced and the objective function can be reformulated
as follows:

XmAnE(Z w¥o; 4+ HWE@M ® EH FTGV2 (A))
s.t. X“‘dv X+LE X=A
(12)

Thus, the augmented Lagrangian function of func-
tion (12) is constructed as follows:

f(X, A E,Y1,Ys)
:Z Xoj + |WE o Mo Bl + TGVZ(A)
-1 (13)
+ (Y1, X* - X — E) + (Y2,A - X)
L e 2 W
+ Ll - x - plp+ S a- X2,

where Y7, Y, € R™*™ are Lagrangian multipliers, y
is a penalty parameter, and <, > is the inner product
operation of two matrices. For the above Lagrangian
function, it is difficult to analyze its closed-form so-
lution. We will provide an iterative solution based
on the ADMM. We divide problem (13) into several
sub-problems. In our problem, there are five main
variables X, A, F, Y7, Y5, which should be updated in
each iteration. In the following, we explain how each
of these five variables will be updated.

1. Optimizing variable X

For fixed variables A, E,Y7,Ys, the updating
formula of variable X can be obtained by solving
the X sub-problem as follows:

X:argminf(X A E,Y1,Y3)
_argmln(Zw oj+ (Y1, X* - X — E)

+<Y2,A—X> 4 % HXadV
2
+4114- X1} )
m
= argn}}n (];1 wJXJj +YT(XY X — E)

- X - B

+% (Xadv o
+Y,H (A - X) +

E-X)" (X* - F - X)
+h(A-x)(4-X))

—argmln ( Z w o =YX —Y'X + uXTX
- (Xaclv - E)TX - MATX)

= arg min (g:l wio;+pXTX
(X 4 A= B+ (Y1 + Ya) /)" X)

= argmln ( Z w o

+ HX—% deV+A E+(Yi+Y2)/0)7 ).

(1)

The equality “=” of Eq. (14) can be derived

by removing the constant term of the optimiza-
tion problem on variable X. If we consider X
as a variable, the other fixed variables A, F,Y7,Y5
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can be regarded as constants, which do not af-
fect the solution of the optimization problem. Let
L=3(X*+A-FE+(Y1+Y2)/p), Eq. (14) can be
solved through NSVT, and the optimal solution can
be expressed as X = D,,—1yx (L); D(:) is an NSVT
operator (Peng et al., 2014).

2. Optimizing variable A

For fixed variables X, F, Y7, Y5, the iterative for-
mula on variable A can be denoted as

A=argmin f (X, 4, E,Y1,Y5)
= argmin (TGVZ (A) + (Yo, A — X)
FEIA - X|2)
= argmin (TGVE (X) + Yo' (A - X)
FE(A— X)T(4 - X))
2 arg n}in (TGVZ (A)+Y,FA+LATA—uXTA)
= arg mjn (TGV% (A)
+H(ATA - 20X - Va/)"4) 2
argmin (TGVg (4) + § A = (X = Y2/p)ll)
— argmin (TGV2 (4) + 4 [A— Z]12).

(15)
where Z = A — Y3/p. Similar to the solution of
variable X, when the other variables X, F/, Y7, Y5 are
fixed, the equality Lo of Eq. (15) can be derived
by removing the irrelevant term of the optimization
problem on variable A.

To solve the TGV-based regularization models,
inspired by Bredies et al. (2010), we transform prob-
lem (15) to the standard form of the TGV denoising
problem:

A= argmin (TGVZ (A) + 4|4~ Z|2)
(

= arg mjn %TGV%& (A) +[|A - Z||§)

= argmin (2(d1 [|CA—p| 1+ |G (P)],)
+ 4= Z|l¢) o (16)

= argmin (%52 [|CAp|| + 2 |G (p)],)
+lA-Z|I})

= argmin (o |CX—p|| a0 |G (p)Il,)
+lA-2|3),

where ag = % and a; = % So, problem (16) can
be solved as the TGV?2 — L? image denoising model
(Bredies et al., 2010).

3. Optimizing variable F

For fixed variables X, A,Y7,Y5, the objective

function of variable E can be described as

E= argmg,nf(XaA7E7Y17Y2)

= argmbin ()\ ‘WE @M@EH

1

2
+HV, X* V- X—F) + § HXadV*X*EHF)
— arg min ()\ HWE@M © B|| +YT(x*—X-E)
+% (Xadv _X - E)T (Xadv - X —E)

Largmin (\[WEo N @ E| ~WTE+4ETE

1

_N(Xadv —X)TE)
:arngin()\ WEOMOE )

FE(ETE — 2(X* — X 4 Yl/u)TE))
:argm]}n()\ WEOMGOE )

Hh[E - (e X i) )
:argmbin()\ WEOMOE 1+%HE_N||%>'

(17)

The equality “=” of problem (17) can be ob-
tained as the above problems by removing the terms
that are irrelevant to . Let N = X*¥ — X +Y;/u.
The optimal solution is £ = Sy,-1y= (N); S(-) is
the non-uniform soft thresholding iterative shrink-
ing operator (Candes et al., 2008).

4. Optimizing variables Y7 and Y3

Y71 and Y5 are Lagrangian multipliers, and they
can be updated as follows:

Y =Yy 4 p (X0 — X — E), (18)

Yo = Ya+ (A X). (19)

The algorithm for solving the inner optimization
problem of LRTGYV is summarized in Algorithm 1,
which obtains the low-rank matrix X by ADMM.
Although the solutions have been obtained for each
variable, the masked matrix M(i,;) could be un-
known or known. If M is unknown, we consider M
as a matrix whose entries are all ones. In this case,
we can directly apply Algorithm 1 to restore images,
which is a matrix recovery problem. In contrast, the
task becomes simpler when M is known. We use
multiple iterations to complete the matrix, which
is a classic matrix completion problem summarized
in Algorithm 2. In Section 4.2, we perform image
restoration for different M cases, including the cases
in which M is known or unknown. For defense adver-
sarial examples in Section 4.3, because we randomly
masked the adversarial noise, the locations of the
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masked pixel points are known. So, M is known and
we defend adversarial examples using Algorithm 2.

3.4 Algorithm complexity analysis

We analyze the complexity of our proposed algo-
rithm. When X24V € R™X" is the input image, the
computational complexity of the proposed method
consists mainly of three parts: (1) solving the X
sub-problem, (2) solving the A sub-problem, and (3)
solving the E sub-problem.

The major computation of solving the X sub-
problem is the singular value decomposition (SVD)
of matrix X®V. The complexity of SVD for ma-
trix X2V is O(mn?). The complexity of solving
the A sub-problem is O(mn). The E sub-problem is
solved by a soft thresholding iterative shrinking oper-
ator, whose complexity is O(mn). The complexity of
27 mn)) =
O(mn?). Therefore, the complexity of Algorithm 1
is O(kmn?), and the complexity of our proposed al-
gorithm is the same as those of many current al-

one iteration in Algorithm 1 is O(max(mn

gorithms. When M is known, we use Algorithm 2

Algorithm 1 ADMM of LRTGV

Input: X2V X\ 4, ag, o1

Init: Ap € R™*", Eg € R™*™, Xo € R™*", Y10,Y20 €
R™X™ 1 = pg, § = 1.1, and maxiter = 100

while | X2 — Xy 11 — Eppq|p /| X2y > 7 and k <
maxiter do

L L=31(X*V4+A—E+ (Y1 +Y2)/p). Then update X1
based on Eq. (14) via the NSVT operator X =D, 1y, x (L)
2. Let Zpy1 = Xpy1 — Yo, /pk- Using ap and oq, then
update A based on Eq. (16) via the TGVZ — L? denoising
model

3. Let Nk+1 = Xadv - Xk+1 + Ylyk/,uk. Then Ek+1 =
Syu-1we (Nkt1) based on Eq. (17)

4. Update Y7 p41, Y2 k1 via Egs. (18) and (19), respectively
5. ft1 = Opk

6. k=k+1

end

Output: optimal X*

Algorithm 2 LRTGV with known mask M

Input: Xadv, M, A, W, o, a1

Init: Xo € R™*" Ey € R™X™ outmaxiter = 3, xa' =
Xadv o N Compute the low-rank matrix X; = UXV and
sparse error matrix Ej of observation matrix X2dv - Let
X_-___ 1 B___ 1

J (diag(X))j+ex’ 7 ‘El,_7‘|+EE

while ¢ < outmaxiter do

1. Use Algorithm 1 to calculate reconstruction matrix X/ of
xa

2. X = X2dv o M + XF o (1— M)

3.t=t+1

end

Output: optimal X = X}

w

to further improve the restoration performance. The
complexity of Algorithm 2 is O(tkmn?), where k and
t are the numbers of iterations of the inner and outer
layers, respectively. The maximum of ¢ is 3, which in-
dicates that the complexity of our overall algorithm
does not increase significantly.

Certainly, our proposed method includes an ex-
tra addition operation when compared to the NSVT
method. Thus, we test the runtime of our method on
the Lenna image in Fig. 2. We resize the image from
100 x 100 to 900 x 900 in 100 steps. We compare
the time complexity of our algorithm against exist-
ing low-rank recovery methods, including the PCP
algorithm, the reweighted L; algorithm, the NSVT
method, and the SRLRMR method. As shown in
Fig. 3, the runtime of our proposed method is only
slightly higher than that of other methods with the
dimension of the matrix increased.

4 Experimental results and analysis

In this section, to verify the performance of the
proposed LRTGYV algorithm for image recovery and
defense ability, we conduct several experiments on
real-world databases to analyze the properties of the
proposed algorithm. We not only use the proposed
method to remove the adversarial noise, but also re-
store the image corrupted with salt and pepper noise.
To show its superiority, we compare it with the latest
existing methods.

4.1 Experimental setup

To coordinate with the experimental envi-
ronment of the comparison methods, the image
restoration experiments were performed in a MAT-
LAB environment using a computer with Intel
core i5, 2.5 GHz CPU, 8 GB RAM, and Microsoft
Windows 10.
fending adversarial examples, we used the PyTorch
framework to implement experiments and evaluated
The
algorithms were performed on an Ubuntu 18.04 sys-
tem with an NVIDIA RTX 2080Ti GPU and 64 GB
RAM.

In our algorithm, there were four parameters
A, i, ap, and «p. Similar to Wang HY et al.

(2018), A\ was set to 1/\/max(m,n) and p was set

to ¢1/ ‘X“d"‘

For the experiments involving de-

the defensive effects under black-box attacks.

p» Where m and n are the dimensions
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Fig. 3 Runtime comparison

of the input image. Thus, the effect of parameter p
is equivalent to that of parameter ¢;. In the follow-
ing experiments, we verified the influence of other
parameters on the recovery effect. We tested the
peak signal-to-noise ratio (PSNR) of different images
with the change of ¢; for several classical grayscale
images randomly selected in Fig. 2. As shown in

32.5

Test-image7
Test-image9

PSNR (dB)

29.0
275 3.00 325 350 3.75 4.00 4.25 450 4.75
C

(@)

No. 12

439

No. 13 No. 14

No. 15

The 15 images used in the experiments

Fig. 4a, the best experimental results were obtained
with ¢ = 3.75.

Inspired by the TGV-denoising algorithm
(Bredies et al., 2010), we assumed ap = 2v € (0,1)
and oy = v € (0,1). Therefore, studying the influ-
ence of ag and ag could be converted to studying
parameter v. The value of v is inversely correlated
with the size of the data matrix X2V and the pa-
% x 1074, The suitable
value of ¢, was selected by the experiments, and we
found that the best results were obtained at co = 2.5
in Fig. 4b. In summary, all parameters were set as

rameter p, so we set v =

follows: A\ = 1/ max(m,n), p = 3~75/||Xadv||F,
ap = ﬁﬁ x107%, and a; = #m x 107

4.2 Image restoration

We evaluated the LRTGV algorithm’s capabil-
ity to restore images from normal noise. The 15
grayscale images in Fig. 2 were selected for image
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Fig. 4 Peak signal-to-noise ratio (PSNR) with ¢1 (a) and c2 (b)



440 Li et al. / Front Inform Technol Electron Eng 2024 25(3):432-445

restoration, and salt and pepper noise with different
densities was added. Fig. 5 shows that 20% salt and
pepper noise was added to the original image. To
evaluate the performance of our proposed algorithm,
we compared it with the PCP algorithm (Candes
et al., 2008), reweighted L; algorithm (Deng et al.,
2013), NSVT algorithm (Peng et al., 2014), ROUTE
algorithm (Guo XJ and Lin, 2018), and SRLRMR
algorithm (Wang HY et al., 2018).

Table 1 shows the PSNR values of the 15 re-
constructed images. When 20% salt and pepper
noise was added to the original image, the average
PSNR value of the SRLRMR algorithm is improved
by 1.01 dB compared with that of our proposed algo-
rithm. Introducing TGV into the SRLRMR model
can preserve textures and sharp edges. For the im-
age with relatively complex details (image number 2
in Fig. 2), compared with our algorithm, the PSNR
value of SRLRMR was improved by 2.51 dB; for the
image with relatively simple details (image number 1
in Fig. 2), the PSNR value was improved by 1.95 dB.
Fig. 5 shows the restoration visualization results of
the given images with 20% salt and pepper noise.
Restoration visualization results of LRTGV are com-
pared with those of the five mentioned algorithms.

These experimental results demonstrate that
the proposed method has better robustness to the
image restoration with salt and pepper noise, and
can better preserve the edge and local detail infor-
mation of the image. We need to emphasize that if
our LRTGV model does not contain the TGV reg-
ularization, it degenerates into the NSVT method.

Therefore, our proposed method has a competitive
advantage in image restoration.

It should be noted that the results of LRTGV
in Table 1 are restored only by Algorithm 1. In
this case, the noise location matrix is considered un-
known, so the mask matrix is set as M (i,j) =1. In
addition, to verify Algorithm 2, we fixed the noise
location and completed the matrix with LRTGV.
Now, the noise location matrix is considered known.
Specifically, if there is a noisy pixel at position (4, j),
M(i,j) is set as 0; M(i,j) = 1 otherwise. As shown
in Fig. 6, the recovery performance on each image is
further improved.

4.3 Defense adversarial examples

We compare our proposed LRTGV adversar-
ial defense algorithm with state-of-the-art defense

45 [ Algorithm 1
40k [ Algorithm 2

35 — M

10

1 2 3 4 5 6 7 8 9
Image number

Fig. 6 Peak signal-to-noise ratio (PSNR) compari-
son of restoration between Algorithms 1 and 2 (Ref-
erences to color refer to the online version of this
figure)

Fig. 5 Reconstruction results of the six algorithms for images with 20% salt and pepper noise: (a) original;
(b) noisy; (c) PCP; (d) reweighted Li; (e) NSVT; (f) ROUTE; (g) SRLRMR; (h) LRTGV



Li et al. / Front Inform Technol Electron Eng 2024 25(3):432-445

441

Table 1 PSNR comparison of PCP, reweighted L1, NSVT, ROUTE, SRLRMR, and our LRTGYV algorithms

Noise density Image PSNR (dB) APSNR (dB)
No. PCP  Reweighted Ly NSVT ROUTE SRLRMR LRTGV LRTGV—-SRLRMR
1 26.75 23.84 32.15 28.50 32.47 34.42 +1.95
2 24.23 22.33 26.28 23.44 26.36 28.87 +2.51
3 28.41 26.75 31.99 29.22 33.71 33.32 —0.39
4 25.90 22.79 28.10 25.52 29.64 26.08 —3.56
5 29.77 26.43 34.63 29.56 34.88 32.61 —2.27
6 29.98 27.96 34.01 28.79 33.73 34.30 +0.57
7 25.71 23.49 28.78 26.18 29.31 31.12 +1.81
p=02 8 21.72 20.43 22.12 20.00 23.71 24.40 +0.69
’ 9 25.22 23.01 27.65 25.31 28.35 32.03 +3.68
10 18.89 18.93 19.33 16.94 19.13 19.23 +0.10
11 26.34 26.29 28.28 27.60 29.88 31.26 +1.38
12 24.13 24.09 25.20 23.70 25.55 28.27 +2.72
13 24.09 24.02 26.20 25.04 27.86 29.04 +1.18
14 24.05 24.00 26.50 25.77 27.99 32.71 +4.72
15 22.67 22.53 23.10 19.95 23.58 23.63 +0.05
Average  25.19 23.79 27.62 25.03 28.41 29.42 +1.01
1 21.27 22.17 23.84 23.52 30.67 33.45 +2.78
2 19.10 20.85 20.77 20.43 24.35 25.72 +1.37
3 23.00 25.42 25.56 26.07 31.15 32.20 +1.05
4 22.52 23.04 26.61 23.26 27.36 27.53 +0.17
5 25.20 26.69 28.73 27.41 33.31 33.65 +0.34
6 27.29 26.57 30.57 28.31 33.01 33.99 +0.98
7 20.92 22.01 22.93 22.85 27.60 29.39 +1.79
=03 8 18.09 19.21 18.12 18.00 21.90 22.96 +1.06
9 21.25 21.62 22.01 21.94 27.66 29.98 +2.32
10 16.43 16.40 17.56 14.82 18.12 17.61 —0.51
11 21.41 21.43 22.00 23.92 25.31 31.83 +6.52
12 19.61 19.14 21.34 20.82 22.25 26.79 +4.54
13 19.22 18.82 22.14 21.94 23.22 28.41 +5.19
14 20.11 19.91 20.54 21.76 26.83 29.14 +2.31
15 18.23 18.11 20.43 17.73 21.34 22.49 +1.15
Average 20.91 21.43 22.88 22.19 26.27 28.34 +2.07

Best results are in bold. PSNR: peak signal-to-noise ratio

methods based on image noise removal, including
JPEG compression (Guo C et al., 2018), bit-depth
reduction (Guo C et al., 2018), TV minimization
(Guo C et al., 2018), image quilting (Guo C et al.,
2018), PixelDefend (Song et al., 2018), and LCHP
(Zhao et al., 2021). The above methods are sim-
ilar to our proposed method. All methods aim
to remove adversarial attack noise and restore the
original image. We evaluate these defense methods
against black-box attacks, including PGD, momen-
tum, and diverse-input attack methods. The FGSM
is the first gradient-based attack method. Dong YP
et al. (2018) proposed an iterative attack method to
boost adversarial attacks with momentum. To fur-
ther improve the success rate of black-box attacks,
Xie CH et al. (2019) introduced input diversity based

on MI-FGSM, and proposed the diverse input itera-
tive FGSM. The method improved the transferability
of adversarial examples.

The experiments were performed on the CIFAR-
10 and SVHN datasets for performance evaluation
and comparison. The CIFAR-10 dataset consists of
60 000 images in 10 classes with an image size of
32 x 32. SVHN is a street number image dataset,
which contains 73 257 training images and 26 032 test
images. In our experiments, we used the following
method to generate masks M with different reserving
probabilities: For each image, we selected 10 masks
in total with reserving probability p ranging from 0.6
to 0.8 with an equal interval of 0.02, i.e., 0.62, 0.64,
--+. For test images, we randomly sampled one mask
with reserving probability p = 0.7, which can be used
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as known pixels. Thus, in the following experiments,
mask matrix M is known, so we complete the image
by Algorithm 2.

The CIFAR-10 dataset was trained on the
ResNet-18 model for image classification and
achieved a classification accuracy of 87.06%. Table 2
summarizes the defense results against black-box at-
tacks. Compared with the above attack methods,
our proposed LRTGV method showed a stronger de-
fense ability. Except for JPEG compression and
bit-depth reduction, our LRTGV method allowed
the least damage to the original clean image. How-
ever, the performance of JPEG declines sharply with
larger adversarial noise. Our LRTGV method can
more effectively defend against larger attack noise.
The LRTGV algorithm shows strong generalization
ability in black-box attack experiments. Fig. 7 shows
the visualization effect on recovery images using dif-
ferent defense methods in the CIFAR-10 dataset, and
the recovery effect on adversarial examples is shown
in Fig. 8. Because the algorithm is related to TGV,
comparison methods that are closely related to TV

regularization were chosen, such as TV minimization
and LCHP. From the visual effect of the restored im-
age, it can be found that under the same loss prob-
ability, TV minimization cannot reconstruct the im-
age very well, while the image restored by LCHP is
too smooth. The LRTGV method retains certain
image detail and has a good defensive performance.

We also conducted experiments on the SVHN
dataset. The baseline accuracy of the SVHN dataset
on the ResNet-18 model is 96.82%. Table 3 sum-
marizes the classification accuracy of various defense
methods. From the numerical results, it can be con-
cluded that our method outperforms other methods
when the perturbation is large, and can effectively
remove the adversarial noise.

In addition, we replaced the LRTGV module in
Fig. 1 with the above low-rank matrix recovery meth-
ods, such as PCP, reweighted L;, and NSVT meth-
ods, for defending against adversarial examples. We
conducted experiments on the CIFAR-10 dataset to
analyze the algorithm components. As seen from
Table 4, compared with the NSVT method, our

Table 2 Black-box defense on CIFAR-10

Classification accuracy (%)

Method

Clean PGD Momentum Diverse-input
(e = 8/255 / 16/255) (e = 8/255 / 16/255) (e = 8/255 / 16/255)

No defense 87.06 34.18 / 21.30 24.36 / 12.16 20.81 / 10.39
JPEG 85.22 48.03 / 30.05 34.75 / 15.78 30.14 / 13.49
Bit-depth reduction 85.02 44.50 / 28.38 32.54 / 15.43 28.28 / 13.52
TV minimization 82.71 50.47 / 32.57 36.63 / 16.15 32.36 / 14.07
Image quilting 77.49 64.76 / 52.86 53.61 / 34.12 51.25 / 30.51
PixelDefend 78.88 46.9 / 29.12 34.86 / 16.00 31.09 / 13.78
LCHP 77.60 62.20 / 56.32 53.86 / 45.36 51.02 / 44.46
LRTGV 83.85 71.45 / 62.06 67.17 / 52.19 61.39 / 50.84

Best results are in bold. e represents the maximum perturbation magnitude of the attack methods. No defence indicates the

reference classification trained on ResNet-18

Table 3 Black-box defense on SVHN

Classification accuracy (%)

Method o PGD Momentum Diverse-input
catt (e = 8/255 / 16/255) (e = 8/255 / 16/255) (e = 8/255 / 16/255)
No defense 96.82 30.18 /13.62 29.96 / 9.99 28.79 / 9.29
JPEG 93.75 30.76 / 13.98 30.35 / 10.24 29.43 / 9.58
Bit-depth reduction 92.66 33.19 / 15.51 32.63 /11.36 31.58 / 10.68
TV minimization 92.59 34.27 / 15.32 33.61 / 11.06 32.71 /10.36
Image quilting 93.30 36.04 / 16.68 35.14 / 11.6 34.71 / 11.12
PixelDefend 92.54 30.90 /13.56 30.63 / 9.89 29.38 / 9.28
LCHP 91.56 57.87 / 29.81 60.56 / 25.17 60.39 / 24.23
LRTGV 95.99 58.89 / 31.35 60.17 / 25.90 59.82 / 25.12

Best results are in bold. e represents the maximum perturbation magnitude of the attack methods. No defence indicates the

reference classification trained on ResNet-18
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Fig. 8 CIFAR-10 adversarial example with low-rank matrix recovery with total generalized variation (LRTGYV)

algorithm is advantageous in terms of accuracy on
both clean and adversarial examples. As a result,
our LRTGV method surpasses state-of-the-art low-
rank matrix recovery methods in image restoration
and improves the accuracy of neural network clas-
sification of adversarial examples. It is essential to
introduce TGV to the low-rank restoration model to
form LRTGV.

Table 4 Analysis of algorithm components on the
CIFAR-10 dataset

Classification accuracy (%)

Method
Clean PGD Momentum
PCP 79.08 53.52 39.17
Reweighted L1 79.32 55.36 44.65
NSVT 80.55 60.64 51.47
LRTGV 83.85 71.45 67.17

5 Conclusions

to overcome the disadvan-
tage of the first-order TV regularization denoising
method, we integrated TGV regularization into the

In this paper,

reweighted low-rank matrix decomposition model to
remove the adversarial noise. It can be used to de-
fend against different types of adversarial attacks.
To address the proposed optimization problem, an
iterative solution based on the alternating direction
method of multipliers was designed, which can be ap-
plied to effectively eliminate adversarial noise. Ex-
perimental results showed that our proposed model
consistently outperforms state-of-the-art baselines
in image restoration and defense attacks, and im-
proves the overall robustness under various adver-
sarial attacks.
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