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Abstract: Watermarking algorithms that use convolution neural networks have exhibited good robustness in studies
of deep learning networks. However, after embedding watermark signals by convolution, the feature fusion efficiency
of convolution is relatively low; this can easily lead to distortion in the embedded image. When distortion occurs in
medical images, especially in diffusion tensor images (DTIs), the clinical value of the DTT is lost. To address this
issue, a robust watermarking algorithm for DTIs implemented by fusing convolution with a Transformer is proposed
to ensure the robustness of the watermark and the consistency of sampling distance, which enhances the quality of the
reconstructed image of the watermarked DTIs after embedding the watermark signals. In the watermark-embedding
network, T1-weighted (T1w) images are used as prior knowledge. The correlation between T1lw images and the
original DTT is proposed to calculate the most significant features from the T1w images by using the Transformer
mechanism. The maximum of the correlation is used as the most significant feature weight to improve the quality
of the reconstructed DTI. In the watermark extraction network, the most significant watermark features from the
watermarked DTI are adequately learned by the Transformer to robustly extract the watermark signals from the
watermark features. Experimental results show that the average peak signal-to-noise ratio of the watermarked DTI
reaches 50.47 dB, the diffusion characteristics such as mean diffusivity and fractional anisotropy remain unchanged,
and the main axis deflection angle aac is close to 1. Our proposed algorithm can effectively protect the copyright
of the DTT and barely affects the clinical diagnosis.
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1 Introduction

With the development of the information age,
telemedicine technology has changed from simple
video monitoring and remote telephone diagnosis to
the integrated transmission of images, voice, and
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video over high-speed networks, enabling real-time
voice and ultrahigh-resolution video communication
for integrated diagnoses and providing a more con-
venient way for medical experts to deliver remote
medicine. However, the transmission of unprotected
medical images on the network is vulnerable to at-
tacks, preventing doctors from making correct diag-
noses. Furthermore, there is a risk that unprotected
medical images will be accessed illegally by unautho-
rized persons, leading to a breach of patient privacy.

Diffusion tensor images (DTIs) are currently the
only noninvasive method for visualizing the white
matter fiber tracts of the living brain (Stejskal and
Tanner, 1965; Le Bihan et al., 2001). DTIs are
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presented in five dimensions and can provide more
detailed information about the brain than conven-
tional imaging data. Medical staff can precisely lo-
cate the direction and distribution of brain nerve
fiber conduction bundles, providing precise and pow-
erful technical support for the target, enabling entry
into the target and path of surgery, reducing dam-
age to brain tissue, allowing medical personnel to
observe neural development or damage to the brain,
and promptly detecting subtle anomalous changes in
the brains of patients with mental illness. Because
DTTs have these important roles in medical care, it
is necessary to propose a robust, blind watermark-
ing algorithm to protect the reliability and integrity
of DTIs. Currently, there is no robust digital wa-
termarking algorithm for high-dimensional data to
effectively protect DT1Is.

Recent works on conventional watermarking al-
gorithms provide a deeper study of the invisibility
and robustness of watermarking algorithms (Amini
et al., 2018; Liu et al., 2018; Huan et al., 2022;
Su et al., 2022), but these methods are always for
two-dimensional (2D) images and three-dimensional
(3D) videos, and there are no watermarking algo-
rithms for higher-dimensional data to protect DTIs
directly. Amini et al. (2018) proposed a design
for a multibit watermark blind decoder, combined
with a wavelet-domain vector-based hidden Markov
model, which embeds a random binary sequence in
the wavelet domain of a 2D grayscale image and then
extracts the watermark using a vector-based hidden
Markov model method in the wavelet domain. Liu
et al. (2018) proposed a blind double-watermarking
mechanism for digital color images, which effectively
protects digital color images. Su et al. (2022) pro-
posed a new image-correction algorithm as a prepro-
cessing method for watermark extraction, including
fast detection of feature points, image correction,
and jagged processing, which solves some problems
in geometric feature based image-correction algo-
rithms. Huan et al. (2022) performed chunked singu-
lar value decomposition (SVD) on the dual-tree co-
sine wavelet transformation (DTCWT) domain and
extracted candidate coefficients, found two pairs of
subbands with strong correlation among the candi-
date coefficients, and then embedded and extracted
the watermark signals by embedding and extract-
ing the watermark signals in the strongly correlated
subbands. Deep learning algorithms for robust wa-

termarking (Zhu et al., 2018; Wen BY and Aydore,
2019; Ahmadi et al., 2020; Luo et al., 2020) usu-
ally apply convolutions to embed watermark sig-
nals. Various attacks are simulated during training,
so that the watermark extraction network can cor-
rectly extract watermark signals from the attacked
watermarked images to ensure the robustness of the
embedded watermarks. However, the current deep
learning robust watermarking algorithms have two
obvious problems: one is the limitation of the con-
volutional field in the process of embedding the wa-
termark, which leads to a low feature fusion rate,
and the other is that the visual quality of the recon-
structed image containing the watermark signals is
not elaborate, which affects the application of the
watermarking algorithm for medical images, espe-
cially for DTIs. In this paper, we propose a robust
watermarking algorithm for DTTs.

The specific contributions of this paper are as
follows:

1. A tensor-based watermark-embedding net-
work for DT1Is is proposed. In this network, we em-
bed many redundant watermark signals to ensure the
robustness of the watermark.

2. T1-weighted (T1w) images are introduced to
reduce the distortion level of tensor features because
the T1w images have many structural features of the
DTIs. The correlation of the T1w images with the
tensor features is first calculated using the Trans-
former. Then, the most relevant features are fused
with the tensor features, thus reducing the variation
of tensor features.

3. A DTI watermark extraction network that
can effectively extract the correct watermark signals
from the watermarked DTIs is proposed. A decod-
ing Transformer extracts the relevant watermarking
features, and then the watermarking expression of
the features is enhanced by deep residual convolu-
tion. The experimental results show that the pro-
posed watermarking algorithm has excellent robust-
ness and invisibility compared with state-of-the-art
medical image watermarking algorithms.

2 Related works
2.1 Robust watermarking algorithms

There are a large number of watermarking al-
gorithms (Anand and Niranjan, 1998; Wen Q et al.,
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2003; Lee et al., 2005; Ni et al., 2006; Cintra and
Cooklev, 2009; Singh et al., 2015; Wang N et al.,
2018; Zhu et al., 2018; Wang CP et al., 2019; Wen
BY and Aydore, 2019; Xia et al., 2019; Ahmadi et al.,
2020; Luo et al., 2020), but watermarking algorithms
for medical images need to ensure both invisibility
and robustness of watermarks; however, these two
traits are contradictory. Therefore, research on the
methods for embedding robust watermarks in high-
visual-quality medical images has become an impor-
tant research topic. Wen Q et al. (2003) proposed
the use of zero-watermarking to guarantee both the
robustness of the watermarking and the visual qual-
ity of the image. In this method, the important
robust features of the image were used to construct
the watermark signals, but the watermark signals
were not embedded into the image. The drawback
of this method was that it required a large amount
of storage space to protect the constructed water-
mark signals. Researchers found that embedding
watermark signals in the frequency domain of med-
ical images can effectively reduce the invisibility of
the watermark while ensuring that the watermarked
medical images are robust to specific attacks. For
example, Singh et al. (2015) embedded watermarked
images in a wavelet transform and discrete cosine
transform iteratively. The patient-related informa-
tion was embedded as a text watermarking using
SVD. The watermarking algorithm was robust to
some signal-processing attacks, but it was not able
to resist any geometric attacks. The hiding data
with deep networks (HiDDeN) agenda (Zhu et al.,
2018) found that deep learning networks are suscep-
tible to small perturbations. Therefore, HiDDeN
researchers first proposed to use the susceptibility
to embed the watermark signals in the image by
using convolution. The watermarked image was at-
tacked using various attacks. The watermark extrac-
tion network was programmed to extract the water-
mark signals from the attacked watermarked image.
The watermark-embedding network and extraction
network were trained together by using a multitask
learning approach to make HiDDeN resistant to a va-
riety of attacks. Subsequently, researchers conducted
in-depth research on the HiDDeN framework, which
further promotes the development of robust water-
marking algorithms in deep learning. Residual diffu-
sion watermarking (RedMark) (Ahmadi et al., 2020)
introduced an attack layer consisting of a random

combination of fixed distortions to improve the ro-
bustness of watermarking. The robust watermarking
system ROMark (Wen BY and Aydore, 2019) imple-
mented simple adversarial training with an adaptive
selection of distortion type and distortion strength to
minimize the accuracy of correct watermark extrac-
tion. Luo et al. (2020) used a channel coding strategy
to encode the embedded watermarked string, and the
resulting redundancy was used to correct the errors
generated in the string during channel transmission,
thus improving the robustness of the watermark.

Through analysis and research of the above-
mentioned methods (Zhu et al., 2018; Wen BY and
Aydore, 2019; Ahmadi et al., 2020; Luo et al., 2020),
we find that although various methods have been
implemented for improving the robustness of water-
marking, they all use convolution to redundantly
embed binary sequences as watermark signals in
the image during image reconstruction; therefore,
the image reconstruction method may affect the vi-
sual quality of the image after embedding. Since
the embedded watermark signals constitute a binary
sequence, the output of the watermark extraction
network is consistent with the classification task;
thus, the idea of an excellent classification task is
helpful for designing the watermark extraction net-
work. In the processing of research, we investigate
many research works on image reconstruction and
classification.

2.2 Image reconstruction algorithms

The image reconstruction algorithm in the
watermark-embedding process affects the visual
quality of the final image containing watermark sig-
nals (Zhu et al., 2018; Wen BY and Aydore, 2019;
Ahmadi et al., 2020; Luo et al., 2020); hence, state-
of-the-art image reconstruction algorithms are ana-
lyzed and studied, which motivates us to propose a
watermark-embedding network for DTIs.

The reconstruction task (Ravishankar and
Bresler, 2011; Shin et al., 2013; Lai et al., 2016; Zhan
et al., 2016; Nakarmi et al., 2017; Zhou and Zhou,
2020) uses prior knowledge to overcome overlapping
artifacts that violate the Shannon—Nyquist sampling
theorem. Anctil-Robitaille et al. (2021) found that
T1lw images contain plenty of structural and diffu-
sion information of the DTIs. The T1w images were
added as prior knowledge to assist the generative ad-
versarial network to reconstruct diffusion-weighted
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images with high resolution from the T1w images.
Texture Transformer network for image superresolu-
tion (TTSR) (Yang et al., 2020) used a Transformer
as an attention mechanism, where the low-resolution
image and the reference image were represented as
query (¢) and key (k) in the Transformer, respec-
tively. When the extracted deep features focus on
more accurate texture features, these features will
help in better reconstruction of the image. Feng et al.
(2021) proposed that the two tasks of reconstruction
and superresolution reconstruction can complement
and promote each other. A Transformer module was
proposed to transfer the shared features, which en-
ables the two tasks to share visual features during
training by using the knowledge from one task to
accelerate the learning process for the other task.

The proposed algorithm in this study adopts
a Transformer to transfer significant features from
the T1w images to assist watermarked DTI recon-
struction. This proposed algorithm has two advan-
tages over previous research works. One advantage
is that the weights of the learned structural informa-
tion are adaptively calculated by global information
to achieve a larger range of fields of perception. The
other is that the Transformer obtains more effective
features compared to the convolution.

2.3 Classification tasks

In robust watermarking algorithms (Vaswani
et al., 2017; Dosovitskiy et al., 2020; Wu et al., 2021)
for deep learning, most algorithms embed binary se-
quences as watermark signals; therefore, the output
of the watermark extraction network is consistent
with that of the multi-classification task. The de-
sign of the watermark extraction network is inspired
by some of the state-of-the-art classification tasks,
thus improving the watermark extraction accuracy
to some extent.

Recently, Transformers have achieved success in
computer vision classification tasks by exploring the
association between different regions of an image and
thus learning to focus on the important image re-
gions. The vision Transformer (ViT) (Dosovitskiy
et al., 2020) process involves the following steps: slic-
ing an image into a patch, encoding each image posi-
tion, adding a learnable classification vector, tripling
the parameters as the Transformer’s query (q), key
(k), and value (v) through a fully connected layer,
performing global attention calculation and feature

extraction, and finally extracting the classification
vector for classification. Although ViT works well, it
consumes more memory and time because it must
triple the full parameters and calculate the asso-
ciation between each region. Convolutional vision
Transformer (CvT) (Wu et al., 2021) was developed
as an innovation based on ViT}; instead of using fully
connected layers to produce the query (q), key (k),
and value (v) of the Transformer, the task was ac-
complished using convolution, which greatly reduces
the number of the neural network parameters and
effectively improves the performance. Inspired by
previous works (Dosovitskiy et al., 2020; Wu et al.,
2021), in the proposed algorithm the correlation of
global information can be calculated by the Trans-
former to highlight the watermark signals, and the
number of the neural network parameters can be ef-
fectively reduced by using convolution instead of a
fully connected layer to ensure accuracy.

3 Algorithms

DTT and its clinical metrics are described in de-
tail in Section 1 in the supplementary materials, and
in the main text, we focus on our algorithm.

3.1 Algorithmic framework

The framework of the algorithm is shown in
Fig. 1. It consists of three main parts:

1. Watermark-embedding network. The pur-
pose of this network is to embed the watermark sig-
nals into the DTIs to obtain the watermarked DTIs
I, prr and guarantee that I, prr still has medical
value for clinical diagnosis. -

2. Attack network. The main purposes of this
network are as follows: (1) to perform various at-
tacks on I, pt1 to obtain Iy, DTI noise SO that the
watermark extraction network can still extract the
watermark correctly from Iy, DTI noise; and (2) to
ensure that the watermark embedded in I, pt1 has
high robustness. Please refer to Section 3 in the
supplementary materials for specific effects.

3. Watermark extraction network. This net-
work performs mainly the extraction of watermark
signals and correctly extracts the embedded water-
mark signals from Iy, DTI noise-
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Fig. 1 Network diagram of the robust watermarking algorithm for diffusion tensor images

3.2 Watermark-embedding network

Robust watermarking algorithms based on neu-
ral networks (Zhu et al., 2018; Wen BY and Aydore,
2019; Ahmadi et al., 2020; Luo et al., 2020) usually
extract image features from carrier images at first,
and then reconstruct the watermarked image after
fusing the image features with the watermark sig-
nals to accomplish the embedding of watermarks.
However, these algorithms cannot directly embed
watermark signals into high-dimensional tensor data
of DTIs. To achieve the embedding of watermark
signals in DTTs, we propose a watermark-embedding
network for DTIs. The design of this network consid-
ers mainly two aspects: one is to ensure that the em-
bedded watermarked DTIs still have clinical value,
and the other is that the embedded watermark needs
to have good robustness.

After analyzing magnetic resonance imaging
(MRI) based reconstruction works, a few studies
(Zhou and Zhou, 2020; Anctil-Robitaille et al., 2021)
showed that the T1w images are fully sampled, which
have more detailed structural information than the
diffusion-weighted image (DWI). Furthermore, the
dimensions of the T1lw images are the same as the
dimensions of the DTIs. In this proposed algorithm,
the T1w images are used as prior knowledge to as-
sist DTI reconstruction. The correlation between the

DTIs and the T1w images can be calculated in the
tensor channel dimension to effectively extract the
structural information in the T1w images to assist in
completing the reconstruction of the DTIs.

To ensure the image’s visual quality after em-
bedding the watermark signals, 3D convolution is
used to obtain the features of the tensor of the DTI
in the reconstruction process. Because the T1w im-
ages have plentiful structural information, the T1w
images corresponding to the DTIs are introduced as
the prior knowledge in the tensor channel reconstruc-
tion process. Due to the sensitivity of the diffusion
tensor of DTTs, T1w images cannot be directly fused
through convolution; this cannot effectively assist in
DTT reconstruction and also has a serious negative
impact on the robustness of watermark signals. To
enhance the visual quality of the watermarked DTTs,
the significant feature module is proposed to enable
migration of the significant structural features from
the Tlw images to improve the confidence of the
significant structural features. Furthermore, in the
significant feature module, the significant structural
features are combined with the tensor features by in-
troducing a soft attention mechanism to effectively
improve the visual quality of the watermarked DT1Is.

The overall structure of the watermark-

embedding network is shown in Fig. 2. First, the
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global feature F is extracted from the DTIs by us-
ing 3D convolution. Then, the watermark signals are
embedded into the feature F; by channel concate-
nation. Then, the global feature is fused with the
watermark signals by 3D convolution to obtain the
global features of watermarked signals F,. The spe-
cific calculation process is shown in Eq. (1), where
“Cat” denotes the concatenation on the channel and
“Conv3D” denotes 3D convolution.

Fy(x) = Conv3D(x),

Fy(x) = Cat (Fi(x), W),
F.(x) = Conv3D (Fy(x)).

(1)

As shown in Fig. 2, the global features F, with
watermark signals are divided into tensor features
F. ;  (i=1,2,--- ,num, where num refers to the
number of channels of 3D convolution). In the sig-
nificant feature module, each tensor feature F, ;
combined with the T1w images is inputted into the
encoder Transformer to calculate the most relevant

389

significant feature of the T1w images and the tensor
feature. The value of num can affect the quality of
the reconstructed watermarked DTT to some extent.

The specific process is shown in Fig. 3. The en-
coder Transformer works by calculating the matrix
multiplication of @ and K to obtain the correlation
value T; ;. ,, where x and y denote the position in-
formation after the image is converted into a vector,
and i denotes the i*" tensor channel.

In each column, the maximum from the cor-
relation value T; , , is taken as the most relevant
feature coefficient S; ,, and the index value of S; ,
is taken as the most relevant position information
P,; .. Then, the significant feature F; , is obtained
from V according to the most relevant position in-
formation P; ;. The calculation process is shown in
Egs. (2)—(4).

The significant feature F; , is selected from the
tensor features F, ;  and the T1lw images by us-
ing the idea of the hard attention mechanism. To
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increase the confidence level of this feature, the idea
of the soft attention mechanism is introduced, by
multiplying the most relevant feature coefficient S;
as the weight of the significant feature F;, to ob-
tain the most significant feature F'_S; .. Finally,
the most significant feature F'_S; , is fused with the
tensor features F, ; by convolution to obtain the
reconstruction features F; « image- The specific cal-
culation process is shown in Eqgs. (4) and (5), where
Conv2D denotes 2D convolution.

] —( G Ry
Tiwy = <|\qxu’ &, T > )

B,a: = argmax (E@,y) 5 Si,z = max (E,ZE’L]) ) (3)
E,m == V[-Pz,'r]a F—Si,x == -Fi,msi,mv (4)

F; « image = Conv2D (Cat(F,Si,gﬁ7 Fe,i,w)) ,
()
where (-) means calculating the cosine similarity, and
V[-] indicates the index of array V.

Finally, the reconstruction features of each ten-
sor channel are fused using 3D convolution to obtain
the watermarked DTIs I, pri, whose calculation
process is shown in Eq. (6)_ The loss function is the
mean absolute error (MAE) loss, shown in Eq. (7),
which lets the network fully learn the image features
of the original DTIs in the training process, where
I, denotes the original DTTs.

IwiDTI =Conv3D (Cat(Fliwiimagea F27w7imagea

] Fnumiwiimage)) . (6)

Lyae (Iw_pi)

1 C K B
=g o 2 2 [ ot = Toten|-
c=1k=1b=1

(7)

3.3 Watermark extraction network

Current robust watermarking algorithms based
on deep learning usually target 2D or 3D images,
and the watermark extraction networks of these algo-
rithms cannot be directly used to extract watermark
signals from the high-dimensional watermarked data.
Through analysis of previous robust watermarking
algorithms for deep learning, we find that most wa-
termarking algorithms embed watermark signals as
binary sequences. However, during training, those
watermarking algorithms do not map the feature

values in the interval [0, 1]. If the training uses

the mean square error (MSE) loss with the output
range of (—oo, +00), the extraction accuracy of the
watermark is reduced. In our proposed algorithm,
the output values are mapped to [0, 1] by the sig-
moid function after extracting the watermark fea-
tures. Furthermore, we propose to use cross-entropy
loss to replace the MSE loss in the watermark extrac-
tion network. There are two main reasons. One is
that MSE loss after the sigmoid function will gener-
ate a nonconvex optimization function, which easily
leads to a locally optimal solution in the gradient
descent process. The other is that cross-entropy loss
decreases faster than the MSE loss gradient when
the correct rate of the extracted watermark is low.
Therefore, the cross-entropy loss makes the proposed
network prefer to learn the high-dimensional features
more adequately and robustly in DTI, which can im-
prove the robustness of the proposed watermarking
algorithm and the quality of the reconstructed DTI.

The multiheaded attention mechanism of Trans-
formers can focus more effectively on the classi-
fied part of the image by calculating the correlation
The idea of a multiheaded
attention mechanism is introduced in the process of
extracting image features. The decoder Transformer
is proposed to extract the most significant features
from the channels so that the watermark extraction

through global pixels.

network can pay more attention to the features em-
bedded with watermark signals. Then, the seman-
tic expression of the most significant features is en-
hanced to obtain watermark features through the
convolution modules.

The specific extraction network framework is
shown in Fig. 4, which is consistent with the idea of
the watermark-embedding network. First, the global
features Fy are extracted from I, pry using Eq. (8).
The features Fy are divided into 3D channel features
F, ; from the tensor channels (i = 1,2,--- ,num).
Subsequently, the tensor features are inputted into
the decoder Transformer, as shown in Fig. 5, to ex-
tract the most significant features.

Fd = COHV3D(IW7DTI). (8)

First, the tensor channel features are projected
by 3D convolution into three channels, Fy ; 1,
Fy ; o, and Fy ; 3. Then, the three channel
features are linke_d_using the decoder Transformer
shown in Fig. 5; Fq ; 1, Fq ; 2, and Fy ; 3 are
used for operations Q, K, and V in the Transformer
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self-attention operation, respectively. Compared
with ordinary Transformers, this method can make
the sequence have spatial information in the convo-
lution process.

Second, the Transformer block in Fig. 5 works
as follows: the correlation S;, and the relevant
position information P;, are first calculated using
Egs. (2)—(4). The significant feature is obtained from
Fy ; 3 using P; , as the index.

Third, to increase the confidence of the signifi-
cant features, the most relevant scores S; ,, are cal-
culated as the weights of F; , to obtain the most
significant features.

Finally, to prevent feature loss, Fy ; 3 is added
to obtain the watermark feature map _F; i at that
highlights the most significant watermark fzzatures7
and its specific calculation process is shown in

Eq. (9):
Fy i a=F/ S, +Fq ;3 9)

To obtain more watermark features, the seman-
tic representation of image features needs to be im-

proved by expanding the depth and width of the net-
work. To effectively extract more semantic features
that can express watermark signals from Fy ; ., we
combine the residual mechanism of residual network
(ResNet) (He et al., 2016), DenseNet (Huang et al.,
2017), and SELayer (Hu et al., 2018) to form the
ResSe module, which can extract the watermark fea-
tures from Fy ; . to obtain the watermark feature
Fy i feature of the i" tensor channel. The ResSe
module consists of several ResSe blocks, and the
ResSe block is shown in Fig. 6; here, Fy ; a4 is the
input, and Fy ; feature is the output.

All watermark features Fy ; feature are fused by
3D convolution, and the activ;ti_ng function is sig-
moid. The calculation process is shown in Eq. (10).
The proposed algorithm is inspired by the classifica-
tion network, and it uses cross-entropy loss as the loss
function of the watermark extraction network, which
is calculated in Eq. (11). W; represents the value of
the i*" bit in the embedded watermark signal se-
quence, and W/ represents the predicted value of the
it" bit in the extracted watermark signal sequence.
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W' = Sigmoid ( Conv3D(Cat(Fy 1 features

(10)
Fd_Z_featurea Tty Fd_num_feature)))7
1
Lpce(W') == » —[W;log(W})
N Z (11)

+ (1 — Wy)log(1 — Wi’)].
3.4 Loss of network

This study focuses mainly on the end-to-end
robustness of the watermarking algorithm by us-
ing neural networks. A large amount of watermark
signals W is embedded through the watermark-
embedding network to obtain the watermarked DTI
I, pri. Then, I, prr is attacked through the at-
tack network to obtain I, DTI noise to simulate the
variety of attacks that mz_iy be encountered inten-
tionally or unintentionally. The watermark signals
W are extracted from Iy, pDTI noise through the wa-
termark extraction network. The network is trained
by using Eq. (12) as the total loss of the network,
so that the network can guarantee both the visual
reconstruction quality and the robustness of the wa-
termarked DTT during the gradient descent process.

Liotal = Lvae(Iw pri) + Lece(W'). (12)

The purpose of Lyag(ly prr) is to make the
watermarked DTT as similar as_possible to the origi-
nal image during the gradient descent, and the pur-
pose of Lpcr(W') is to improve the accuracy of
watermark extraction during the gradient descent.
The two losses summed together for gradient de-
scent can make the two networks compete with each
other, thus effectively ensuring the robustness of the
watermark.

4 Results of experiments

Data were provided by the WU-Minn Human
Connectome Project (HCP) (van Essen et al., 2012)
Consortium (principal investigators: David van Es-
sen and Kamil Ugurbil; 1U54MH091657) funded by
the 16 National Institutes of Health (NIH) institutes
and centers that support the NIH Blueprint for Neu-
roscience Research, and by the McDonnell Center
for Systems Neuroscience at Washington University.
From this HCP dataset, we used 185 patient DTIs
as the training set and 16 patient DTIs as the test
set. Because the complete DTI is a five-dimensional
dataset of 145 x 174 x 145 x 3 x 3 data points, it is dif-
ficult for the network to deal with such large images
directly. Inspired by the cycle generative adversarial
network (CycleGAN) (Anctil-Robitaille et al., 2021),
each DTT is divided into 60 small-sized subimages of
dimensions 32 x 32 x 32 x 3 x 3 for training and test-
ing. The watermark signals embedded in this study
constitute a sequence of 8-bit binary values.

The experiments in this study are mainly to
prove that the algorithm in this study can protect
the copyright of DTIs without inflecting the clinical
value of DTIs. Therefore, this study demonstrates
that the algorithm can effectively protect the copy-
right of DTIs through experiments on watermarking
robustness and then proves that watermarked DTIs
have clinical value by comparing them with state-of-
the-art DTT reconstruction works.

The experiments aim to demonstrate three main
aspects: (1) verify the algorithm’s effectiveness by
ablation experiments to find the optimal network
structure, (2) verify the clinical value of watermarked
DTIs by our proposed algorithm, and (3) verify
whether the embedded watermark is highly robust
and whether the watermarked DTT can extract the
embedded watermark signals through the extraction
network after subjecting to various common image
attacks.

4.1 Ablation experiments

4.1.1 Influence of the number of tensor feature chan-
nels on image quality

This subsection verifies whether the visual qual-
ity of the watermarked DTI can be improved by in-
creasing the number of tensor feature channels. The
experiments were performed in a setting without an
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attack layer. The specific experimental results are
shown in Table 1 (three sets of experiments whose
corresponding numbers of channels num are 16, 32,
and 64). It can be seen from Table 1 that as num
increases, the network generates better-quality wa-
termarked DTTIs, but the time required for training
is longer.

Table 1 Results of ablation experiments with network
width

Num Average PSNR (dB) Training time (s)
16 47.93 43 500
32 49.75 81 542
64 50.47 144 836

Num: number of channels of 3D convolution; PSNR: peak signal-
to-noise ratio

4.1.2 Fusion experiments with the most significant
features

In this study, we use Eq. (5) to effectively fuse
the significant features F'_S with the tensor fea-
tures. Experiments were conducted using the net-
work framework of Fig. 1, changing only the fusion
of tensor features, and num is set to 16.

In this fusion process, we use two ways for ex-
perimental comparison; one is to use 3D convolution
on the fusion features, as described in the previous-
mentioned network, and the other is to directly use
2D convolution on the fusion features in the chan-
nel dimension. The specific experimental results are
shown in Table 2. From the experimental results, it
can be seen that using 2D convolution in the algo-
rithm proposed in this study can yield better quality
of reconstruction.

Table 2 Results of ablation experiments with two-
and three-dimensional convolution

Average PSNR (dB)

Convolution dimension

3 39.58
2 41.72

PSNR: peak signal-to-noise ratio

4.1.3 Effectiveness of fusing T1w images by a Trans-
former

To verify the effectiveness of the most signifi-
cant features and the soft attention mechanism in
the proposed Transformer attention module on the

reconstruction quality of watermarked DTIs, the ab-
lation experiments shown in Table 3 are designed.

Through the comparative analysis of experi-
ments 1 and 2, we find that directly fusing T1lw
images by convolution leads to a degradation in the
visual quality of the watermarked DTIs. Through
comparison of experiments 1, 3, 4, and 5, we find that
using the Transformer of this study to fuse T1w im-
ages to generate the watermarked DTIs gives higher
visual quality than the watermarked DTIs generated
without introducing T1w images.

4.2 Medical value validation experiment of
DTIs

Because there is no relevant robust blind DTI
watermarking algorithm, we adopted only 3D convo-
lution to substitute 2D convolution in the HiDDeN
(Zhu et al., 2018). For comparison experiments, the
DTTIs and binary watermark signals were inputted
into HiDDeN (Zhu et al., 2018), which is consistent
with our proposed network. We compared HiDDeN
(Zhu et al., 2018) with the proposed DTT watermark-
ing algorithm. The visual quality of the DTIs is
shown in Fig. 7. From the fourth and fifth columns
of Fig. 7, it can be found that the watermarked DTI
of HiDDeN (Zhu et al., 2018) changes more obviously
in terms of the fractional anisotropy (FA) and ten-
sor; therefore, it is necessary to pay attention to the
visual quality of the tensor in the process of embed-
ding the watermark signals. The experiments with
complete DTIs are shown in Section 2 in the supple-
mentary materials.

To better demonstrate whether watermarked
DTIs have clinical value, we compared them with
current state-of-the-art DTT reconstruction works on
clinical metrics, as shown in Table 4. The SuperDTI
(Li et al., 2021) reconstructs DTIs by using DWIs,
which does not input binary watermark signals. We
can see that the PSNRs of the FA image and the
mean diffusivity (MD) image of HiDDeN (Zhu et al.,
2018) are significantly smaller than the data from
SuperDTT (Li et al., 2021). Therefore, the clinical
metrics of HiDDeN (Zhu et al., 2018) are not up to
the standard. Moreover, because our algorithm is
more concerned about the transformation of tensor
features, the PSNRs of our algorithm of both the
FA image and the MD image are greater than the
data of SuperDTI (Li et al., 2021). Based on the ex-
perimental results in this subsection, since HiDDeN
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Table 3 Network width ablation experimental results

Experiment No. Significant feature module Soft attention T1-weighted image PSNR (dB)
1 X X X 39.38
2 X X v 28.15
3 X v v 41.11
4 v X v 38.90
5 v v v 41.72
PSNR: peak signal-to-noise ratio
Table 4 Comparison of the quality of watermarked DTIs
Serial number Model PSNR (dB) nMSE PSNR (dB) QAC
FA MD FA MD
1 SuperDTI (Li et al., 2021) - 0.021 0.001 38.9 38.39 -
2 HiDDeN (Zhu et al., 2018) 29.03 0.096 0.026 24.76 26.17 0.5605
3 Our-num(64) 42.57 0.012 0.00 015 43.44 55.27 0.9385

aac: main axis deflection angle; DTI: diffusion tensor image; FA: fractional anisotropy; MD: mean diffusivity; nMSE: normalized

mean square error; PSNR: peak signal-to-noise ratio

Image FA

Original

HiDDeN

Ours

Tensor

Fig. 7 Results of network width ablation experiments

(Zhu et al., 2018) is not a watermarking algorithm
specifically for DTI, the watermarked DTIs gener-
ated by HiDDeN (Zhu et al., 2018) lose their clinical
value. In our algorithm, we use the Transformer to
fuse the DTT’s structural information from the T1w
image. Therefore, our algorithm can better protect
the clinical value of the watermarked DTI.

4.3 Robustness of watermarking

In this study, the correctness of the watermark
signals is calculated using a stricter criterion com-
pared to the bit error rate (BER). In N test set im-
ages, for the i*" image-embedded watermark W;, the
extracted watermark signals are W/; when W; and
W/ are exactly the same, it means that this image
watermark extraction success count is +1, and finally
the watermark extraction accuracy of this round of

testing is the ratio of the total number of success-

ful watermark signal extractions m to the number of
test images N. The specific calculation formula is
shown in Eq. (13):

1 /
acc = Nz(Wl =W)).

i

(13)

In this study, the proposed algorithm was
trained via two models to prove the robustness of wa-
termarking against various attacks: one was trained
by a single attack, and the other was trained by mul-
tiple attacks. The accuracy of watermark extraction
is shown in Table 5. The proposed algorithm exhib-
ited excellent robustness for various attacks. When
the cropping attack left only 0.1 of the watermarked
DTI, the accuracy of watermark extraction could
reach 1.0; when the local cropout attack replaces the
watermarked DTT with 0.8 pixels, i.e., 0.2 pixels are
retained, the accuracy of watermark extraction can



Liu et al. / Front Inform Technol Electron Eng 2024 25(3):384-397 395

Table 5 Accuracy of watermark extraction under signal attacks

Attack type

Accuracy (%)

p=0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
Crop (single attack) 100 100 100 100 100 100 100 100 100
Cropout (single attack) 56.66  99.79 100 100 100 100 100 100 100
Dropout (single attack) 99.58 100 100 100 100 100 100 100 100
Crop (multiple attacks) 100 100 100 100 100 100 100 100 100
Cropout (multiple attacks) 40.20  98.95 100 100 100 100 100 100 100
Dropout (multiple attacks) 99.79 100 100 100 100 100 100 100 100

Attack type Accuracy (%)

Attack type Accuracy (%)

r=3 5 7 0=0.01 0.02 0.03
Gauss blur (single attack) 100 99.37  99.37 Gauss noise (single attack) 100 100 99.79
Gauss blur (multiple attacks) 100 99.37  99.37  Gauss noise (multiple attacks) 100 100 100

be up to 0.9895. For Gaussian filtering, when the
size of the Gaussian low-pass filter was 7, it could
still accurately extract watermark signals. When
the Gaussian noise was added into the watermarked
DTI, the watermark signals could still be extracted
accurately.

The training model of multiple attacks still ex-
hibited excellent robustness for various attacks: for
example, the watermark signals were still extracted
accurately in the presence of Gaussian blur and
Gaussian noise. Based on these two results in this
subsection, we concluded that the watermark embed-
ded by the proposed algorithm has extremely good
robustness.

5 Conclusions

This paper solves the problem of robust wa-
termarking algorithms not protecting DTIs. In
the watermark-embedding network, there is a large
amount of information in the T1w images which is
not related to the tensor features. The tensor fea-
tures in the Tlw images need to be extracted by
the coding Transformer proposed in this paper for
fusion to bring a positive impact on the network.
Cross-entropy loss is used in the watermark extrac-
tion network, instead of the MSE loss, to reduce the
tolerance of the network to wrong watermark signals.
Convolution is introduced in the Transformer to en-
sure the expressiveness of the feature space while
extracting the most significant watermark features.
The attention mechanism of the residual channel is
used to improve the features’ semantic expressive-
ness and the accuracy of watermark extraction.

The experimental results show that the water-
marked DTI fully met the requirements of clinical
medical diagnosis. The algorithm exhibits excellent
robustness against several common attacks and can
effectively protect the copyright information of DTTs.
Since the DTI is a high-dimensional one, the algo-
rithm in this paper takes up a lot of computational
resources when the complete DTI is inputted during
the training process. Therefore, we will do further
research to solve this problem in future work.
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