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Abstract: We investigate the resource allocation problem of a cell-free massive multiple-input multiple-output
system under the condition of colluding eavesdropping by multiple passive eavesdroppers. To address the problem of
limited pilot resources, a scheme is proposed to allocate the pilot with the minimum pollution to users based on access
point selection and optimize the pilot transmission power to improve the accuracy of channel estimation. Aiming
at the secure transmission problem under a colluding eavesdropping environment by multiple passive eavesdroppers,
based on the local partial zero-forcing precoding scheme, a transmission power optimization scheme is formulated to
maximize the system’s minimum security spectral efficiency. Simulation results show that the proposed scheme can
effectively reduce channel estimation error and improve system security.
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1 Introduction

A cell-free (CF) massive multiple-input
multiple-output (MIMO) system is proposed based
on a traditional centralized massive MIMO system.
Although centralized massive MIMO systems can
significantly improve network transmission perfor-
mance (Larsson et al., 2014; Björnson et al., 2017),
there are also problems such as poor communi-
cation quality of edge users, large system energy
consumption, high deployment cost, and poor
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network flexibility (Ngo et al., 2015). By deploying
centralized antennas within the network coverage
to form a large number of distributed access points
(APs), the CF massive MIMO system can alleviate
the aforementioned problems (Timilsina et al., 2018;
Interdonato et al., 2019a). Not only can the CF
massive MIMO system inherit the performance
advantages of the centralized massive MIMO
system (Bashar et al., 2018), but the user-centric
architecture that is formed by dynamically selecting
part of the APs can avoid frequent cross-area
switching, reduce the cost of wireless resources,
and achieve a large range of continuous coverage
and on-demand allocation (Huang and Burr, 2017).
Moreover, the space time characteristics of the
channel in the distributed architecture reduce pilot
pollution caused by pilot multiplexing by using the
service matching strategy of AP clustering and user
grouping, and design the power allocation scheme
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flexibly to further improve the system’s spectral
efficiency (Buzzi and D’Andrea, 2017a).

The distributed antenna architecture of CF
massive MIMO systems multiplies the number of
wireless links in the network and makes the network
space more open, providing a huge attack entrance
for large-scale malicious terminals. In addition, APs
are deployed in a certain area in an ultra-dense man-
ner, such that the distance between each AP and
the eavesdropper is closer, which improves the eaves-
dropping capability, leading to a greater threat to the
transmission security. With the development of the
CF massive MIMO technology and demand for hot
high-capacity scenarios, it is a general trend for CF
MIMO systems to serve more and more users. With
the exponential growth of users, pilot resources are
limited and pilot reuse is inevitable. However, in con-
trast to the CF massive MIMO system where users
are served by all APs, the user-centric CF massive
MIMO system allocates a service AP set for each
user, and each user in the network is served by part
of the APs, which facilitates each user to be located
in the effective center of the service AP set. Conse-
quently, pilot multiplexing is transformed from the
cell-centric to the user-centric mode. The allocation
of the pilot frequency must combine the service re-
quirements of users and the construction of dynamic
cooperative clusters. Ensuring secure transmission
by a system with limited pilot resources is an urgent
problem that should be solved.

1.1 Previous works

The main difference between the user-centric CF
massive MIMO network and traditional CF massive
MIMO network lies in the construction of the ser-
vice APs; a practical user service framework is es-
tablished according to offline or online information
based on different requirements of the user, which
can simplify signal processing and reduce the com-
putational complexity, fronthaul load, and channel
estimation overhead. The strategies for constructing
service clusters can be divided into two categories:
(1) constructing service APs for users according to
their different needs; (2) optimizing the service APs
by user scheduling or power control (Ammar et al.,
2022a, 2022b). Buzzi and D’Andrea (2017a) pro-
posed that the AP with the strongest channel was se-
lected to serve the users based on channel estimation
information. Ngo et al. (2018) proposed AP selection

schemes based on the received power and large-scale
fading. Buzzi and D’Andrea (2017b) proposed that
each AP serves users whose channel strength was
greater than the average channel strength. However,
the above-mentioned AP selection algorithms can-
not guarantee the optimal performance of the sys-
tem. Therefore, an AP selection scheme based on
sum-rate maximization was proposed by Boroujerdi
et al. (2017). Power allocation and AP selection were
optimized jointly to maximize the system’s energy ef-
ficiency (Vu et al., 2020). van Chien et al. (2020) de-
signed a downlink power minimization problem and
selected the service APs according to the optimiza-
tion result based on a threshold. Dong et al. (2019)
solved the energy efficiency maximization problem
of joint power allocation, user scheduling, and an-
tenna selection using alternating optimization and
a successive convex approximation algorithm. The
optimal service AP cluster was selected (Mendoza
et al., 2020) by optimization based on the fronthaul
capacity and quality of service.

At present, there are some mature algorithms
for eliminating the influence of non-orthogonal pi-
lots on transmission. Based on a random allocation
algorithm (Interdonato et al., 2019b), a greedy allo-
cation algorithm that considers the minimum down-
link rate has been proposed previously (Ngo et al.,
2017). A tabu search method for pilot allocation (Liu
et al., 2020a) and an interference graph determina-
tion based on a user-centric AP selection scheme and
pilot allocation by graph coloring (Liu et al., 2020b)
have been reported. Buzzi et al. (2021) first grouped
users according to the number of pilots, and then
allocated pilots using the Hungarian algorithm. The
distance between users of the same pilot has been
minimized by using K-means clustering (Attarifar
et al., 2018). Continuously selecting the user with
the minimum interference to complete the scalable
pilot allocation based on assigning pilots to the main
AP service users has been attempted (Ngo et al.,
2017). Chen et al. (2021) assigned the same pilot to
spatially separated users to suppress pilot contami-
nation. To solve the problem that the above methods
do not have an upper limit of APs for users, Sarker
and Fapojuwo (2021) first grouped users and APs,
and then minimized the number of common APs of
users with the same pilot to improve the pilot pol-
lution problem. Few studies have been conducted
on passive eavesdropping in CF massive MIMO
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systems. Xia et al. (2023) proposed an optimization
algorithm based on successive convex approximation
under the constraint of uplink and downlink trans-
mission power, which improves the security spectral
efficiency of non-colluding passive eavesdropping and
colluding passive eavesdropping.

1.2 Motivation

Some of the previous pilot allocation methods
have inherent defects. For example, the random al-
location algorithm has a poor ability to suppress pi-
lot contamination, and the performances of the tabu
search and K-means clustering algorithms depend
on the initial pilot allocation. The pilot allocation
method based on the minimum interference of the
main AP (Ngo et al., 2017) and the pilot method
based on the same pilot allocated to spatially sepa-
rated users (Chen et al., 2021) do not provide upper
limits for user service clusters. The method of mini-
mizing the number of public APs (Sarker and Fapo-
juwo, 2021) is difficult to determine the initial user
group in the dense deployment scenario. In addi-
tion, only the method proposed in Ngo et al. (2017)
is scalable, and other methods have limitations in
the application of large-scale access scenarios. More-
over, multiple eavesdroppers who can monitor the
channel individually (non-colluding eavesdroppers)
or share their eavesdropper information (colluding
eavesdroppers) pose a more serious threat to wireless
communication security (Yu et al., 2020; Choi and
Park, 2021), making the attack more effective (Mir-
mohseni and Papadimitratos, 2014). From the per-
spective of security, colluding eavesdroppers pose a
greater threat to system security, and thus it is more
valuable to study security under colluding eavesdrop-
pers. If there are multiple eavesdroppers in a network
with limited pilot resources, security design would be
more challenging.

1.3 Contributions

Aiming at the shortcomings in the application
of the above pilot allocation methods in CF massive
MIMO systems and the secure transmission prob-
lem under colluding eavesdropping, in this study, we
propose a scalable joint AP selection and pilot allo-
cation scheme, and ensure secure transmission by the
system by optimizing the transmission power. The
contributions of this study are as follows:

1. To address the inevitable pilot reuse prob-
lem, a scalable joint AP selection and pilot alloca-
tion scheme is proposed. Based on the AP selection,
the pilot with the minimum pollution is selected for
access users, and the transmission power of the pi-
lot is optimized to improve the accuracy of channel
estimation. The complexity of the optimization al-
gorithm does not increase with an increase in the
number of users; therefore, the proposed method is
scalable.

2. In this study, the security problem of multi-
eavesdropper colluding eavesdropping in a user-
centric CF massive MIMO system is studied for the
first time. To address the secure transmission prob-
lem, a secure transmission method based on par-
tial zero-forcing (ZF) precoding is proposed. The
closed-form expression of security spectral efficiency
under local partial ZF is derived, and the maximiza-
tion problem of security spectral efficiency based on
power allocation is established and solved by step-
wise approximation.

Notations: Bold indicates the vectors or matri-
ces. x∼CN (a, b) indicates that x is a complex Gaus-
sian random variable with a mean of a and variance
of b. (·)H represents the conjugate transpose. ‖·‖,
| · |, and E{·} represent the Euclidean norm, modu-
lus, and mathematical expectation, respectively. IN
represents the N -dimensional unit matrix.

2 System model

In this study, we consider a CF massive MIMO
scenario with colluding eavesdropping by multi-
ple eavesdroppers, where M APs (equipped with
multi-antenna, i.e., N antennas), K users (equipped
with single-antenna), and Ne passive eavesdroppers
(equipped with single-antenna) are randomly dis-
tributed within the coverage range, as shown in
Fig. 1. The channel between AP m and user k is
modeled by large- and small-scale fading as follows:

gm,k = βm,khm,k, (1)

where βm,k represents large-scale fading between AP
m and user k, which changes slowly depending on
whether the user moves, and hm,k ∼ CN (0, IN ) is
an independent Rayleigh fading channel. The eaves-
dropper channel is modeled in the same manner as
that for a legitimate user. The channel in the co-
herence interval is constant, the total transmission



Li et al. / Front Inform Technol Electron Eng 2024 25(4):500-512 503

Multiple antennas

AP

User

Backhaul link

Eve

Single 
antenna CPU

Colluding 
receiver

Fig. 1 System model diagram (AP: access point;
CPU: central processing unit)

is in the time division duplex (TDD) mode, and the
uplink and downlink channels have reciprocity.

3 Uplink channel estimation under pi-
lot constraints

We consider the channel estimation of non-
orthogonal pilots with pilot length τp < K in the
TDD mode. In the uplink channel estimation phase,
the user sends a pilot signal S = [s1; s2; . . . ; sK ] ∈
C

K×τp to the AP to estimate the channel, and the
pilot signal received by AP m is as follows:

ym =

K∑

k=1

√
τpPτkgm,ksk +Nm, (2)

where Pτk represents the pilot power of user k,
‖sk‖2 = 1, and Nm ∈ C

1×τp is the noise vector
whose elements satisfy the complex Gaussian dis-
tribution with independent identically distribution
Nm,k ∼ CN (0, σ2) with σ2 the noise power. The es-
timated channel by the minimum mean square error
(MMSE) is

ĝMMSE
m,k =

ŷH
m,kgm,k

|ŷm,k|2
ŷm,k

=
√
τpPτk

βm,k∑
j∈Φτp

τpPτkβm,j + σ2
ŷm,k,

(3)

where

ŷm,k =
√
τpPτkgm,k +

∑

j∈Φτp , j �=k

√
τpPτjgm,j

+Nm,ks
H
k

(4)

is the pilot-related signal of user k received by AP m,
and Φτp represents the user set with respect to τp.

ĝm,k ∼ CN (0, rm,kIN ) is the estimated channel of
gm,k, where the mean square value of the estimated
channel is

rm,k = |ĝm,k|2 =
τpPτkβ

2
m,k∑

j∈Φτp

τpPτjβm,j + σ2
. (5)

The channel estimation error is

g̃m,k ∼ CN (0, (βm,k − rm,k)IN ) .

In this study, a scalable method combining AP
selection and pilot allocation is proposed for pilot
reuse and AP selection under pilot constraints. The
proposed pilot allocation and AP selection method
solves the following three problems:

1. In a CF massive MIMO system, users far
away from the APs have a poor quality of service.
Therefore, the APs give up serving such users during
transmission, thus forming a user-centric CF massive
MIMO system.

2. In the pilot allocation of CF massive MIMO
systems, if only the impact of pilot pollution is con-
sidered and the size of the service APs is not limited,
system performance will be degraded (Chen et al.,
2021).

3. The channel estimation performance is im-
proved to satisfy the scalability of the system.

According to Eq. (5), the channel estimation
error of user k originates from the users who share
the same pilot frequency with user k, i.e.,

Im,k =
∑

j∈Φτp , j �=k

τpPτjβm,j + σ2. (6)

In a user-centric massive MIMO system, a user
is served by a part of APs, and the design of the pre-
coding vector in the downlink transmission is related
only to the estimated channel on those APs; only the
pilot pollution on those APs affects the transmission,
and this part of pilot pollution is called effective pi-
lot pollution. Therefore, pilot pollution can be con-
trolled by the user’s service APs; i.e., the impact of
pilot reuse can be reduced through AP selection.

Because the development of location-based ser-
vices has made it possible to obtain the exact lo-
cation of a user, a central processing unit (CPU)
can obtain the location information of a legitimate
user. The influence of non-orthogonal pilot channel
estimation originates from the contamination of the
same AP in channel estimation by users sharing the
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same pilot. To reduce this impact, it is necessary
to reduce the number of intersections on the service
AP between users who share the same pilot. In ad-
dition, according to a previous report (Alonzo et al.,
2019), using APs close to users to provide services
can reduce the impact of path loss on transmission
and improve transmission efficiency. Therefore, APs
close to each user requesting access were assigned
according to the distance between APs and users.
When the number of access users is smaller than
the number of orthogonal pilots, an orthogonal pilot
is assigned to the user. When the number of access
users is greater than the number of orthogonal pilots,
the pilot with the minimum effective pilot pollution
is assigned to the user. In this study, we propose
a method of joint pilot allocation and AP selection
based on the current AP clustering situation, where
the corresponding pilots are assigned to users.

To further suppress the impact of pilot contam-
ination and improve the accuracy of channel estima-
tion, the user’s normalized channel estimation error
is minimized by optimizing the user’s pilot power.
The normalized mean square error (NMSE) from
user k to AP m is as follows:

em,k =
|ĝm,k − gm,k|2

|gm,k|2
=
βm,k − rm,k

βm,k
. (7)

Then, the NMSE of user k is given by the fol-
lowing expression:

ek =
∑

m∈M(k)

βm,k − rm,k

βm,k
, (8)

where M(k) represents the service AP set of user k.
In this study, we propose minimizing the sum of the
channel estimation errors of all users who share the
APs with the requested access user k to reduce the
channel estimation error of the system. The opti-
mization formula is as follows:

min
Pτk

∑

k∈K(m)

ek

s.t.
∑

k∈K(m)

P 2
τk

≤ |K(m)|Pτ ,
(9)

where K(m) represents the user set of service AP m.
Here, the constraint is the total pilot power limit, and
Pτ is the pilot power of each user. First, the aux-
iliary variable u is introduced to rewrite the above

optimization formula as follows:

min
Pτk

, u

∑

k∈K(m)

∑

m∈M(k)

(
1− um,k

βm,k

)

s.t.

⎧
⎪⎪⎨

⎪⎪⎩

(C1) :
∑

k∈K(m)

P 2
τk

≤ |K(m)|Pτ ,

(C2) :
(√τpPτk

βm,k)
2

∑

j∈Φτp

τpP 2
τk

βm,j+σ2 ≤ um,k.

(10)

Because constraint (C2) is non-convex, it can be
rewritten using definition (a) as follows:

τpP
2
τk
β2
m,k

um,k
≤
∑

j∈Φτp

τpP
2
τk
βm,j + σ2

(a)
=
∑

j∈Φτp

τp
(
2P0Pτj − P 2

0

)
βm,j + σ2,

(11)
where (a) denotes the condition when x = x0 and
x2 = 2x0x− x20, and P0 = Pτj . The above optimiza-
tion problem can be rewritten as

min
Pτk

, u

∑

k∈K(m)

∑

m∈M(k)

(
1− um,k

βm,k

)

s.t.

⎧
⎪⎪⎨

⎪⎪⎩

(C2) :
τpP

2
τk

β2
m,k

um,k
≤ ∑

j∈Φτp

τp
(
2P0Pτj−P 2

0

)
βm,j

+σ2,

(C1).

(12)
The joint pilot allocation and AP selection method
is given in Algorithm 1.

The optimization of pilot power is based on pi-
lot allocation. For user k, the number of service
APs is limited. Similarly, the number of users served
by an AP is limited. We have |M(k)| = Λ, where
Λ is the maximum number of APs serving user k,
and the complexity of Eq. (8) is O(Λ). According
to Eq. (9), its complexity is related to the num-
ber of users served by each AP, and |K (m)| = V

where V is the maximum number of users served by
AP m. Overall, the complexity of the optimization
algorithm is O (V Λ); therefore, the complexity does
not increase with the increase of the number of users.

4 Downlink information transmission

In the downlink transmission phase, the AP
transmits downlink information to the user accord-
ing to the channel estimation information. The
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Algorithm 1 Joint pilot allocation and AP selection
method

1. Initialization: location information of users and
APs, maximum number of users served by an AP
V , maximum number of APs serving a user Λ, num-
ber of pilots τp, Pτk,0 = Pτ , k = 1, 2, ..., K, ek,0 =

∑

m∈M(k)

βm,k−rm,k

βm,k

∣
∣
∣
∣
∣
Pτk

=Pτk,0

, threshold ε

2. When k ≤ τp, the user’s service AP set M (k)

includes the Λ APs closest to user k, and the user is
assigned pilot τk to respond to user access
3. When k > τp, assign the service AP set M (k) to
user k according to step 2. If |K (m)| > V , select the
next closest AP to replace the current AP and assign
pilot τk = argmin

∑

m∈M(k)

Im,k to user k, finishing

accessing
4. Use the CVX toolbox to solve the optimization
problem (12)
5. Obtain the optimal pilot transmission power P ∗

τ ,

e∗k =
∑

m∈M(k)

βm,k−rm,k

βm,k

∣
∣
∣
∣
∣
Pτk

=P∗
τk

. If e∗k ≤ ek,0, ek,0 =

e∗k, P0 = P ∗
τ ; repeat step 2 until e∗k > ek,0. The

optimal pilot transmission power is P ∗
τ = P0

signal received by user k is as follows:

yd,k =

M∑

m=1

gH
m,kxm + nk, (13)

where gm,k ∈ C
N×1 is the channel between AP m

and user k, and nk ∼ CN (0, σ2
)

is the noise. Fur-
ther, xm =

∑K
k′=1

√
pm,k′wm,k′qk′ ιm,k′ is the signal

sent by AP m to all service users, where qk′ rep-
resents the signal sent to user k′, pm,k′ represents
the power sent by AP m, and wm,k′ ∈ C

N×1 is the
transmission precoding vector. Here, the expression

ιm,k′ =

{
1, m ∈ M (k′)
0, m /∈ M (k′)

(14)

indicates whether APm serves user k′. The user can-
not obtain the current accurate instantaneous value
but can receive only information through the average
value E

{
gH
m,kwm,k

}
of the channel. The signal re-

ceived by user k is represented as Eq. (15) (on top of
the next page), where term (1) is the user-expected
signal, which is the useful signal that the user ex-
pects to extract when receiving the signal with mixed
multi-user interference and noise, while terms (2)
and (3) are unrelated to the transmitted signal. Ac-
cording to Theorem 3 in Demir et al. (2021), the

signal-to-interference-plus-noise ratio (SINR) of the
received signal at the user is given in Eq. (16) (on
top of the next page).

Passive eavesdroppers remain silent next to le-
gitimate users and receive useful information from
them. The information received by an eavesdrop-
per is the leakage in the unexpected direction during
downlink transmission, which is expressed as follows:

yd,e′ =

M∑

m=1

gH
m,e′

K∑

k′=1

√
pm,k′wm,k′qk′ ιm,k′ + ne

=

M∑

m=1

gH
m,e′

√
pm,kwm,kqkιm,k

+

M∑

m=1

gH
m,e′

K∑

k′ �=k

√
pm,k′wm,k′qk′ιm,k′ + ne,

(17)
where ne is the white Gaussian noise of the
eavesdropper.

For an eavesdropper, the worst case is consid-
ered; in other words, the eavesdropper knows instan-
taneous channel state information. In this case, the
achievable rate of the eavesdropper is the ideal max-
imum; therefore, the security problem considered is
more reliable, and the SINR of the expected legiti-
mate user obtained by the eavesdropper is

Υk,e′=

E

{∣∣∣∣
M∑

m=1

√
pm,kιm,kg

H
m,e′wm,k

∣∣∣∣
2
}

K∑
k′ �=k

E

{∣∣∣∣
M∑

m=1

√
pm,k′ιm,k′gH

m,e′wm,k′

∣∣∣∣
2
}
+σ2

.

(18)

5 Performance analysis

According to Eqs. (16) and (18), the transmis-
sion power, user scheduling, and precoding mode af-
fect the system performance. To reduce the com-
plexity of the system, we optimize the transmission
power based on the given precoding vector to sat-
isfy the requirements of the system. The MMSE
precoding method considers not only multi-user in-
terference but also that the uncertainty of channel
estimation has the best performance; however, the
complexity of this method is high. We ignore the
uncertainty of channel estimation in exchange for
low-complexity operations, and local ZF precoding
is selected for data transmission (i.e., the APs use
the estimated channel of the served user to form a
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yd,k =E

{
M∑

m=1

√
pm,kιm,kg

H
m,kwm,k

}
qk

︸ ︷︷ ︸
(1)

+

(
M∑

m=1

√
pm,kιm,kg

H
m,kwm,k − E

{
M∑

m=1

√
pm,kιm,kg

H
m,kwm,k

})

︸ ︷︷ ︸
(2)

qk

+

M∑

m=1

K∑

k′=1, k′ �=k

√
pm,k′wm,k′qk′ιm,k′

︸ ︷︷ ︸
(3)

+nk. (15)

Υd,k =

∣∣∣∣E
{

M∑
m=1

√
pm,kιm,kg

H
m,kwm,k

}∣∣∣∣
2

K∑
k′=1

E

{∣∣∣∣
M∑

m=1

√
pm,k′ιm,k′gH

m,kwm,k′

∣∣∣∣
2
}

−
∣∣∣∣E
{

M∑
m=1

√
pm,kιm,kgH

m,kwm,k

}∣∣∣∣
2

+ σ2

. (16)

precoding vector for downlink information transmis-
sion). Therefore, the precoding vector used in this
study is as follows:

wm,k =
√
λm,kĝ

ι
m

(
(ĝι

m)Hĝι
m

)−1

ek, (19)

where λm,k is the normalization coefficient of pre-
coding, E

{
|wm,k|2

}
≤ 1, ĝι

m =
[
ĝι
m,1, ĝ

ι
m,2, . . . ,

ĝι
m,K

] ∈ C
N×K , and ek represents the kth column

of the unit matrix.
Because ZF precoding has a strong ability to

suppress unexpected directions, passive eavesdrop-
pers exhibit poor performance in this network. We
consider the security of a system based on the exis-
tence of multiple eavesdroppers. The eavesdroppers
cooperate to form a colluding eavesdropping envi-
ronment. When eavesdroppers receive the informa-
tion, they use the maximal ratio combining (MRC)
to process the information. Therefore, the SINR of
colluding to eavesdrop is considered to be the super-
position of the SINR of a single eavesdropper (Yang
et al., 2016):

ΥE =

Ne∑

e′=1

Υk,e′ . (20)

According to the supplementary materials, the SINR
of legitimate user k is

Υd,k=

∣∣∣∣
M∑

m=1

√
pm,kλm,kιm,k

∣∣∣∣
2

K∑
k′=1

M∑
m=1

pm,k′ιm,k′ (βm,k − rm,k)/λm,k′ + σ2

.

(21)

According to the precoding power limit, i.e.,
E {‖wm,k′‖} ≤ 1, we have

E

{
‖wm,k′‖2

}

=E

{∥∥∥∥
√
λm,kĝ

ι
m

(
(ĝι

m)Hĝι
m

)−1

ek

∥∥∥∥
2
}

=E

{
λm,k

(
(ĝι

m)
H
ĝι
m

)−1
}

=1.

(22)

Therefore, according to Theorem 2.10 in Tulino and
Verdú (2004), we have

λm,k = (N − |ιm|) rm,k, (23)

where |ιm| =
∣∣∣
∑K

k=1 ιm,k

∣∣∣ represents the number of
users served by AP m, and according to the supple-
mentary materials the SINR of legitimate users can
be rewritten as follows:

Υk,e′ =

M∑
m=1

pm,kιm,kβm,e′

K∑
k′ �=k

M∑
m=1

pm,k′ιm,k′βm,e′ + σ2

. (24)

The spectral efficiency of a legitimate user k is

Rd,k =
(
1− τp

T

)
log2 (1 + Υd,k) , (25)

where T represents the coherent time. The spectral
efficiency of the colluding eavesdroppers of user k is

Rd,E =
(
1− τp

T

)
log2

(
1 +

Ne∑

e′=1

Υk,e′

)
, (26)
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and the security spectral efficiency of user k is given
by

RE
k = [Rd,k −Rd,E]

+
, (27)

where [·]+ means that the result returns a positive
value. The reduction in complexity is a way to im-
prove system performance by comparing with the
way of optimizing precoding vectors. The complex-
ity of optimizing the precoding vector is O

(
M2K2

)
,

while the complexity of optimizing the power is
O (MK). Therefore, compared to optimizing the
complex precoding vector, optimizing the power will
bring lower complexity.

6 Transmission power optimization

For a multi-user system, its security depends
on the user with the lowest achievable security rate,
and we focus on the AP power distribution scheme
to maximize the minimum achievable security rate.
Therefore, the optimization problem is formulated
as follows:

max
P

minRE
d

s.t. (C1′) : ‖Pm‖2 ≤ Pt, (28)

where (C1′) refers to the transmission power limit
of AP m. This study optimizes the power based
on the equal power of each AP; i.e., the maximum
transmission power of each AP is Pt. To solve the
non-convex problem, we introduce new variables λk
and ψk first; the objective function is rewritten as
follows:

max
P

minλ

s.t.

⎧
⎪⎨

⎪⎩

(C2′) : log2
(
1 +
∑Ne

e′=1 Υk,e′
)
≤ ψk,

(C3′) : log2(1 + Υd,k)− ψk ≥ λk,

(C1′).

(29)

By introducing a new variable Tk,e′ , (C2′) can be
rewritten follows:

(C2a′) : log2

(
1 +

Ne∑

e′=1

Tk,e′

)
≤ ψk, (30)

(C2b′) : Υk,e′ ≤ Tk,e′ . (31)

∀t > 0, log2(1 + t) is concave according to the fol-
lowing first-order Taylor expansion:

log2(1 + t) ≤ log2(1 + t̄) + (t− t̄)
1

(1 + t̄) ln 2
.

(32)

Thus, constraint (C2a′) can be rewritten as follows:

log2
(
1+T̄k,e′

)
+

(
Ne∑

e′=1

Tk,e′−T̄k,e′
)

1

(1+T̄k,e′) ln 2

≤ψk.
(33)

Both the numerator and the denominator in (C2b′)
are quadratically convex, which can be solved by
an equivalent transformation. First, Υk,e′ can be
expressed as

Υk,e′ =
pkιkβe′

K∑
k′ �=k

pk′ιk′βe′ + σ2

=
xk,e′

yk,e′
,

(34)

where
⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

xk,e′ =
M∑

m=1
pm,kιm,kβm,e′ ,

yk,e′ =
∥∥ξe′I−k σ

2
∥∥2,

ξe′ = [ξ1,e′ , ξ2,e′ , ..., ξK,e′ ] ,

ξk′,e′ =
√
ιm,k′pm,k′βm,e′ (k

′ = 1, 2, . . . ,K),

and I−k represents the unit matrix of K × (K − 1),
because

xk,e′ =

M∑

m=1

pm,kιm,kβm,e′

≤
(

M∑

m=1

√
pm,kιm,kβm,e′

)2

= x′k,e′ .

(35)

Therefore, when x′
k,e′

yk,e′
≤ Tk,e′ , we have xk,e′

yk,e′
≤ Tk,e′ .

Because pm,k′ ≥ 2
√
p̄m,k′pm,k′ − p̄m,k′ (∀p̄m,k′ > 0),

we have

ξ2k′,e′ =

M∑

m=1

ιm,k′pm,k′βm,e′

≥
M∑

m=1

ιm,k′βm,e′
(
p̄m,k′

+ 2
√
p̄m,k′

(√
pm,k′ −√p̄m,k′

) )

=
M∑

m=1

ιm,k′βm,e′
(
2
√
p̄m,k′pm,k′ − p̄m,k′

)
.

(36)
When √

pm,k′ =
√
p̄m,k′ , pm,k′ = 2

√
p̄m,k′

√
pm,k′ −

p̄m,k′ ; at this time, x′
k,e′

y′
k,e′

≤ Tk,e′ , where y′k,e′ =
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K∑
k′ �=k

ξ2k′,e′ + σ2. We rewrite (C3′) through the proof

in the supplementary materials:

lg

(
1 +

|S|2
I

)

≥ lg

(
1 +

∣∣S̄
∣∣2

Ī

)
+ 2

S
∣∣S̄
∣∣

Ī ln 2

−
∣∣S̄
∣∣2

Ī ln 2
−
(
I + |S|2

) ∣∣S̄
∣∣2

(
Ī +
∣∣S̄
∣∣2
)
Ī ln 2

,

(37)

where S and I are auxiliary symbols for proofing the
formula. According to inequality (37), (C3′) can be
rewritten as

lg

(
1 +

∣∣S̄k

∣∣2

Īk

)
+ 2

S
∣∣S̄k

∣∣
Īk ln 2

−
∣∣S̄k

∣∣2

Īk ln 2
−
(
Ik + |Sk|2

) ∣∣S̄k

∣∣2
(
Īk +

∣∣S̄k

∣∣2
)
Īk ln 2

≥λk + ψk.

(38)

According to the above transformation, the opti-
mization problem can be summarized as

max
P

minλ

s.t.

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(C2a′) : log2(1 + T̄k,e′)

+

(
Ne∑
e′=1

Tk,e′ − T̄k,e′

)
1

(1+T̄k,e′ ) ln 2
≤ ψk,

(C2b′) :
(

M∑
m=1

√
pm,kιm,kβm,e′

)2/
Tk,e′

≤
K∑

k′ �=k

M∑
m=1

ιm,k′βm,e′
(
2
√
p̄m,k′pm,k′−p̄m,k′

)
+σ2,

(C3′) : lg
(
1 +

|S̄k|2
Īk

)
+ 2

S|S̄k|
Īk ln 2

− |S̄k|2
Īk ln 2

− (Ik+|Sk|2)|S̄k|2
(
Īk+|S̄k|2

)
Īk ln 2

≥ λk + ψk,

(C1′),
∀S̄k, Īk, p̄m,k, T̄k,e′ > 0,

(39)
where S̄k is the initial expected signal of legitimate
user k, Īk is the initial interference-plus-noise of le-
gitimate user k, p̄m,k is the initial power allocation
of AP m to user k, and T̄k,e′ is the initial SINR of
eavesdropper e′ eavesdropping on legitimate user k.
The initial values are optional. To reduce the num-
ber of iterations, all initial values are set under equal
power allocation in this study. The power allocation
algorithm is as shown in Algorithm 2.

Algorithm 2 Power allocation algorithm
1. Initialization: selecting an error tolerance ε > 0,
calculating the initial value under equal power distri-
bution p̄m,k = Pt/K, where

S̄k =

∣
∣
∣
∣
∣

M∑

m=1

√
p̄m,kιm,k (N − |ιm|) rm,k

∣
∣
∣
∣
∣

2

,

Īk =
K∑

k′=1

M∑

m=1

p̄m,k′ιm,k′ (βm,k − rm,k)

(N − |ιm|) rm,k
+ σ2,

T̄k,e′ =

M∑

m=1

p̄m,kιm,kβm,e′

K∑

k′ �=k

M∑

m=1

p̄m,k′ ιm,k′βm,e′ + σ2

.

2. Use the CVX toolbox to solve problem (39)
3. Obtain the optimized power allocation p∗m,k. If
MSEp ≥ ε, p̄m,k = p∗m,k; repeat step 2. Once MSEp <

ε, stop the iteration and output the optimal p∗m,k,
where

MSEp =
1

K

K∑

k=1

‖p̄k − p∗
k‖

7 Simulations, results, and discussion

In this section, we verify the feasibility and su-
periority of the proposed method using simulations.
Consider a multi-antenna AP CF massive MIMO
system, where the network coverage is a rectangu-
lar area with length and width of 1 km, antenna
height of 15 m, user height of 1.65 m, noise power
σ2 = −96 dBm, system bandwidth B = 20 MHz,
and carrier center frequency G = 2.4 GHz. The
number of pilot multiplexes is represented by t. The
path loss is calculated using the three-slope model
(Ngo et al., 2017):

βm,k [dB]

=

⎧
⎪⎨

⎪⎩

−35.7− 35lgdm,k + Fm,k, dm,k > d1,

−61.2− 20lgdm,k, d0 < dm,k ≤ d1,

−81.2, dm,k ≤ d0,

(40)

where d0 = 10 m and d1 = 50 m are the reference
distances, dm,k is the distance between AP m and
user k, and shadow fading Fm,k ∼ N

(
0, 82
)

exists
only when dm,k > d1.

Figs. 2 and 3 show the NMSE performance of
different pilot allocation algorithms under different
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pilot multiplexes, where

eNMSE =

K∑
k=1

E

{
|ĝk − gk|2

}

K∑
k=1

E

{
|ĝk|2
} . (41)

Reference schemes include pilot allocation
method based on the main AP (Björnson and
Sanguinetti, 2020), greedy pilot allocation algo-
rithm (Ngo et al., 2017), orthogonal pilot allocation
scheme, cluster-based pilot allocation method (At-
tarifar et al., 2018), and random allocation method
(Interdonato et al., 2019b). In the simulations, the
AP selection mentioned in Section 3 is used to further
verify the advantages of the proposed method. It can
be seen from Fig. 2 that in all the above schemes, the
orthogonal pilot allocation scheme and the random
allocation method act as the upper bound and lower
bound, respectively. In addition, the optimization
scheme proposed in this study is superior to the pi-
lot allocation method based on main AP, greedy pilot
allocation algorithm, and cluster-based pilot alloca-
tion method in terms of channel estimation accuracy.
Moreover, the proposed optimization scheme is (1)
better than the orthogonal pilot allocation scheme in
which all APs serve users and (2) close to the orthog-
onal pilot allocation method based on AP selection,
i.e., the upper bound of pilot allocation performance.

It can be seen from Fig. 3 that the channel esti-
mation error increases with the increase of the num-
ber of pilot multiplexes. This is because the larger
the number of pilot multiplexes, the smaller the av-
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F

0.050 0.10 0.15
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Orthogonal & APs
Proposed scheme
Orthogonal
Main AP
Greedy
Cluster-based
Random

0

Fig. 2 NMSE of different pilot assignment algorithms
with M = 100, N = 8, K = 40, and t = 2 (NMSE:
normalized mean square error; CDF: cumulative dis-
tribution function)

erage distance between users sharing the same pilot,
and the greater the impact of receiving the same pi-
lot interference. The pilot allocation algorithm pro-
posed in this study is almost close to the result of
obtaining perfect channel state information for the
case without pilot multiplexes.

The influence of the total AP number and user-
centric AP selection on the pilot estimation error is
shown in Fig. 4. This study adopts the local ZF
precoding method, and the precoding vector is re-
lated only to the number of users served by each AP;
only channel estimates on user-centric APs affect the
transmission performance. It can be observed from
the simulation diagram that the greater the total
number of antennas in the system, the better the
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Fig. 3 NMSE of different pilot multiplexes with M =

16, N = 8, and K = 4 (NMSE: normalized mean
square error; CDF: cumulative distribution function)
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Fig. 4 Influence of the total AP number and user-
centric AP selection on pilot estimation error with
N = 8, K = 40, and t = 5 (NMSE: normalized mean
square error; CDF: cumulative distribution function)
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channel estimation performance. By comparing the
purple curve with the red curve, it can be observed
that the user-centric AP selection has less loss in
terms of channel estimation error. By comparing
the purple curve with the yellow curve, we see that
the pilot estimation performance does not deterio-
rate significantly because the number of service APs
per user decreases.

From Figs. 5 and 6, we can see how the number
of APs impacts the minimum security rate and sum
security rate, respectively. The comparison schemes
are the equal power allocation scheme and the pro-
posed max–min power allocation scheme. The simu-
lation results show that with an increase in the num-
ber of APs, the minimum security rate and sum se-
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Proposed max–min PA, M=30
Equal PA, M=40
Proposed max–min PA, M=40
Equal PA, M=50
Proposed max–min PA, M=50

Fig. 5 Comparison of the minimum security rate un-
der different power allocation and AP selection strate-
gies with N = 12, K = 10, t = 5, and Ne=5 (CDF:
cumulative distribution function)
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Fig. 6 Comparison of the sum security rate under
different power allocation and AP selection strategies
with N = 12, K = 10, t = 5, and Ne=5 (CDF: cumu-
lative distribution function)

curity rate of the system are improved, and the pro-
posed max–min scheme is superior to the equal power
allocation scheme. In terms of sum security rate, the
max–min power optimization method is twice that
of the equal power allocation method. In terms of
minimum security rate, the probability that the min-
imum security rate of users in the system > 0 is 20%,
whereas the probability after optimization is 100%,
which implies that the max–min power optimiza-
tion method has obvious advantages in improving
the worst transmission by the system.

Figs. 7 and 8 compare the sum security spec-
tral efficiency and the minimum security spectral ef-
ficiency under different power optimization schemes,
respectively. The schemes are the equal power al-
location scheme, max–sum power allocation scheme,

Security spectral efficiency (bit/s/Hz)
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Fig. 7 Comparison of the sum security spectral ef-
ficiency with M = 50, N = 12, K = 10, t = 5, and
Ne = 5 (CDF: cumulative distribution function)
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Fig. 8 Comparison of the minimum security spectral
efficiency with M = 50, N = 12, K = 10, t = 5, and
Ne = 5 (CDF: cumulative distribution function)
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and the proposed max–min power allocation scheme.
The max–sum scheme changes the optimization ob-
jective of Eq. (28) to max

P

∑K
k=1 R

E
d . The simulation

results show that the proposed max–min power al-
location scheme can improve the worst security per-
formance of the system; however, it is inferior to the
max–sum power allocation scheme in terms of im-
proving the sum security spectral efficiency of the
system. This is because the scheme proposed in this
study attempts to ensure that each user is in a se-
cure transmission state as much as possible, and the
simulation conforms to the theoretical analysis.

8 Conclusions

In this paper, we have investigated the resource
allocation problem of a CF massive MIMO system
under the condition of colluding eavesdropping by
multiple passive eavesdroppers. First, given limited
pilot resources, a scalable pilot allocation scheme has
been proposed. Based on the user-service AP se-
lection, the pilot with the minimum pollution has
been selected as the access user, and the transmis-
sion power of the pilot has been optimized to improve
the accuracy of the channel estimation. To address
the situation of multiple colluding eavesdroppers in
the network, a secure transmission scheme based on
power allocation has been proposed. With the goal of
maximizing the minimum security spectral efficiency,
based on user scheduling, the power allocation at the
transmitter has been optimized to improve the secu-
rity of the system. Simulation results showed that
the proposed pilot allocation scheme can effectively
reduce the channel estimation error. Moreover, to
maximize the security spectrum efficiency, the pro-
posed scheme not only ensures safe transmission by
the system but also significantly improves the secu-
rity of the system.
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