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Abstract: The sixth-generation mobile communication (6G) networks will face more complex endogenous security
problems, and it is urgent to propose new universal security theories and establish new practice norms to deal with
the “unknown unknown” security threats in cyberspace. This paper first expounds the new paradigm of cyberspace
endogenous security and introduces the vision of 6G cyberspace security. Then, it analyzes the security problems
faced by the 6G core network, wireless access network, and emerging associated technologies in detail, as well as the
corresponding security technology development status and the integrated development of endogenous security and
traditional security. Furthermore, this paper describes the relevant security theories and technical concepts under
the guidance of the new paradigm of endogenous security.
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1 Introduction 2009).

. . . . The Chinese scientist Jiangxing WU first sum-
A paradigm is essentially a theoretical system . )
marized the development paradigm of cyberspace
security (Wu JX, 2022), pointing out that there

are three development paradigms of cyberspace se-

and a research framework, and it is a coordinate
frame of reference and a basic method for conducting
scientific research, establishing a scientific system,
and applying scientific ideas (Kuhn, 1996). In 2007,
Jim GRAY proposed to divide scientific research into
four types of paradigms in his speech “The Revolu-
tion of Scientific Method,” namely, observation and
discovery, analysis and induction, numerical simula-
tion, and use of massive, heterogeneous, and diverse
data resources to discover new scientific laws (Gray,

curity: the first paradigm is “the functional safety
development paradigm based on redundant config-
uration and voting;” the second paradigm is “the
security development paradigm based on encryp-
tion, authentication, and authorization” (Li HQ and
Li, 2001); the third paradigm is “the development
paradigm of network security based on detection
and analysis,” which includes three developmental
¢ Corresponding author stages: virus and Trojan killing stage (Zhang YS

Project supported by the National Key Research and  and Mi, 2003), software and hardware vulnerability
Declopment Prosrom of Chine (Now. 2020VEBISOUOT ot icpovery and repair stage (Manzuik et al., 2006),
of China (Nos. 61521003 and 61701538) and attack behavior feature perception and blocking
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challenge in the current high-intensity cyber con-
frontation environment: how to deal with unknown
cyber attacks based on unknown vulnerabilities,
backdoors, viruses, and Trojans without access to
prior knowledge? To this end, there is an urgent need
to develop a new paradigm of endogenous security in
cyberspace, which can effectively defend against “un-
known unknown” security threats (Wu JX, 2022).

Throughout the history of mobile communica-
tion security development, the first-generation mo-
bile communication (1G) basically had no security
measures, the second generation (2G) provided basic
information encryption and one-way authentication,
the third generation (3G) provided two-way authen-
tication, the fourth generation (4G) strengthened
network element authentication, and the fifth gener-
ation (5G) strengthened identity protection. These
systems consider mainly information security mea-
sures such as identity authentication, data encryp-
tion, and privacy protection, but do not pay suf-
ficient attention to cyberspace security protection
under high-strength cyberspace counterattack condi-
tions. The sixth-generation mobile communication
(6G) will achieve intelligent interconnection of ev-
erything and provide ubiquitous communication sup-
port (Yang P et al., 2019; Fettweis and Boche, 2021).
As a key support for the future digital world and
intelligent society, the 6G network security requires
in-depth planning and realization of broad functional
security while fully considering information security
requirements, so as to create a strong and reliable
digital connection base for the future society.

This paper first expounds the new paradigm
of endogenous security development in cyberspace;
afterward, based on the demand vision of 6G cy-
berspace security, it analyzes the security issues faced
by the 6G core network and the wireless access net-
work, in addition to the current security develop-
ment status; then, it presents the relevant security
theories and technical concepts under the guidance
of the new paradigm. Moreover, we analyze the de-
velopment of traditional security technology for mo-
bile communication and its effective integration and
supplementary enhancement with endogenous secu-
rity technology; we further discuss how to effectively
deal with new security threats caused by emerging
enabling technologies and how to use emerging en-
abling technologies to enhance endogenous security.

2 New paradigm of cyberspace endoge-
nous security

The lexical meaning of “endogenous” is that in
a system or a model, there are factors (or vari-
ables) that are interdependent or entangled with
each other. Unlike embedded or built-in factors, only
those factors that cannot be separated from a system
or a model can be called endogenous. Endogenous
security refers to the quantifiable, designable, verifi-
able, and measurable security function obtained by
using endogenous effects such as the system’s own ar-
chitecture, function, and operating mechanism. It is
not built in or embedded in the existing technologies
but provides endogenous security capabilities to deal
with known and unknown security threats by design-
ing security structures. The development paradigm
of cyberspace endogenous security has been proposed
by Wu JX (2018b, 2020a, 2020b, 2022), whose objec-
tives are to develop an endogenous security theory
and technology system that does not rely on prior
knowledge, such as vulnerability backdoor discov-
ery and attack feature analysis, to establish a set
of practical norms to effectively solve the common
problems of endogenous security in cyberspace, and
to provide an innovative dynamic heterogeneous re-
dundancy (DHR) structure, providing quantifiable
design and verifiable metrics of cyberspace security
and safety capabilities, which can effectively prevent
“unknown unknown” security threats that are un-
known cyberspace attacks caused by unknown vul-
nerabilities, backdoors, viruses, and Trojans without
access to prior knowledge for the defender.

2.1 DHR structure

The DHR structure is the backbone of 6G com-
munication security, functional safety, and supply
chain security. As shown in Fig. 1 (Wu JX, 2020b),
the DHR structure includes an input agent, a func-
tionally equivalent heterogeneous executor set, a
strategy ruler, an output agent, and a negative feed-
back controller. The input agent distributes the in-
put sequence to multiple functionally equivalent het-
erogeneous executors and performs strategy ruling
on the output vector processed by the executor; the
strategy ruler judges the compliance of the content
of the output vector; the negative feedback controller
is activated when an undesired ruling state is found,
and the differential mode output executor is replaced



Ji et al. / Front Inform Technol Electron Eng 2022 23(10):1421-1450

parameters

Ruling s i
pm trategy ruling —l Control

| ‘ Reconfigurable executor M ‘
|

C ‘
| ‘ Reconfigurable executor 2 ‘ |
\ [
|
I

‘ Reconfigurable executor 1 ‘ |

Service Service

request

T

Output selection

Input agent

Control
parameters

Feedback controller

Control
instructions

parameters

Fig. 1 Dynamic heterogeneous redundancy (DHR)
structure model (Wu JX, 2020b)

and cleaned. This multi-dimensional dynamic recon-
figuration feedback operating environment based on
iterative ruling facilitates defense by the heteroge-
neous fault-tolerant mechanism against any indepen-
dent human trial-and-error or blind attack, and the
feedback control loop causes the “uncertainty effect”
under the condition of functional equivalence in the
heterogeneous redundant environment (Liu LS et al.,
2009).

The uncertainty effect of quantum physics can
render human trial-and-error or blind attack on the
mechanism ineffective. Mimicry of the biological
world can produce defense fog to improve the defense
capabilities of the system. Inspired by the above phe-
nomenon, the inherent randomness, diversity, and re-
dundancy of the DHR structure can produce similar
uncertainty effects of quantum physics and mimicry
of the biological world. Therefore, we can simultane-
ously deal with the “dark function based man-made
attacks” and failures caused by random failures of
software and hardware relying only on mechanisms
such as heterogeneous configuration, policy ruling,
feedback control, and multi-dimensional dynamic re-
configuration, without external prior knowledge or
additional defensive measures. In other words, the
DHR structure can provide generalized functional
safety (safety & security) by integrating functional
safety (safety) and information security (security)
and can provide a practice norm against general un-
certain disturbances.

2.2 Endogenous security mechanism of the
DHR structure

As shown in Figs. 2 and 3, the general uncertain
disturbance based on the common endogenous secu-

response
T -
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rity problem can be transformed into the “differential
mode or common mode” disturbance problem within
the structure by the endogenous security mecha-
nism of DHR. Adjusting redundancy, heterogeneity,
comparison length, closed-loop response time, rul-
ing strategy, and feedback function can quantify and
control the common mode escape probability and du-
ration. Therefore, the endogenous security technol-
ogy based on the DHR structure can transform an
“unknown unknown security threat” into a “known
unknown security threat” through the rediscovery
of “true relatively axiom.” In theory, all differen-
tial mode disturbances can be detected and dynam-
ically prevented or corrected (Wu JX, 2020b, 2022).
Moreover, with the help of the adjudication-based
feedback control mechanism, it is exponentially diffi-
cult to attempt to form a coordinated attack escape
through heterogeneously unstable attack surfaces,
and the escape probability of general uncertain dis-
turbances in the common mode form within the ar-
chitecture can be controlled within the set threshold.
Endogenous security technology based on the DHR
structure provides a new development paradigm with
quantifiable design and verifiable metrics for the ef-
fectiveness of cyberspace security defense (Wu JX,
2022).

The new paradigm of endogenous security in
cyberspace can prove from the theoretical and
methodological perspectives that the contradictions
of “openness and security, advanced and reliability,
autonomy and trustworthiness, and functional safety
and cyberspace security” can be highly unified within
the scope of the endogenous security theory and
methodology, which will become an important route
to effectively solve cyberspace security problems.

3 Demand vision for 6G cyberspace
security

Although the global 5G network is still in the
early stage of commercial use, the global competition
on 6G scientific research to meet the future network
needs after 2030 has begun. What deserves special
attention is that in the current initial discussions
on 6G vision, requirements, and key technologies in
various countries around the world, security has re-
ceived extraordinary attention.
institutions, operators, and communication equip-
ment manufacturers have released white papers one

Scientific research
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after another, proposing their own visions for 6G cy-
berspace security. The United States, the European
Union (EU), China, and other countries and organi-
zations have begun to deploy 6G cyberspace security
research projects.

The Chinese government and research institutes
are the first in the world to put forward the vision
of 6G endogenous security. On one hand, facing the
core requirement that 6G will provide key services
for a world where humans, machines, and things are
highly integrated, new expansions are made to the
connotation and extension of mobile communication

security, and 6G security is required to pay atten-
tion to the generalized robust control and general-
ized functional safety of 6G networks based on tradi-
tional information security, including confidentiality,
integrity, availability, and privacy protection (Wu
JX, 2022). On the other hand, facing the mission
assurance requirements of 6G under high-intensity
and complex network conditions, it is necessary to
break the traditional mobile communication devel-
opment paradigm of technical performance streaking
and supplementary security measures. At the begin-
ning of 6G design, innovative theories and technical
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frameworks should be used to explore the new devel-
opment paradigm that supports the integration of
network communication and cyberspace safety and
security as the two wheels driving 6G forward.

The United States, Europe, and Japan have also
listed generalized security concepts, such as security,
resilience, and dependability, as the core vision and
early-launched projects of 6G. The National Science
Foundation of the United States launched the Re-
silient and Intelligent Next-Generation (NextG) Sys-
tems (RINGS) program for NextG network systems
(including 6G cellular, future versions of wireless fi-
delity (Wi-Fi), and satellite networks) (NSF, 2021).
The RINGS charter points out that “NextG Systems
are a Game Changer.” It focuses on the development
of network resilience, including security, adaptabil-
ity, autonomy, and reliability. At the same time, in
its project guidelines, it is mandatory for applicants
to carry out collaborative and integrated innovation
of two-wheel drive for NextG-oriented enabling tech-
nology groups (wireless, spectrum, and network) and
elastic technology groups (security, adaptive, and au-
tonomous), and applications for single-wheel drive
are not, accepted.

The North American Next G Alliance officially
released the 6G roadmap report (Next G Alliance,
2022), proposing the first 6G vision in North Amer-
ica, the six goals of which are: (1) trust, security,
and resilience; (2) enhanced digital world experience;
(3) cost-effective solutions (covering all aspects of
the network architecture including devices and the
wireless network); (4) distributed cloud and com-
munication systems (built on virtualization technol-
ogy); () artificial intelligence (AI) native wireless
networks (to enhance the robustness, performance,
and efficiency of wireless and cloud technologies);
(6) sustainability (fundamentally changing the way
electricity supports communications and computer
networks, while enhancing the role of information
technology in protecting the environment, with the
goal of achieving carbon neutrality by 2040 (Next G
Alliance, 2022).

On January 1, 2021, the EU launched its 6G re-
search project “Hexa-X” (Hexa-X, 2020), which pro-
poses new network architecture paradigms and aims
to develop the overall vision of 6G, identifying six
major research challenges, including the following:
(1) connecting intelligence transforming AI/machine
learning (ML) technology into an important and

1425

trusted tool to improve efficiency and service ex-
perience; (2) multinetwork aggregation, aggregating
multiple types of resources (including communica-
tions, data, and AI processing) for optimal connec-
tivity at different scales; (3) sustainability, realizing
energy savings and consumption reduction and pro-
moting sustainability from the perspectives of en-
vironment, economy, and society; (4) global service
coverage; (5) extreme experiences, including perfor-
mance indicators such as connection speed, delay,
and bandwidth capacity; (6) trustworthiness of 6G,
ensuring the confidentiality and integrity of end-to-
end communications and guaranteeing data privacy,
network operational resiliency, and security (Hexa-
X, 2020).

In June 2020, the “Society 5.0” was proposed
in the Beyond Fifth-Generation (B5G) Promotion
Strategy & 6G Development Roadmap released by
the Ministry of Internal Affairs and Communications
of Japan (MIC, 2020). It believes that the 2030
society vision is to achieve a dependable, inclusive,
and sustainable society. The application scenarios
of B5G/6G need to include ultra-enhanced mobile
broadband (ultra-eMBB), enhanced ultra-reliable
and low-latency communication (eURLLC), and
ultra-massive machine-type communication (ultra-
mMTC), and need to achieve ultra-low power con-
sumption, autonomy, scalability, ultra-security, and
resiliency (MIC, 2020).

Therefore, in the 6G era, security must be con-
sidered to be as important as communications, net-
works, and energy efficiency at the beginning of
the system design. The simultaneous improvement
and optimization of multiple performance objectives,
such as communication, security, energy consump-
tion, service, and efficiency, must be considered.
The future network should be resilient, secure, pri-
vacy preserving, safe, reliable, and available under all
circumstances; we must take generalized functional
safety (safety, adaptability, autonomy, and reliabil-
ity) as the bottom layer of the network architecture,
establish an endogenous security model, and design
the endogenous security network architecture of the
next-generation communication network, as shown
in Fig. 4.

The characteristics of 6G, such as network
openness and integration, heterogeneous coexis-
tence, ubiquitous interconnection, and intelligent
reconstruction, pose comprehensive challenges to
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cyberspace security. It is urgent to combine secu-
rity with network architecture and service design;
6G wireless transmission will be enhanced and evolve
around ultra-high speed, ultra-wide coverage, ultra-
large connections, ultra-low latency, ultra-high reli-
ability, ultra-accurate positioning, and ultra-low en-
ergy consumption. In 6G, mobile communication
and Al will develop together in a relationship of
mutual intersection, mutual coordination, and mu-
tual empowerment. The 6G network will support
broadband full service and the Internet of Every-
thing, as well as provide higher speeds, more connec-
tions, more reliable networks, and a broader cover-
age. Moreover, its interactive forms are more inte-
grated and intelligent, and its network architecture
and services are more secure and credible.

From the perspective of the long-term develop-
ment trend of technology, 6G can be guided by the
new paradigm of endogenous security development
in cyberspace; it will consider the security of the un-
derlying network and the upper application services
as a whole, explore the endogenous security mech-
anism starting from the common native attributes
of broad functional security and green communica-
tion network, build the endogenous security practice
specification of communication and security integra-
tion, break the traditional paradigm of bare techni-
cal performance and security measures patch, and
provide theoretical and technical supply for the con-
struction of endogenous security 6@G, resilient 6G,
and trustworthy and scalable 6G.

Considering the possible architecture and char-
acteristics of 6G networks, the following sections
specifically give the potentially promising security
theories, practice norms, and security technologies
of the core network and wireless access network, as
well as the integration mechanism of endogenous se-
curity, traditional security technology, and emerging
enabling technology, under the guidance of the new
paradigm of endogenous security.

4 Discussion on endogenous security
for 6G core networks

The significant development trend of 6G net-
work architecture is a more simplified design, a com-
bination of centralized and distributed control, and
ubiquitous access. The network architecture is more
open and the network elements are more diverse,
which brings network security risks and threats that
are more difficult to identify and control, as well as
unknown unknown attacks that are more difficult to
prevent (Research Institute of CMC, 2020). In addi-
tion, the 6G network architecture shows the develop-
ment characteristics of network of networks (Hexa-X,
2020), access-network-level and core-network-level
multimodality has become the main development
trend, and ‘“customizable scenario” has become a
key demand for interconnection. To address these
trends, we need to study the endogenous security
features of 6G core networks and provide new ideas
for 6G core network development.
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4.1 Major security problems faced by 6G core
networks

The 6G core network is expected to face at least
three main types of problems, as follows:

The first type is the security problems caused by
the backdoor of software and hardware vulnerabili-
ties in the context of deep integration of the 6G cloud
and the network. Unlike the 5G core (5GC) network,
which is simply moved to the cloud at this stage, the
6G core network will adopt a “cloud-native + mi-
croservice” architecture design. In the future open
network environment, 6G core network functions will
face two security threats: (1) The open-source soft-
ware platform makes it difficult to avoid loopholes
caused by defects and errors in design and imple-
mentation; Seventy-five percent open-source code li-
braries have security vulnerabilities, 49% of which
are high-severity vulnerabilities (Synopsys, 2020).
When a security problem occurs in open-source soft-
ware, other open-source software that depends on it
will be affected. This layer-by-layer dependency cre-
ates a very hidden and complex attack surface. (2) In
the context of globalization of the information tech-
nology industry, it is impossible to achieve complete
autonomy, control, security, and credibility at the
supply chain level for any country, and it is difficult
to avoid the problem of “being backdoored.” There-
fore, after the 6G network function is softwareized,
it is necessary to focus on solving security problems,
such as malicious attacks and information extraction
initiated by attackers using software design vulner-
abilities, and on how to suppress preset backdoors
from taking effect through network structure design
when network functions are untrusted.

Second, we come to the functional security is-
sues brought about by the trend of mobile core net-
In the 5G/6G era, operators
and equipment providers must pay special attention
to functional safety, such as the reliability and sta-
bility of the core network. On one hand, from the
perspective of the entire development history of the
core network, network cloudification naturally brings
great challenges to the reliability and stability of the
core network. Since more and more mobile com-

work virtualization.

munication network operators have chosen to deploy
cloud-based core networks based on network func-
tion virtualization (NFV) after 2015, “black swan”
events have occurred frequently and are significantly

more than in the era of traditional core networks. On
the other hand, network cloudification is continuing
to deepen. Currently, the core network construc-
tion of operators is in the stage of optimization from
virtualization to resource pooling, i.e., from “cloud-
ready” to “cloud-native.” It is expected that, in this
process, operators and equipment providers will face
more and more challenges in ensuring the reliability
and stability of the core network.

Third, the single Internet protocol (IP) system
will restrict the transmission performance of the 5G
network in many aspects. At present, the 6G net-
work user plane supports only IP-based routing and
addressing, and it is difficult to meet the differenti-
ated performance requirements of different applica-
tion scenarios, such as the Internet of Things (IoT),
industrial Internet, and satellite Internet, at the
same time in actual use. For example, time-sensitive
applications, location-sensitive applications, termi-
nal power-limited applications, and other complex
services pay more attention to the efficiency of net-
Faced with the
above requirements, the solutions given by the ex-
isting IP-based network architecture, such as virtual
private network, network slicing, and edge comput-
ing, can serve only as a transition, which cannot
fundamentally solve the problem. In the 6G era,
there is an urgent need to break through the single-
bearer technology development model of traditional
networks, form a diversified network technology de-
velopment paradigm that meets the needs of diversi-
fied vertical industries, and realize flexible and cus-

work delay and operating power.

tomizable information exchange through scenario-
customizable interconnection technology. Polymor-
phic networks rely on abundant computing, storage,
interconnection, transmission, and other resources to
create a full-dimension definable network technology
system and provide a technical environment for the
unified bearing of multiple network systems (Wu JX
and Hu, 2021). The above features are naturally in
line with the data transmission requirements of the
6G network and are very suitable for building the
user plane of the 6G core network.

4.2 State of 6G core network security and the
polymorphic network

Against the background of the complex global
industrial chain, all parties have paid great atten-
tion to network security in the development of 6G.
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Domestic and foreign scientific research institutions,
operators, and communication equipment manufac-
turers have released white papers one after another,
proposing their visions for 6G network security. The
United States, the EU, China, and other countries
and organizations have also begun to lay out 6G net-
work security research projects.

4.2.1 State of 6G core network security

1. Related works abroad

6G will support a variety of critical and per-
sonalized services in multiple application areas, in-
cluding education, transportation, public health and
security, and defense, making socioeconomic devel-
opment even more dependent on the high availabil-
ity, security, and reliability of such network systems.
Current tools and techniques for network system de-
sign have not yet addressed network resilience in a
comprehensive, integrated manner, resulting in un-
predictable behavior due to various factors, such as
security breaches, erratic updates, and incorrect sys-
tem configurations. For this reason, many foreign
scientific research institutions and equipment manu-
facturers have focused on research into the 6G elastic
network. Governments and scientific research insti-
tutions in various regions, such as the United States,
Europe, and Japan, have also listed generalized se-
curity concepts, such as security, resilience, and de-
pendability, as the core vision for the list of early-
launched projects of 6G. In addition, traditional se-
curity research works on topics such as privacy pro-
tection and security and trustworthiness are contin-
uously evolving.

The National Science Foundation (NSF) of the
United States launched the RINGS program for
NextG network systems. The goal is to design NextG
network systems from a different perspective with
“resilience” as a primary consideration while pursu-
ing superior performance. Resiliency enables net-
work systems to adapt and recover quickly in the
face of malicious attacks, component failures, and
natural /man-made outages. The proposed poten-
tial technologies are as follows: (1) composable and
programmable security; (2) zero-trust security; (3)
formal verification of protocol implementation; (4)
end-to-end slice security (NSF, 2021).

The Oulu University in Finland is one of the
first universities to carry out 6G research. In March
2019, the Oulu University hosted the world’s first

6G summit in Levi, Finland, and released the 6G
security white paper “6G White Paper: Research
Challenges for Trust, Security and Privacy” in June
2020, proposing to build a trustworthy 6G system,
including the requirements of trust, security, and pri-
vacy (Ylianttila et al., 2020). Potential technologies
proposed are software and Al-defined security.

Samsung has put forward the following require-
ments for the trustworthiness of 6G systems (Sam-
sung, 2020): (1) a hardware-based security environ-
ment that provides secure operation and credential
protection of software codes; (2) security by design to
ensure that any hardware/software can be trusted,;
(3) increased transparency to ensure that the sys-
tem recognizes how and when Al systems access any
code, training data, etc. that are related to personal
information; (4) provision of mechanisms to safely
use user data and guarantee its privacy.

In the 6G security white paper “Security and
Trust in the 6G Era,” Nokia Bell Labs pointed out
that 6G networks should have three characteristics:
resilient network, privacy protection, and trustwor-
thiness. This paper breaks down security-enabling
technologies into the following categories:
sive AI/ML, automated software creation, privacy-
preserving technologies, and distributed ledgers.

perva-

Foreign academics have conducted in-depth re-
search on the security requirements and challenges
of 6G networks, focusing on key technologies such
as security and trustworthiness, privacy protection,
and AI/ML security.

The 6G network will build a human-centered
intelligent service network, and network intelligence
requires the support of a large amount of user data.
Finding a balance between providing high-precision
service and protecting user privacy will be a chal-
lenge (Porambage et al., 2021). Nguyen et al. (2021)
believed that there are three main ways to achieve
data privacy protection: reducing identity links in
data collection, enhancing secure data storage, and
controlling data sharing and use. Ziegler et al. (2021)
summarized the key technologies of privacy protec-
tion in the 6G era, including multilateral computing,
federated learning, blockchain, new lightweight en-
cryption algorithms, homomorphic encryption (HE),
and differential privacy (Synopsys, 2020).

Software vulnerability is one of the root causes
of security problems in today’s network and infor-
mation technology systems, so it is very necessary to
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establish a secure and trusted 6G network environ-
ment. As pointed out earlier (An et al., 2021), 6G
will be used to support vertical industries; therefore,
customizable, provable, and measurable trustworthi-
ness and security are essential features that it must
One of the paradigm shifts of 6G networks
is the transition from security to multilateral trust.
The new 6G network system should support native
trustworthiness and achieve end-to-end security and
trustworthiness. Embedding trust in 6G networks

have.

will include the following key properties (Nguyen
et al., 2021): maintaining the value of information
sharing while preventing false/misbehaving sources,
ensuring that the possibility of any malicious event
is extremely low, and avoiding single point of failure.
At the same time, it is pointed out that security-
enabled technologies, such as blockchain, distributed
ledgers, and zero trust, play an important role in
building a secure and credible 6G network.

AI/ML will be used for services across 6G se-
curity architectures, processes, and technology do-
mains. Nguyen et al. (2021) believed that AT/ML
can play three roles in 6G security: defender, at-
tacker, and breach. Although AI/ML has great po-
tential in enhancing cybersecurity, the introduction
of AI/ML in 6G also brings new threats. On one
hand, AI/ML algorithms lack interpretability and
trustworthiness. A large amount of training data, as
well as their own vulnerabilities, makes them vulner-
able to attacks, such as poisoning attacks, reverse at-
tacks, adversarial attacks, and inference attacks. On
the other hand, AI/ML can be used as a 6G attack
tool to achieve more complex calculations and unex-
pected attacks, such as using deep learning to ana-
lyze Wi-Fi channel state information in high-density
environments. Thus, how to make full use of AI/ML
to ensure the privacy and security of 6G networks is
also a difficult problem.

2. Related domestic works

The traditional mobile communication secu-
rity method adopts a superimposed passive security
mechanism, and security and communication have
formed a pattern of mutual separation, which can no
longer resist the potential ubiquitous attacks and un-
certain security risks of the future 6G network. For
this reason, many domestic scientific research insti-
tutions have pointed out that it is necessary to break
the inertial thinking of traditional patching or addi-
tional security technology research and development

and to explore the endogenous safety and security
mechanism integrating security and communication.

The IMT-2030 (6G) Promotion Group released
the “6G Network Security Vision Technology Re-
search Report” (IMT-2030 (6G) Promotion Group,
2021). Starting from the driving force of devel-
opment of 6G security, by analyzing typical 6G
scenarios and their security requirements, it pro-
posed “active immunity, elastic autonomy” 6G se-
curity, and a vision of “virtual symbiosis, ubiqui-
tous collaboration;” it further outlined key security
technologies, including Al security, blockchain secu-
rity, lightweight access authentication, wireless phys-
ical layer security, software-defined security, data se-
curity, and encryption algorithm enhancement and
other technologies.

China Mobile proposed five major features of
the future 6G network: on-demand service, simplic-
ity, flexibility, endogenous intelligence, and endoge-
nous security (Research Institute of CMC, 2020).
The endogenous network of 6G security monitors the
security status in real time, predicts potential risks,
and combines attack resistance with the prediction of
dangers, thereby realizing intelligent endogenous se-
curity, i.e., “risk prediction, active immunity.” China
Unicom pointed out that the security and trustwor-
thiness of the 6G network includes two aspects, se-
curity and trustworthiness, and based on the exter-
nal network security model of the 5G network, it
emphasizes endogenous security and trustworthiness
(Research Institute of CMC, 2021).

Wu JX (2022) put forward new theories and new
methodologies to solve the common problems of en-
dogenous security in cyberspace and the “unknown
unknown” security threats. The new paradigm of
endogenous security development contributes a repli-
cable successful template for the field of cyberspace
security and the new-generation information tech-
nologies such as 6G. ZTE Corporation et al. (2021)
visualized the 2030+ network architecture, described
the 2030+ network endogenous security vision based
on the architecture, and put forward a unified defini-
tion of network endogenous security; they proposed
the initial network endogenous security requirements
and envisaged three developmental stages. As has
been pointed out (CICT Mobile Communication
Technology Co., Ltd., 2021), the traditional secu-
rity trust model can no longer meet the security
requirements of 6G networks. The new-generation
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communication services, such as 6G’s intelligent con-
nection of all things and sensory communication, re-
quire the provision of a multi-party and cross-domain
security-and-trust system, which can support not
only centralization but also the coexistence of multi-
ple trust models of decentralization and distribution.

The domestic academic community has con-
ducted in-depth research on the security threats, se-
curity vision, and security architecture of 6G net-
works, and has focused on key technologies such
as endogenous security, software-defined security,
blockchain, and zero trust.

It is difficult to ensure the security-embedded
requirements of 6G itself in the traditional plug-
in network security mechanism, and redesigning of
the security protocols and mechanisms from the per-
spective of network architecture, apart from inject-
ing the endogenous security mechanism of “cohesion
and governance” and “self-reliance” genes into the
6G network, has been proposed (Liu Y and Peng,
2020). The endogenous security architecture and
key technologies of 6G network are expounded. The
architecture is divided into access-side security and
network-side security. Access-side security is gov-
erned by “cohesion” to achieve “gatekeeper” secu-
rity for the 6G endogenous security network. The
security of the network domain provides the secu-
rity and stability of the network from the inside out,
which is an important aspect of “self-reliance;” key
technologies include identity authentication technol-
ogy, access control technology, communication se-
curity technology, and data encryption technology.
Su et al. (2022) proposed a 6G security construc-
tion idea based on internal security capability con-
struction, and designed a 6G endogenous security
architecture, including the security capability layer,
security policy controller, security intelligence cen-
ter, security management center, collaborative trust
consensus facility, orchestration capability, and Al
capability. The architecture is based on the net-
work’s built-in security capabilities, with trust con-
sensus mechanism as a link, and intelligent collab-
orative technology as a means to form the security
architecture and the operation mechanism of active
immunity, trust consensus, and collaborative flexi-
bility. Zhang CL et al. (2021) summarized the vision
and core technologies of 6G networks and described
the possible security problems and challenges in 6G
networks based on this approach. Then, according
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to the current state of the technologies, the solu-
tions to these security problems were summarized,
and the security model for 6G networks was dis-
cussed therein. Liu GR et al. (2021) built a software-
defined 6G security architecture, which can form dif-
ferentiated, definable, and rapidly deployable native
security capabilities to achieve efficient linkage and
synergy among security capabilities, business links,
and customer needs. Gao et al. (2021) proposed a
6G network security vision from the aspects of en-
dogenous security, elastic security, context-aware se-
curity, multi-dimensional data security, and evalu-
able security. Other works (Dai et al., 2020; Jiang
et al., 2020; Nie et al., 2020; Wang et al., 2021) stud-
ied the application of blockchain in 6G, including
data sharing and storage, privacy protection, data
tracking, identity authentication, and information
supervision.

In addition, as the mobile core network contin-
ues to transfer from the closed network to the open
network, security requirements are changing from
strong trust to weak trust or zero trust. The appli-
cation scenarios, technical forms, network environ-
ment, and regulatory requirements of 6G networks
will undergo profound changes, which will change
the original trust relationship, network boundaries,
and threat models. Prior work (Liu JH, 2020; CCSA,
2021) has examined the mobile network security re-
quirements and architecture from the perspective of
zero trust, carried out technical research on the ap-
plication of zero-trust security in mobile networks,
analyzed the needs of mobile network security, and
studied the solutions and key technologies to meet
zero-trust security to meet the requirements of mo-
CCSA (2021)
analyzed different objects such as bGC service-
based interface (SBI), N32 (reference point between
two SEPPs) interface, multi-access edge computing
(MEC) capability open interface, non-service-based
interface, network management interface, and MEC

bile network security development.

scenario one by one. Focusing on the service based
architecture (SBA) scenario, CCSA (2021) pointed
out that other zero-trust security technologies can be
used for reference to better meet the requirements of
zero-trust security. It is recommended to enhance
the following aspects: (1) refinement of the access
policy to ensure least privilege access; (2) network
layer dynamic whitelist; (3) single-packet authenti-
cation (SPA), hidden service entrance; (4) moving
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target defense, changing the attack surface of the
server; (5) traffic detection and visualization; (6)
continuous security assessment, security rating, and
security management of the whole life cycle.

4.2.2 State of the polymorphic network

Inspired by the ecological theory of diversified
species in species evolution and considering the di-
versified development trend of the current network
technology system, Prof. Jiangxing WU proposed
the fourth network development paradigm, to han-
dle the problems of rigid structure, single IP bearer,
and difficulty in suppressing unknown threats in the
existing network architecture. In this paradigm, the
network technology system and the supporting envi-
ronment are separated (Wu JX and Hu, 2021). The
Fourth Paradigm aims to break the traditional net-
work development paradigm, either by adaptive evo-
lution under the current rigid network architecture
or by using a new rigid architecture as a step-by-
step replacement methodology. The methodology
of this paradigm is called a research status envi-
ronment, being an integrated network support en-
vironment based on full-dimension definable tech-
nologies, which are symbiosis, coexistence, dynamic
concurrency, evolution, and integration. It can not
only ensure the self-sustaining development of var-
ious services and network technology systems but
also realize the intelligent, efficient, and secure inte-
grated deployment and management of polymorphic
networks; it has a full-dimension definable physi-
cal environment and ecological environment that are
not related to specific network systems and related
services.

Wu JX (2018a) analyzed the endogenous secu-
rity of a polymorphic network, seeking to solve the
basic security problem from the perspective of “struc-
ture determines security;” moreover, Wu JX (2018a)
believed that the endogenous security effect in a
polymorphic network is achieved through the techni-
cal architecture based on generalized robust control.
The architecture embodies the endogenous security
effects of software and hardware systems formed by
a generalized robust control architecture. Hu et al.
(2019) elaborated the endogenous security architec-
ture of a polymorphic intelligent network in more
detail. According to the concepts of “structure de-
termines security” and “system is greater than the
sum of parts,” it is believed that an endogenous se-

curity structure based on DHR should be implanted
in polymorphic intelligent networks. Based on the
“true relatively axiom” polymorphic decision-making
strategy scheduling and negative feedback control
mechanism, it can make the executive structure rep-
resentation under the condition of functional equiv-
alence uncertain, and realize the dynamic structure
of the communication system, which can disrupt the
attack chain, realizing the minimal operation man-
agement on the premise of ensuring the integrity
of the original system network configuration, fun-
damentally suppressing random failures and human
deliberate disturbances and then obtaining the en-
dogenous security effect of the network.

Li JF et al. (2020) summarized the robust con-
trol technology of polymorphic intelligent networks.
Aimed at uncertain factors such as random failure of
network nodes/links and network function systems
containing loopholes and backdoors, they studied
a network’s generalized robust control mechanism
using a formal description method and evaluation
method, introduced mechanisms such as dynamiza-
tion, heterogeneity, redundancy, and dynamic recon-
figuration at the network architecture level, studied
a robust network construction architecture based on
closed-loop negative feedback control, studied the
dynamics, randomization, and isomerization meth-
ods of network elements such as network address,
topology, and routing based on the uncertainty pre-
sentation of robust control construction, studied dy-
namic random scheduling, heterogeneity design, out-
put vector strategy decision, and other key tech-
nologies, developed corresponding systems on typical
network equipment environments, and studied how
to effectively configure and implement robust con-
trol mechanisms at the data, platform, network, and
operating environment levels to build a new robust
network of “high reliability and high availability.”

4.3 Practice concept of endogenous security
for the 6G core network

From the perspective of the new paradigm of en-
dogenous security in cyberspace, the application of
endogenous security technology based on generalized
robust control and polymorphic network technology
in 6G core network security is analyzed, providing
theoretical guidance for the design of 6G core net-
work endogenous security solutions.

As shown in Fig. 5, the 6G endogenous secu-
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Fig. 5 The 6G endogenous safety and security core network

rity core network includes three parts: (1) the 6G
core network control plane based on the endogenous
security cloud-native platform; (2) the 6G core net-
work user plane based on the polymorphic network
environment; (3) the 6G network modal construction
suitable for different application scenarios.

4.3.1 6G core network control plane based on the
endogenous security cloud-native platform

The 6G core network control plane based on
the endogenous security cloud-native platform in-
cludes two parts: the endogenous security cloud-
native platform and the endogenous security control
plane network function. Endogenous security cloud-
native platform, as the basic environment of the 6G
endogenous security core network, provides it with
the basic platform capabilities of cloud computing
and endogenous security. The endogenous security
control plane network elements are carried on the
cloud-native base, providing centralized authentica-
tion, management, control, and schedule for 6G net-
work users, controlling the interconnection and infor-
mation transfer with user access networks to realize
data connection and service access.

1. Endogenous security cloud-native platform

The endogenous security cloud-native platform
follows the concept of integrated design of func-
tions and security and integrates endogenous secu-
rity functions into the cloud-native platform, making
it a basic capability of the cloud-native platform.

The endogenous security cloud-native platform
architecture can be divided into infrastructure, cloud
platform, and application layers. At the infras-
tructure layer, traditional cloud platforms generally
manage the underlying computing, storage, and net-
work resources in a unified manner to form cloud
computing clusters. The endogenous-security cloud-
native platform can not only manage multiple het-
erogeneous computing, storage, and network re-
sources in a unified manner, forming multiple het-
erogeneous clusters, but also abstract and man-
age the mimic brackets (such as input agents and
arbiters) in a unified manner to form a resource
pool of mimic brackets to realize flexible alloca-
tion and elastic scheduling of endogenous security
Based on the infrastructure layer, the
endogenous security cloud-native platform is cen-
tered on the container cloud orchestration and man-

resources.

agement framework Kubernetes, which integrates
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endogenous security modules, such as heterogeneous
image repositories, heterogeneous runtimes, and di-
verse compilation pipelines, to provide basic sup-
port for endogenous security capabilities for upper-
layer applications. Among them, the diversified
compilation pipeline integrates the diversified com-
pilation technology into the continuous integration
(CI)/continuous deployment (CD) pipeline by trans-
forming the cloud-native DevOps (a term formed by
the combination of software “development” and “op-
erations”) to provide support for the heterogeneity of
the mimic executives. In the diversified compilation
pipeline, the heterogeneity of the application layer
is improved by using different compilation strate-
gies for the same source code; the heterogeneity of
the execution body image is improved by using dif-
ferent basic environments to package the container
Based on a diverse compilation pipeline,
an application can automatically generate a large

images.

number of heterogeneous images through a single
source code, providing a heterogeneous capability
foundation for application mimicry. Above the cloud
platform layer, an endogenous security microservice
framework is formed by refining the common require-
ments of microservice mimicry. The endogenous se-
curity microservice framework is based on the appli-
cation management controller mode of Kubernetes,
and it integrates the DHR structure of mimic de-
fense to provide a cloud-native mimic application
management function. Users can implement fine-
grained control and management functions of mimic
applications by calling the application programming
interface (API) entry of Kubernetes. Specifically,
for cloud-native microservice applications, users can
flexibly select microservices that need to be pro-
tected by mimic technology through configuration,
to achieve flexible allocation and management of
endogenous security capabilities. The endogenous
security microservice framework can automatically
provide basic mimicry capabilities for microservice
applications, including mimicry architecture orches-
tration, selection of heterogeneous executives, tim-
ing executive rotation mechanism, and attacked ex-
ecutive rotation mechanism. Specifically, the en-
dogenous security microservice framework can auto-
matically generate a mimic microservice application
with DHR structure according to the calling rela-
tionship between microservices in the microservice
application and the microservices to be protected.
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When creating multiple heterogeneous executors, the
heterogeneous attributes at multiple levels (such as
the underlying computing nodes, container runtimes,
and images) will be considered, and the plan with the
largest degree of heterogeneity will be selected to cre-
ate the executor. During the running process of the
mimic application, the mimic control module will pe-
riodically rotate the execution body copy to confuse
the attacker. At the same time, when the mimic ar-
biter senses that an execution body is under attack,
it will notify the mimic control module to clean and
rotate the attacked execution body. Through the
above functions, the endogenous security microser-
vice framework can manage the full life cycle of the
mimic application and endogenous security capabil-
ities for the application.

2. Endogenous security control plane network
elements

One of the major trends in 6G networks is
that they are organized through centralized and dis-
tributed coordination and distributed autonomy. On
one hand, more network functions are extended to
the network edge. On the other hand, the core func-
tions oriented to the overall situation will be con-
centrated, and more complex services will be sup-
ported through cloud-network integration and dis-
tributed collaboration. The distributed and cus-
tomized 6G network architecture can not only re-
sist distributed denial-of-service (DDoS) attacks and
reduce the risk of single point of failure but also
provide customized strategies for each user. In the
centralized control part of the core network, based
on the endogenous security cloud-native platform,
the cloud’s microservice framework and middleware
capabilities (such as message queues, database ser-
vices, and heterogeneous computing management)
are fully used to carry out the design of microser-
vice functions, such as 6G core network control
plane authentication, data management, mobility
management, session management, and access con-
trol. At the same time, given the unknown se-
curity threats brought on by the design loopholes
and backdoors of microservice functions, the DHR
structure can be used to build endogenous secu-
rity microservices. In the edge access part of the
core network, 6G will establish distributed micro-
cloud units with different functional levels. Each
microcloud unit is self-contained with full control
and data-forwarding functions. Multiple microcloud
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units can form autonomous micronetworks accord-
ing to business requirements and provide targeted
network services according to specific business sce-
narios, user scales, and geographic environments. To
this end, blockchain technology can be combined to
provide a secure and credible blockchain network for
the 6G network distributed isomorphic microcloud
units. The blockchain can dynamically adjust the re-
sources of the microcloud unit and record and track
the data-sharing content between nodes. The mi-
crocloud unit can provide computing and storage re-
sources for the corresponding blocks to ensure the
normal operation of the blockchain.

In addition, the 6G network’s service-oriented
architecture not only facilitates the deployment and
update of service functions but also provides more
convenient conditions for attackers to fake legitimate
service functions to attack. To this end, the prob-
lems of identity spoofing attacks and unauthorized
access to the data of the core network elements can be
solved by combining the idea of zero-trust security.
For example: (1) Strengthen API security protec-
tion according to the concept of hierarchical defense
in depth. Each network function of the core network
must have corresponding API protection capabili-
ties to implement the preset API security policy to
monitor, analyze, and limit API calls and generate
alarms when abnormal APT calls occur. (2) Based on
the definition of 3"Y Generation Partnership Project
(3GPP) APT and Resource, the concept of zero-trust
security minimum authorization is adopted to fur-
ther strengthen the granularity of network repository
function (NRF) authorization and to achieve more
refined permission control, which can effectively re-
duce the attack surface of lateral attacks.

4.3.2 6G core network user plane based on the poly-
morphic network environment

As the user plane network function of the mo-
bile core network, the user plane function (UPF)
is a basic capability of the mobile core network, a
bridge connecting operators and vertical industries,
and a key to the future 6G expansion of the industry
market. At present, UPF supports only IP-based
routing and addressing, and it is difficult to meet
the differentiated performance requirements of dif-
ferent application scenarios, such as the IoT, indus-
trial Internet, and satellite Internet at the same time.
For example, in the field of industrial Internet, since

many operational technology (OT) manufacturers
use their private protocols in the internal produc-
tion process, data transmission using mobile com-
munication networks usually requires edge gateway
devices to perform protocol encapsulation and con-
version. The service traffic is continuously encapsu-
lated and decapsulated in different networks, which
greatly degrades the performance of the intermediate
equipment and obliterates the characteristics of the
respective network, and cannot form an integrated
quality or schedule. Therefore, in the 6G era, it is
urgent to break through the single-bearer technol-
ogy development model of traditional networks and
form a diversified network technology development
paradigm that meets the needs of diversified vertical
industries and realizes flexible and customizable in-
formation exchange through “scenario-customizable”
interconnection technology.

Polymorphic networks rely on abundant com-
puting, storage, interconnection, transmission, and
other resources to create a full-dimension definable
network technology system and provide a technical
environment for the unified bearing of multiple net-
work systems. Their mode of operation is as fol-
lows: dynamically load and run various existing or
future network technology systems (including busi-
ness, service, or management functions) in a modal
form on a full-dimension definable network support
environment; customize the software and hardware
groups according to the modalities’ state, packet for-
mat, routing protocol, switching mode, forwarding
logic, service characteristics, operation and mainte-
nance specifications, and security policies to realize
the coexistence, independent evolution and trans-
formation, and mode of multiple network modes in
the same technical and physical environment, secu-
rity isolation between states and endogenous security
protection functions, and so on. The above charac-
teristics of a polymorphic network environment are
naturally in line with the data transmission require-
ments of the 6G network and are very suitable for
building the user plane of the 6G core network.

As shown in Fig. 6, the user plane of the 6G core
network, based on the polymorphic network environ-
ment, consists of basic platform functions, the net-
work modal control system, and the UPF. The basic
platform function is composed of polymorphic net-
work function equipment, which constitutes the net-
work infrastructure and realizes the processing and
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Fig. 6 The 6G core network user plane based on a polymorphic network environment

forwarding of various network modal data packets.
The network modal control system performs modal
management configuration on the “base,” such as the
structural configuration of the forwarding table and
the configuration of the message format. Various
network modalities implement protocol processing
for each network mode through the protocol packet
subscription/publishing interface. Based on the orig-
inal functions, the UPF needs to support the for-
warding and processing of packets in different proto-
col formats.

4.3.3 6G network modal construction suitable for
different application scenarios

Through the 6G network modal orchestration
system, the control plane network functions based
on the endogenous security cloud-native platform
and the user plane network functions based on the
polymorphic network environment are arranged, and
multiple logically independent virtual networks are
divided for different application scenarios to meet
their differentiated requirements in terms of func-
tion, performance, security, and so on.

On the control plane of the 6G core network, the
microservices with endogenous security and general
microservices are orchestrated together into network
slices with endogenous security capabilities through
the orchestration system (You W et al., 2020), as
shown in Fig. 7. In each network function service
(NFS) resource pool, the microservice functions are
equivalent, but their security levels are different.

There are both endogenous security microservices
and general-purpose microservices. Therefore, at the
level of control plane network slices, the endogenous
security capabilities can be graded. For example, in
low-level endogenous security slices, only some key
microservices are required to have endogenous secu-
rity capabilities, and other microservices are univer-
sal; in high-level endogenous security slices, all re-
lated microservices can be required to have endoge-
nous security capabilities.
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Fig. 7 Construction of control plane slice instances
with different security levels (You W et al., 2020)

On the user plane of the 6G core network,
through the linkage between the orchestration sys-
tem and the modal control system, polymorphic net-
work function equipment and UPF network function
equipment that fit the application scenario are se-
lected to fully meet the service data transmission
performance requirements.
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5 Discussion on endogenous security
for 6G wireless access networks

Wireless communication systems face general
uncertain disturbance because of inherent defects
in electromagnetic propagation. To fundamentally
overcome the endogenous security problems result-
ing from the wireless general uncertain disturbance,
we must find the new safety and security attributes
to establish the revolutionary security concept.

5.1 Wireless endogenous security problems

Due to the inherent openness of electromagnetic
propagation, anyone within the broadcast range
could eavesdrop on confidential information between
legitimate transmitters and receivers in any unknown
place and could also launch unknown wireless ac-
cess attacks. For details, functional safety refers to
the reliability of information transmission, and in-
formation security refers to the confidentiality and
credibility of information sources in wireless commu-
nication systems. From the perspective of origin,
the general uncertain disturbance affecting wireless
communication security includes not only the nat-
ural disturbance factors such as terrain, landform,
weather, random fading, and electromagnetic disper-
sion, but also artificial disturbance factors such as
unintentional interference, intentional interference,
and access attacks. Through the above analysis, we
summarize the uncontrollability of electromagnetic
propagation, as well as the reliability, confidentiality,
and credibility of information transmission because
of the general uncertain disturbance treated as the
wireless endogenous security problems in this paper.

To overcome the wireless endogenous security
problems caused by the wireless general uncertain
disturbance, we must establish the innovative en-
dogenous security scheme. As is known to all, the
propagation mechanism of electromagnetic waves
can be expressed by the Maxwell equation and
boundary conditions. Specifically, the Maxwell equa-
tion is a common model of electromagnetic wave
propagation. Its boundary conditions, which are
strongly dependent on various electromagnetic prop-
agation environments, determine the different solu-
tions to the equation. Moreover, the electromagnetic
propagation environment at different receivers is dis-
tinct. It means that the receivers at different loca-
tions have different boundary conditions, resulting in

different solutions to the Maxwell equation. Hence,
we can draw an interesting conclusion that the wire-
less environment has endogenous attributes for the
wireless communication system. It essentially reveals
that the space-domain resource is individual, totally
different from the time-domain resource, frequency-
The
significant entry point to overcome wireless safety
and security problems is to explore and exploit the
differences in the space-domain resources, which
could break the public attribute constraint of the
time-domain resource, frequency-domain resource,
and code-domain resource. Consequently, using the
naturally inherent differences of the space-domain re-
source to deal with wireless disturbances has become

domain resource, and code-domain resource.

the main development trend for the mobile commu-
nication system.

5.2 State of wireless endogenous security

To explore and exploit the differences of the
space-domain resource, novel schemes have been pro-
posed for mobile communication systems from the
third generation onward, including transceiver di-
versity, spatial equalization, and preequalization. To
reduce the impact of random noise and burst fading,
the currently outstanding technologies are proposed
to combat natural disturbances, including diver-
sity transmission,/reception, beamforming, central-
ized or distributed multiple-input multiple-output
(MIMO), and massive MIMO. In addition, outstand-
ing technologies including cellular cells, smart an-
tennas, space-division-multiple-access (SDMA), and
space antijamming are given to resist artificial dis-
turbances. The harmful interference could be sup-
pressed by designing directional transmission and
spatial filtering schemes. On the other hand, dif-
ferences in the electromagnetic propagation environ-
ment are generally characterized by the properties
of wireless channels. In fact, wireless channels could
be regarded as a natural random number because
it originates from the combination of line-of-sight,
reflection, scattering, refraction, and other effects
during the electromagnetic wave propagation. The
above production mechanism determines that the
channel fingerprint has some unique properties, such
as the anisotropy at different places, the random
time-varying nature, and third-party uncertainty re-
lation. Based on the above concept, from the aspect
of the electromagnetic wave propagation mechanism,
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physical layer security (PLS) schemes have been pro-
posed in recent years which could achieve encryption
and authentication in the physical layer through ex-
ploitation of the inherent security attributes, such
as randomness, diversity, and time-varying nature.
Thus, it will deal with the problems caused by both
natural and artificial disturbances for wireless com-
munication systems. Moreover, it could support the
ability to defend against the “known unknown” se-
curity risks or “unknown unknown” security threats,
thus achieving the integrated design on both secu-
rity and communication. As shown in Fig. 8, due to
different wireless signal propagation environments,
wireless channel state information obtained by eaves-
droppers and legitimate users at different locations
is different. Designing a security mechanism coupled
with channel state information could ensure that
eavesdroppers cannot intercept information. There-
fore, security enhancement can be achieved at the
physical layer. Recent research on PLS among aca-
demic and industrial communities includes mainly
physical layer key generation (Huang et al., 2020;
Ebrahimi et al., 2021; Li GY et al., 2021), physical
layer authentication (Chen et al., 2021; Perazzone
et al., 2021; Xie and Hu, 2021), physical layer se-
cure transmission (Zhang CW et al., 2021; Zhang
YY et al., 2022), and physical layer secure coding
(Cribbs et al., 2021; Choi et al., 2022). Based on the
design concept, PLS is also called wireless endoge-
nous security technology (Jin et al., 2021b). Wireless
endogenous security unearths and uses the endoge-
nous attributes and could design integrated schemes
to achieve functional safety and information secu-
rity based on the electromagnetic wave propagation
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mechanism (Dunkelman et al., 2014; ETSI, 2019).
Consequently, wireless endogenous security will pro-
vide an innovative design idea for future wireless
communication systems.

5.3 DHR structure for 6G wireless endoge-
nous security

From the DHR structure in Fig. 1, we can con-
clude that a typical wireless communication system
can be regarded as a natural DHR structure com-
bined with an artificial structure, which has the
original attributes of the DHR structure (Jin et al.,
2021b). As illustrated in Fig. 9, the wireless channel,
transmitter, and receiver are, respectively, equiva-
lent to the heterogeneous executor, input agents, and
output agents in the DHR structure. Specifically, for
the wireless communication system, as the heteroge-
neous executor of the DHR structure, construction
of different wireless channels (i.e., heterogeneous ex-
ecutor) is vital to the DHR structure through the
dynamic transformation of the electromagnetic wave
propagation environments. Hence, to achieve it, we
must establish an endogenous structure based on
endogenous attributes and shape the optimal en-
For the
details, we can take into account the following as-

vironment against wireless disturbances.

pects: (1) dynamic programming and reconstruction
of the wireless environment to resist natural distur-
bances; (2) widening the differences by shaping the
wireless environment to defend artificial disturbance;
(3) transforming and strengthening the endogenous
security attributes to fight against security threats.

Based on the above analysis, we can see that
wireless endogenous security is the expansion of the
endogenous security theory and DHR structure in
wireless communication. Wireless endogenous secu-
rity could provide theoretical guidance on the new
paradigm to overcome problems related to wireless
communication safety and security. Thus, it will
provide the specification for the new paradigm im-
plementation of wireless endogenous security in 6G.

5.4 Practice concept of endogenous security
for 6G wireless access networks

The application of wireless endogenous secu-
rity combined with reconfigurable intelligent surface
(RIS) in 6G is summarized in the following sub-
sections. The theoretical guidance on the wireless
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endogenous security scheme design in typical ap-
plication scenarios such as in ultrahigh-throughput
communications, uRLLC, and mMTC could be given
as follows. We hope that it can provide technical
support for the intergenerational incremental effect

of 6G wireless security.

5.4.1 RIS-enabled wireless endogenous security for
6G

As one of the potential candidate key technolo-
gies of 6G, RIS (Liang et al., 2021) could make it
possible to control electromagnetic wave character-
istics such as propagation direction, phase, ampli-
tude, frequency, and polarization, through changes
in the state of each particle unit using a field-
programmable gate array (FPGA). Therefore, wire-
less environments could be dynamically programmed
and reconstructed in real time by taking advantage
of RIS, thus breaking space and spectrum limita-
In addition, the characteristics of RIS will
strengthen wireless endogenous security through in-

tions.

tegration of material science and information science.
Apart from exploiting the natural wireless environ-
ment and mining the endogenous security attributes,
we could actively transform endogenous security at-
tributes by reshaping the electromagnetic propa-
gation environment, which could provide an avail-
able path to construct a controllable heterogeneous
executor.

Using the flexible reconfigurable characteristics
of RIS, we could construct the DHR array with
space-time agile reconfigurable attributes. In other

words, this array has the following unique attributes:
different array elements have heterogeneous pat-
terns at the same time; the same element has het-
erogeneous patterns at different times. Compared
with the homogeneous array represented by mas-
sive MIMO in 5G, the antenna elements of the RIS-
enabled DHR array could effectively improve the de-
gree of freedom through dynamic agility and het-
erogeneous structure. The RIS-enabled wireless en-
dogenous security scheme for 6G is shown in Fig. 10.
According to the concept of “structural determin-
ism” proposed previously (Wu JX, 2018b, 2020a,
2020b), the RIS-based DHR array can artificially
construct wireless endogenous security attributes by
reshaping the electromagnetic propagation environ-
Based on the RIS-enabled DHR array, we
could design generalized robustness to overcome un-

ment.

certain disturbance problems at the physical layer,
achieving the integrated design of functional safety
and information security. Thus, it would provide a
practice specification of the new paradigm of wireless
endogenous security in 6G.
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5.4.2 Wireless endogenous security for 6G ultrahigh-
throughput communication

Based on the RIS-enabled dynamic heteroge-
neous array, the wireless channel could be optimized
or even customized based on refined channel aware-
ness. Meanwhile, high-speed security key generation
will be achieved matching 6G ultrahigh-throughput
communication, which will provide effective support
for the wireless endogenous security implementation,
with the following advantages but not being lim-
ited to these. First, fine-grained coding, modula-
tion, filtering, and other signal transmission tech-
nologies matching each multipath could be designed
when the differentiated wireless environment could
be accurately analyzed (Jin et al., 2020). Mean-
while, more delicate channel characteristics could
be extracted. Second, the difference between dif-
ferent channels could be enlarged by exploiting the
RIS-enabled space-time degrees of freedom. Thus,
it could improve the resolution of beamforming and
the endogenous security key generation rate while
improving the communication capacity. Third, it
would improve wireless channel fingerprint security
because it could enhance the randomness and time-
varying nature of wireless channels or the noncorrela-
tion between different channels. The above roadmap
could also be applicable to uRLLC and mMTC sce-
narios. For example, we could design fine-grained
signal transmission or processing technology to en-
sure reliable information transmission. At the same
time, it could improve the key generation rate in the
static environment (Jin et al., 2021a). We will not
elaborate it here again.

5.4.3 Wireless endogenous security for 6G space-
ground-integrated global coverage networks

Based on the existing 5G key technologies, it
has become a consensus that 6G will build a space-
ground-integrated global coverage network through
integration of the space-time communication tech-
nology represented by satellites (CCID Think Tank
Radio, 2020; You XH et al., 2021). However, due
to the resource limitation on satellites, the exposure
of key nodes (satellites), and other problems, the
current security architecture for the space-ground-
integrated global coverage network still follows the
mobile communication network. Hence, the key se-
curity facilities are generally deployed at the ground

gateway and the weakness of the existing protection
capability is at the satellites for the space-ground-
integrated global coverage network (Wu W et al.,
2017). Nevertheless, wireless endogenous security
technology could use endogenous security attributes
of wireless channels to generate security keys to
achieve authentication and encryption at the edge
of the wireless communication network. Thus, wire-
less endogenous security not only protects the private
key from being leaked when distributed in the public
channel but also effectively reduces the resource con-
sumption. It will strengthen and improve the secu-
rity for the 6G space-ground-integrated global cover-
age network (Zhang J et al., 2014; Endo and Sasaki,
2019; Yin et al., 2022). However, due to limitations
on the scattering paths for a single satellite-ground
link, the diversity of different channels within the
same beamforming coverage is a limitation. In this
case, the endogenous key generation rate is very low
because of the limitation on the space-time degree of
freedom. Taking advantage of the dynamic agility of
the RIS-based DHR, it could significantly improve
the randomness of satellite-ground links and enlarge
the difference between different channels by artifi-
cially controlling their wireless environments to mod-
ify wireless endogenous security attributes. Conse-
quently, the RIS-based DHR will enhance the res-
olution of beamforming direction and overcome the
insufficient endogenous key generation rate while im-
proving the communication capacity. RIS-enabled
wireless endogenous security provides security incre-
ment for the 6G space-ground-integrated global cov-
erage network.

6 Integration of endogenous security
and traditional security

6.1 Relations between endogenous security
and traditional security

Endogenous security and traditional security
are complementary to each other, as illustrated in
Fig. 4. Targeting the explicit security requirements
and known security threats in 6G, we can inherit
and further develop the security techniques in 5G,
concentrating on enhanced security for encryption,
authentication, and integrity protection in tradi-
tional cryptography systems based on computational
security to achieve “specific security immunity.”
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Targeting the inherent drawbacks of the radio en-
vironment and the potential security threats intro-
duced by the openness and integration of different
network architectures, we can take advantage of the
inherent characteristics of the wireless environment
and investigate signal-level endogenous security tech-
niques to achieve “non-specific security immunity.”
Forming an integrated defensive system through the
integration of the two types of security techniques
can not only achieve security in a malicious system
with unknown security threats, but also provide ac-
curate and efficient protection from known security
threats (Wu JX, 2020a).

Endogenous security and traditional security
Taking full advantage of
the accurate and efficient response to known attacks
of traditional security techniques, we can deploy a

can enhance each other.

defense system before an exception is discovered by
the DHR judgment, or we can provide accurate trou-
bleshooting, isolation, or cleanout for the exception.
There are various types of traditional security tech-
niques, and through intentionally distributed config-
urations, one can increase the heterogeneity of the
executor and improve the ability of the DHR struc-
ture to resist common mode escape. By providing
dynamic, differentiated, and smart configurations to
different executors, endogenous security can provide
nonlinear gain in the resistance against attacks in
relation to traditional security techniques (Wu JX,
2018b).

6.2 State of traditional security techniques

At the time of writing, the Security Algorithms
Group of Experts (SAGE) is evaluating efficient con-
fidentiality and integrity algorithms for 5G. These
algorithms need to satisfy mainly two requirements:
providing a 256-bit security level to resist against
quantum computing and providing a throughput of
at least 20 Gb/s in software, which is the peak data
rate for downlink transmission for 5G. The Advanced
Encryption Standard (AES) is highly likely to be re-
tained in 5G (but with the 256-bit version), as it has
received special hardware support from the main-
stream central processing units (CPUs), such as most
Intel, AMD, and some ARM processors; thus, it can
be highly efficient in software environments. SNOW
3G and ZUC need further investigation, as there ex-
ist academic attacks against them (Yang J et al.,
2019, 2020) and they are not as efficient as needed in
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software (Yang J and Johansson, 2020). In response
to 5G requirements, a new member of the SNOW
family, called SNOW-V (Ekdahl et al., 2019), as a
successor of SNOW 3G, was proposed in 2019 and is
currently under evaluation in SAGE.

As the 6G vision is not clear yet at this moment,
the exact requirements of confidentiality and in-
tegrity based algorithms for 6G are not clear. What
can be expected is that at least two suits of algo-
rithms based on different constructions will be pre-
pared such that even if one was found to have some
potential weaknesses, the backup one can still be
safe. The security level of the cryptographic primi-
tives in 6G is expected to be of 256 bits, while the
required throughput can be much higher. The very
initial vision about 6G is that it can provide a peak
data rate of 100 Gb/s for downlink transmission,
which, however, looks a little bit ambitious at this
moment. At the same time, 6G will be more virtu-
alized and cloudified than 5G, and this requires the
confidentiality and integrity based algorithms in 6G
be more software-efficient.

The research and applications of cryptogra-
phy in 6G will closely follow the development of
the cryptography community, with trends in post-
quantum cryptography (PQC), lightweight cryptog-
raphy (LWC), and more advanced cryptographic al-
gorithms and protocols to provide security in differ-
ent aspects.

6.2.1 Post-quantum cryptography

PQC includes cryptographic primitives that
can provide resistance against quantum computing,
which is the development direction of future cryptog-
raphy. Though PQC is not yet implemented in the
5G system, 3GPP did mention in the 5G specifica-
tion document to replace existing public-key infras-
tructure (PKI) with the quantum-safe one (3GPP,
2019). As the secure data transmission mode over
wired connections in a mobile communication system
based on Internet protocol security suite/Internet
key exchange version 2 (IPsec/IKEv2) (Internet En-
gineering Task Force, 2019) and/or transport layer
security (TLS) (Network Working Group, 2019), the
adoption of PQC will closely follow the development
of Internet security, which can be expected in 6G.

In 2016, the National Institute of Standards and
Technology (NIST) initiated a PQC competition to
solicit and select PQC primitives. The finalists and
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alternatives, which include key encapsulation mech-
anism (KEM)/encryption and signature algorithms,
have been announced in 2020, as shown in Table 1.
Among the seven finalists, five are lattice-based
primitives, which can be the most promising con-
struction for PQC. NIST will announce the fourth-
round candidates for further investigation, and the
final standardization can be expected in 2022-2024.

There are many research activities targeting
the integration of PQC into existing security pro-
tocols. For example, the Internet Engineering Task
Force (IETF) has already been working on Internet
drafts that integrate PQC algorithms into existing
IKEv2 and TLS protocols. Some research teams,
e.g., Google, Cloudflare, Cisco, Microsoft, and Ama-
zon, are also experimenting on PQC algorithm inte-
gration in TLS, primarily on PQ key exchange and
PQ signature algorithm integration. For example,
Google, in collaboration with Cloudflare, uses two
NIST PQ KEM candidates, NTRU-HRSS and SIKE,
in Google Chrome to test the hybrid key exchange in
TLS 1.3. After the announcement of the finalists and
alternatives, many research teams have been working
on prototyping PQ Internet security protocols with
these announced primitives, e.g., the PQClean and
Open Quantum Safe (OQS) projects.

The design and choice of PQC algorithms should
take into account the effect on the network perfor-
mance, e.g., the latency and computation overhead
introduced by the integration of PQC algorithms.
The computation capabilities of devices should also
be considered. Due to the relatively high speed and
low overhead, lattice-based PQC algorithms have
received more attention and evaluation, especially
about the performance of the NIST finalists in differ-
ent applications and devices. Besides, lattice-based
PQC algorithms have relatively high efficiency and
small key/ciphertext/signature sizes, and might be
the most promising solution for public key cryp-
tography (PKC) infrastructure for IoT, e.g., NTRU
(Cheng et al., 2017; Fernandez-Caramés, 2020).

6.2.2 Lightweight cryptography

LWC is the primary solution for securing IoT.
LWC primitives can be categorized into ultra-
lightweight, low-cost, and LWC algorithms (Hatzi-
vasilis et al., 2018; Dhanda et al., 2020). The
ultra-LWC primitives (e.g., SIMON) are targeted for
use in extremely constrained devices (e.g., in radio-

frequency identification (RFID) tags), which typi-
cally require only up to 1000 gate equivalents (GEs).
Low-cost algorithms (e.g., PRESENT, Grain) can
take up to 2000 GEs and can be used in devices with
higer capabilities (e.g., ATmega 128 platform). Gen-
eral LWC algorithms target to achieve better perfor-
mance with less implementation cost compared with
AES.

In 2015, NIST initiated a competition for LWC
to solicit and select LWC primitives intended for use
in resource-constrained devices. In March, 2021,
NIST announced 10 finalists of the LWC competi-
tion, which are listed in Table 2. Five out of the
10 finalists are built on the sponge construction,
four are block ciphers, and only one is a stream ci-
pher.
several different microcontrollers with different ca-
pabilities by the NIST LWC group (Turan et al.,
2019), and Table 2 shows the results under two dif-
ferent platforms: ATmega328P with an 8-bit CPU
and nRF52840 with a 32-bit CPU. One can see that
the speeds under the two platforms have large gaps,
especially for ASCON, Xoodyak, GIFT-COFB, and
SPARKLE, which perform particularly well on 32-
bit platforms. PHOTON-Beetle achieves the small-
est code size on 8-bit platforms. Software perfor-
mance benchmark tests were also conducted un-
der the ECRYPT Benchmarking of Cryptographic
Systems (eBACS) framework for these ciphers, but
on general-purpose processors from Intel (Vampire,
2016), AMD, AMR Cortex-A, and Qualcomm. AS-
CON and Xoodyak outperform other candidates on
64-bit platforms, which can achieve speeds up to the
order of Gb/s. The hardware benchmark results
are from the FPGA implementations on the Xilinx
Artix-7 platform (NIST, 2021). The area is measured
using look-up tables (LUTs), and the speeds are for
encrypting 16-byte messages with 16-byte additional
data. The results of the Grain-128 AEAD algorithm
are taken from Sonnerup et al. (2019), who used the
number of GEs to evaluate the area.

ASCON and Xoodyak perform the best in terms
of throughput, while TinyJambu and Romulus have
the most compact implementations, which cost fewer
than 1000 LUTs. In practice, one can choose suitable
primitives based on the capabilities of platforms to
design security protocols based on different require-
ments from different networks.

The software benchmarks are tested under

For some advanced
and sensitive applications, e.g., medical system and
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military applications, more advanced primitives can
be combined, e.g., using blockchain for user privacy
protection and spectrum sharing.

6.2.3 Other cryptographic primitives and protocols

Blockchain is a distributed ledger technique that
can build trust and consensus among nodes in a
peer-to-peer (P2P) network. It relies on node con-
sensus to guarantee informational consistency in an
untrusted environment, so that all nodes store the
It also uses cryp-
tographic primitives such as digital signature and

same transaction information.

hashing to provide security of the distributed net-
works. Blockchain is a very promising cryptographic
technique and using it to build 6G distributed wire-
less networks is a novel and hot research direction
(Nie et al., 2020).
search groups targeting research on blockchain for

Currently, there are many re-

wireless networks, e.g., blockchain protocols for opti-
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mizing and improving existing consensus algorithms,
blockchain modeling for IoT, and theoretical analysis
of performance and security in terms of aspects such
as throughput, latency, and attacking probabilities
(Li YX et al., 2020; Wang et al., 2021; You XH et al.,
2021). Blockchain is still in the research phase, and
there are no standards established yet, thus facing
various problems and challenges. First, the con-
sensus scheme determines the performance of the
blockchain system, while existing consensus schemes
have different drawbacks. The three main consen-
sus algorithms, i.e., proof of work (PoW), proof of
stake (PoS), and practical Byzantine fault tolerance
(PBFT), are presented in Table 3 (Nie et al., 2020).
PoW consumes large computation resources but still
has low throughput; PoS reduces the computation
resources and improves the throughput but can in-
troduce oligopolies, running counter to the funda-
mental idea of decentralization. PBFT has extreme

Table 1 Finalists and alternatives of the NIST PQC Competition (NIST, 2020)

Type Mechanism Scheme Algorithm Summary
Code- Classic Short ciphertext but large public-key size, suitable for applications
based McEliece with short ciphertext while not suitable for Internet protocols
CRYSTAL- Small pu.blic—key siz.e, bal.anced performance in different aspects,
potential decryption failures, can be used for TLS protocols, not
KEMs/ KYBER . .
E " recommended for offline decryption
ncryption . - - - —

. P Lattice- Small public-key size, high speed, balanced performance in different
Fina- . . . . .
lists based NTRU aspects, long history of study, potential decryption failures, security

not comparable to other lattice-based algorithms
SABER Balanced performance in different aspects, lightweight, potential
decryption failures, can be used for general applications
Multivariate- Rainb Fast signature verification, large public-key size, not suitable for
ainbow
based general applications
Si N CRYSTALS- Easy implementations, balanced performance in different aspects,
ignatures . L. L
& Lattice- DILITHIUM  further security investigation needed
based FALCON Minimum bandwidth requirement, high efficiency, difficult imple-
mentations, low key generation rate, good overall performance
BIKE Balanced performance in different aspects, can be used for general
Code- applications, further security investigation needed
based HQC High key generation and decryption rate, well-studied cryptanalysis,
KEMs/ large public-key and ciphertext, potential decryption failures
Encrvotion Least amount of structure, less key generation time, smaller public-
yp Latti FrodoKEM key size, far worse performance in all metrics than other lattice
attice-
schemes
Alter- based - - p - —
. . No decryption failures, security needs further investigation, can be
natives NTRUprime
used for many Internet protocols
Isogeny- SIKE Minimum public-key size, very small ciphertext, relatively bad
based performance
Multivariate- Minimum signature size, fast verification, relatively large public-
GeMSS . . .
based key size, slow deployment, not suitable for low-end devices
Signatures Symmetric- Picnic Small p}lblic—key size, large éigr.lature size, .perfc?rmance and security
rimitive-based need improvement, slow signing and verification
ve-
P SPHNICS+ Least likely to be broken, low speed, relatively large signature size
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communication overhead and limited system expan-
sion. Therefore, the design of consensus algorithms
will be a technical challenge for blockchain. Sec-
ond, in practical blockchain, consensus nodes have
different capabilities and different security levels of
protection (Han X et al., 2019), which introduces
difficulties in matching between distributed archi-
tectures and blockchain consensus. The matching
and joint optimization between blockchain and the
practical network needs further investigation. Lastly,
blockchain itself faces problems and challenges, and
more research into integration with wireless commu-
nication, edge/fog computation, fundamental the-
ory, and key techniques is required to promote the
applications and development of blockchain in 6G

(Li C et al., 2019; Nie et al., 2020).

Another very useful—though not so mature—
cryptographic technique for IoT is HE (Kumarage
et al., 2016; Loukil et al., 2021). As many [oT de-
vices are resource-constrained without strong com-
puting capabilities, the data are usually outsourced
to some third-party clouds. However, these clouds
may not be trustworthy and users want to keep the
data private, especially for sensitive information such
as medical information. HE allows users to send spe-
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cially encrypted data to the clouds while still being
able to perform evaluation directly on the encrypted
data when needed. The evaluation results will be the
same as the ones over the plaintext, and any other
entity has no access to the data. Currently, the main
obstacle of HE for practical applications is the ex-
pensive overhead. For example, it can take minutes,
hours, or even more time to encrypt a short message
(Acar et al., 2019). If this problem can be solved,
HE can play a significant role in IoT.

Multi-party computation (MPC) can also be im-
portant in IoT. In many IoT applications, multiple
parties need to evaluate each other’s data to make
better policy decisions while keeping their own data
private (Guan et al., 2022). MPC allows several en-
tities to compute a public function over their data
without revealing data to others (Zhao et al., 2019).
Blockchain typically focuses more on the verifiabil-
ity, while MPC targets more on the confidential-
ity of messages during computation; therefore, the
two techniques can be complementary to each other.
How to integrate MPC with quantum HE and in-
troduce quantum bit commitment to design a PQ
multi-party secure computation protocol is one fu-
ture research direction.

Table 2 Some benchmark results of LWC shortlisted algorithms (NIST, 2021)*

Software Hardware
Cipher Algorithm implementations implementations
ATmega328P nRF52840 Xilinx Artix-7

Code size Speed Code size Speed LUT Speed

ASCON 3662 17.0 1392 589.9 1790 538.3

Sponge-based Elephant 6740 3.4 2600 7.6 1291 66.8
cipher ISAP 3742 3.1 1728 50.1 3491 60.1
PHOTON-Beetle 1596 10.3 3124 67.0 2065 207.1

Xoodyak 2906 19.4 3252 825.8 1355 394.1

GIFT-COFB 2948 24.6 1504 514.1 1041 225.6

Block cipher Romulus 4814 11.0 3256 181.8 953 209.4
SPARKLE 3944 35.0 1688 948.1 3071 94.9

TinyJambu 3106 15.8 888 452.3 591 105.1

Stream cipher Grain-128AEAD 9600 6.5 2088 186.0 3347GE 1020

*ATmega328P: 8-bit AVR processor, 16 MHz, 32 KB flash, 2 KB random access memory (RAM); nRF52840: 32-bit ARM
Cortex-M4 processor, 64 MHz, 1 MB flash, 256 KB RAM; code size is in bytes, software speed is in kb/s, and hardware speed

is in Mb/s. GE: gate equivalent

Table 3 Performance comparison of different consensus algorithms (Guan et al., 2022)

Consensus Transaction Throughput
algorithm Type BET fee (Tbh/s) Latency
PoW Public blockchain <51% computing power Yes 7 High
PoS Public blockchain <33% total assets Yes 100 Low
PBFT Consortium blockchain <33% total votes No 200-2000 Low
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7 Integration of endogenous security
and emerging enabling technologies

There is no doubt that 6G will further integrate
Al, big data, and other types of emerging enabling
technologies, but these technologies will inevitably
lead to new security threats while bringing improved
communication performance. Studying the inte-
gration mechanism of endogenous security and 6G
emerging technologies can effectively solve the secu-
rity problems caused by emerging technologies. At
the same time, the use of enabling technologies to
support endogenous security attributes can empower
and enhance endogenous security. This section takes
AT technology as an example to introduce the inte-
gration of endogenous security and Al technology.

7.1 Threat and empowerment of Al to 6G
security

In recent years, Al technology represented by
deep learning has been successfully applied to many
scenarios of 5G. In many cases, Al can be used not
only to violate the security and privacy of users but
also to protect system security and user privacy. Al
technologies such as deep learning are unexplainable
and non-inferential, and their own security also has
many problems. Therefore, with the gradual advent
of the 6G era and the development and evolution of
AT technology, AT will play a more important role in
6G security. However, the combination of 6G and
AT will be a double-edged sword. How to give full
play to the positive role of Al technology, as well as
defend and avoid the negative impact of Al, so as
to promote the healthy development of 6G, is the
direction worthy of key research in the next step
(Siriwardhana et al., 2021).

7.1.1 Al-based attack technologies threaten 6G
security

The threats of Al to 6G security are reflected
mainly in the following aspects. First, due to the
large-scale data analysis capabilities of AI, combined
with the speed of future computers and the automa-
tion needs of future networks, Al-based attack tech-
niques can easily endanger privacy. The 6G net-
work needs to collect a large amount of user data
through billions of devices, and users cannot foresee
how external systems will process their data. For
example, intelligent authentication systems rely on
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physical devices (Fang H et al., 2019) and can use
private user data. Unsafe IoT devices (such as low-
power sensors) input personal data into the Al sys-
tem, which may cause data leakage. Moreover, the
installation of a powerful security protection system
on some performance-restricted IoT devices puts a
major test on their performance. Model inversion at-
tacks retrieving training data on ML may also lead to
infringement of user privacy (Sun et al., 2020). The
second is that AT helps achieve intelligent and pre-
cise attacks (Fang BX et al., 2021). For example, Al
technologies based on ML and deep search can im-
prove attack capability, realize automatic detection
of target objects, and develop intelligent and precise
attack strategies. In addition, due to the ability of
network-wide intelligent decision-making based on
distributed edge architecture, Al-based attack sys-
tems can learn data patterns in large amounts of
data at different levels, such as smart radio, edge,
and cloud. Therefore, Al-based attack techniques
make it easier to analyze and discover various secu-
rity vulnerabilities in the 6G system. For example,
AT systems can learn the most vulnerable IoT device
and launch DDoS attacks against their key nodes
(Benzaid and Taleb, 2020). Third, AI technologies
represented by deep learning have their own unique
security threats. It is also easy to make the 6G sys-
tem combined with AI susceptible to exploitation
by attackers.
tion, will destroy the training phase of the ML sys-

Data poisoning, such as data injec-

tem, resulting in inaccurate model training. Adver-
sarial attacks try to fool Al systems with carefully
designed adversarial examples during the inference
phase. Model extraction attacks, reverse attacks,
and member inference attacks use API to attack ML
models.

7.1.2 Al-based defense technologies empower 6G
security

Al is reasonably applied to the physical layer,
connection layer, and service layer of 6G, which helps
enhance the capabilities of analysis, decision-making,
and response of the 6G system to deal with security
threats, and will fully empower 6G security (Nguyen
et al., 2021). AT technology can be used at the phys-
ical layer to assist the channel coding processing,
enhance the randomness of physical layer key gen-
eration, improve the beamforming alignment effect,
enhance the physical layer authentication strength,
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improve the anti-interference ability, and so on. At
the connection layer, Al technology can be used for
identity verification, intrusion detection, protocol
vulnerability detection, encrypted traffic detection,
and so on. At the service layer, Al technology can be
used to perform biometric authentication, malware
detection, trusted program verification, edge/cloud
control verification, container operation protection,
and so on.

In addition, a safe AI system can be realized
based on adversarial training and moving target de-
fense. Specifically, it includes robust training, such
as input verification against poisoning attacks, ad-
versarial training and defense distillation against ad-
versarial attacks, and differential privacy and HE
against API attacks. Among them, the balance be-
tween defensive capability and system performance
is currently one of the biggest challenges in designing
defense mechanisms (D’Aquin et al., 2018).

7.2 Integration concept of 6G endogenous se-
curity and AI

From the perspective of the new paradigm of en-
dogenous security, in this subsection we analyze the
key directions for further research on 6G Al secu-
rity and provide theoretical guidance for the design
of 6G Al endogenous security solutions. The cur-
rent defense methods against the endogenous secu-
rity problems of Al rely strongly on the prior knowl-
edge of known threats, and there is still no effective
means to deal with “known unknown threats” and
“unknown unknown threats.” The research idea of
academia and industry is still dedicated to exhaust-
ing the endogenous security issues of Al. To deal
with unknown threats under the unexplainable sce-
nario and change the current patched passive defense
mode in academia and industry, it is necessary to in-
troduce new security concepts. On the other hand,
one of the prerequisites for the high success rate of
the attacker is to have a certain understanding of the
target Al system’s architecture and parameters, and
the attacker will also change or even adapt the attack
methods according to the defense methods deployed
by the defender. So, we can try to introduce the dy-
namic heterogeneous redundant gene of endogenous
security into the 6G Al application system, and an
endogenous security model based on the DHR struc-
ture is established in the 6G Al model, as well as its
key software and hardware, including the following
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three aspects in detail:

1. Establish endogenous security theory and se-
curity architecture under the 6G Al environment.
Starting from the three aspects of endogenous se-

7 t(not_

curity theory’s safety vision—“endogenous,
based on prior knowledge,” and “dealing with the
unknown,” we can analyze the endogenous secu-
rity genes that 6G systems may have, and explore
whether there are new endogenous security genes.
On this basis, combined with the specific implemen-
tation links of 6G Al, we can study the effectiveness
law of different endogenous security genes acting on
different levels of 6G Al, and systematically estab-
lish the endogenous security theory and architecture
of the 6G Al environment.

2. Build endogenous security protection mech-
anisms and methods under the 6G Al environment.
After exploring the endogenous security theory and
architecture in the 6G Al environment, we can com-
bine the specific implementation links of 6G Al to
build effective technical mechanisms and methods
for different protection needs so as to ensure that
the system performance is not significantly affected
while meeting the safety performance requirements.
For example, adversarial training is the current more
effective defense method against adversarial attacks
(Goodfellow et al., 2015). Although better system
security can be achieved, performance is greatly af-
fected. Based on the specific links of 6G Al, we can
explore the introduction of diversity training meth-
ods into the architecture (Kariyappa and Qureshi,
2019; Pang et al., 2019; Sharif et al., 2019; Yang HR
et al., 2020), use a variety of Al open-source frame-
works (such as Caffe and TensorFlow) and models
(such as VGG16 and random forest), or introduce a
dynamic neural network (Han YZ et al., 2021), so
as to integrate dynamic, heterogeneous, redundant,
and polymorphic safety genes at different levels to
establish endogenous security models and methods.
The model parameters can be dynamically adjusted
according to different inputs, or multiple sub-models
can be dynamically rotated according to the feed-
back, so that the classification boundary of the en-
tire 6G application system changes dynamically, and
the attacker cannot find the optimal value of attack
perturbation.

3. Design measurement, verification, and evalu-
ation of the effectiveness of endogenous security tech-
nologies in the 6G Al environment. The evaluation
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of endogenous security theories and methods in the
6G Al environment must be fundamentally different
from that of general additional security protection
technologies. Therefore, it is necessary to explore
the security gain measurement and effectiveness eval-
uation methods of various endogenous security pro-
tection technologies in the 6G Al environment, in-
cluding testing its ability to defend against unknown
threats and heterogeneity between sub-models ac-
cording to the transferability of attacks between sub-
models within the architecture. The endogenous se-
curity protection technology test platform and tool
library should be built in the 6G Al environment to
support empirical research on the endogenous secu-
rity protection theories and methods of the 6G Al
environment.

8 Conclusions

6G security will focus on the requirements of
high reliability, high availability, high controllability,
high confidentiality, high privacy, and so on, and ex-
plore the basic theories and key technologies of 6G
cyberspace endogenous security for machine commu-
nication, ubiquitous networking, wireless transmis-
sion, and space-ground integration.

This article takes the new paradigm of cy-
berspace endogenous security as a guide, and pro-
poses corresponding endogenous security concepts
for the 6G core network, wireless access network, and
emerging enabling technologies, and also summarizes
the integration development needs of endogenous se-
curity and traditional security, expecting to provide
reference for the integrated development of technical
performance and security control for 6G.
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