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Abstract: Cyber-physical systems (CPSs) are distributed assemblages of computing, communicating, and physical
components that sense their environment, algorithmically assess the incoming information, and affect their physical
environment. Thus, they share a common structure with other complex adaptive systems, and therefore share both
the possible benefits and the probable harmful effects of emergent phenomena. Emergence is an often unexpected
pattern that arises from the interactions among the individual system components and the environment. In this
paper we focus on three major problems concerning emergence in the context of CPSs: how to successfully exploit
emergence, how to avoid its detrimental effects in a single CPS, and how to avoid harmful emergence that arises due
to unexpected interaction among several independently developed CPSs that are operating in the same environment.
We review the state of the research with regard to these problems and outline several approaches that could be used
to address them.
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1 Introduction

Cyber-physical systems (CPSs) are engineered
systems that are built from, and depend upon, the
seamless integration of cyber (computation) and
physical components. This combination aims at solv-
ing problems that cannot be solved by each part
alone. Many researchers (e.g., Hu (2013) and Griffor
et al. (2017)) believe that CPSs will improve scala-
bility, safety, security, resiliency, and adaptability of
systems. Recent initiatives such as Industry 4.0 and
the Internet of Things (IoT) are examples of such
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systems. CPSs are often constructed as a network of
autonomous communicating agents, whose behavior
is governed by algorithms and software. It is proba-
ble that in the not too distant future, our entire world
will be embedded with large CPSs. These systems
will be developed and deployed by many organiza-
tions without any central design authority, yet they
will continuously and frequently communicate and
cooperate with each other.

We know that when we put together a large
number of agents that communicate with each other,
we often get emergent behaviors that we cannot pre-
dict when we examine each agent in isolation. Some-
times such emergent properties are beneficial, lead-
ing, for example, to the complex nests that termites
and ants build (Khuong et al., 2016). However, some-
times emergent properties are harmful. The problem
is that because of the speed at which computerized
agents process information and communicate, any

www.jzus.zju.edu.cn
engineering.cae.cn
www.springerlink.com


Tyszberowicz and Faitelson / Front Inform Technol Electron Eng 2020 21(11):1554-1566 1555

negative emergent phenomenon introduced by their
interactions will manifest itself quickly, and its effect
will be greatly increased. Even today we can see the
harmful effect of such negative emergent phenom-
ena in several isolated places where we have installed
algorithmic agents.

For example, the Internet is arguably the largest
cyber-physical system that we have deployed so far.
In the last 20 years, it has changed our society be-
yond recognition. Few, if any, could have predicted
the social and economic structures, both beneficial
and harmful, that have emerged from the conceptu-
ally simple technical act of connecting many com-
puters to each other.

As another example, stock markets are complex
adaptive systems (Tesfatsion, 2002) where emergent
phenomena such as crashes and bubbles develop from
time to time. However, in recent years—with the in-
troduction of algorithmic trading agents—there have
been several catastrophic incidents (for example, on
May 6, 2010, the Dow Jones Industrial average lost
and regained over 1000 points within a space of
36 min (Clarke, 2014)) that were attributed to the
behavior of such agents (Lenglet, 2011).

We may argue that a computerized stock ex-
change is a cyber-physical system, because it con-
sists of a network of independent algorithmic agents
that sample and affect the state of the world through
their autonomous actions. The flash crashes are
early examples of harmful emergence in a CPS. An-
other early example of harmful emergence in CPSs
occurred due to the behavior of social traffic man-
agement systems. When a major road is blocked,
in some cases the system would route all vehicles to
a narrow road, which would quickly flood the new
route and create an even bigger traffic jam. The sys-
tem would then again reroute the vehicles to use yet
another narrow road; as this pattern repeats, more
and more vehicles become trapped in these narrow
roads. The emerging result is often much worse than
if all the vehicles would have just queued on the orig-
inal road (GLOBES, 2018; Salem, 2018; Cabannes
et al., 2019).

By analogy to the stock exchange, we fear that
when the human drivers in the vehicles are replaced
with computerized agents, the harmful emergent ef-
fects will be significantly amplified. What would be
the equivalent of a flash crash in a future autonomous
vehicle CPS?

Fortunately, because large CPSs are still in their
infancy and have not yet been deployed at scale (this
makes it difficult to find examples of emergence in
existing CPSs), we still have time to get ready and
perhaps find ways to prevent such harmful emergent
phenomena.

CPSs present many challenges that we must ad-
dress if we want them to achieve their potential ben-
efits (Baheti and Gill, 2011; Zhang and He, 2011;
Lee, 2015; Koutsoukos et al., 2018; Törngren and
Grogan, 2018; Törngren and Sellgren, 2018; Neema
et al., 2019). In this paper we will explore one par-
ticular challenge, namely that of emergence. We
will focus on three major problems concerning emer-
gence: First, how to exploit emergence to achieve
beneficial properties; second, how to ensure that our
CPSs will not create harmful emergent phenomena;
and finally, and perhaps the most difficult challenge,
how to ensure that when many unrelated organiza-
tions deploy their CPSs in the same environment,
their combined interactions will not create harmful
emergent phenomena.

Our contribution is threefold: (1) a description
of several key properties of emergent phenomena
that must be considered when designing and oper-
ating CPSs; (2) an investigation of three major chal-
lenges that we must address in order to benefit from
emergence and avoid its dangers when implement-
ing CPSs; (3) a review that collects in a single place
important and recent research that is specifically rel-
evant to the problem of emergence in the context of
CPSs.

The rest of the paper is organized as follows.
In Section 2 we explain CPSs. Then, in Section 3,
we explain the nature and properties of emergence
and illustrate emergent phenomena in the context of
CPSs. We elaborate on the three major challenges
that we have identified with regard to emergence in
CPSs in Section 4. In Section 5, we review the work
related to the problems of emergence in the context
of CPSs. Finally, conclusions are drawn in Section 6.

2 Cyber-physical systems

The term “cyber-physical systems” was coined
in 2006 by Helen Gill at the National Science Foun-
dation in the United States, and it refers to the in-
tegration of computational and physical processes.
CPS research is characterized as “a new discipline
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at the intersection of physical, biological, engineer-
ing and information sciences” (Sztipanovits, 2007).
For example, a smart grid (Fang et al., 2012) is a
CPS that uses bidirectional electricity and informa-
tion flow to provide efficient adaptive and robust de-
livery of electricity. Such a system could reroute the
delivery of electricity around a failed transformer or
use dynamic pricing to flatten the electricity demand
curve. A smart healthcare system (Catarinucci et al.,
2015) could improve the quality of service in a hos-
pital, by using wireless sensor networks to track the
state of patients in real time and alert staff when
an emergency situation occurs. Smart transporta-
tion systems (Glancy, 2013) are CPSs that consist
of vehicles, infrastructure, and geographic informa-
tion system (GIS) navigation systems, all commu-
nicating with each other to improve the safety and
efficiency of the transportation system. Other ex-
amples of CPSs are autonomous vehicles, entertain-
ment systems (consumer electronics), industrial (fac-
tory) automation, dynamic control systems, indus-
trial robots, smart buildings, weapon systems, hy-
brid gas-electric vehicles, etc. See, e.g., Chen (2017),
for additional CPS applications.

In general, CPSs employ sensors and network
connectivity to enable collection and exchange of
data through wired and wireless networks: they re-
ceive data samples from sensors, perform certain
computations, and then send commands to actuators
in a distributed heterogeneous environment. The cy-
ber component (algorithms in the system) is respon-
sible for processing, communicating, and controlling
information (Sanfelice, 2015; Tripakis, 2016). The
physical components include systems that exist in
the physical world (e.g., processes that are monitored
or controlled); those components continuously inter-
act with their environment. The cyber component
is distributed throughout the system and is tightly
coupled with the physical components through con-
nected components such as sensors, actuators, con-
verters, signal conditioners, and digital communica-
tion networks. Components of a CPS can run on
various platforms and use functionalities provided
by other components. Systems will implement fea-
tures by collaborating with other systems that pro-
vide (part of) the required functionality, and this
configuration occurs while being deployed in the field
(Mosterman and Zander, 2016). Hence, CPS func-
tionalities are emerging from the networked interac-

tion of physical and computational processes (Broy
et al., 2019).

To summarize, CPSs are hybrid engineered sys-
tems that dynamically combine autonomous hetero-
geneous independent, and many times distributed,
components. These components constantly interact
with each other by exchanging data. CPSs provide
rich functionalities that could only be realized by
these dynamic interactions and cannot be delivered
otherwise. This emergent behavior is a distinguish-
ing characteristic of CPSs (Maier, 1996; Keating
et al., 2008; Ncube et al., 2013). CPSs also inter-
act with humans through many modalities (Baheti
and Gill, 2011), and operate under highly dynamic
conditions (D’Angelo et al., 2017). These dynamics
introduce uncertainty, which may harm the system
and lead to incomplete, inaccurate, and unreliable
results (Perez-Palacin and Mirandola, 2014).

Due to all these factors, the design and mainte-
nance of CPSs is extremely complex. In the next sec-
tion we will discuss emergence phenomena in some
detail and illustrate how emergent behaviors may
occur in natural and man-made systems and in par-
ticular in CPSs.

3 Emergence in cyber-physical systems

A tornado is a powerful natural phenomenon.
Under the right atmospheric conditions the interac-
tions between individual air molecules create a new
phenomenon, a stable dynamic process that we rec-
ognize as a rotating column of air. A tornado is an
example of emergence in nature. Other examples
include waves of all kinds, the weather, the flocking
of birds, the schooling of fish, the nests constructed
by ants and termites, market economies, and traffic
congestion (which is really a kind of wave). Thus,
emergence is everywhere: it appears in physical sys-
tems, in biological systems, in computational sys-
tems, e.g., gliders in Conway’s game of life (see, for
example, Adamatzky (2010)), and in social systems
(see, for instance, Sawyer (2005)). Sometimes it is
beneficial (e.g., market economies) and sometimes it
is harmful (e.g., traffic congestion (Liu et al., 2009)
and locust swarms (Ariel and Ayali, 2015)).

Emergence is a loaded term and there is a lot of
controversy regarding the exact definition of emer-
gence. We hope that by considering these exam-
ples and the following definitions, the concept of
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emergence will naturally emerge in the mind of the
reader (for many more definitions see Johnson and
Padilla (2018)):

1. Emergent behavior is not explicitly encoded
in the agents or components that make up the sim-
uland or the model; rather, it emerges in reality or
during a simulation from the interaction of agents or
components with each other and their environment
(Williams, 1997).

2. Emergents are recognizable, persistent, and
recurring patterns that are not predicated due to the
inherent difficulty of calculation and the size of the
potential state space (Holland JH, 1999).

3. An emergent property is a property possessed
by an assemblage of things that is not possessed by
any member of the assemblage individually (Maier,
2015).

For our purposes, we will summarize these def-
initions as follows: An emergent phenomenon is a
stable pattern of organization of the components of
an ensemble that is a result of the interactions be-
tween the components. Because we discuss emer-
gence in the context of CPSs, we will further fo-
cus on emergence in biological and man-made sys-
tems. In particular, beneficial emergence is common
in biological systems; such systems typically have a
particular structure known as a complex adaptive
system (Mittal et al., 2018). A complex adaptive
system consists of a large number of agents (indi-
vidual active components) that interact to achieve a
goal. However, no single agent is aware of the sys-
tem’s goal, but rather their combined behavior and
interactions generate emerging patterns that achieve
the system’s goal (build a nest, regulate tempera-
ture, forage for food, etc.). The agents in a complex
adaptive system interact locally, either directly with
neighboring agents or indirectly through the envi-
ronment using a stigmergic mechanism (Theraulaz
and Bonabeau, 1999). In a stigmergic mechanism,
the agents communicate indirectly by using the en-
vironment as a shared memory. For example, ants
that are carrying food, deposit pheromones on the
ground. Other ants detect these pheromones and
use them as a guide to find the food source. Due
to their structure, complex adaptive systems are ex-
tremely scalable, fault-tolerant, and adaptive (Hol-
land JH, 2006; Mittal et al., 2018)—all important
engineering qualities. Complex adaptive systems,
however, are inherently unstable, and when they are

stressed beyond their limits, they often break catas-
trophically (Tan et al., 2005). In addition, unless
we know where to look, we cannot see any warning
sign for the impending catastrophe, because the self-
adapting system keeps regulating until the very last
moment before its behavior becomes chaotic (Novak
and Wilensky, 2006).

As we have seen previously, CPSs are often built
from many active individual (and sometimes au-
tonomous) components that interact with each other
and with their environment (Monostori, 2018). Their
structure and dynamics mean that, whether we like
it or not, such systems are in many cases complex
and adaptive, and may therefore exhibit emergent
phenomena and behave chaotically (Kopetz et al.,
2016). A dramatic example of a chaotic behavior
in a man-made system is the previously mentioned
flash crash event (Clarke, 2014).

CPS applications are planned for major critical
infrastructure such as energy systems (Fang et al.,
2012), health care, and transportation. Therefore,
it is vital that we have enough theory and tools to
design such systems with very high levels of assur-
ance that they will not produce detrimental emer-
gent behaviors and that we will know when they are
dangerously approaching a point of catastrophic col-
lapse. We need to guarantee the trustworthiness of
both the expected and unexpected emergent behav-
iors of the CPS.

The classical approach to the design of reliable
engineering systems is to develop a general scientific
theory of the phenomena relevant to the system in
question, and then use theory to guide the system’s
structure and behavior to ensure that it achieves its
goals. Thus, for example, the theory of aerodynamics
is a basis for the design of all kinds of flying machines,
the theory of material strength is used by designers
of a vast range of different products, and the theory
of software complexity is used to analyze the asymp-
totic execution time of algorithms regardless of their
problem domain. It would be very helpful if we could
develop a similar general theory of emergence that
would help us predict, for any kind of system, if it
will develop an emergent phenomenon and of what
kind. However, no such theory currently exists, and
we argue that no such theory can exist. To see why,
let us look at Conway’s game of life, one of the most
commonly used examples of emergence (Adamatzky,
2010; Kopetz et al., 2016; Schaff, 2018). Conway’s
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game of life is a cellular automaton that is based on
a small set of simple rules, yet it produces complex
patterns that cannot be predicted just by analyzing
the rules. Conway has shown that this system is
Turing complete (Rendell, 2002). If we had an al-
gorithm that could decide if a given pattern would
emerge in the game of life, then we could use this al-
gorithm to solve the halting problem by assembling
a Turing machine in the game and asking the algo-
rithm if a halting pattern would eventually appear.
Therefore, the question of predicting emergence is
fundamentally not answerable in the general case.
See Culik et al. (1990) for a more rigorous treat-
ment. However, like the halting problem, emergence
is semi-decidable. That is, we can simulate the game
of life and wait for the pattern to emerge; this is the
best we can do in the general case.

Even though we cannot hope to produce a gen-
eral theory of emergence, we can nevertheless point
to several properties that are characteristics of emer-
gent phenomena:

1. Physical emergence requires a constant sup-
ply of energy (Johnson et al., 2018, Chapter 8).
Tornadoes, waves, and Jupiter’s giant red spot, all
emerge only when enough energy accumulates in the
system, and disappear when that energy dissipates.
Indeed, such phenomena are called dissipative struc-
tures in the modern theory of thermodynamics (Kon-
depudi and Prigogine, 2014).

2. Similarly, in agent based systems, emergence
requires a lot of interaction (information exchange).
A few ants cannot survive, a few birds cannot cre-
ate a flock, and a few grasshoppers cannot form a
locust swarm. The high speed and high frequency of
transactions made by algorithmic trading was one of
the primary contributing factors to the flash crash
(Johnson and Padilla, 2018).

3. Emergence often involves feedback loops
where the agents affect their environment and in turn
are affected by changes in their environment (Clack
and Carlos-Sandberg, 2018, Chapter 20). For ex-
ample, social traffic systems create a dynamic traffic
map from the reports sent by the system’s agents
(the drivers) which use the very same map to guide
their future navigation decisions.

There is a very strong link between the first two
properties. An important theorem of information
theory shows that there is a global minimal ener-
getic price for the transmission of one bit of infor-

mation, regardless of the implementation details of
the agents that transmit and receive the information
(Pierce, 2012, Chapter 10). Therefore, as the num-
ber of messages and the frequency of information
exchange increase, so does the energy in the system;
and with it, the chances of creating emergent phe-
nomena increase.

These properties are particularly important for
CPS designers because as modern computers com-
municate and process information extremely fast,
harmful emergence could occur so quickly that its
effects become severe before we have a chance to
counter them. For example, a power grid CPS with
active algorithmic agents that constantly balance
its nodes could fail catastrophically, domino style,
when some nodes fail and others become overloaded
as they try to compensate for the failure (Buldyrev
et al., 2010).

In addition, we believe that we can exploit our
understanding of these principles to reduce the risk of
catastrophic emergence in a CPS. If the risk of emer-
gence rises as the amount of energy and the commu-
nication rate increase, then we can reduce this risk by
deliberately limiting the amount of energy and the
information exchange rate in the system. For exam-
ple, if a social navigation system restricts knowledge
about the availability of narrow roads based on their
capacity, it can avoid flooding them with vehicles.
This is similar to how bees transmit information to
their nest mates. When a bee returns with informa-
tion about the availability of a food source, it dances
to recruit members, but it cannot recruit the entire
nest because only bees that are relatively close to it
can see the dance. This prevents the bees from trav-
eling en masse to the same location. However, this
idea requires further research to test its effectiveness.

4 Major challenges

We have identified three major challenges with
respect to emergence in the context of implement-
ing CPSs. We list them here in increasing levels of
difficulty:

(1) Designing a CPS to exploit emergence as
beneficial phenomena;

(2) Verifying that a CPS does not produce harm-
ful emergent phenomena;

(3) Ensuring that a collection of independently
developed CPSs do not produce harmful emergent
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phenomena when they are deployed in the same en-
vironment.

We will now discuss each of these challenges.

4.1 Design for emergence

The first challenge is how to use the benefits
of emergence to design robust and efficient CPSs.
By observing nature, we know that it is possible to
design extremely robust and effective systems by ex-
ploiting emergence. Important examples are social
insects, such as ants and termites, whose systems
consist of simple (relatively speaking) agents, but
nevertheless create highly complicated and adaptive
structures. For example, termites build enormous
nests (at a typical size of 8 m, these structures are
1000 times larger than the body size of a termite)
that house millions of individuals, and maintain the
temperature inside the nest between 33 and 36 ◦C,
while the temperatures outside range from below
freezing at night to above 45 ◦C by day (Korb, 2003;
Jones and Oldroyd, 2006). Systems built in this en-
gineering style have many benefits: they are fault-
tolerant, because there is no central authority and
therefore no single point of failure; they are adap-
tive, because the individual agents always respond
to the concrete information in their immediate envi-
ronment; they are extremely scalable, because they
are based on local communication patterns; and they
are simple to engineer, because the agents are simple
and the communication rules connecting the agents
are simple and local.

In recent years there have been several examples
of successful systems that were designed in this style.
For instance, the Eastgate Centre mall in Harare,
Zimbabwe, was designed to passively regulate its
temperature based on ideas taken from the way ter-
mites build their nests (Baird, 2003). Other exam-
ples are the various peer-to-peer networks for trans-
ferring large files over the Internet (Nwogugu, 2016,
Chapter 4.1.1). Open markets are another example
of systems that successfully exploit emergence. In-
deed, this was noted a long time ago by Adam Smith,
who called this beneficial emergent phenomenon “the
invisible hand” (Smith, 2002, Chapter 2). The oper-
ating mechanisms of open markets were later investi-
gated using game theory, and more recently extended
to algorithmic game theory (Nisan et al., 2007). Such
techniques have been successfully employed in prac-
tical resource allocation problems; for example, a re-

source exchange was used to efficiently allocate the
resources on the Cassini spacecraft among the 13 dif-
ferent scientific instruments aboard the vessel and
the five different countries that built them (Ledyard
et al., 1994). These techniques are specific to re-
source allocation problems, but whether they can be
adapted to design other forms of emergent systems
is an interesting open problem. Thus, with the ex-
ception of (the very problem-specific) market-based
systems, there is not yet a coherent body of knowl-
edge describing how we can systematically design
and develop emergent systems.

A system based on emergence must still have a
well-specified functionality and goals, but its compo-
nents are not designed to explicitly achieve its goals.
Instead, what we explicitly encode in the system is
a set of simple behavioral rules for each agent, and
the desired goal should emerge from the common
actions of the agents that follow the rules (Petty,
2018). This is in contrast to the standard approach
to system design where we encode its functionality
explicitly.

To illustrate the difference between a standard
system design and an emergent system design (We
are not suggesting the following system as a real-
istic design, but merely as a sketch that illustrates
how emergent systems typically operate), consider
the problem of regulating the temperature of a large
building. A standard system design might consist
of a small set of temperature sensors and air con-
ditioning units, all connected to a central controller
that measures the temperature in the building and
activates the air conditioners to heat or cool as neces-
sary. In contrast, inspired by the Daisyworld model
(Novak and Wilensky, 2006), an emergent system
design might consist of a large collection of individ-
ual units evenly arranged on the roof of the building.
Each such unit has a temperature sensor and a disk
pointed to the sky. The unit controls the disk’s color.
If the temperature around the unit is too high, it
changes the color of the disk to white, and if the tem-
perature is too low, it changes the color to black. The
units do not communicate with each other directly,
but they do communicate with each other through
a stigmergic effect, because when they cool or heat
their surroundings, they affect the neighboring units,
which sense these changes in temperature. Pro-
vided that we have correctly determined the system
parameters (number of units, size of disks, etc.) and
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in a suitable environment, the overall (emerging) ef-
fect of all the units will be to keep the building at a
constant temperature. Compared to the traditional
system design, this emergent design is fault-tolerant,
because failure of a single unit will have a small local
effect on the operation of the system, whereas a fail-
ure of the controller will disable the entire system. It
is also scalable, because to support larger buildings,
we can simply add more units. Finally, it is very
adaptable because it will automatically compensate
for changes in ambient temperature and will also reg-
ulate different areas of the building according to the
specific temperature of those areas.

One particular architecture that is built to ex-
ploit emergence and is therefore worth exploring is
subsumption (Brooks, 1990). Brooks developed this
style in the late 1980s and used it to build highly
adaptable robots that used modest hardware, but
performed exceptionally well in practice. The robots
that Brooks built were designed to operate in un-
controlled environments. They constantly sampled
their environment, computed responses to what they
sensed, and changed their state and behavior to af-
fect the environment to achieve their goals. Thus,
they are good CPS models.

In the subsumption style, a CPS is developed
in layers of increasing behavioral sophistication, but
in contrast to the traditional layered style, the lay-
ers are composed in parallel. For example, in many
of Brooks’s robots the lowest layer implemented a
simple obstacle-avoidance behavior. After this layer
was developed and tested, a new layer was added to
make the robot move about and explore its surround-
ings. Both layers run in parallel; therefore, if while
moving about, the obstacle-avoidance layer detects
an obstacle, it changes the direction of the robot to
avoid the obstacle. Each layer implements a new
kind of behavior. Thus, to extend the system with
a new behavior, one only has to add a new layer,
which is installed and run in parallel with the others.
Conflict resolution is implemented using inhibitory
signals that prevent messages from passing along the
inhibited channel for a short period of time. For ex-
ample, Connell (1989) programmed one of Brooks’s
robots to steal empty soda cans from people’s desks.
The robot had an arm and an object recognition
system, each implemented using separate behavioral
layers. The object recognition system caused the
robot to keep moving until it detected a soda can, at

which point it would stop. The arm behavioral layer
would initiate a grasping movement when the robot
stopped moving (this is a simplification; for the full
description see Connell (1989)). Thus, the system
was implemented as a collection of simple individual
agents, each of which implemented a simple behav-
ior. The robot’s functional goal emerged from the
interaction and combined behavior of these agents.

Brooks’s team has successfully developed many
kinds of robots using this architecture, which makes
subsumption the only architecture of which we are
aware, that could claim to be a successful system-
atic technique for designing non-trivial engineered-
emergence systems.

Successful emergence-based systems are fault-
tolerant, scalable, and adaptable. These are impor-
tant benefits that we would like to achieve. Un-
fortunately, unlike traditional design, such systems
can also exhibit undesirable chaotic behaviors. We
would like to avoid these kinds of negative phenom-
ena, which brings us to our next challenge.

4.2 Avoiding harmful intra-CPS emergence

The second challenge is to ensure that a system
does not produce undesirable emergent phenomena.
This challenge is more difficult than the previous
one, because we do not know, a priori, all the fac-
tors that can create emergent phenomena. We can
create models and simulate the system to explore its
behavior and to study how it behaves with differ-
ent parameters. Such an analysis can help us find
undesirable emergent phenomena that are hidden in
our system design, but there may be properties that
we have either decided not to add to our model or
of which we are not aware, and these may lead to
emergent phenomena that we will not be able to see
in our simulations (Mittal et al., 2018).

One possible approach that we believe is worth
investigating, is to borrow a well-known idea from
fault-tolerant systems (Pullum, 2001) and assign the
modeling task to several independent teams. Ana-
lyzing the different models and comparing them to
each other can broaden the scope of the system un-
der investigation and may improve our chances of
detecting hidden emergent phenomena.

Another approach is to create a catalog of
emergent design patterns (we can start with steal-
ing Nature’s patterns) that come with a large
body of knowledge regarding their beneficial and
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detrimental emergent phenomena. By basing our
designs on familiar patterns, we can minimize the
risk of unpleasant surprises. Moreover, any such
surprise that we will find will benefit all the other
systems that are using this pattern. For example,
researchers have mimicked the behavior of flock-
ing birds to successfully coordinate large numbers
of drones (Vásárhelyi et al., 2018), while other re-
searchers have mimicked the communication pat-
terns of ants to optimize routing of TCP/IP commu-
nication packets (Gadomska and Pacut, 2007). We
could use the architecture of such systems as tem-
plates or starting points for designing CPSs.

Ecological systems are frequently very diverse,
with many different species interacting, cooperating,
and competing in the same environment. There is
very strong evidence (Peterson et al., 1998; Gun-
derson, 2000) that biodiversity is a major factor in
the resilience of ecological systems. We can see this
phenomenon very clearly in a simulation of predator-
prey dynamics (Wilensky and Reisman, 2006). The
model consists of two variants. In the first variant,
there are just two species: wolves that prey on sheep.
This version is unstable; in many simulations either
the entire sheep population or the entire wolf popu-
lation completely dies and the system collapses. The
second version adds grass to the model, and then it
becomes very stable, making extinction events very
rare. Accordingly, it could be beneficial to design
CPSs using various agents, some of them perform-
ing similar functions but in different ways and with
different characteristics. This redundancy can re-
duce the sensitivity of the system, making it less
likely to develop chaotic oscillations, and therefore
increase its resilience. This achieves the same pur-
pose as using redundant components in traditional
safety-critical systems.

Looking for harmful emergent phenomena in our
system is a difficult task, but at least we have some
control over the system because we are the designers
of this system.

4.3 Avoiding harmful inter-CPS emergence

The final, and most difficult, challenge that we
have identified is how to avoid harmful emergent
phenomena that arise as a result of the interaction
between CPSs that have been developed indepen-
dently and obliviously of each other, and then de-
ployed in the same environment. For example, a

future smart transportation system may interact in
a non-trivial manner with a future smart power grid
system. When several CPSs are operating in the
same environment, we can consider each CPS as an
agent, sensing and modifying its environment and in-
teracting with other CPS agents indirectly through
(unintentional but nevertheless real) stigmergic ef-
fects. As far as we know, such a scenario has never
occurred so far, but we know that systems of agents
that interact indirectly through stigmergic effects of-
ten create emergent phenomena. Therefore, there is
no reason to believe that we will be spared from such
emergence when many CPSs operate in the same
environment. This is a difficult challenge, because
it is not merely a technological problem but rather
a techno-social problem. It requires regulatory and
political mechanisms to control and certify the in-
troduction of major CPSs into critical environments
such as transportation systems and energy systems.
This problem resembles the case of a patient who is
prescribed drugs by several doctors, each treating a
different disease. Two drugs that when taken individ-
ually can cure each ailment, may produce a harmful
result when taken together. Yet, our poor patient
may not be alerted to this harmful situation because
each doctor, treating her/him individually and un-
aware of the other treatments, will not have any rea-
son to suspect such an interaction. This problem is
addressed by regulation (Tannenbaum and Sheehan,
2014).

5 Related work

There is a lot of discussion about the nature
of emergence: whether it is a shallow phenomenon
(weak emergence) that simply represents our igno-
rance or inability to find an explicit connection be-
tween the components and the overall behavior, or
whether there is something else that causes the emer-
gence, something that cannot be deduced even in
principle (strong emergence) (Wildman and Shults,
2018). We do not think this question is important
for CPS design, because the end result is the same
regardless of the reason.

Although there are many works that discuss
emergence in the context of systems engineering
and CPSs, there are relatively few works that offer
practical advice regarding the construction of such
systems in the presence of emergence. Keating et al.
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(2008) noted that the requirements for dealing with
emergence should be established to effectively ad-
dress them at design time, but did not explain how
this could be done. Wassyng et al. (2016) said that
the complexity and distributed nature of CPSs make
it difficult to identify hazards that arise as a result
of emergent behaviors, but they did not offer de-
sign techniques to deal with this problem. Similarly,
Monostori (2018) addressed the importance of fore-
casting the emergent behavior of CPSs but without
detailed discussion. Törngren and Grogan (2018)
highlighted the challenges involved in building CPSs
as opposed to existing systems, but did not discuss
emergence apart from briefly mentioning it as a ma-
jor challenge. Maier (1996) offered guidelines for the
design of large systems of systems but left the ques-
tion of how to design for emergent behavior open,
only suggesting that using pseudo-economic mech-
anisms (also known as mechanism design and algo-
rithmic game theory) could be a fruitful research
direction. In a later work Maier discussed emer-
gence in the context of systems of systems (SoS)
(Maier, 2015). He classified emergence into four cat-
egories based on the difficulty of predicting it, and
gave examples of each category (except for the last
one, spooky emergence, which represents emergent
system phenomena that are inconsistent with the be-
havior of its parts). He noted that often we fail to
predict harmful emergent phenomena but can under-
stand it after it manifests itself.

One work that does provide practical design
guidelines was presented by Kopetz et al. (2016), who
suggested equipping the CPS with an independent
monitor component that will monitor its state, and
bring it to a safe state once it identifies that a harm-
ful emergent phenomenon is about to occur. Such
a monitor could be extended to a digital twin (DT).
A DT is a software virtual model of a physical sys-
tem that continuously mirrors its current state and
runtime behavior. It is an elaboration of existing vir-
tual representations of machines and products, such
as computer-aided design and computer-aided man-
ufacturing, taking advantages of the current state of
the art of networking. The DT uses highly detailed
simulations that exploit the data coming from the
field (Macchi et al., 2018). It can be used to predict
the future states of the system (Gabor et al., 2016).

However, for such an approach to work, we must
know what to put in our model. We must know the

critical parameters that cause the emergent phenom-
ena to occur. For example, in the Daisyworld simu-
lation (Novak and Wilensky, 2006), it is not effective
to monitor the system’s temperature, because the
system will maintain it without any noticeable irreg-
ularity right until the point where it collapses and
starts oscillating chaotically. Instead, we must keep
track of the number of black and white daisies and
sound the alarm when one of these populations be-
comes dangerously low. Thus, we could use simula-
tions to push our system to its boundaries and study
what parameters correlate with the onslaught of its
destabilization. We can then design our systems to
report and measure these parameters at runtime.

Another highly relevant work was proposed by
Zurita and Tumer (2017). They first reviewed the
notion of emergence as it is explored in complexity
science, then described several important misconcep-
tions about emergence, and finally, discussed how we
can employ emergence to design systems using multi-
agent systems. They proposed several approaches for
constructing such systems, but did not discuss how
we can ensure that these systems will not possess
harmful emergent phenomena.

Jun et al. (2008) took an interesting view
of emergence by analyzing emergence in a formal
method setting. They investigated emergence as a
refinement relationship between descriptions of the
same system at different abstraction levels. We be-
lieve that this line of work is important in particular
for safety-critical applications that often use formal
methods to ensure their correct operation. A for-
mal method approach to emergence could help in
designing safety-critical systems that use beneficial
emergence and avoid harmful emergence.

Many researchers have noted the importance of
using simulations to study emergence (e.g., Holland
JH (1992), Wilensky and Reisman (2006), Welch
et al. (2012), Holland T (2018), and Zeigler (2018)).
However, simulations raise two major problems.
First, because simulations use numerical algorithms,
we can never be sure if the phenomena we observed
are real or an artifact of the inaccuracies in the sim-
ulation. Even the famous Lorenz attractor was only
relatively recently proven to be real (Tucker, 1999).
Second, as noted by several researchers (Ferris, 2018;
Mittal et al., 2018), we can never be certain that we
have included in our model, all the parameters that
cover all the possible emergent phenomena that the
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system can create.
Large CPSs, such as a smart power grid or a

smart transportation system, are complex entities
that consist of many components, each of which is
itself a complex entity; thus, they are systems of sys-
tems. SoS engineering is a sub-field of systems engi-
neering that focuses on the boundaries and interac-
tions among independent, distributed, and evolving
constituent systems and their stakeholders. There
is a large body of knowledge concerning the design
and architecture of SoS that is relevant to the de-
sign and architecture of CPSs. In particular, Maier
(1996) and Maier and Rechtin (1997) have identi-
fied four important SoS design principles, which we
summarize below:

1. Stable intermediate forms
It will be much easier for a system of systems to

evolve if it is designed in a series of increments, where
each increment is a functioning system. This idea is
very similar to agile techniques such as continuous
deployment and delta modeling (Haber et al., 2011).
The Internet is an excellent example of this princi-
ple, because in the last 50 years it has successfully
evolved through stable intermediate forms to reach
its current state.

2. Policy triage
Systems of systems often communicate with

other systems and their components are often cre-
ated by many different vendors. Therefore, it is
important not to over-control them, but instead to
focus control on the means for achieving reliable
interoperability—leaving the rest as the responsibil-
ity of the individual component makers.

3. Leverage at the interfaces
The most important leverage point for affecting

a large CPS is at the component interfaces. The best
example is perhaps the Internet Protocol (IP). If you
know how to speak IP, you become a member of the
Internet. There is nothing else that is required.

4. Ensuring cooperation
Cooperation and collaboration are good. The

more of them the better. When designing a system
of systems that requires voluntary collaboration, the
mechanisms and incentives for collaboration must be
explicitly designed into the system. This principle is
clearly visible in such systems as Facebook and the
social navigation system Waze.

We have included these guidelines here because
we believe that while not directly relevant to emer-

gence, they are very important for the design of com-
plex CPSs.

6 Conclusions

We have described the concept of emergence
in the context of CPS design. We have seen that
emergence can be either beneficial or harmful, but
cannot be ignored. We have outlined three major
problems that we believe are essential to solve if
we are to succeed in developing large CPSs: (1)
how to exploit emergence, (2) how to avoid harmful
emergence in a single CPS, and (3) how to avoid
harmful emergence in a CPS ecology. We have dis-
cussed some approaches for tackling these problems
and reviewed the state of the research with regard
to these problems. We have seen that emergence
can be examined through many different scientific
disciplines: modern thermodynamics, complexity
theory, cellular automata, algorithmic game theory,
biology, and chaos theory. Each of these fields is a
relatively young field that has its own large body
of knowledge. Thus, a fourth challenge we may
add to our paper is the challenge of being able to
understand enough about each field to shed more
light on the phenomena of emergence and to distill
this knowledge into practical insights with regard
to construction of CPSs that will benefit from
emergence and avoid its dangers.
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