40 Yang et al. / Front Inform Technol Electron Eng 2021 22(1):40-50

Frontiers of Information Technology & Electronic Engineering
www.jzus.zju.edu.cn; engineering.cae.cn; www.springerlink.com
ISSN 2095-9184 (print); ISSN 2095-9230 (online)

E-mail: jzus@zju.edu.cn

Resilient distributed economic dispatch of a

cyber-power system under DoS attack"

Feisheng YANG#2 Xuhui LIANG?, Xiaohong GUAN!

IMOE Key Laboratory of Intelligent Network and Network Security, Xi’an Jiaotong University, Xi’an 710049, China
2School of Automation, Northwestern Polytechnical University, Xi’an 710129, China
E-mail: yangfeisheng@nwpu.edu.cn; liangxuhui@mail.nwpu.edu.cn; xhguan@sei.xjtu.edu.cn

Received Apr. 30, 2020; Revision accepted Oct. 10, 2020; Crosschecked Nov. 23, 2020

Abstract: The economic dispatch problem of a smart grid under vicious denial of service (DoS) is the main focus of
this paper. Taking the actual situation of power generation as a starting point, a new distributed optimization model
is established which takes the environmental pollution penalty into account. For saving the limited bandwidth, a
novel distributed event-triggered scheme is proposed to keep the resilience and economy of a class of cyber-power
systems when the communication network is subject to malicious DoS attack. Then an improved multi-agent
consensus protocol based on the gradient descent idea is designed to solve the minimization problem, and the
prerequisites to minimize the system power generation cost are analyzed from the aspects of optimality and stability.

Finally, the theoretical results are verified through a single-area 10-generator unit simulation.
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1 Introduction

The smart grid is a network for the production
and consumption of electricity. Different dispatch
strategies lead to different economic benefits. Hence,
there should be a reasonable coordinated schedul-
ing plan between power generation and electricity
consumption. This would not only ensure the safe
and stable operation of the power systems, but also
pay attention to the economic benefits of the power
market (Qin et al., 2020). Therefore, economic dis-
patch (ED) is suggested as a way forward. The
essence of the ED problem is an optimization prob-
lem which minimizes the generation cost while main-
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taining the balance between supply and demand and
at the same time satisfying the capacity constraint
by coordinating the distributed energy output power
of the smart grid. In Guo FH et al. (2019), an
accelerated distributed gradient-based algorithm for
constrained optimization was proposed for ED in a
large-scale power system. As to the ED problem,
the research from centralized to distributed dispatch
has been carried out incrementally at home and
abroad.

To solve the cost minimization problem, many
methods have been suggested such as centralized dis-
patch approaches, including M-iteration (Lin et al.,
1992), Lagrange relaxation (Guo T et al., 1996),
and quadratic programming (Fan and Zhang, 1998).
However, the aforementioned methods usually re-
sult in higher communication and computation costs.
Note that the security of private information is un-
der greater threat when these methods are adopted.

In addition, the plug-and-play requirements of
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renewable energy generation cannot be implemented
(Elsayed and El-Saadany, 2015). As a result, dis-
tributed optimization methods have attracted more
attention in recent years in order to overcome the
aforementioned disadvantages and improve the re-
silience and privacy of the power system (Wu, 2019),
such as the distributed bisection algorithm (Xing
et al., 2015), approximate dynamic programming
(Shuai et al., 2019), and multi-agent consensus (Qin
et al., 2019).

Although there has been a lot of research on
the ED problem, the security of the communication
network and environmental pollution penalty caused
by thermal generation have not been widely studied.
As far as we know, there has been no work study-
ing the ED optimization problem considering both
issues. As far as the security of the communication
network is concerned, most existing work proceeds
on the assumption that the transmission is working
well, and neglects the reality that it is vulnerable to
malicious adversary. Just a few studies have men-
tioned the cyber-attacked power system ED prob-
lem at present. In Wang R et al. (2020), a gossip-
based distributed algorithm was proposed for the
smart grid with random communication link failures.
Zhao et al. (2017) analyzed a stealthy attack through
false data injection for both offline and online cases,
and the necessary and sufficient conditions were pro-
vided to guarantee the convergence of the algorithm.
Huang et al. (2019) studied mainly the ED problem
with communication delays, and a delay-free-based
distributed algorithm was presented to optimally as-
sign the whole energy demand among local genera-
tion units with the objective of minimizing the ag-
minated operation cost. A denial of service (DoS)
attack robust dispatch strategy based on mixed in-
teger linear programming was proposed in Zhang
et al. (2019), in which a priority-based recovery pro-
cess was used to reconfigure the load requirement
of distributed generation units. Although cyber at-
tack is taken into account in the above research,
the main focus concentrates on the distributed algo-
rithm design, and system stability analysis was not
given.

Renewable energy generation has been widely
studied in recent years as a means of overcoming the
shortage of resources and environmental pollution
caused by conventional thermal generation (TG). As
is well known, wind power generation (WG) and pho-

tovoltaic power generation (PG) have been applied
widely because of their free availability and environ-
mental friendliness. Nevertheless, WG and PG have
strong randomness and uncertainty; hence, the ED
problem needs to be reformulated. A Lagrangian
relaxation with incremental proximal method was
proposed which is suitable for a large number of WG
scenarios (Tan et al., 2019), and a finite-time average
consensus algorithm was proposed in Guo FH et al.
(2016) to overcome the drawbacks caused by random
WG. However, all ignored the pollution penalty of
thermal generation and the communication network
security.

Thus, in this paper we focus on the distributed
ED optimization problem of a cyber-attacked power
grid which has hybrid generation. The cyber-power
system under study is shown in Fig. 1. To reduce the
frequency disturbance caused by intermittent wind
power and photovoltaic power, energy storages are
integrated with WG and PG. The main contributions
of this work are as follows:

1. The distributed event-triggered scheme pro-
posed in this study is resilient to data dropouts in-
duced by DoS attacks, and can effectively reduce the
communication bandwidth consumption. The ana-
lytically explicit relationship between the proposed
resilient triggered threshold and a general one has
been presented for the first time.

2. An improved multi-agent consensus protocol
is designed, which eliminates the negative impacts
of the centralized ED approaches despite the privacy
preserving priorities of gradient information. The
optimal active power output is also found by adopt-
ing a gradient descent algorithm, and a sufficient
stability condition for the convergence to the equi-
librium state is derived.

Wind Energy
storage

turbine

Thermal
generator

Energy
storage

Photovoltaic
genetator

Fig. 1 Structure of the smart grid
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2 Problem formulation
2.1 Graph theory

The communication network among agents can
be modeled as an undirected graph G = (V, E, A),
where V' = {1,2,..., N} is the set of nodes with N
being the total number of generatorsand £ C V x V
is the edge set. When (v;, v;) € E, it means that the
information can be exchanged between node ¢ and
node j. Define matrix A = [a;;] € RV*¥ to be the
adjacency matrix, whose elements satisfy

1, if (Ui7’l}j)€E7 Z;’é],
;i =
! 0, otherwise.

It is obvious that A is a symmetric matrix and
its diagonal elements a;; = 0. Define matrix D as
the in-degree matrix, which is a diagonal matrix, and
its diagonal element d;; represents the total number
Based on the above
definitions, the Laplacian matrix of graph G can be
obtained as L = D — A. Denote L = L ® I,,, where
“®” is the Kronecker product.

of nodes connected to node 3.

2.2 Distributed economic dispatch

The conventional ED model needs to be refor-
mulated because of the integration of renewable en-
ergy power and the environmental pollution cost re-
sulting from thermal generation. When WG and PG
are connected to a smart grid, the environmental
benefit of the generator group should be taken into
account because of the high cost. Thus, an environ-
mental pollution penalty (EPP) is introduced:

Ceppi = neppi - MTci,

where
Mra;i = aiPfq; + biPrai + ci,

in which Cgpp; and ngpp; are environmental penalty
cost and penalty coeflicient respectively, a;, b;, and
¢; are the blowdown characteristic coefficients, and
Prg; and Mpg; are the power output and sewage
discharge of the i*" TG respectively. Then, the total
cost of TG can be expressed as follows:

Crai = @i + BiPrai + 7iPiq; + Crppis

where «;, (3;, and ~; are the cost coefficients of the
ith TG.

As is well known, the WG and PG are random
and uncontrollable. A system fluctuation or system
out of control may occur when they are integrated
into a smart grid directly such that we assume that
every wind turbine or photovoltaic turbine is con-
nected with an energy storage unit. Considering
the plug-and-play characteristic of renewable energy
generation, the cost functions of WG and PG, no-
tated as Cwg; and Cpg; respectively, are given as
follows:

2
Cwai = awiPyq; + bwiPwai + Cwis

2
Cpai = apiPpai + bpi Prai + Cpi,

where Pywg; and Ppg; are the active power outputs,
Qwi, bwi, and cy; are WG characteristic coefficients,
and ap;, bpi, and cp; are PG characteristic coeffi-
Assume that there are N generator units,
consisting of nt TGs, nw WGs, and np PGs. For
simplicity, in the following analysis, we treat each
generator unit as an agent assigned a unique se-
Define the set St = {1,2,...,nr}
to represent all the thermal power units; similarly,
define Sw = {nt + l,nTt + 2,...,nT7 + nw} and
Spy = {nt +nw+ 1,nr + nw + 2,...,N}. Based
on the above analyses, the total generation cost of
a smart grid with renewable energy penetration can

cients.

rial number.

be written as

C(Prai, Pwai, Prai)

= Z Crai + Z Cwai + Z Crai- (1)

i€ST i€Sw i€Spy

Taking both generator and demand-supply bal-
ance constraints into consideration, the ED problem
can be formulated as follows:

min
Prgi,Pwagi,Ppci

> Prai+ Y, Pwci+ Y, Prai

€St ieSw 1€Spy
N
= > Py = Py,
i=1

St PR < Pras < PR € S, ®

C(Prci, Pwai, Prai)

0 < Pwai < PR, 1€ Sw,

0 < Ppai < PREY, i € Spy,

where P{f‘(‘;‘; and Ppgr are the lower and upper power

max

output bounds on the i*" TG respectively, P and
Puiax are the upper bounds on the i'" WG and PG
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respectively, Pg; is the load demand corresponding
to each generation unit, and Py is the total load
demand which is assumed to be a constant.

The active power output of any agent ¢ can be
represented as x; € R, and & = (1, 29,...,2n5)".
Thus, the cost function and constraints of each gen-

erator unit ¢ can be listed as follows:

Crai,t € S,
ci(x) =4 Cwai,i € Sw,
Cpai,t € Spv,
PRB <o < PR i€Sn, (@)
MEDETTE i € Sw,
0 <x; < PpEY, i € Spy,
sz'vzl Ti = Zi\il P

However, Gharesifard and Cortés (2014) ad-
dressed that the centralized optimization prob-
lem (2) can be transformed into the following
distributed optimization by adding an equality

constraint:
N
min Y ¢;(2;)
=1 N (4)
s.t. Le = 0pny,, x; € ﬂ X;.
i=1

The optimization problem (2) has a unique opti-
mal solution * by the Lagrange multiplier method,
equivalent to the distributed optimization prob-
lem (4) which can be solved by adopting a gradient
descent approach and a consensus protocol. That is,
the minimum operating cost of the power system is
obtained when the active power output of each gen-
erator unit reaches the consistent optimum point.

3 Distributed economic dispatch under
denial of service

3.1 Multi-agent system model for distributed
optimization

To solve the distributed optimization problem,
an improved dynamic multi-agent model is given

(Kia et al., 2015):

ii(t) = —aVe (zi(t) — bui(t),

N 5
Zi(t) = ézaij(fﬂi(t) — (1)), ®)
=1

where a, 5, and ¢ are positive constants which indi-
cate the system parameters. u;(t) = > ai;(x;i(t) —

jEN:

xj(t)) + #i(t). xi(t) and z(t) are tﬁe active power
output and auxiliary state of agent i respectively,
and N; is the neighbor set of agent i. In terms of
physical meaning, u;(t) is actually a proportional in-
tegral (PI) controller, and the auxiliary state z;(t) is
an integral function of the controller. Since u;(t) con-
tains the item ; n aij(2:(t) —2;(t)) in Gharesifard
and Cortés (2014), the information of auxiliary state
z(t) needs additional interaction between z;(t) and
Zj (t)
the transmission of auxiliary state z;(t) and effec-
tively reduce the communication cost.

This improved multi-agent model can avoid

3.2 Resilient event-triggered scheme for con-
sensus protocol

Recent work on event triggering and attack on
networked systems has achieved meaningful progress
(Yan et al., 2019, 2020; Zhang et al., 2019). It is
known that communication interruption usually ap-
pears when that communication network is subjected
to malicious DoS attack. Combined with Fig. 2, we
know that not all the triggered system states can be
sent to the controller successfully. Here, we assume
that there exist M missed system states x(j.h) in
the interval between two successful transmission in-
stants [tgh,tg+1h), where j.h = tph + rh, h is the
sampling period, txh denotes the instant at which the
triggered packets successfully broadcast to the neigh-
bors of agent i, and M < my, with my indicating the
number of sampled packets in interval [tgh,tg+1h).
To keep the power system stable under DoS attack,
a new distributed resilient event-triggered scheme is
presented, which not only makes the power system
resilient to DoS attack, but also saves the limited
bandwidth.

|x; (teh 4+ rh) — ;i (teh)]

<ove| D aij(wi(tih) — z;(txh)| (6)

JEN;

where |- | stands for the infinite norm of a matrix or a
vector, and oy, is the resilient event-triggered thresh-
old. From inequality (6), we can see that agent i
updates its local state only when the triggered con-
dition is violated. Then inequality (6) can be written
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as the following compact form:
|z(tph + rh) — x(tph)| < ove|Lox(tih)|, (7)

where L, is the communication topograph of the
multi-agent system after the DoS attack.

In contrast to the conventional periodic event-
triggered scheme, the sampled packets will be trans-
mitted if and only if the triggered condition is vi-
olated. Therefore, fewer packets will be trans-
mitted, and the communication consumption can
be reduced. Compared with the traditional event-
triggered threshold o, the resilient triggered thresh-
old oy is smaller, which means that more system
states will be successfully triggered, and that parts
of them are allowed to be abandoned so as to elimi-
nate the effects of DoS attack.

(me=1)h
. r A A

Sampling th - O --—-@--- L O (tkrmy+1)h

instant :' I ' [

| . | <! i

Triggered _v_x____v____x_

instant X X
Successfully X b
transmitted th@O——@--------- @ -------- tiah

instant

Successfully sampled/triggered/transmitted packet

@ Unsuccessfully triggered/transmitted packet
¥ Packet dropouts caused by DoS attack

Fig. 2 Event-triggered sequence with DoS attack. my
indicates the number of sampled packets in interval

[tkh, tk-‘r-l h)

Proposition 1 The resilient event-triggered
threshold o, designed in this study satisfies the fol-
lowing constraint:

o /ol - 1

Ope < ——nv— 8
|Lo| ®)

Here, L, is the communication topograph of the

multi-agent system before the DoS attack. The proof
is provided in the Appendix.
Remark 1 It is clear that the resilient event-
triggered condition (6) is based on the information
of agent i and its neighbors. It depends on whether
the difference between the current sampled system
state x;(j-h) and the latest triggered state x;(trh)
exceeds the threshold decided by the latest triggered
state of agent ¢ and its neighbors.

A time delay d(¢) is introduced because of the
application of the event-triggered scheme:

d(t) =t —rh —tgh, t € [tph+rh,tph+ (r+ 1)h),

where r =0,1,..., M.
Then, Vt € [tih, tir1h), define

eri(t) = xi(th)—zi(th+rh) = x;(txh)—x;(t—d(t)),

where t € [txh+rh,tyh+ (r+1)h), r=0,1,..., M.

Combined with the definitions of d(t) and ey;(t),
we can transform the system state into the following
form:

l’l(tkh) = {,Ci(t — d(t)) + eki(t)-

The distributed consensus protocol can be writ-
ten as follows:

wi(t) == Y ay(i(teh) — z;(teh)) — 2i(t)

JEN;
== > ay(w(t —d(t) —a;(t — d(1)))
JEN;
= > ayleni(t) —en;(D) = z(t).  (9)
JEN;

Therefore, system (5) can be rewritten in a com-
pact form:

i(t) = —aVe(a(t)) — (L ® b)(z(t — d(t))
+ ex(t)) — b(t),

A(t) = eLaf(t),

where @ = Iy @ a, b =
er(t) = (ekl(t),ekQ(t),...,ekN(t))T, Vg(m(t)
(Ver(z1(t)), Vea(za(t)), ..., Ven (zn(t)))

4 Optimality and stability analyses
4.1 Optimality analysis

Assumption 1 The communication topo-
graph is strongly connected and weight-balanced.
Lemma 1 (Olfati-Saber and Murray, 2004) L
is defined as the Laplacian matrix of an undirected
weighted graph, and the following properties hold:

(1) L exists with at least one zero eigenvalue,
and other non-zero eigenvalues have positive real
parts.

(2) 1, (1, € R™ is a column vector with all
elements being 1) is the left eigenvector of graph
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Laplacian matrix L with the only zero eigenvalue,
when the graph is connected.

(3) If 1L = 0 holds, the graph is said to be
weight-balanced.
Theorem 1 For any € € R”, there exists a posi-
tive invariant set A(e) = {(2,2)|(1xy ® I,)Tz = €}.
When the optimal solution (2*, ") € A(Ony,) is the
equilibrium of system (10), we can conclude that «*
is the optimal solution to problem (4).
Proof With Assumption 1 and Lemma 1, we
know that l}f,L = 0. Then the following equality
is derived:

Iy L) (Lel,)=(0yoI,)".
Left multiplying 1% ® I'T to (t), we can obtain
Iy ® I)2(t) = (1y @ I )eLa(t) = Oxy,

which means that set A(e) is invariant, and € =
(1% ® I1)2(0).

If there exists an optimal solution z* = 1y ® x*
satisfying (2*,z*) € A(Ony), and it is the equilib-
rium point of system (10), the following equality is
established:

— aVe(x') — (L ® b)a(tih) — bz* = 0p,,.  (11)

Left multiplying 15 ® I'T to Eq. (11), and then com-
bined with 1%L = 0, we have

—(ALoINave(x)— (15 @I bz = 0n,. (12)

Since z* € A(Oynp), we can conclude that

Zi]\il Vei(x*) = 0. Then Vei(x*) = 0 is de-
rived along with Eq. (12), which means that z*
is the optimal solution to problem (4), and z; =
—b 1 aVe;(z*).
Remark 2 In the above analysis, the system’s ini-
tial value needs to be located in set A(Ony,). If the
initial value is not located in set A(Oyy,), the sys-
tem might be convergent as well, but does not con-
verge to the optimal value (Gharesifard and Cortés,
2014).

If there exists an optimal solution (x*, z*), com-
bined with Eq. (10), we can derive

0 = —aVe(x') — (L © b)x(trh) — bz", (13)
0=cLz",
and further obtain
(L ® b)a(tph) = —bz",
{ Lx* = 0. (14)

4.2 Stability analysis

In this subsection, a sufficient condition is given
to ensure that the algorithm converges to the optimal
solution to the distributed ED optimization problem,
and the theoretical proof is provided.

Theorem 2 The algorithm converges to the opti-
mal value of the ED minimization problem if there
exists

0<P— {Pn P12] c RNm)X(2Nn)
* P22

such that the following linear matrix inequality
(LMI) holds:

Sym{HTP1161 + HTP1263

+H;FP2161 + H;FP2263} <0, (15)

where H = —aey — bes, H; = ¢Le;, Sym{(:)} =

() 4+ O, and e; = [0nxi-1)n) Tn Opnx(3—in]
(i=1,2,3).
Proof Define the residual vectors:
z(t) = x(t) — ¥,
~( ) = x(t) (16)
Z(t) = 2(t) — 2*.
Hence, we have
z(t) = z(t) + x*,
(t) = z(t) (a7
2Z(t) = 2(t) + 2*

Substituting the above formula into Eq. (10),
and combined with Eq. (14), we can obtain
z(t) = —aVe(@(t)) — bz(1),
() = —ave@(n) - b, o
z(t) = eLz(1).

This process transforms the optimal solution
(x*, 2") to the origin. Then we need only to prove
the stability of residual system (18). We construct
an augmented Lyapunov function as follows:

V(t) = (w(t)) (P ® L)wl(t),

where (w(t))t = [(2(t))T (2(t))"], and P is the
matrix to be defined. The derivation of V(t) with



46 Yang et al. / Front Inform Technol Electron Eng 2021 22(1):40-50

respect to time ¢ is as follows:

V() =
—2(&(t))" (P1 ® I,)(aVe(&(t) — bz(t))
— (2(1))"(Pa ® L) (aVe(@(t)) — b(1))
+ (= (Ve(@®)" a® - (Z)"b' ) (P2 @ L)Z(1)
+ (@ (t))TLT & (Py @ I,)(1)
+ (@(t)" (P12 ® I,)éLa(t)
+2(2(t)T (Po2 ® I,,)éLE(2).

To simplify the statement, denote Pij =PFP;®
I,,, and define an augmented vector ¢(t) as follows:

(1) = col{&(t), Ve(z(t)), 2(t)}.

Then V (t) can be written in the following com-
pact form:

V(t) =¢"T(t)[Sym{H " Pi1e; + H" Piaes
+ H;F.lsglel + Hirpggeg)}]c@).

Hence, if inequality (15) has a feasible solution,
we can conclude that V() < 0, and that system (18)
is asymptotically stable, which completes the proof.

5 Simulation and discussion

A comparison simulation is performed to verify
the effectiveness of the proposed resilient triggered
scheme. Suppose that the single-area power system
consists of four TGs, three WGs, and three PGs; the
model parameters are given in Tables 1 and 2. The
communication topograph is shown in Fig. 3, and the
corresponding graph Laplacian matrices are given as
follows:

0
0 -1 0 o -1 3 -1 0 0 ’
-1 0 0 0 0 1 3 -1 0
0 0 -1 0 0 0o -1 3 0 -1
0 0 0 -1 0 0 0 0 2 -1
0 0

Table 1 Model parameters of thermal generation
(TG)
i a; Bi Vi NEPP: a; b; ci
1 12 1.4 2 0.5 3 0.92 3
3 20 —10 5 0.4 1 —4 8
5 14 5 2 0.6 0.8 0 -9
8 5 -5 1.5 0.8 0.4 2 1

Table 2 Model parameters of wind power generation
(WG, left) and photovoltaic power generation (PG,
right)

i Awi bwi Cwi H i Apj bpi Cpi
2 2 0 0 6 2.4 0 0
4 1.5 —-0.4 —0.6 7 1.2 -0.3 -0.8
9 8 0 0 10 6 -3 -2

@ v unit @ G unit @ ~G unit

2% Communication interruption caused by DoS attack

Fig. 3 Communication topograph with denial of ser-
vice (DoS) attack. References to color refer to the
online version of this figure

Ly =

(3 -1 -1 o0 0 0 -1 0 0 0]
-1 3 0 -1 -1 0 0 0 0 0
-1 0 2 0 0 0 0 -1 0 0
0 -1 0 3 -1 0 0 0 -1 0
o -1 0 -1 3 -1 0 0 0 0
0 0 0 o -1 2 -1 0 0 0
-1 0 0 0 o -1 3 -1 0 0
0 0 -1 0 0 0o -1 3 0 -1
0 0 0 -1 0 0 0 0 2 -1
0 0 0 0 0 0 o -1 -1 2

The distributed optimization problem can be
written as follows:

10

= ci(z),

i=1

min ¢(x) (19)

where c1(z1) = 4% + 1.6221 + 9, ca(22) = 223,
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c3(w3) = 323 —8w3+16, ca(z4) = 1.52%7 —0.424— 0.6,
cs(z5) = 2% + 3w5 + 7, co(wg) = 2.422, c7(z7) =
1.222 — 0.3z7 — 0.18, cs(ws) = 1.222 — 225 + 5,
co(wg) = 822, and c10(w10) = 623, — 3210 — 2.

For the case without attack, we choose a = 0.8,
b= 1, ¢ = 1.2, the general triggered parameter o =
0.4, and the upper bound of time delay d = 0.4. The
feasible solutions to matrix inequality (15) can be
obtained based on the LMI toolbox. The simulation
results are shown in Fig. 4, where we choose x(0) =
0.

From the above results, we can conclude that
the multi-agent system which leaves out the DoS

Agent 1 ]
Agent 2
e Agent 3 |
—— Agent 4
Agent 5 A
Agent 6
Agent 7 1
Agent 8 |
Agent 9
Agent 1Q)
10 15 20 25 30
Time (s)
(a)
5
Agent 1 Agent 2 Agent 3
4 Agent 4 s Agent 5 Agent 6
3 Agent 7 Agent 8 Agent 9 Agent 10
2
= 1
Noo
0 5 10 15 20 25 30
Time (s)

(b)

Agent 1 s Agent 2

Agent 3 e Agent 4 |

§ Agent 5 AQENt 6 s Agent 7 e Agent 8
c 40| == Agent9 == Agent 10 e
2 35} j
®©
g 30f " 1
3 25} E
5 20f 1
315+ |
a
c 10 =
5 .
2 O
» 0
_5 I I Tl Tl 1
0 5 10 15 20 25 30

Time (s)

(c)

Fig. 4 Change trends of the multi-agent system state
z(t) (a), auxiliary state z(t) (b), and system power
generation cost (c) without DoS attack. References
to color refer to the online version of this figure

attack eventually converges to the optimal solution
z* = 0.1605 and the minimum generation cost ¢* =
33.5793. As for the case where the DoS attack occurs,
we choose o, = 0.03 based on inequality (8), and the
results are shown in Fig. 5.

Based on the above simulation results, it can
be known that the multi-agent system can basically
reach the optimal solution when the DoS attack
is taken into account, and the optimal solution is
¥ = 0.1614, ¢* = 33.5803. The resilient event-
triggered scheme designed in this study can effec-
tively eliminate the impact of DoS attack, so that
the results are basically the same as those without
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Fig. 5 Change trends of the multi-agent system state
z(t) (a), auxiliary state z(t) (b), and system power
generation cost (c) with DoS attack. References to
color refer to the online version of this figure
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attack.

A more intuitive simulation result to verify the
effectiveness of the resilient event-triggered scheme
is shown in Fig. 6, in which the general triggered
parameter 0 = 0.4 is adopted in the case where a
DoS attack occurs.

To verify the effectiveness of the designed dis-
tributed resilient event-triggered mechanism in re-
ducing communication bandwidth consumption, we
make a simple comparison. We choose the time trig-
gered sampling period h = 0.01 s and simulation
time 7' = 30 s. Then we can obtain Table 3.

1.2

Agent 1
Agent 2
1.0 Agent 3
= Agent 4
08 Agent 5
Agent 6
. 06 Agent 7
Agent 8
s 0.4 Agent 9
= Agent 10
= 0.2 % gen
0
-0.2
-0.4
-0.6
0 5 10 15 20 25 30

Time (s)

Fig. 6 Change trends of the multi-agent system state
x(t) with DoS attack when o = 0.4. References to
color refer to the online version of this figure

Table 3 Triggering times with different schemes

Scheme Triggering threshold Triggering times
TTS 0 3000
ETS 0.4 3
RETS 0.03 138

TTS: time-triggered scheme; ETS: event-triggered scheme;
RETS: resilient event-triggered scheme

6 Conclusions

In this paper, we are concerned mainly with the
distributed economic dispatch optimization problem
of a smart grid in the presence of malicious attack
on the communication network. To reduce the com-
munication bandwidth consumption and eliminate
the effects caused by DoS, a distributed resilient
event-triggered scheme has been proposed, and the
explicit relationship between the resilient triggered
threshold o, and a general one has been established.
Then, a modified multi-agent model has been put
forward which transforms the minimization problem

into a consensus protocol design problem, and a
sufficient condition for reaching the optimal state
has been derived. Finally, the effectiveness of the
proposed method has been verified by simulations.
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Appendix: Proof of Proposition 1

The general distributed event-triggered scheme
is shown as follows (Li et al., 2016; Wang AP et al.,
2019):

|$i(tkh + Th) — xl(tkh)|

<o | Y ay(wi(teh) — z;(teh))|, (Al

JEN;
where o € (0,1). The compact form is given below:

|(tph + rh) — 2(tph)| < o|Liz(tph)].  (A2)

Note that the infinite norm is used here.

We can divide the interval [tgh, tx1h) into M +
1 subintervals, and any of them can be described as
t e [7‘[,7‘[+1), l=0,1,..., M.

Define

e(t) = (el(t), 62(t), ce

and e;(t) = x;(t) —x;(tph). Yt € [trh, tiy1h), we can
obtain

lei(t)] = |2i(t) — zi(txh)]

cen ()

-1
< J@i(rng) — @i(ra)| + |2i(t) — 2:(r).
n=0

However, there is no sampled data which satis-
fies the triggered condition (6) in [r,r;+1). Hence,
the following inequalities can be established:

|xl(t) - xi(rl)‘ S Ore

> aij(zi(r) — wj(ﬂ))‘ :

JEN;

> aij(zi(rn) —

JEN;

25(rm)|
(A3)

|zi(Tne1) — @i(rn)| < ore

Then,

lei(t)] = |@i(t) — @i(tih)|

l
< Z()Ure > ai(wi(ra) = a;(ra))|,

JEN;

l
le(t)] = [(t) — z(txh)| < Y owelLa(ra)].  (A4)

n=0

The compact form of inequality (A3) is

|2 (rnt1) — T(rn)| < ove| Loz (ry)]-
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We can conclude
|2 (rns1) e ()| <|x(rpe1)—x(rn) | < ove| La||x (1)

based on the vector norm triangle inequality and
|Az| < [Allz]. [@(rni1)] < (0ce|La| + D)|2(ra)] is

obtained. Combined with inequality (A4), we have

le(t)] = |=(t) — z(txh)]
l
S Z Urc|L2|(Urc|L2| + 1)”|.’1}(tkh)|
n=0

< (ovel Lol + 1) Ha(th)-

(A5)

Nevertheless, the triggered packets are trans-
mitted unsuccessfully when ¢ € [ry,r;41) such that

the following inequality can be obtained based on
inequality (A2):

le(®)| = [2(t) — «(trh)|

< o|Liz(typh)| < o|Ly||z(tkh)].  (A6)

Combining the above analyses, it is clear that
the current data will be updated if and only if the
triggered conditions are violated. However, the re-
silient event-triggered scheme needs to eliminate the
packet loss caused by DoS attack, and hence the gen-
eral triggered threshold should be greater than the
resilient triggered one, such that inequality (8) can
be derived based on inequalities (A5) and (A6). This
completes the proof.
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