1500 Wang et al. / Front Inform Technol Electron Eng 2018 19(12):1500-1521

Frontiers of Information Technology & Electronic Engineering
www.jzus.zju.edu.cn; engineering.cae.cn; www.springerlink.com
ISSN 2095-9184 (print); ISSN 2095-9230 (online)

E-mail: jzus@zju.edu.cn

FITEE

Review:
Novel architectures and security solutions of programmable

. .o *
software-defined networking: a comprehensive survey

Shen WANG', Jun WU™, Wu YANG?, Long-hua GUO*

'Research Center for Modern Governance, Zhejiang University of Science and Technology, Hangzhou 310023, China
ZSchool of Electronic Information and Electrical Engineering, Shanghai Jiao Tong University, Shanghai 200240, China
Information Security Research Center, Harbin Engineering University, Harbin 150001, China
Huawei Technologies Co., Ltd., Shanghai 201206, China
"E-mail: junwuhn@sjtu.edu.cn
Received Sept. 17, 2018; Revision accepted Nov. 14, 2018; Crosschecked Dec. 17,2018

Abstract: Nowadays, cyberspace has become a vital part of social infrastructure. With the rapid development of the scale of
networks, applications and services have become enriched, and the bearing function of the underlying network devices (such as
switches and routers) has also been extended. To promote the dynamics architecture, high-level security, and high quality of
service of the network, control network architecture forward separation is a development trend of the networking technology.
Currently, software-defined networking (SDN) is one of the most popular and promising technologies. In SDN, high-level strat-
egies are deployed by the proprietary equipment, which is used to guide the data forwarding of the network equipment. This can
reduce many complicated functions of the network equipment and improve the flexibility and operability of the implementation
and deployment of new network technologies and protocols. However, this novel networking technology faces novel challenges in
term of architecture and security. The aim of this study is to offer a comprehensive review of the state-of-the-art research on novel
advances of programmable SDN, and to highlight what has been investigated and what remains to be addressed, particularly, in

terms of architecture and security.
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1 Introduction

With the development of various applications
and services of next generation networks, traditional
networking technologies cannot satisfy the novel
requirements, including dynamics architecture,
high-level security, and high quality of service (QoS).
To address such challenges, novel networking tech-
nologies have been widely studied (Feng et al., 2016;
Liu B et al., 2016; Yang et al., 2016; Liu CF et al.,
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2018; Wu et al., 2018a, 2018b). The evolution history
of networks is shown in Fig. 1. Software-defined
networking (SDN) is one of the most popular and
promising technologies (Zhang et al., 2017). It is
usually used to decouple the controlling and for-
warding functions, to solve the problems of the ex-
isting rigid network system; e.g., the network man-
agement and configuration are complex and prone to
error, and the unified and rapid deployment of the
new network architecture and technology is incon-
venient. By virtue of SDN’s network programmable
ability and control logic centralization, network in-
novation can be accelerated and network management
can be greatly simplified (Zhang et al., 2016a, 2016b).

There are some important advantages of novel
SDN models. First, SDN can provide flexible and
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Fig. 1 Evolution of network technologies

extensible monitoring and control for future networks.

There is a network operation system between the
applications and networking devices, which can im-
plement network virtualization and abstraction.
Moreover, network control software can be deployed.
The aforementioned factors can ensure the inde-
pendent implementation of the data plane and control
plane. Second, SDN can integrate heterogeneous
networks and the semantic gap of different contents.
This can enhance the QoS and the capacity of the
network. Third, because of the usage of northbound
and southbound interfaces, novel applications (e.g.,
big data and cloud computing) can be introduced in a
seamless way. Thus, data processing and transmission
can be implemented using a flattening and efficient
approach. Fourth, dynamic security management and
defense can be realized based on SDN, due to the
programmable and redefinition features (Zhang et al.,
20164, 2016b; Hu et al., 2017).

SDN has received significant attention from all
aspects. Not only has the academic community con-
ducted in-depth research on its key technologies, but
there have been large-scale applications in industry.
However, note that the emergence of SDN not only
brings opportunities, but also faces many challenges.
The rest of this paper is organized as follows: Section
2 presents the research background of programmable
SDN. Section 3 gives the mainstream reference ar-
chitecture of programmable SDN. The key technolo-
gies involved in the implementation of SDN are
shown in Section 4. Novel security technologies

are discussed in Section 5. Application scenarios of
SDN are discussed in Section 6 and promising de-
velopment directions are analyzed in Section 7. Fi-
nally, Section 8 concludes this study.

2 Analysis of existing programmable SDN
systems

Cyberspace has become a vital part of social in-
frastructure. With the rapid development of net-
working technologies, applications and services have
become enriched, and the bearing function of the
underlying network devices (such as switches and
routers) has also been extended. SDN runs from the
initial data forwarding unit to support many functions,
including packet filtering, distinguishing the service,
multicast, and QoS. However, traditional networking
devices also build many complicated protocols, in-
creasing the difficulty in deploying new protocols and
leading to the rigidity of the existing network system.
To solve these problems, control network architecture
forward separation has been proposed. Namely, high-
level strategies are deployed by the proprietary
equipment which is used to guide the data forwarding
of the network equipment. Doing so can reduce many
complicated functions of the network equipment and
improve the flexibility and operability of the imple-
mentation and deployment of new network technol-
ogies and protocols. The core ideas of SDN are logi-
cal control and data forwarding separation.
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Because the current network logic decision plane
is combined with distributed hardware devices, there
are inflexible problems in the traditional architecture.
To overcome the limitations of traditional networks,
some novel networking architectures have been pro-
posed. A typical system consists of decision, dis-
semination, discovery, and data (4D) architecture,
secure architecture for the networked enterprise
(SANE)/Ethane (Casado et al., 2007), network oper-
ating system (NOX) (Gude et al., 2008), forwarding
and control element separation (ForCES), and Open-
Flow (Mckeown et al., 2008). Greenberg et al. (2005)
redesigned the Internet control and management
structure and put forward the 4D architecture. Under
the 4D architecture, the decision plane makes network
control decisions through a global network view to
the data plane directly, the dissemination plane es-
tablishes a reliable communication channel between
the decision plane and routers, the discovery plane is
responsible for finding the physical components of
the network and provides the basic data of building a
network view to the decision plane, and the data plane
is used to realize the data forwarding functions. This
architecture helps implementing a secure and robust
network. SANE and Ethane are the management ar-
chitecture for the enterprise network. SANE defines a
protective layer used to manage all connections be-
tween the link layer and Internet protocol (IP) layer.
All routing and access control decisions are con-
trolled by a logical central server through this pro-
tective layer. The key lies in the safety control but
does not realize the complex routing decisions. It does
not deal with extensive text either. Therefore, the
actual deployment is difficult. Ethane expands its
functions based on SANE, which adds the security
management strategy into the network management.
Its main components are a central controller and
Ethane switch, which lay the technical foundation of
OpenFlow. NOX tries to change the plight of the
current network system by establishing a network
operating system. It does not provide the network
management but provides the generic interface as
much as possible for running its various applications.
NOX includes switches, controllers (running NOX
and multiple corresponding management applica-
tions), and network views. The network view pro-
vides a different observation and abstract analysis of
network physical resources. Maestro, proposed al-

most simultaneously with NOX, can also be seen as
an implementation of network operating systems, but
it focuses more on controlling interactions between
applications. ForCES divides the network element
into the control element (CE) and forwarding element
(FE). Both of them do the collaboration and interac-
tion by the ForCES protocol for improving the net-
work control and enhancing the flexibility and effec-
tiveness of network deployment. OpenFlow is com-
posed mainly of an OpenFlow switch and a controller.
The OpenFlow switch forwards data packets ac-
cording to the flow table, which is the main compo-
nent of the data forwarding plane. The controller
realizes the control function through the whole net-
work view, and its control logic represents the control
plane. In a prototype implementation of SDN, Open-
Flow represents the technical implementation of SDN
control and forwarding separation architecture.
Strictly speaking, OpenFlow is one of the communi-
cation protocols between the control plane and data
plane of SDN. OpenFlow with good flexibility and
normativity has been seen as the de facto standard of
SDN’s communication protocol. In particular, Nunes
et al. (2014) pointed out the difference between
ForCES and OpenFlow: In ForCES, though the in-
ternal network equipment was split into the control
element and forwarding element, and both of them
worked in the master-slave mode, they were placed
into an entity inside. In OpenFlow, the control layer
was removed from the network device completely. In
addition, the ForCES protocol used for the FE and CE
interaction was based on per-packet to deal with the
network communication, but in OpenFlow, the con-
cept of flow was introduced to forward a series of
messages matching the datagram. However, both
ForCES and OpenFlow can improve the flexibility
and controllability of the network by endowing the
network with the programming ability and a control
forwarding separation idea.

At present, many organizations have joined in
the research on SDN and its relevant standards. This
has greatly promoted the development of SDN.

3 Reference architecture

SDN’s architecture design is the basis of its im-
plementation. According to different requirements,
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corresponding SDN reference architectures have been
put forward.

SDN architecture (Fig. 2) was first proposed by
the Open Networking Foundation (ONF) in a white
paper (Open Networking Foundation, 2012). It is
divided into a data plane, a control plane, and an ap-
plication plane. The data plane is composed of net-
work equipment such as switches, and is responsible
mainly for the underlying operations such as data
forwarding. The control plane contains the logic
center controller, and is responsible for maintaining
the global network view and running the control logic
strategy. Moreover, the controller needs to abstract
the network view into the network service and pro-
vide an interface for the third party to develop the
application program and realize network management.
The application plane contains a variety of SDN ap-
plications, so developers do not need to care about the
technical details of the underlying devices but can
realize the rapid deployment of new applications by
simple programming. The SDN control-data plane
interface is used for communication between the data
and control planes. This interface is responsible for
sending the forwarding rules generated in the control
layer down to the data layer, and at the same time,
sending the request of the data layer uploaded to the
controller. Its main communication standard is the
OpenFlow protocol. The northbound interface of the
SDN is used for communication between the control
and application planes. The controller provides the
easy-to-use network resource abstraction for the up-
per application developers through this interface and
allows the user to develop applications according to

. wrun
W Big data user

~

p

tron Eng 2018 19(12):1500-1521 1503

their needs. The SDN architecture proposed by ONF
has been widely recognized in academia and industry.

Network function virtualization (NFV) was
proposed by network operators (European Telecom-
munications Standards Institute, 2012). This technical
standard with the aid of network virtualization tech-
nology is used for high capacity servers, memory, and
switches with industry standards for various network
software functions. NFV uses virtualization tech-
nology to establish a network virtual layer in hard-
ware devices to virtualize the hardware resources,
which are managed by the operators through software.
NFV speeds up network deployment and adjustment,
reduces the complexity of business deployment, and
improves the unification and universalization of
network equipment.

OpenDaylight architecture was proposed by
equipment manufacturers (Linux Foundation, 2015).
It is aimed to propel its specific implementation and
deployment in the industry through SDN’s open
source development. Like ONF, this architecture is
divided into application, control, and data layers. The
control layer of OpenDaylight is directly imple-
mented by the built-in JAVA virtual machine. De-
pending on requirements, the controller provides a
series of pluggable modules and is compatible with
third-party modules with strong flexibility. Unlike
ONF, OpenDaylight introduces a service abstraction
layer (SAL) between the control layer and data layer.
This is used to convert all kinds of underlying pro-
tocols into the request service supported by the con-
trol layer. Therefore, this architecture can handle
different standard protocols with strong extensibility.
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Fig. 2 Basic architecture of software-defined networking (SDN)
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The comparison of the aforementioned three
kinds of SDN architectures is shown in Table 1.

Because different architectures are proposed for
different application scenarios, there are certain dif-
ferences in emphasis and specific settings within the
architectures. Gelberger et al. (2013) compared dif-
ferent complexity of SDN architectures with an index
of throughput and delay, and the results showed that
the SDN architecture with a higher complexity could
support a stronger function and a higher flexibility,
and this interior complexity did not mean it had de-
pressed performance. Therefore, the design of SDN
architecture should consider the actual business re-
quirements instead of pursuing superficial simplicity
blindly.

4 Key technologies
4.1 Data plane

SDN separates the data and control layers and
extracts the control function of a traditional closed
switch to the upper controller, thereby simplifying the
switch function. Taking OpenFlow as an example, the
switch forwarding data needs only to follow the con-
trol layer’s decisions. For SDN, how to ensure the
switch to match and forward data streams quickly and
flexibly is the research core of the data layer.

4.1.1 Design of switch

A basic problem in the SDN data layer is how to
achieve high performance and flexibility of the data
stream in the process of data forwarding in an effi-
cient way. High performance refers to high processing
speed of a data flow, taking throughput and delay as
the main parameters.

Flexibility refers to the extent to which the rule
matching can be done flexibly. Usually, the switch
design has two types: hardware and software. The
hardware way has the advantages of fast speed, low
cost, and low consumption, while the software way
has the incomparable advantage of flexibility. How to

design a switch that ensures both the hardware for-
warding rate and the flexibility of data forwarding, is
a fundamental and significant research topic.

Sezer et al. (2013) compared current mainstream
technologies used for switch implementation, in-
cluding general processors (CPUs/GPUs), network
stream processors (NPUs/NFPs), programmable logic
devices (PLDs), field programmable arrays (FPGAS),
special standard products (ASSPs), and application-
specific integrated circuits (ASICs), from perspec-
tives of forwarding rate and flexibility of forwarding
rules. Considering the balance between performance
and flexibility, Sezer et al. (2013) proposed to in-
corporate the technologies properly to realize pro-
cessing flexibility and to try to reduce the impact of
inefficiency. Function implementation was carried out
by both hardware and software reasonably, to provide
SDN with an efficient solution in the data forwarding
layer.

4.1.2 Implementation of the multi-level flow table in
switch

In SDN, to avoid the frequent interaction be-
tween the switch and controller, a stream-based for-
warding mechanism is adopted instead of a packet.
However, with the expansion of the network function,
the flow table size of the switch presents an increasing
problem. The continuous extension of the forwarding
plane abstract is difficult to store at the Ternaryu
content addressable memory (TCAM) of the switch
and this becomes a bottleneck in the development of
the network. For a single flow table, a matching do-
main in multiple flows of the whole flow table gen-
erally exists repeatedly. Liu et al. (2014) put forward a
high-efficiency OpenFlow multistage flow table
mapping mechanism named TCAM. This mechanism
performs orthogonal splitting on some matching do-
mains in a single flow table, and compresses and
stores them in multiple flow tables, effectively re-
ducing the storage space of the flow table.

Although TCAM has acted as a virtual industry
standard to find the forward information base, the

Table 1 Comparison of ONF-SDN, NFV, and OpenDaylight

SDN architecture Interface standard

Organization

Key feature

ONF-SDN
NFV

OpenFlow
Multiple interface protocols

European Telecommunica-

Open Networking Foundation Control and data forwarding separation

Network function virtualization

tions Standards Institute

OpenDaylight Multiple interface protocols

Linux Foundation

Software open source and implementation
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control plane needs to know the pipeline organization
of each OpenFlow switch. This requires a corre-
sponding extension of the control plane protocol.
However, the versions of flow table structure of the
OpenFlow switch are not the same. Thereby, it causes
the control plane to maintain the heterotic flow table
structure of the OpenFlow switch. This increases the
maintenance cost and complexity of the control plane.
So, the multistage flow table mechanism based on
TCAM is not perfect. To solve this problem, the in-
dustry has made some beneficial explorations. ONF
proposed the hardware abstraction layer (HAL)
model to reconcile the different flow table structures
supported by the switch hardware and controller. The
HAL model provides a unified interface so that the
controller can negotiate with the switch to determine
the flow table structure supported by the switch
hardware. Based on this, the controller can issue the
rules of the corresponding structure. This method
requires that both controllers and switches are up-
graded to support the HAL model, so there are some
problems of practicability. FlowAdapter (Pan et al.,
2013) layered the switch to achieve a highly efficient
and flexible multi-level flow table mechanism. The
FlowAdapter switch is divided into three layers:
(1) The upper software data plane is used to store the
rules issued by the controller. (2) There is a relatively
fixed hardware data plane at the bottom, which is
responsible mainly for high-speed forwarding of
packets. (3) In the middle there is a FlowAdapter
layer used to realize the communication between the
software and hardware data planes. Its operational
mechanism is as follows: (1) The controller issues
rules and the software data plane stores these rules
and forms an M-phase flow table. (2) The Flow-
Adapter checks all rules of the software data plane.
(3) The complete rules are used to convert the
M-phase flow table into a one-phase flow table,
convert the one-phase flow table into an N-phase flow
table, and send it to the hardware data plane. This can
solve the incompatibility problem of the multi-table
pipeline structure between the switch hardware and
the controller.

4.1.3 Trade-off in switch function settings

During the process of continuous development
and optimization of an SDN architecture, there are
some differences on whether more control functions

1505

should be added to the data layer of switch.

The initial SDN architecture separates the data
and control. In the data layer, the dumb switch sim-
plifies the traditional layer-2 switch, providing a
simple data forwarding function to realize a fast
matching and forwarding of the packet. The designer
of Ethane believes that the best switch should contain
few or no management function, and considers
whether the core switch or edge switch should have
the same “dumb” characteristics. Real improvement
of network architecture can be achieved by allowing
new features to be added to the centralized controller
while keeping the switch focused on fast data for-
warding. Similar to the idea of Ethane, the OpenFlow
switch does not have any logic in the local control
layer, and relies completely on the controller to fill its
flow table to perform the task of data forwarding.

However, in the process of the development of
SDN, there is an inconsistent trend with the above
idea; namely, by giving some additional functions to
switches, routers, and other data layer equipment, it
makes the underlying network more intelligent, so as
to improve the scalability of SDN. Sezer et al. (2013)
pointed out that some query events (such as newly
arrived flows) in the network could be completed by
the node CPU rather than being forwarded to the
upper layer and waiting for the controller to make
decisions. In fact, distributed flow architecture for
networked enterprises (DIFANE) and DevoFlow do
exactly that. DIFANE hands flow build requests over
to the authority switch, and DevoFlow considers the
flow build request and obtains the statistics message
to reduce directly the number of request packets. Both
of them increase the control function of the data plane,
reduce the data interaction between data and control
planes, so as to reduce the burden on the control plane.
Ali et al. (2015) deployed additional features such as
customized protocol processing and path splicing on
the forwarding device using programmable FPGA
hardware. Cisco onePK platform attempts to provide
a wider range of functions such as encryption, de-
coding, and deep packet inspection for packets for-
warding. Narayana et al. (2014) designed an applica-
tion extension framework to deploy middleware on a
programmable switch to make it more versatile.
Aiming at the shortcomings of the OpenFlow
flexibility in programming, Hata (2013) designed a
kind of SDN exchange platform by imitating the
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active network architecture. This platform includes a
built-in packet processor of a virtual CPU and dedi-
cated memory. Through a secure channel, the user
program can be downloaded from the controller to
switch platform for storage space, and finally, its
specific function can be realized by the packet pro-
cessor operation. Kreutz et al. (2013) pointed out that
the programmable ability of the extending data plane
is very helpful in improving the reliability of SDN. It
provides the switch with a higher programmability,
which can give the switch a dynamic relation with
more than one controller in a safe manner at the same
time, effectively reducing the negative effect resulted
from a single controller failure, improving the
throughput of the control plane, and reducing the time
delay. It is more helpful in improving the overall
security of SDN, returning certain control power back
to the network equipment of the data layer (Scott-
Hayward et al., 2013). Resonance forces network
devices to provide dynamic access control based on
high-level security policies rather than attaching the
security functions to the top of the network architec-
ture (Nayak et al., 2009). If the network relies only on
the centralized controller, there is a bottleneck in the
network development. Nayak et al. (2009) used a
protocol named ident++ to query some necessary
information of the host and user and did the related
decision forwarding to share the burden of the
controller.

The aforementioned research shows that making
the switch of the data plane to undertake some control
functions in addition to forwarding data may be con-
trary to the original design of SDN, but it optimizes
the SDN architecture, improves its extensibility, re-
liability, and safety to some extent. In the macro
perspective of SDN architecture, it makes the issue of
processing easier and more efficient. However, note
that this approach will reduce the visibility of the
controller to the data layer devices to some extent. To
keep the switch of “simple” design principles or to
realize a broader “simplicity” by paying a fee is a
problem that should be weighed and balanced in fu-
ture long-term practice.

4.2 Control plane

The control plane plays a vital role in the SDN
architecture. Through its core component controller,
the switch can be controlled logically, and the net-

work can be managed safely and conveniently.
4.2.1 Scalability

In the controller, the network operating system
(NOS) realizes the control logic function. NOX was
the first to introduce this concept. NOS refers to the
control software in SDN. Different logic control
functions can be realized by running different appli-
cations on NOS. In the OpenFlow network based on
NOX, NOX is the control core and manages the
OpenFlow switch of the data plane. NOX maintains
the basic information about the entire network by
maintaining the global network view. Applications
running on NOX manage and control the entire net-
work and then manipulate the OpenFlow switch by
invoking global data in the network view. From the
perspective of function realization, NOX realizes the
basic control function of the network, and provides a
common application programming interface (API) for
the OpenFlow network. However, it fails to provide
sufficient reliability and flexibility to meet the needs
of extensibility.

In addition, the original simple network can be
controlled by a single controller. With the increase of
the network scale and business requirements, it is
necessary to study the scalability of the control plane,
which means looking for a multi-controller solution.
A lot of in-depth studies are required about how to
control the number of units and realize their synergy
and interaction of the network status, such as topology,
transmission capacity, and routing restrictions, to
ensure the consistency and scalability of the network
status. In fact, there are two ways to extend the SDN
control plane: vertical and horizontal extension. The
scalability solutions (Table 2) for the SDN control
plane are as follows:

1. DIFANE

As the granularity of flow processing continues
to refine, more and more flow processing events in-
crease the burden on the controller. Although the
controller can deploy the control logic in advance to
forward data units by a proactive decision-making
mechanism, the change of the control logic is dy-
namic. Because the duration of most flows is actually
very short, installing the flow chart in advance does
not have the desired effect. Also, it will cause the
waste of resources because a large flow of table space
cannot be freed.
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Table 2 Scalability solutions for the SDN control plane

Solution E:ctﬁzrizn Popularity (1‘311;?1?::;;1[22 Complexity Main technology

DIFANE Vertical Lower No need Middle Controller installs the partition rules and
implements rule installation by authority
switch

DevoFlow Vertical Low No need Middle Rule copy, FRR, and multipath support

HyperFlow  Horizontal Higher Need Middle Distributed storage system to maintain a
global network view

Onix Horizontal High Need Higher NIB maintains global network view; Onix
forms instance clustering

Kandoo - High Partial need Middle Control layer is composed of local and root

controllers

To solve this problem, DIFANE combines pro-
active and reactive installation of flow meters to keep
the flow as much as possible in the data plane, to
reduce the load of the controller. DIFANE selects the
authority switch from the OpenFlow switch and lets
each authority switch manage the OpenFlow switch
within a certain area. The controller installs the parti-
tion rules on the OpenFlow switch and the authority
rules on the authority switch according to the global
network information. When the ordinary switch re-
ceives a new data flow, it communicates with the
partition authority switch directly according to the
partition rule. Then the authority switch installs
caching rules to the ordinary switch, and at the same
time forwards the request data directly to the desti-
nation rather than the source switch. This approach
reduces the control flow that the controller needs to
process in real time. Generally, the partition rule of
DIFANE and the authority rule of the authority switch
need to be processed only when the network changes,
so it does not need to be updated frequently, thus
reducing the load on the controller.

2. DevoFlow

To reduce the information interaction between
the OpenFlow switch and controller, DevoFlow
uses two approaches: regular replication and local
operation.

Rule copy mode increases the clone mark on the
action field of the flow table item. If this mark is zero,
the matching message of the flow table will be pro-
cessed normally. If this mark is set, it will establish an
exact microflow to refine each microflow statistics. In
this way, the ordinary flow table is implemented by
the TCAM hardware, and the microflow flow table is
implemented by the software. The OpenFlow switch

needs only to install the ordinary flow table in ad-
vance and can substantially reduce the message in-
teraction with the controller, reducing the resource
consumption of the TCAM hardware at the same
time.

Local operation includes multipath support and
rerouting. The former provides multiple possible
output ports for the replicable wildcard flow table
items in the OpenFlow switch. The latter provides one
or more alternate paths for the switch to remove
high-priority flow table items when the link fails.

In addition, DevoFlow takes steps such as sam-
pling, and approximates statistics to reduce the cost of
the controller in the process of statistical information
collection.

DIFANE hands the cost of the flow-establishing
request over to the authority switch for sharing the
controller’s cost, while DevoFlow considers two
processes of the flow-establishing request and ob-
taining the flow statistics. DevoFlow reduces the
number of request messages directly so as to reduce
the cost of the controller from the root. Both DIFANE
and DevoFlow are vertical expansion schemes.

The vertical expansion scheme is still a central-
ized controller with a single structure. Initial concern
about the single controller comes from the potential
bottleneck in its performance. Heller et al. (2012) and
Nunes et al. (2014) pointed out that in fact “A single
controller can handle an alarming number of the flow
of request events. Its processing capacity in theory
can satisfy most of the network.” However, to reduce
the time delay and improve the fault tolerance, there is
an inevitable trend to adopt the distributed controller
of the horizontal extension scheme.



1508 Wang et al. / Front Inform Technol Electron Eng 2018 19(12):1500-1521

3. HyperFlow

HyperFlow manages the OpenFlow switch by
deploying multiple controllers. Given that each con-
troller can synchronize the global network view at the
same time, it needs only to manage the OpenFlow
switch in a particular area. Network events are
transmitted through the publish-subscribe pattern
between controllers. However, the global network
view updates and the cycle time of network status
information are related to the transmission delay.
Therefore, this method may face performance bot-
tlenecks in a data center or a large-scale network.

4. Onix

Onix uses a distributed SDN deployment scheme
for large-scale networks. It uses a distributed archi-
tecture to provide the programming interface of the
network state to the upper control logic. The core of
this scheme is using the network information base
(NIB) to maintain the global network state and dis-
tribute the network state. The entire Onix network

architecture is implemented in a hierarchical
topology.
5. Kandoo

Unlike DIFANE and DevoFlow which make the
switch assume functions to share the cost of the con-
troller, Kandoo (Yeganeh and Ganjali, 2012) insures
the original data layer unchanged but makes the con-
trol plane hierarchical. The local controller near the
switch deployment process does not need the high-
frequency request events of the global network state.
The root controller handles only a handful of global
network state events. The communication between
the root and local controllers is implemented in the
manner of event subscription asynchronously.

After analyzing the root of SDN scalability,
Yeganeh et al. (2013) pointed out that the factors
limiting SDN scalability not only exist in the SDN
architecture. The traditional network is facing the
same challenge. With continuous optimization of
solutions and the performance improvement of SDN
related hardware, SDN scalability will be gradually
developed to meet the requirements of most network
environments.

4.2.2 Controller deployment

The deployment of the controller will greatly
affect the control plane’s ability to respond to network
events. Understanding “where to place” and “how

many to use” is the key to improve the overall per-
formance of SDN and the fault tolerance of the con-
trol plane.

Heller et al. (2012) studied the controller de-
ployment around the delay from the node to the con-
troller. They pointed out that the delay between the
control plane and the data plane in SDN would affect
whether the control logic could be sent to the for-
warding device effectively and in a timely manner.
Therefore, Heller et al. (2012) introduced two indi-
cators, average-case latency and worst-case latency,
to analyze the deployment position of an OpenFlow
controller on Internet 2. The analysis of time delay
showed that the number and location of the control-
lers would influence both indices. Analysis also in-
dicated that taking “whether deploying k controllers
can make average delay or delay in the worst case
reduce to 1/k,” namely the cost-benefit ratio, as the
analysis emphasis, the ratio tended to be stable with
three or four controllers. For most topological struc-
tures, increasing the number of controllers can make
the delay basically conform to the rule of proportional
reduction. Heller et al. (2012) also pointed out that the
optimal deployment scheme of the controller could be
found by calculation if a certain delay index was
satisfied.

4.2.3 Control logic consistency

Research on the logical consistency of the con-
trol layer usually involves two problems. The first is
the inconsistency caused in the policy update process.
The second is the inconsistency caused by the policy
conflict. Causes and solutions of consistency prob-
lems in the control layer are discussed from these two
perspectives.

SDN dissociates the control layer from the data
forwarding plane and operates the switching equip-
ment by the logic centralized controller. However, a
time delay exists inevitably between the controller
and switch, and this will probably affect the receive
event order of the controller and the installation order
of the controller rule on the switch. On the other hand,
the execution order of the control logic itself may also
lead to the network being in a temporary status. It
means that part of the packet is operated according to
the new rule and the other part is still operated by the
old configuration. Developers need to consider care-
fully the order, in which each update step is executed,
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and find a security sequence that allows the switch to
be updated according to the specific steps in that
sequence. However, this way is extremely complex.
The intermediate steps in the process of updating will
take a lot of flow table space and they may go against
some important network characteristics such as ac-
cess control policy when performing these interme-
diate steps. In some cases, such a safe sequence will
not exist.

For the consistency of network control logic
update, Reitblatt et al. (2011, 2012) proposed the
per-packet consistency and per-flow consistency. The
consistency of per-packet means that each packet
performs either the old control logic or the new
control logic in the transmission process, and it is
impossible to perform them together. Note that
per-packet consistency is stronger than the atomic
update mechanism. Even if the rules in all switches
are set up and completed at the same time, this may
lead to the transmission packet performing with a
different control logic. The consistency of per-flow
means that all packets in the same flow cannot be
performed by the mixed old and new control logics
during transmission. Reitblatt et al. (2012) proved
that the per-packet consistency could guarantee that
the network properties remained unchanged before
and after the update, and a two-phase update method
was proposed to achieve per-packet consistency.

Another perspective on the consistency of SDN
is the inconsistency caused by its policy conflicts.
This situation often occurs when the controller is used
by different users and applications, or different con-
trollers are running in the same field. It can further
cause problems of loops, block holes, and access
control violations. Attackers may even use this po-
tential vulnerability of inconsistency to bypass the
security policy, and redefine the new flow rules to
operate the network data for their own purposes (e.g.,
data theft).

NICE combines two technologies, model
checking and symbolic execution, to detect the cor-
rectness of applications running on the controller.
FlowChecker uses FlowVisor to ensure the validity of

the multi-controller OpenFlow network configuration.

In this scheme, the main controller (MC) is responsi-
ble for running FlowChecker and communicating
with the NOX controller. After checking, it can do the
analysis and validation. FlowVisor can also intercept
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the requests from FlowChecker and reply to them.
FLOVER translates the security policies into a series
of sub-policies that can be run and validated by sat-
isfiability modulo theories (SMT). The difference in
implementation between FlowChecker and FLOVER
is that FLOVER supports checking for policy conflict
events caused by operations including “set” and “go
to,” meaning that the checking scope of FLOVER is
wider. FortNOX (Porras et al., 2012) is a security
service agency based on NOX which directly inte-
grates with the NOX controller. It converts all rules
into new rule alias reduced rules (ARR) that are easy
to verify. Once the conflict is detected, these rules will
be chosen according to the security authorization
level of the requester, so the inconsistency problem
can be avoided. As the middle layer of the control
plane and data plane, VeriFlow can check the invar-
iants in the network when new forwarding rules are
issued and realize real-time dynamic monitoring of
the consistency of logical policies in the network. Hu
et al. (2015) designed a better integrated security
framework of SDN, which increased features such as
the role of the policy creator and the security privilege
level of role, to ensure that the policies released by
decision-makers at higher security levels could be
implemented preferentially. Thus, it will avoid the
problem that the security policy may be overwritten
by a common application policy to some extent when
policy conflicts occur.

4.2.4 Control sharing of the multi-controller to switch

To enable the controller to be deployed directly
in the real network, network virtualization technology
is used to solve the problem of control sharing of the
multi-controller to switch. Through this technique,
multiple logically independent networks can share the
same physical infrastructure. FlowVisor achieves the
virtual layer based on OpenFlow between the con-
troller and OpenFlow switch. It enables the forward-
ing plane of hardware to be shared by multiple logical
network slices, and each network slice has its own
forwarding logic policy. In this mode, multiple con-
trollers can manage one switch at the same time.
Researchers can run multiple network experiments in
the same network, and the network administrator can
in parallel control the network. So, the network nor-
mal flow can run in the independent slice mode and
ensure that the normal flow is not disturbed.
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4.3 Design of the interface and protocol

Interface is a bridge that connects all layers in
the SDN architecture. It takes the controller as the
logical center with the south interface responsible for
communicating with the data plane and the north
interface responsible for communicating with the
application layer. In the distributed multi-controller
model, the east-west interface is also needed to
complete the interaction between multiple controllers.

As the communication medium between the
controller and data forwarding device, the south in-
terface is the key to realizing the decoupling and
integration of the control and data. Logically, it not
only ensures normal communication between the data
layer and control layer, but also supports the inde-
pendent update between these two layers. There are
relatively mature interface standards for the south
interface, among which the OpenFlow protocol pro-
posed by ONF has become the data layer—control
layer interface protocol that is widely used. Open-
Flow matches rules based on the concept of flow. The
switch needs to maintain a flow table to support
OpenFlow and forward data according to the flow
table. The controller is responsible for establishing,
maintaining, and issuing the flow table. With the
continuous development of related work, the Open-
Flow protocol gradually supports multi-table and an
action set to solve the problem of combinatorial ex-
plosion, to increase the support for [Pv6 to be better
integrated with the next generation Internet, and
support flow control mechanisms to mitigate network
congestion. The support functions of OpenFlow are
becoming more and more detailed and comprehensive,
and the mechanism is being improved.

The north interface is responsible for commu-
nication between the control layer and various busi-
ness applications. Each business of the application
layer calls the required network abstract resources
through programming, grasps the global network
information, and facilitates users in quickly promot-
ing the network configuration, application deploy-
ment, and other businesses. However, because of the
diversity of application business, it is difficult to unify
the north interface, and this causes great difficulty for
development. Some researchers proposed to use
network configuration language to describe policies.
Voellmy et al. (2012) set up a policy layer on the
controller for configuration files, graphical user
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interface (GUI), and interaction with external sensors.
This policy layer is responsible for converting ad-
vanced logical policy to flow constraints used by the
controller. The Frenetic language is important for the
north interface. It implements an abstraction of policy
consistency. Frenetic requires each configuration
program list a series of policy clauses for each switch.
When being executed, these items are matching in
turn according to the priority to solve the policy con-
flicts of the north interface. At present, the north in-
terface has not been unified, and research on the north
interface is still the major promotion work in industry.

The east-west interface is responsible for
communication between controllers. The establish-
ment idea of the east—west interface standard is that
the controller has expandable capability and can fur-
ther provide technical support for load balancing and
performance improvement.

In addition to the above interfaces, Scott-
Hayward (2015) mentioned another interface of the
controller, GUI. GUI is usually used to provide an
intuitive network topology, network device infor-
mation, and flow table details for simplifying network
management. OpenDaylight, open network operating
system (ONOS), and Ryu provide GUI to facilitate
user interaction with the controller. Note that the
access to and operation of GUI should be strictly
restricted.

5 Cyber security

As a brand-new kind of network architecture,
SDN has the characteristics of obtaining a global
network view and centralized control of the network.
It has shown great advantages in improving the
overall security of network, and has provided a
brand-new solution to assure network security (details
are discussed in Section 6.1). However, with the
gradual marketization of the SDN technology and
products, the security problem has become a key
factor restricting the wide application. Comparing
SDN with other traditional network architectures,
Kreutz et al. (2013) pointed out that the programma-
bility and centralized control logic, as SDN’s ad-
vantages, may nevertheless bring many new security
threats. In a sense, the new characteristics of SDN
could lead to a security situation worse than that of
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the traditional network. In recent years, more and
more researchers have begun to study the security
threat of SDN technology, and made some progress.

Corresponding to the hierarchical structure of
SDN, the potential security threats of the data layer,
control layer, application layer, and north—south in-
terface will be analyzed.

5.1 Security problem in the data plane
5.1.1 False flow injection

A malfunctioning network device or malicious
user may trigger this threat. An attacker can use
switches, servers, personal computers, and other de-
vices to generate a large amount of useless traffic and
launch denial-of-service (DoS) attack to the network
switch (details on the controller DoS/DDoS are dis-
cussed in Section 5.2.1) such that the switch TCAM
resources are exhausted and the normal flow in the
network cannot be processed. A simple identification
mechanism can prevent this kind of attack to some
extent. However, this authentication mechanism will
no longer be effective if an attacker gains control of
an application server by an abnormal means and thus
obtains more details of the user’s identity. Using the
intrusion detection system (IDS) to support root-
cause analysis can help identify the abnormal traffic
flow. This system can also be combined with the
dynamic control of the switch action mechanism to
test this type of attack.

5.1.2 Attack against switch

Attacks against switches can lead to malicious
packet loss or packet forwarding delay, unauthorized
copying or redirected traffic (typically used for data
theft), and even the situation where the attacked con-
troller overloads by being injected a large number of
malicious flow requests such that the controller can-
not work normally.

5.1.3 Data layer fault recovery

Similar to a traditional network, SDN also faces
the problem of network node or link failure. In this
situation, the SDN controller can recover the failure
nodes faster through the global network information.
Usually, the convergence process of the network node
is: (1) When a switch fails, other switches detect
changes. (2) The controller is informed of the changes
by switches. (3) The controller recalculates the re-

stored rules from the global state information. (4)
Updated rules are sent to the affected network ele-
ments in the data plane. (5) Affected devices update
their flow table information separately. The above
discussion assumes that the secure channel between
the controller and switches can be used normally. If
the failure of data layer makes the switches and the
controller fail to interact, the convergence process is
relatively difficult. If so, the traditional interior
gateway protocol (IGP) (such as open shortest path
first) can be adopted for a flooding recovery.

For this problem, the internal switch should de-
ploy a disaster recovery mechanism when designing
SDN. For example, the controller installs the backup
path in the flow chart in advance, which can make the
switch forward the temporary traffic in the backup
path if the original path is unavailable. A similar
multi-path support mechanism is provided by Onix to
enhance the fault tolerance of the data layer.

Reitblatt et al. (2012) used the new version of the
OpenFlow statute that allowed defining multiple
corresponding forward behaviors for switches in dif-
ferent conditions and under particular parameters to
propose the high-level programming language fault
tolerating regular expressions (FatTire). Using Fat-
Tire, programmers need only to specify a strategy for
switches, and then the controller calculates the ap-
propriate backup path and sends the corresponding
flow rules to the switch. When an emergency occurs,
the switch can automatically start using the backup
rules without the intervention of the controller, to
achieve a rapid convergence.

5.2 Security problems in the control plane
5.2.1 Denial-of-service attack

Flooding based distributed denial-of-service
(DDoS) not only seriously affects the normal opera-
tion of the controller, but also prevents the switch
from transmitting data according to the rules issued
by the controller. In this attack mode, the attacker first
invades some hosts in the network and changes them
into puppet machines. Then it pours a mass of invalid
forged flow into the network (the forged flow tends to
use false source addresses to hide the true infor-
mation). Under the OpenFlow protocol, when re-
ceiving the unknown flow, the switch forwards it to
the controller and requests the controller to issue the
appropriate flow rules. However, a large number of
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requests and packet flows rushing into the controller
in a short period of time would lead to the withdrawal
of the normal processing ability of the controller. At
the same time, the normal flow rules cannot be issued
because of channel congestion. The invalid flow can
fill the accepted cache of the switch, and the normal
data flow is discarded directly, leading to the network
paralysis. DDoS attacks can be mitigated by detecting
and isolating malicious traffic from normal traffic.
The Kandoo framework can restrict frequent access to
the controller, so the controller does not need to pro-
cess a large number of requests such as the unknown
flow rules request in a short period of time, thus
preventing the DoS attack to some extent. A light-
weight DDoS detection method proposed by AVANT-
GUARD, Defense4All, and Roduigo Brage can also
be used to detect and control this kind of attack (see
Section 6.1.1 for details).

5.2.2 Overwriting of the security policy

The overwriting of mandatory security policies
in the controller has a significant impact on the secu-
rity of SDN. Hu et al. (2015) designed a compara-
tively perfect integrated framework of the SDN safety
strategy in the controller to increase the features of the
role of the policy creator and the security privilege
level of the role, which can ensure priority imple-
mentation of policies generated by high-level deci-
sion-makers. Thus, overwriting of the security poli-
cies is avoided to some extent. FortNOX converts all
rules to new rules of ARRs which can be easily veri-
fied. Once the conflict is detected, the rules will be
accepted or rejected according to the safety authori-
zation level of the requesting party, to avoid the se-
curity policies that are covered by ordinary applica-
tion policies. FRESCO (Shin et al., 2013) directly
integrates a security enforcement kernel (SEK) in the
OpenFlow controller to verify the signature of con-
flict rules, and to ensure that the flow rules generated
by the security services are not covered by the rules of
other non-security applications.

5.2.3 Control program isolation

Some control procedures are running in the SDN
controller to provide all kinds of available network
services to the upper layer of business and carry out
some basic control to the lower layer of the network.
In the security assessment of OpenFlow, Benton et al.

(2013) pointed out that the isolation of these control
procedures is an indispensable measure to guarantee
network security. Isolation of the control program
here refers to the provision of a logical space to the
application running on the controller, to further sup-
port the identification of each control program and the
rank authorization mechanism based on trust. This
approach aims to provide the controller with a secu-
rity assurance by ensuring that the error of one pro-
gram does not harm the whole controller. In
ROSEMARY (Scott-Hayward, 2015), each Open-
Flow application is regarded as an independent
ROSEMARY instance running on the controller. At
the same time, these applications are running in
sandboxes to protect the controller and avoid the
hazard from any malicious operation of an attacked
application.

5.2.4 Illegal access

Illegal access control is one of the security risks
of an SDN controller. Once the controller is illegally
controlled, the attacker can build botnet by control-
ling the underlying facilities to further expand the
scope of the attack. So, the access of the SDN con-
troller should be strictly restricted. Role-based access
control (RBAC) policy based on the user role can
prevent unauthorized access to the SDN controller by
setting specific access rights and authenticating users.
In addition, a proxy controller can be set up on the
northward channel to complete some interactive op-
erations instead of the controller, which can prevent
third-party applications or users from accessing the
controller directly from the outside world. The net-
work equipment, which is the channel of the con-
troller and the data layer, should be regularly regis-
tered. The new equipment needs to have a strict ex-
amination before building a connection with the con-
troller to prevent illegal devices to access networks.
However, Sezer et al. (2013) pointed out that in the
case of multiple controllers communicating with a
node or applications, the authorization and access
control between them would be very complex.

5.2.5 Illegal access to controller data

The controller stores much important infor-
mation such as the entire network status. Therefore, it
is necessary to protect the control program of the
controller and its information database to prevent the
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attacker from stealing data or tampering with the
control procedures. For this problem, we can take the
methods of the important data backup, cyclically
changing the default storage path, encrypting data
(such as secret homomorphic technology), or storing
sensitive information in the security mediation sec-
ondary way to ensure information security.

5.2.6 Failure recovery

If the controller fails because of a failure or an
attack, an effective recovery mechanism should be
adopted to ensure that the controller can resume
normal operation within a short period of time and
reduce the negative impact on the whole network.

In ONOS (Linux Foundation, 2015), the multi-
ple ONOS instances are interconnected to form an
ONOS cluster, and each of these ONOS instances
serves as an exclusive master of a set of switches.
Once an ONOS instance fails, the remaining ONOS
controllers will redesign a new master controller for
the affected switch to ensure the efficient operation of
the whole control layer.

Data backup is important for recovering from
disasters rapidly. Kreutz et al. (2013) abstracted the
backup method into two models: crash fault tolerance
service (CTS) and Byzantine fault tolerance (BFT)
models. The former supports only benign errors such
as program errors, and operating system or machine
failures. The latter supports any exception caused by
malicious or incorrect operations and properly han-
dles these errors through a state machine backup.
Ethane proposed three fault-tolerant backup mecha-
nisms at the design time, namely the cold-standby
approach, warm-standby approach, and fully repli-
cated approach. SMaRtLight (Botelho et al., 2014) is
a structured model of fault-tolerant backup. In
SMaRtLight, only one main controller is responsible
for the management of the network. The other con-
troller as a backup is running a fault detection and
leader election algorithm, to elect a new controller in
time to replace the main controller when it fails. To
ensure the smooth transition of old and new control-
lers, SMaRtLight lets all controllers in a shared data
store maintain an NIB associated with the network
and the application status. The main controller is
responsible for updating NIB constantly to ensure that
NIB of each controller is consistent with the current
network status. In this way, when the new master

controller first takes over the network, it needs only to
read the network and application state information
from the shared area.

As the core layer of the SDN architecture, the
controller’s security is vitally important to the overall
security of SDN. Kreutz et al. (2013) proposed three
main principles when designing the SDN control
layer: (1) backup, namely redundancy deployment of
the controller and application; (2) diversity, namely
trying to obtain the same control program running on
different controllers to avoid the error of the same
model; (3) dynamic device, namely allowing the
switch dynamic associated with more than one con-
troller to prevent controller failure in the single cor-
relation pattern.

5.3 Security problem in the application plane

When a new application is connected to SDN,
SDN needs to carry out strict audit and certification to
prevent malicious applications from running on the
network. However, there are various applications
based on SDN, and many application auditing models
in the traditional network are only for a specific ap-
plication and lack universality and flexibility. There-
fore, there is no effective and reliable application
auditing model for SDN. This is an urgent problem to
be solved.

5.4 Security of network interfaces
5.4.1 South interface security threats

Currently, the mainstream south interface pro-
tocol is the OpenFlow protocol. To enhance the se-
curity of the channel between the controller and
switch, the OpenFlow1.3.0 version provides a certif-
icate verification service between transport layer
security (TLS) and communication entities. However,
this security feature is optional, and details such as the
concrete implementation and certificate format have
not been described. In fact, the secure sockets layer
(SSL)/TLS protocol itself is not secure and is vul-
nerable to attack by an intermediary. The exchange of
certificate for mutual authentication between the
controller and switch is also not reliable. The attacker
can use the security vulnerabilities of SSL/TLS to
steal and forge certificates from the channel, and then
establish the connection with the controller and obtain
the required sensitive information.
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5.4.2 North interface security threats

The north channel refers mainly to the API that
the control layer opens to the third parties, through
which users can develop application services and
deploy their own applications on SDN. In the design
of the north interface API, the security and robustness
of the API should be paid attention to in addition to
ensuring that the API execution process is correct.
Security threats to the north interface exist primarily
in the deployed API. Hu et al. (2015) indicated that
the attacked application server may influence the
generation of flow table entries through the north
interface to carry out malicious attempts. To avoid
this, authorization to the API should be supported.
The authorization framework of API references IETF
OAuth2.0. In particular, the API based on RESTful
can reference OMA Autho4APIv1.0.0. Wen et al.
(2013) designed PermOpenFlow to provide that the
controller running in the kernel module can be di-
rectly called by the third-party applications. At the
same time, the scheme defines a series of fine-grained
permission categories for strict control over access to
applications.

To ensure the safe and reliable operation of a
future SDN network, it is necessary to draw lessons
from the current transmission control protocol
(TCP)/IP system. From the start, the corresponding
security concept and mechanism should be integrated
into the design of SDN, rather than waiting until a
large number of security vulnerabilities have been
exposed and then attempting to add various security
devices. In fact, this will incur higher costs.

6 Application scenarios

The characteristics of SDN, which are acquiring
a global network view through the controller and
trying to centrally control the network, offer great
advantages compared with the traditional network
architecture when solving many problems. It has a
broad application prospect.

6.1 Improving network security performance

Programmability and global network view are
characteristics of SDN, which in a sense can bring
their own new security threats. However, these char-
acteristics make SDN able to programmatically

monitor the network state and control network be-
havior in real time, thus bringing a new possibility to
improve the network security performance. At present,
the studies on SDN security can be roughly divided
into two categories: SDN enhances network security
and SDN provides security services. Some typical
security threats and solutions are listed in Table 3.

Table 3 Typical security threats and solutions

Security threat Security solution

Illegal programming Novel access control
Flow identification at the
southbound interface

Security solutions based on

Suspicious flow

Distributed denial-of-

service statistics and learning
Threats from outside SDN firewall
networks

6.1.1 SDN enhancing network security

The unique architecture of SDN enables it to
monitor, analyze, and respond to various events in the
network at a certain height. The core of this system is
the controller. The controller can collect flow statis-
tics from network devices periodically to obtain a
centralized and real-time network state view. Devel-
opers can read the network state through an open API
and use these resources to write automated control
programs to achieve efficient network management.

A traditional network uses middleware to pro-
vide a network security function. In fact, integrating
these middleware into SDN and using the program-
mability of SDN to redirect the suspicious flow with
some characteristics to the middleware for processing
can achieve a better effect. In the Slick architecture,
the controller can install the necessary functions for
middleware based on the security requirements of the
application and make it further process the specific
flows. FlowTags (Fayazbakhsh et al., 2013) makes a
small change to the traditional middleware to make it
interact with SDN by FlowTags API. FlowTags con-
taining the data flow information is set in a packet to
track and route control the suspicious flow. By
providing a policy enforcement layer, SIMPLE (Qazi
et al.,, 2013) makes the network administrator need
only to specify the middleware passing route in the
logic, and then converts the strategy to the forwarding
rule of the switch automatically at this layer. At the
same time, SIMPLE generats the flow rule which is
related to the physical path and also considers the load
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balancing of flow in each middleware. The control
program based on NOX can redirect the flow to the
appropriate middleware and force packets in the flow
to be detected, to make up for the data shortcoming of
NOX, checking only the first few hundred bytes of
flow. However, for this idea, the reasonable deploy-
ment of middleware and network performance loss,
caused by the additional link overhead when the flow
is transferred to the middleware for inspection, need
to be further studied.

The application of SDN’s special architecture in
alleviating DoS attacks has also attracted attention.
RadWare (Al et al., 2015) developed the first com-
mercial SDN application, DefenseFlow, to confront
DoS attacks. DefenseFlow can make the controller
collect the flow data from the forwarding device in
the space within 1 s. Then it measures the benchmark
parameters of flow and compares them with parame-
ters under the DoS attack to determine the abnormal
flow. Once an attack is detected, the suspicious flow
will be transferred to the scrubbing center by the flow
transfer mechanism for further detection. AVANT-
GUARD extends the data layer and makes the switch
act as an agent to conduct the TCP handshake with the
data sender. Until this phase, the flow request is for-
warded to the controller to respond to the saturated
flow attack such as the synchronous (SYN) Flood.
Braga et al. (2010) obtained the flow information of
the OpenFlow exchange device and took out the
characteristics of flow such as flow rate, single-flow
table rate, and flow characteristic entropy, to analyze
the test samples. Once the DDoS attack is detected,
the policies of shunt or speed limit are selected ac-
cording to requirements to alleviate the DDoS attacks
effectively.

The OpenFlow equipment and Floodlight con-
troller were used to create a firewall based on SDN
(Cheng et al., 2015). This firewall is implemented as
SDN application software, which can control all
switches in the network by the programming interface
of the SDN controller. Therefore, a firewall applica-
tion system which can flexibly respond to different
security requirements has been built.

In general, SDN is more flexible in dealing with
threats than the traditional network. Due to the re-
al-time programming and control capability of SDN,
the emergencies response mode of SDN also presents
diversity and dynamics. These responses include
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emergency alarms, dynamic quarantine solutions,
traffic redirection, and entrapment mechanisms.

6.1.2 SDN providing security services

In addition to enhancing network security, SDN
can be used to provide additional security services.

Static IP address allocation can lead to the
leakage of user information to some extent, which
may lead to the user being attacked actively. Existing
schemes that provide anonymous services, such as
ToR and Tarzan, are inefficient and have large delays.
AnornyFlow provides a service that is similar to
caller-ID blocking; namely, third-party applications
can no longer access the IP address of the Internet
service provider (ISP) assigned to users, and thereby
AnornyFlow can no longer associate the user flow
with a specific IP address. OpenFlow random host
mutation (RHM) (Jafarian et al., 2012) is the moving
target defense technology based on OpenFlow.
OpenFlow RHM can complete transformation be-
tween the real IP address (rIP) and virtual IP address
(VIP) of a host in a fixed time interval at a high fre-
quency, while maintaining a high unpredictability. In
this scheme, each host belongs to a subnet. The un-
used IP addresses are assigned to each subnet under
certain constraints. Each host will associate with a
new VIP by a blind mutation or weighted mutation
algorithm after each conversion interval. During the
whole process, the NOX controller is responsible for
IP conversion, corresponding flow table installation,
and domain name system (DNS) update, and the
conversion process is transparent to the host. This
scheme can resist scanning-based attacks such as
worm and address detection.

SDN’s centralized control logic architecture
provides a simpler and easier implementation for
security service outsourcing. For the security status of
family and small commercial networks, which are
vulnerable to attack because of the lack of profes-
sional protection equipment, Kim and Feamster (2013)
pointed out that such users could use SDN to out-
source their own networks to the third-party profes-
sional security service providers. The basic imple-
mentation of this model is to make the programmable
network access point of the home network periodi-
cally distribute flow data to the remote controller, and
then provide security services such as spam filtering
and zombie network monitoring by the running
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algorithms of the controller, and finally implement the
corresponding policies to adjust the network to re-
spond to the potential threats.

SDN can also be used to implement secure data
offloading on mobile phones or other handheld de-
vices. The enterprise-centric offloading system
(ECOS) is a secure solution for intelligent data di-
version in the enterprise scope. The network con-
troller negotiates with the mobile application on se-
curity, energy consumption, delay, and other issues,
and according to their corresponding requirements,
uses the verification resources in the enterprise re-
source pool to process the split data. These split data,
according to their sensitivity, are divided into three
different types, user-, enterprise-, and non-private, for
the controller realizing the personalized security ser-
vice policy.

6.2 Cloud network and data center

The increasing demand for virtualization and
cloud services has attracted much attention in indus-
try and academia. The development requirements of
rapid service provision, efficient resource manage-
ment, and extensibility, which are difficult to satisfy
with a traditional network, can be solved under the
framework of SDN.

Data flow is large in a data center and the hier-
archy management structure of the switch is complex.
So, it is easy to cause network congestion and per-
formance bottlenecks if efficient addressing and data
transfer cannot be carried out in a large server cluster.
New features of SDN can better realize the functions
of efficient addressing, optimized path transmission,
and load balancing, and further improve the effi-
ciency of data exchange and increase the controlla-
bility of the data center. Tavakoli et al. (2009) intro-
duced the OpenFlow technology to a data center
network, and the NOX controller was adopted to
realize the PortLand and VL2, which are currently
used more widely in the data center for addressing
and routing mechanism. They also pointed out that
using the SDN technology could simplify the reali-
zation of these two solutions and provide some addi-
tional extension services.

In the data center, servers and virtual machines
need rapid configuration and data migration. Virtual
machine migration strategy synchronous following
needs to move applications from one location to an-
other under the premise of uninterrupted service.

However, the applications are usually composed of
many virtual machines (VM) and their basic functions
of availability, access control, and QoS is dependent
on the underlying network, which makes the real-time
migration difficult. Live migration of ensembles
(LIME) (Keller et al., 2012) provides a solution to this
problem using SDN and its virtualization technology.
LIME runs on a common network virtual layer such
as FlowVisor and FlowN to block the migration pro-
cess for applications on the controller. The state of the
data plane is first copied to a new set of switches
during migration, and then the VM is migrated in-
crementally. The invariance of application logic
connection is maintained by merging two instances on
the same switch according to the transformation
mechanism of packet forwarding rules. With the
support of the SDN technology, LiveCloud (Wang et
al., 2012) realizes a reasonable layout of network
resources and provides service-level agreement (SLA)
guarantee on the bandwidth and time delay by
providing three different points of view, namely
physical, logical, and tenants, which are components
of the network topology and service components.
Because of the characteristics of large scale,
complex configuration, and being dynamic, a cloud
computing network faces many difficulties in de-
ploying existing security devices in this environment.
Shin and Gu (2012) proposed a new architecture of
CloudWatcher for deploying security services in the
cloud environment. Under this framework, cloud
administrators can use a simple policy scripting lan-
guage to change the flow path according to the spe-
cific requirements and transport them forcibly to the
safety equipment for checking, to realize granular
flow monitoring in the dynamic cloud environment.
Since the stability and efficiency of large-scale
network services are often at the expense of waste
energy, energy saving has become an important issue
in data center and cloud network research. However,
only a small amount of energy can be saved by turn-
ing off ports that have no flow for a while. A more
effective method is to master the global network in-
formation through SDN, which can close temporarily
unused devices and open them when needed. Low
usage also leads to high energy consumption in data
centers. In the data center, each flow can increase the
use of routing links by exclusive routing at each time
slice. To master the whole network information using
SDN, each flow can be scheduled fairly, and the
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routing links can be used fully, so that the energy
consumption of large-scale networks can be reduced.

6.3 Enterprise and campus networks

The enterprise and campus networks are usually
large in scale and run various applications and het-
erogeneous network protocols, so there is a high de-
mand for the reliability and security of the network.
However, most of the existing solutions have weak
control and complicated configuration, and are error
prone and of high cost. SDN can achieve more effec-
tive and personalized management according to the
different demands of the enterprise and campus
networks.

SANE/Ethane aims mainly at the management
of enterprise networks, in which SANE focuses on
security control, but does not realize complex routing
decisions, nor does it undergo large-scale testing, so
the actual deployment is difficult. Ethane extends
SANE, and requests that the controller, host, and the
user must prove their identity and registration. At the
same time, the packets are requested from a registered
entity, which does not allow any unauthorized com-
munication generated between any end system of the
network. This would provide a strong security guar-
antee to the flow management and control in the en-
terprise network. Resonance asks the controller to
maintain a state machine for each access network
device. The underlying programmable network
equipment with the function of security alarm analy-
sis will process the flow according to the instructions
of the controller, the host current state, and the secu-
rity level. Thus, a flexible and convenient access
control management can be realized between the
dynamic state transitions of the host.

CERNET?2 connects multiple colleges and uni-
versities using the 4over6 technology, provides ser-
vices such as IPv4 and IPv6 application accesses, and
exchanges visits. 4over6 describes the technology
supporting the transition from the IPv4 network to the
IPv6 network. It draws on the virtualization of the
SDN network and separates the IPv4 and IPv6 net-
works from the data layer. Since IPv4 and IPv6
transmit data according to the same basic principle,
the data layer can provide a transmission service for
both IPv4 and IPv6, and achieve forwarding abstrac-
tion. It can also provide a more convenient manage-
ment mechanism to the service providers of IPv4 and

IPv6 respectively. This will contribute to the transi-
tion from the IPv4 to IPv6 networks.

7 Future work

ONF summarized the advantages of SDN in a
white paper (Open Networking Foundation, 2012),
including multiple environment centralized control,
reducing administrative complexity, promoting ser-
vice renewal, fine-grained network control, enhanc-
ing the user experience, and improving network se-
curity performance. These characteristics give SDN
broad development prospects. Even so, a lot of work
is required to improve SDN.

7.1 Security study on SDN

The SDN technology, as a kind of emerging
technology, is still in the development stage, and is
facing many security challenges, which include not
only the traditional threats such as saturation flow
attack and data theft tampering, but also new threats
that have never been encountered, such as controller
security attack and north—south channel security at-
tack. With the gradual marketization of SDN tech-
nology and products, the security problem will be-
come a key in restricting its extensive application and
an important factor affecting the successful devel-
opment of its technology. Although SDN security has
received attention, there are many problems to be
solved, such as SDN application audit and code in-
spection, or corresponding solutions to be optimized,
such as further development of the dynamic adaptive
security detection framework. On this issue, current
mainstream development directions include making
full use of the global view of SDN and its program-
mable control ability, integrating various strong en-
cryptions and a strong authentication mechanism, and
integrating middleware with more professional secu-
rity features to review and monitor the fine-grained
traffic. Moreover, anonymous and privacy-preserving
technologies are promising security technologies to
protect SDN (Guan et al., 2019).

7.2 Study on the coexistence of the traditional
network and SDN

With the continuous development of SDN, the
traditional network will coexist with SDN for a long
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time. To make SDN compatible with the traditional
network, it is necessary to support both SDN and
traditional network equipment. The implementation
principle of OpenFlow is that switches are divided
into dedicated OpenFlow switches which do not
support L2/L3 layer processing. Then the OpenFlow-
enabled switches add the new features of the Open-
Flow protocol and interface into the commercial
Ethernet switch. However, embedding the SDN pro-
tocol into traditional network devices will make them
more bloated. The path computation element (PCE)
proposed by IETF is conducive to the gradual migra-
tion of the existing network to SDN. PCE makes the
network path calculation functions be partly separated
from the distributed network device into a concen-
trated point, while the traditional network nodes
without PCE continue to perform the path calculation
functions in their previous manner. However, PCE
does not provide a complete SDN implementation.
The adoption of protocol abstraction technology can
ensure that all kinds of protocols run safely and stably
in a unified module to reduce the burden of the
equipment, and it becomes one of the trends of
compatibility research.

7.3 Application research on SDN in the data cen-
ter and cloud

The features of SDN, such as centralized control,
global network information acquisition, and network
function virtualization, can be used to optimize the
management and service provision schemes in data
centers and cloud application scenarios. For a data
center network, SDN can be used to eliminate the
redundancy of data transmission via global network
information, and can also be used to achieve balance
between reliability and flexibility of the data flow via
network function virtualization. In addition, SDN will
be important in improving performance and green
energy conservation in a data center. Heller et al.
(2012) summarized three problems that should be
solved in the cloud management system: status mon-
itoring technology components and ensuring their
visibility, resource orchestration, and providing per-
sonalized service on demand. These requirements,
which cannot be satisfied in the traditional network,
will find a new sally port relying on the SDN network
architecture of forwarding and control separation,
flexible business deployment mode, centralized

global network management model, and developed
API framework.

7.4 Study on SDN scalability

Scalability determines the further development
of SDN. The OpenFlow protocol has become a
commonly used standard for the SDN south interface.
However, this protocol is not mature, and its version
is still being updated. The diversity of SDN business
applications increases the design difficulty of the
north interface, and the balance of flexibility and
performance should also be considered. Therefore,
the abstract interface language supported by mathe-
matical theory has become a research trend. Distrib-
uted controller architecture avoids the possible single
point failure of a single controller, but other related
problems such as state synchronization and data
backup between multiple controllers still need to be
explored in the future.

7.5 Integration of SDN with other network
architectures

Currently, SDN technologies bring a lot of ben-
efits into 5G, such as seamless mobility across, dy-
namic security protection, and effective radio re-
source allocation. Beyond 5G, 6G is regarded as the
next generation network, which has the features of
terahertz-frequency networks and spatial multiplex-
ing with multiple simultaneous beams of data transfer
(David and Berndt, 2018). Based on the opinions of
the Federal Communications Commission (FCC),
dynamic spectrum sharing can be realized based on
the blockchain. SDN can provide flexible resource
scheduling and dynamic spectrum management for
6G.

Information-centric networking (ICN) is another
new architecture for the future Internet (Wu et al.,
2017). ICN aims to improve the efficiency of content
distribution, storage, and fetch. The separation of
information processing and forwarding in ICN is
consistent with the decoupling of the control and data
in SDN. In fact, SDN can be regarded as an im-
provement of the current Internet (Li et al., 2017; Wu
et al., 2018a), which keeps some important features of
IP networks. ICN is the complete revolution of the
current Internet (Wang et al., 2018), which is based on
the novel schemes of naming, caching, and content
distribution. The novel features of ICN provide a flat
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networking architecture to joint edge computing, big
data, and cloud. However, SDN and ICN can be in-
tegrated efficiently. On the one hand, if the concen-
trated control capability of SDN is used in ICN, the
intelligence of ICN will be enhanced. On the other
hand, the name and caching concepts can be bor-
rowed by SDN to enhance its flexibility. Using the
SDN technology to separate the control information
and making these two architectures complementary
will promote further development of the network.

7.6 SDN promoting heterogeneous network com-
munication

The heterogeneous nature of the future Internet
will greatly increase. Different types of network, such
as wired network, wireless network based on the fixed
infrastructure, wireless network without fixed infra-
structure, and optical network, will blend together and
constitute a heterogeneous network to meet the vari-
ous demands of terminal business. The SDN tech-
nology has the characteristics of resource optimiza-
tion and collaborative control among these networks.
The coordination ability of the SDN controller is very
important for realizing intelligent communication and
resource joint scheduling of heterogeneous networks.

7.7 SDN development and testing tools

At present, the tools to support the safe and ef-
ficient development and debugging of SDN are still
very limited. A network debugging tool was proposed
for the SDN architecture named ndb (Handigol et al.,
2012). It makes a packet producing a “postcard” in-
cluding matching flow table and output port on the
passing switch to carry on the path backtrack when
the error occurs, and then ndb determines the logic
errors that exist in the process of switch protocol
conformance and program development. FRESCO
implements a framework for rapid development of
OpenFlow security applications in a modular manner.

Developers can use simple FRESCO scripting
language to write different function modules, and
make multiple modules dynamically linked by spec-
ifying parameters including input, output, and events

to deal with possible security incidents in the network.

FRESCO also provides interfaces to receive infor-
mation from the traditional security service applica-
tions and work with them. These platforms and tools
are significant to the development of SDN.

8 Conclusions

We have made a comprehensive survey of the
novel architecture and security solutions for SDN.
Compared with the traditional network, two substan-
tial changes are brought about by SDN. The first is
that the deployment of new applications is accelerated
by replacing decentralized closed devices running
private protocols with general-purpose switch hard-
ware that supports standard interfaces and functions.
The second is that it integrates network control from
distributed network components to controllers with
global network views to use its programmability to
manage and monitor the network uniformly. The
creative structural adjustment to the existing network
has endowed SDN with great development potential.
Various studies have been carried out in industry to
promote the application of SDN in various fields, and
this promotion has been quite successful. However,
SDN is still at the initial stage of development, and
there are various problems that need to be solved
urgently. At present, SDN has become the mainstream
technology of the next generation Internet.
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