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Abstract: By network security threat intelligence analysis based on a security knowledge graph (SKG), multi-source threat in-
telligence data can be analyzed in a fine-grained manner. This has received extensive attention. It is difficult for traditional named 
entity recognition methods to identify mixed security entities in Chinese and English in the field of network security, and there are 
difficulties in accurately identifying network security entities because of insufficient features extracted. In this paper, we propose a 
novel FT-CNN-BiLSTM-CRF security entity recognition method based on a neural network CNN-BiLSTM-CRF model com-
bined with a feature template (FT). The feature template is used to extract local context features, and a neural network model is 
used to automatically extract character features and text global features. Experimental results showed that our method can achieve 
an F-score of 86% on a large-scale network security dataset and outperforms other methods. 
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1  Introduction 
 

With the development of information technology 
and the complex network environment, network in-
formation security has become the focus of attention 
around the world. More and more information leaks, 
infiltration attacks, and other information security 
threats seriously threaten citizens, businesses, and 

countries. To ensure the security of cyberspace, 
countries and companies deploy security services 
such as firewall, intrusion detection, and intrusion 
protection at key locations to monitor network secu-
rity threats. These services produce much network 
security data, such as alarm information and moni-
toring logs. Due to the fragmentation and magna-
nimity of cyber security data, there is a lack of certain 
links among these data, such that network security 
personnel cannot obtain or integrate them. Therefore, 
we build a network security knowledge graph (SKG) 
(Liu et al., 2016) to effectively correlate, analyze, and 
mine a massive amount of security data. Through 
SKG, network security personnel can more intuitively 
understand network security threat intelligence (Li, 
2016) and security posture to discover complex net-
work attack patterns. The main techniques for con-
structing a network SKG include security entity 
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recognition, relation extraction, and attribute extrac-
tion, among which security entity recognition is the 
foundation of a network SKG. 

Security entity recognition is a specific domain 
entity recognition in named entity recognition (NER) 
(Zhang et al., 2005; Finkel and Manning, 2009). The 
main task is to identify different types of security 
entities in network security text data, such as users, 
malicious programs, hacking organizations, and vul-
nerabilities. Its purpose is to recognize and classify 
professional vocabularies in the network security 
domain, and NER is mainly to recognize person, 
location, and organization. NER is originally a rule- 
based recognition method. Domain experts and lin-
guists make effective rules to identify entities. The 
formulated rules cannot be adapted to other domains 
because of poor transplantability. In view of the 
problem, researchers use machine learning methods 
with artificial features to identify named entities. The 
commonly used machine learning methods include 
hidden Markov models (HMMs) (Rabiner et al., 1989; 
Yu et al., 2006), maximum entropy models (MEMs) 
(Koeling, 2000), and conditional random fields 
(CRFs) (Lafferty et al., 2001; Luo et al., 2015). These 
methods require various NER tools and knowledge 
resources to design effective features and to set a 
feature template. Therefore, the selection of feature 
templates directly affects the performance of NER 
(Joshi et al., 2013; Qiu et al., 2013). Selection is still a 
labor-intensive and skill-dependent task. To reduce 
the complexity of artificial features, researchers used 
word embedding in deep learning algorithms to re-
place the artificial features (Tang et al., 2014). This 
solves the problem of high cost of artificial features 
and improves the performance of NER. 

In recent years, the deep learning method (Col-
lobert and Weston, 2008) has achieved good results in 
the NER common domain. Compared with a machine 
learning method or rule-based method, the deep 
learning method has stronger generalization ability 
and less reliance on artificial features. Therefore, 
several neural network architectures have been pro-
posed for the NER task in the common domain. 
Collobert et al. (2011) used a neural network for the 
first time and it performed quite well in the NER 
common domain. After that, using a neural network to 
extract features has received extensive attention.  
At present, a long-short term memory (LSTM) 
(Hochreiter and Schmidhuber, 1997; Gers et al., 2000; 

Hammerton, 2003; Peng and Dredze, 2015) unit with 
the forget gate allows highly non-trivial long-distance 
dependencies to be easily learned, and this has shown 
great success in NER. Because LSTM cannot con-
sider future context information, researchers propose 
the bi-directional LSTM (BiLSTM) model with word 
embedding (Feng et al., 2018) for NER, which can 
effectively take into account an amount of context 
information on the future. The BiLSTM with a CRF 
model (Huang et al., 2015; Dong et al., 2016; Lample 
et al., 2016) has exhibited better results. A convolu-
tional neural network (CNN) (Dos Santos and 
Guimarães, 2015) has also been used for NER to 
encode character information of each word into its 
character representation, and Chiu and Nichols (2015) 
and Ma and Hovy (2016) have successfully employed 
CNN to extract character features on CoNLL 2003 
data sets. They have obtained a good F-score for NER. 
Although neural networks have performed well in the 
NER common domain, there are still many problems 
in network security entity recognition in the network 
security domain. 

At present, compared with common named en-
tity recognition, network security entity recognition 
faces mainly the following challenges: 

1. The types of security entities are diverse, 
numerous, and there are constantly unregistered 
words that appear as new security entities, such as 
new malware, vulnerabilities, and patches. 

2. In different scenarios, network security enti-
ties have a problem of fuzzy classification. The 
boundaries between different types of security entities 
are not clear, and software names often appear in 
organization names. For example, Oracle represents 
both software and an organization. 

3. Network security entities have different 
structures. A lot of software and vulnerabilities are 
named both in Chinese and English. There are also 
many problems between security entities such as a 
large number of nesting and abnormal abbreviations, 
so it is difficult to identify them. 

To solve the above problems, we propose a novel 
CNN-BiLSTM-CRF model with a feature template. 
To evaluate the proposed model, we construct a large- 
scale dataset. Experimental results on our dataset 
show that our model can achieve better performance 
than previous models.  

The main contributions of our work can be 
summarized as follows: 
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1. We present a novel neural network CNN- 
BiLSTM-CRF model with feature template (FT- 
CNN-BiLSTM-CRF) for network security entity 
recognition. 

2. For mixed network security entities in Chinese 
and English, we manually create a few features into 
the feature template to extract local context features 
of words based on the neural network model. Results 
show that the combination of the feature template and 
neural network is effective. 

3. We evaluate different network security entity 
recognition models over the network security dataset. 
The experimental results indicate that our model can 
improve the performance of recognition and outper-
forms other models. 

 
 

2  Model architecture 
 
In this section, we describe the overall archi-

tecture of our model. We introduce the components of 
our security entity recognition model one by one. 

2.1  Feature template 

The feature template (FT) is designed based on 
the selected features, and is a comprehensive consid-
eration of the contextual information of the data and 
the location of the information. This study is aimed at 
security entity recognition in the network security 
domain, and the composition of the security entity has 
no regularity. If we depend only on the structure of the 
security entity itself and the composition of the sen-
tence, it is difficult to achieve satisfactory results. We 
add the local context information of words to our 
model through the FT, where the context information 
refers to the “observation window” of the current 
value and a few words before and after it. The larger 
the observation window, the more the context infor-
mation included in the template. However, too large 
an observation window reduces the efficiency of the 
model, resulting in the over-fitting phenomenon. If 
the observation window is too small, as less infor-
mation is used, the recognition efficiency of the 
model is also reduced. Therefore, it is of vital im-
portance to select an appropriate size of the observa-
tion window of the FT. 

FT includes atomic templates and composite 
templates. The atomic templates are selected in this 

study, and the features developed in the template are 
atomic features. The template developed for the 
context features is as follows: w[−2, 0], w[−1, 0],  
w[0, 0], w[1, 0], w[2, 0]. The first number in square 
brackets indicates its relative position to the current 
character, and the second number indicates the col-
umn of the selected feature, including words, parts of 
speech, and other features. Table 1 shows an example 
of atomic characteristics. 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
Given that there are characteristics of mixture of 

Chinese and English in network security data, we 
extract the context feature of the current word to make 
FT. FT is implemented by imitating the method of the 
CRF++ tool. We define a set of feature functions 
fk(yi−1, yi, w, i) which are binary functions, where yi 
represents the current mark, yi−1 represents the next 
mark, i is the current position, and w is the current 
word. In general, the value of the feature function is 1 
or 0. When the feature condition is satisfied, the value 
is 1; otherwise, it is 0. The feature functions are 
summed at various positions i: 

 

1
1

( , ) ( , , , ),
n

k k i i
i

f y w f y y w i−
=

= ∑               (1) 

 
where fk(y, w) represents the sum of the feature func-
tions at each position i. We assign a weight λk to the 
feature functions, and use λ to denote the weight 
vector of the feature function: 
 

T
1 2=( , , , ) .kλ λ λλ                      (2) 

 
Then we convert the feature extracted by the 

feature function into a feature vector: 
 

( )T
1 2( , ) ( , ), ( , ), , ( , ) ,ky w f y w f y w f y w=F     (3) 

Table 1  An example of atomic features 

 w y  

−2 找 O  

−1 到 O  

0 雅 B-ORG Current token 

1 虎 I-ORG  

2 的 O  

w and y represent the current word and the label of the word,  
respectively 
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where F(y, w) represents the global feature vector. If a 
feature function is activated, then its weight λ will be 
added to an accumulated value, i.e., the score value of 
features, score′. The weight summation process can 
be viewed as multiplying a weight vector by a feature 
vector: 

score ( , ).y w′ = ⋅λ F                       (4) 
 
2.2  Character embedding 

Character features in an entity name contain rich 
structural information on the entity. These features 
(such as character n-grams, prefixes and suffixes) are 
commonly employed in current security entity 
recognition methods. In recent years, character vector 
(Passos et al., 2014) in NER based on a neural net-
work model usually has a higher dimension, resulting 
in a large number of hyperparameters in the model. 
However, in practice, the supervised corpora with 
annotations are usually insufficient, so it is difficult to 
learn the accurate hyperparameters. We are inspired 
by Dong et al. (2016) to use the pre-training character 
embedding method. Unlike previous traditional 
methods in which character features are based on 
hand-engineering, we use a large-scale unmarked 
network security corpus to learn character embedding 
for the training.  

In recent years, several tools, such as word2vec 
(Mikolov et al., 2013a, 2013b) and GloVe (Penning-
ton et al., 2014), have been widely used in NER. In 
our approach, we train the word2vec character em-
bedding file from the network security corpus. The 
character embedding file has 16 691 characters, in-
cluding Chinese characters, English characters, and 
some special characters (numbers, punctuation marks, 
etc.). Each character corresponds to a 100 dimen-
sional embedding vector. 

2.3  CNN for character-level representation 

CNN (LéCun et al., 1998) is one of the most 
representative neural network structures in deep 
learning technology, and has become one of the re-
search hotspots in many disciplines. The network 
security entities are mixed Chinese and English, such 
as “SQL注入漏洞” and “Microsoft.” For the English 
entity in network security data, we use CNN to extract 
character-level features of the security entity. CNN is 
used mainly to deal with English in which words are 

composed of more fine-grained letters. These letters 
have hidden features such as prefix/ suffix features. 
Therefore, CNN is used to extract the character-level 
features of the security entity such as malicious 
software and vulnerabilities named in English. We set 
different random character vectors for different types 
of characters to distinguish the cases of characters, 
character types (letters, numbers, punctuation, special 
characters). For example, uppercase A and lowercase 
a correspond to two different sets of character vectors. 
Fig. 1 shows the process whereby CNN extracts the 
character-level feature of a word. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

For an input sequence X=(x1, x2, …, xn) con-
sisting of n words, each word is expressed as x=(c1, 
c2, …, cl), consisting of l characters. Each word x is 
transformed into the corresponding character vector 
by querying the character lookup table C, and then 
character vector matrix ci (ci∈

d×l) of the word is 
formed, where ci is the vector for the ith character in 
the word. To solve the problem of different sizes of 
the character vector matrix due to different word 
lengths, we use the longest word as a baseline by 
padding placeholders at the left and right ends of the 
word. In the convolutional operation to extract char-
acter-level feature vectors, one convolutional layer is 
implemented between kernels k (k∈d×m) of width m, 
and an output feature map can be obtained through an 
activation function Fj∈

l−m+1. Each output map may 
be a combination of convolutional values of multiple 
input maps. Next, we apply a max pooling operation 
over the feature map, and take the average value or 
maximum value as the feature corresponding to the 

M i c r o s o f tPadding Padding

Convolution

Max pooling

Character 
embedding

Character 
feature  

 

Fig. 1  The process of CNN extracting the character-level 
feature of the words 
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filter: 
 

max [ ].j ji
w F i′ =                          (5) 

 
Finally, we obtain a representation of word w by 

connecting all the feature maps: 
 

1 2 .lw w w w′ = ⊗ ⊗ ⊗                  (6) 
 

2.4  Bidirectional LSTM 

The long short-term memory (LSTM) network 
(Hochreiter and Schmidhuber, 1997) as a kind of deep 
learning method is a specific form of recurrent neural 
network (RNN) (Goller and Kuchler, 1996) compared 
with general RNN. It can preserve redundant context 
information while solving long-term dependency 
problems. Formally, at time t, cell state ct and hidden 
state ht are updated with the following equations: 

 
xi hi 1 ci 1 i( ),t t t tσ − −= + + +i W x W h W c b           (7) 

xf hf 1 cf 1 f( ),t t t tσ − −= + + +f W x W h W c b         (8) 

xo ho 1 co o( ),t t t tσ −= + + +o W x W h W c b            (9) 

1 xc hc 1 ctanh( ),t t t t t t− −= ⋅ + ⋅ + +c f c i W x W h b   (10) 

tanh( ),t t t= ⋅h o c                         (11) 
 
where it, ft, ot, and ct denote the input gate, forget gate, 
output gate, and cell state at time t, respectively. xt is 
the input vector at time t and ht is the hidden layer 
vector at time t. σ(∙) and tanh(∙) represent two differ-
ent neuronal activation functions. Wxi, Wxf, Wxo, and 
Wxc are the weight matrices. bi, bf, bo, and bc are the 
offset vectors. 

Note that LSTM takes only the past information. 
However, context information from the future could 
also be crucial. To use context information effectively, 
we use a bidirectional LSTM (BiLSTM) to extract 
features. BiLSTM computes two different hidden 
layer representations using the sequence (from the 
first word, recursively from left to right) and reverse 
order (recursive from the last word, recursively from 
right to left) for the input sequence. Then the final 
hidden layer representation is obtained by vector 
splicing. Fig. 2 shows the structure of BiLSTM.  

 
 

 
 
 
 
 
 
 
 
 

BiLSTM receives the character-level feature 
vector sequence (x1, x2, …, xn) extracted by CNN as 
an input at each time state t, and then splices the ei-
genvector sequence 1 2( , ,..., )t=

   

h h h h  output by the 
forward LSTM and the eigenvector sequence 

1 2( , ,..., )t=h h h h
   

 of the backward LSTM at time t to 

obtain a complete feature vector sequence t



h . 
 

[ ; ] .m
t t t= ∈h h h


 

                      (12) 
 
2.5  BiLSTM-CRF model 

Security entity recognition is a typical sequence 
labeling problem. BiLSTM is very powerful in se-
quence modeling and can obtain long-term contextual 
information. However, the tags of the security entity 
recognition task are not independent and have strong 
dependency, especially for character-based security 
entity recognition. For example, the B-ORG tag is 
followed by an I-ORG, but it cannot be an I-PER. 
Therefore, we access CRF after BiLSTM. We will no 
longer use the softmax function to calculate the 
probability of each tag directly as in other neural 
network models. Instead, we use CRF to consider the 
transition probabilities between tags and to calculate 
the probability of the entire tag sequence. 

Formally, we can see from a single moment that 
the corresponding tag of the current character has a 
corresponding score. The greater the score is, the 
more likely the corresponding tag is. From the overall 
point of view of the tag sequence, there are transfer 
scores before and after the tag. The higher the score is, 
the more likely the tag transfer occurs. By adding 
these two scores, the tag with the highest score is the 
prediction result. Therefore, the preprocessing of the 
hidden layer is given by: 

LSTM LSTMLSTM

LSTMLSTMLSTM

xt−1

� � �� � �

xt xt+1

1t−



h 1t−



h t



h t



h t+



1h t+



1h  
 

Fig. 2  BiLSTM structure 
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h otanh( ),t t= +O W h b


                 (13) 
 

where t



h  is the splicing vector of the hidden layer. Its 
corresponding weight is Wh∈

|n|×|m| and the offset 
vector is bo∈

|n|. Ot is the output vector of the hidden 
layer. |n| denotes the dimension of the hidden layer. 
Next, the scores of all tags corresponding to character 
at time t are as follows: 
 

c cscore ,t′′ = +W O b                   (14) 
 
where Wc∈

n×m is the weight matrix, bc∈
n is the 

offset vector, m denotes the number of tags, and score″ 
represents the score of each character corresponding 
to the tag. The larger the score, the more likely it is. 

Transfer matrix A is set to represent the transfer 
score between the tags, and tags “start” and “end” are 
added to m tags. The total score of a tag sequence is 
determined by the transfer of each tag as follows: 

 

( )1, 1
0

( , ) score ( ) ,
i i

l

y y i
i

S X y A y
+ +

=

′′= +∑        (15) 

 
where X is the input sequence, y is the prediction tag 
sequence, and 

1,i iy yA
+

 is the probability of transition 

from tags yi to yi+1, i.e., the transfer fraction. 
Score″(yi+1) denotes the score of the current label. y0 
and yl are the “start” and “end” tabs, respectively, and 
their corresponding scores are both zero. 

In the condition of input sequence X, we calculate 
the probability of the tag sequence y as follows: 

 
( , )( ) e ( , ).

X

s x y

y Y
p y X s X y

∈

= ∑             (16) 

 
In the training process, the main goal is to 

maximize the probability of the correct sequence, so 
our model uses logarithm maximum likelihood esti-
mation to obtain the loss function: 

 

( ) ( , )log ( ) ( , ) log e

( , ) log add ( , ).
x

x

S X y

y Y

y Y

p y X S X y

S X y S X y

′

′∈

′∈

 
= −   

 
′= −

∑   (17) 

 
Then, we use the stochastic gradient descent 

learning algorithm to train parameter σ. After ob-

taining parameter σ, the Viterbi algorithm is used to 
obtain the sequence with the highest score on all se-
quences, and this is used as the final annotation result: 

 
* arg max ( , ).

xy Yy S X y′∈ ′=                 (18) 

2.6  FT-CNN-BiLSTM-CRF model 

Our security entity recognition model was in-
spired by Ma et al. (2016), where the feature template 
is combined with the model. Fig. 3 shows the archi-
tecture of our model in detail. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Given the Chinese and English mixed network 
security corpus data, we manually make an FT to 
extract context-based features from the input se-
quence, and then use pre-trained character embedding 
to convert the input sequence into a corresponding 
character vector by querying the character lookup 
table. For the input sequence, the character feature is 
computed by the CNN layer with character embed-
ding as inputs. Then the character feature vector is fed 
into the BiLSTM layer to extract the information 
features. Finally, the information features are con-
catenated with the context-based feature, which is fed 
to the CRF layer to mark each character to obtain the 
best label sequence. When we calculate the tag score 
corresponding to the character at time t, we add the 
score value of the feature of the character in FT to the 
tag score. This can increase the score of the feature. 

…

…

…

…

CRF layer

Character embedding

Feature vector

�

�

��

+

近日，国家信息安全漏洞库(CNNVD)收到盘古团队关于WormBrowser
漏洞相关情况的报送。(Recently, the National Information Security 
Vulnerability Library (CNNVD) received a report from the Pangu 

team about the WormBrowser vulnerability)

Feature template

CNN layer

BiLSTM layer 

x1, x2, …, xn

Score″1, Score″2, …, Score″nScore′1, Score′2, …, Scoreʹn

Score1, Score2, …, Scoren

y1→ y2 → y3… yn−1→ yn−2

 

Fig. 3  Architecture of our model 
CNN extracts a fixed length feature vector from character- 
level features in Fig. 1. These feature vectors are fed into the 
BiLSTM layer here 
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The higher the score, the higher the prediction  
accuracy: 

 

score score score .′ ′′= +                  (19) 
 

Then, as in the BiLSTM-CRF model described 
in Section 2.5, CRF is used to calculate the transition 
probability between labels and the probability of the 
entire tag sequence. During the training phase, the 
objective of the model is to maximize the log-  
probability of the correct tag sequence. The Viterbi 
algorithm is used to compute optimal tag sequences 
for inference. 
 
 
3  Model training 

3.1  Training process 

In this study, our security entity recognition 
model based on CNN-BiLSTM-CRF with the feature 
template is implemented using TensorFlow. The cal-
culation of a single model is run on the Intel® Xeon® 
CPU 24 cores. We select the more complex 
CNN-BiLSTM-CRF training algorithm with the 
feature template to build the security entity recogni-
tion model. The model algorithm training process is 
as given in Algorithm 1. 

 
Algorithm 1    Model training  
Input: X=(x1, x2, …, xn)  
Output: Y=(y1, y2, …, yn)  

1    for each epoch do 
2      for each batch do 
3          hyperparameter initialization; 
4          CNN model forward pass to extract the character- 

level feature; 
5          BiLSTM-CRF model forward pass and automatic  

learning to extract the feature: 
6                forward pass for forward state; 
7                forward pass for backward state; 
8           CRF forward and backward pass and calculate the  

global likelihood probability of the sequence; 
9           BiLSTM-CRF model backward pass: 
10              backward pass for forward state; 
11              backward pass for backward state; 
12         update hyperparameters; 
13      end for 
14    end for 

 
As shown in Algorithm 1, for each epoch, the 

model trains the entire training data into batches 

during the training process, and one epoch processes 
batches. The size of each batch of training data is 
determined by the hyperparameter batch_size. During 
model training, first the hyperparameters of the model 
are initialized, and then the character-level feature is 
extracted through the CNN model. After that, we run 
the BiLSTM model forward and backward pass to 
extract features, and calculate the output state of the 
model by running the CRF model. Then the wrong 
state can be returned from the output back to the input, 
which includes the backward pass for both forward 
and backward states of LSTM. Finally, the model 
hyperparameters are updated again. 

3.2  Hyperparameter initialization 

Our model has a large number of hyperparame-
ters (Bergstra and Bengio, 2012) and the selection of 
these hyperparameters is very important. The hy-
perparameters of the model settings are shown in 
Table 2. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
As shown in Table 2, we explore different pa-

rameter settings, and mainly set the window size and 
filter size for the CNN layer. We set 100 neural units 
(hidden size) in the hidden layer for the BiLSTM 
layer, and set the size of the context feature window in 
the feature template. For character embedding, we 
fine-tune pre-trained embedding in context. In the 
training process, we select the Adam optimizer to 
optimize the training. The initial learning rate is set to 
be 0.002, the batch size is set to be 100, and the 
number of epochs is 40. To mitigate overfitting, we 
apply the dropout method to regularize our model, 
and the value of the dropout is 0.5. 

Table 2  Hyperparameter settings 
Hyperparameter Value 

CNN window size 5 
CNN filter size 30 
BiLSTM hidden size 100 
Learning rate 0.002 
Batch size 100 
Number of epochs 40 
Fine tuning True 
Dropout rate 0.5 
Feature template window size 5 
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4  Experimental settings 

4.1  Corpus and annotation patterns 

The dataset used in our experiment comes 
mainly from the Freebuf website and the WooYun 
Vulnerability Database, which includes network text 
data such as technology sharing, network security, 
and vulnerability information, totaling 15 460 pieces. 
We select 10 000 pieces of the original unmarked data 
for pre-training character embedding, and 5460 for 
the security entity recognition labeled corpus. There 
is no complete corpus in the network security domain 
up until now. Therefore, we need to build our own 
corpus, which consists of an automatically labeled 
part and a manually labeled part. In this study, we 
recognize mainly six types of security entities: person 
(PER), location (LOC), organization (ORG), software 
(SW), network relevant term (RT), and vulnerability 
ID (VUL_ID). For these six types of security entities, 
we use the BIO annotation model. B represents the 
start of the entity, I represents the middle of the entity, 
and O indicates that it is not an entity. 

First, Chinese word segmentation is performed, 
and then the data after word segmentation is auto-
matically labeled by matching the person database, 
location database, vulnerability ID database, and 
network related term database, labeled as B-PER, 
B-LOC, B-VUL_ID, and B-RT, respectively. Then 
we mark the labeled word segmentation data ac-
cording to the character by the code. For example, 
B-PER and I-PER represent the first and non-first 
words of the person, respectively. Finally, the organ-
ization and software are annotated manually. 

In this study, we use the labeled 70% cyber se-
curity corpus data as training data, 10% as validation 
data, 20% as testing data. The network security cor-
pus data statistics is shown in Table 3. 

4.2  Evaluation standard 

In this study, we will evaluate the recognition 
effect of our security entity recognition model by 
selecting a common evaluation index system (Yang, 
1999) for multi-classification problems. 

We divide the test samples into real entity cate-
gories and model prediction entity categories. After 
model prediction, the number of security entities with 
a positive test category, whose real category is posi-
tive, is denoted as true positive (TP). The number of 

security entities with a positive prediction category, 
whose real category is negative, is denoted as false 
positive (FP). The number of security entities with a 
negative prediction category, whose real category is 
negative, is denoted as true negative (TN). The 
number of security entities with a negative prediction 
category, whose real category is positive, is denoted 
as false negative (FN).  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
The main evaluation indicators adopted in this 

study are precision (P), recall (R), F-value, and ac-
curacy (Acc): 

 

TP (TP FP) 100%,P = + ×                 (20) 

TP (TP FN) 100%,R = + ×                (21) 
2 ( ) 100%,F PR P R= + ×                  (22) 

Acc (TP TN) (TP TN FP FN) 100%.= + + + + ×  (23) 

4.3  Model comparison analysis 

To verify the performance of our security entity 
recognition model, we will compare different models. 
Our experiments concern mainly two groups of 
models: previous models and extended models. The 
models are listed as follows: 

Previous models: To illustrate how well our 
model can handle security entity recognition, we 
compare our model with the following models: 

1. CRF, proposed by Lafferty et al. (2001). We 
use CRF++ tools for security entity recognition, 
which can be considered context features.  

2. LSTM, proposed by Hochreiter and Schmi- 
duber (1997). We use LSTM to automatically extract 

Table 3  Corpus statistics 

Dataset 
Number 

Training  Validation  Testing  
Sentences 15 090 1989 2697 
Labels 70 324 9181 16 669 
Person 1139 230 249 
Location 975 441 112 
Organization 4059 374 1216 
Software 4236 666 1794 
Relevant term 59 849 7428 13 102 
Vulnerability ID 66 42 196 

Sentences and labels represent the total number of sentences and 
total number of labels in each dataset, respectively 
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features and softmax to predict entity types. 
3. LSTM-CRF, which combines LSTM with 

CRF. We extract features by the LSTM model and 
predict entity types by CRF. 

4. BiLSTM-CRF, proposed by Huang et al. 
(2015). We use BiLSTM to capture long-term con-
textual feature information. Unlike the original model, 
we use character embedding. 

5. CNN-BiLSTM-CRF, proposed by Ma and 
Hovy (2016), is a truly end-to-end system. We use 
CNN to extract character-level features and use 
BiLSTM to capture long-term contextual features. 
Then CRF is applied for learning and inference. 

Extended models: We extend the model based on 
the previous model to improve the performance of the 
model for security entity recognition. We extend three 
models as follows: 

1. FT-LSTM-CRF, which adds the feature tem-
plate based on the LSTM-CRF model. We extract 
contextual features of the security entity through 
feature templates. 

2. FT-BiLSTM-CRF, which adds the feature 
template based on the BiLSTM-CRF model. 

3. FT-CNN-BiLSTM-CRF, which adds the fea-
ture template based on the CNN-BiLSTM-CRF model. 
This model is the one proposed in this study. We train 
this model with character embedding and use the 
feature template to extract contextual features.  

We compare these models with our security en-
tity recognition model. All models are trained on our 
training data and validation data, and evaluated on our 
testing data, and all neural network models are run 
using word2vec’s 100-dimensional character embed-
ding and the same hyperparameters as shown in Table 
3. The model performance comparison results are 
 

 
 
 
 
 
 
 
 
 
 
 
 

shown in Table 4 and the performance of six types of 
security entities on different models in Fig. 4. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
First, we analyze the results of the previous 

models. Comparing CRF with LSTM from Table 4, 
the F-value of LSTM is 3.47% higher than that of 
CRF. CRF has poor performance in identifying SW 
and ORG (Fig. 5). Most of the two types of security 
entities are composed of Chinese and English, and the 
case is mixed. This reveals that the ability of CRF to 
recognize such entities is not as strong as that of 
LSTM. LSTM-CRF combines the advantages of CRF 
and LSTM, using LSTM to identify complex security 
entities, while CRF can make full use of the rela-
tionships between adjacent labels. BiLSTM-CRF 
performs slightly better than LSTM-CRF. The per-
formance of CNN-BiLSTM-CRF is better than those 
of other models. The F-value is 85.25%, which 
demonstrates the effectiveness of the character fea-
tures extracted by CNN. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 4  Comparison of experimental results of different 
models, evaluated by accuracy, precision, recall, and 
F-value (%) 

Model Acc P R F 

CRF 91.50 84.26 73.34 78.42 

LSTM 92.36 83.75 80.62 82.16 

LSTM-CRF 92.95 86.17 82.07 84.07 

BiLSTM-CRF 92.83 84.70 85.18 84.94 

CNN-BiLSTM-CRF 93.10 86.47 84.07 85.25 

FT-LSTM-CRF 93.03 87.09 82.78 84.88 

FT-BiLSTM-CRF 90.87 88.19 82.19 85.08 

FT-CNN-BiLSTM-CRF 93.31 88.45 83.68 86.00 
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Fig. 4  Experimental results of six types of security entities in different models, evaluated by the F-value 



Qin et al. / Front Inform Technol Electron Eng   2019 20(6):872-884 881 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Second, we discuss the results of our extended 

models. The extended model is based on the previous 
model by adding a feature template capable of ex-
tracting local contextual features. By comparing FT- 
LSTM-CRF with LSTM-CRF, the F-value of FT- 
LSTM-CRF is 0.81% higher in Table 4. FT-BiLSTM- 
CRF performs slightly better than BiLSTM-CRF, and 
we can see from Fig. 4 that BiLSTM-CRF has better 
performance in identifying ORG, with the F-value 
higher than that of FT-BiLSTM-CRF. Some organi-
zations have very long names, such as “CERT 国家互

联网应急中心.” For such entities, the window of our 
FT is too small to fully extract the context features, 
and sometimes even reduce the recognition of the  
entire model. The last extended model is FT-CNN- 
BiLSTM-CRF proposed in this study. The perfor-
mance of our model is better than those of other 
models. It achieves an accuracy of 93.31%, precision 
of 88.45%, and F-value of 86.00%, which is the 
highest in all models. As shown in Fig. 4, our model 
has better performance in identifying the LOC, SW, 
and RT, and the F-values of these three types of enti-
ties in our model are higher than those of other mod-
els. Most of the RT are composed of Chinese and 
English, such as “DDOS攻击” and “SQL注入漏洞.” 
For such entities, our model uses CNN to extract 
features of the English part, uses FT to extract local 
context features, and uses BiLSTM to extract global 
features. Therefore, the performance of our model is 
improved greatly while introducing the feature tem-
plate for security entity recognition. 

4.4  Hyperparameter adjustment analysis 

Our model is based on a neural network model. 

In the process of training the neural network, the 
hyperparameters of model training are generally ini-
tialized randomly, but the training efficiency and 
model performance are not high. Therefore, most of 
the model hyperparameters need to be adjusted to 
improve the model performance. In this subsection, 
we evaluate our model over different settings of the 
hyperparameters. Specifically, we are concerned 
about the impact of dropout (Pham et al., 2014), the 
number of epochs, and the pre-trained embedding of 
fine-tuning. 

An epoch refers to a process in which complete 
training data is trained once and returned once by a 
neural network model. In the model, once is not 
enough, and training data needs to be transferred 
many times in the model. Fig. 5 shows the loss rate 
and the accuracy of the validation data under different 
epoch numbers. As shown in Fig. 5, as the number of 
epochs increases, the loss rate decreases quickly and 
then very slowly. The accuracy increases with the 
increase of the epoch number but does not rise after 
reaching a certain level. Therefore, after the training 
data passes multiple epochs, the curve becomes 
over-fitting from under-fitting. It is not always true 
that the larger the epoch number is, the higher the 
performance of the model is. It is important to select 
an appropriate epoch number. 

With less training data, the training model can 
easily cause over-fitting, and the accuracy on the test 
set will be lower. Therefore, we set the dropout to 
prevent over-fitting during the training process. For 
each of the embeddings, we fine-tune the pre-trained 
embeddings in the context of security entity recogni-
tion. We can use the weights in the pre-training model 
to train the model without having to start from 
scratch. The weight of pre-training is better than that 
of random initialization. Fine-tuning can improve the 
computational efficiency and accuracy of the model.  

The experimental results of adjusting the above 
three hyperparameters are shown in Table 5. We set 
the epoch number among {10, 20, 30, 40, 50}, 
dropout {0, 0.5}, and fine-tuning {true, false}. 
Through cross-validation of the training model, it can 
be seen that when the epoch number is 40, dropout is 
0.5, and fine-tuning is true. In this case, the perfor-
mance of the model is the highest for security entity 
recognition, in which the recall and F-value are 
83.68% and 86%, respectively. 
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Fig. 5  The loss rate (a) and accuracy (b) of the validation 
data under different epoch numbers 
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4.5  Network security entity extraction instance 

In this study, we visualize six types of extracted 
network security entities in Fig. 6. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
From Fig. 6 we observe that the network relevant 

term has the highest amount of network security text 
data, such as XSS cross-site scripting attacks, DDOS, 
and 0day. Similarly, a large number of vulnerability 
IDs appear, such as WooYun-2015-144542 and 
WooYun-2015-97677, which can be easily extracted 
due to certain construction rules. At the same time, 
our model can accurately identify and extract location 
in the text, such as 北京 (Beijing) and 伦敦 (London). 
Because our model has higher recognition perfor-
mance for Chinese organizations than Chinese and 
English mixed organizations, we can clearly observe 
the organizations such as 百度  (Baidu) and 谷歌

(Google) in Fig. 6. Most software in the network text 
consists of Chinese and English, and a large amount  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
of new software appears. Therefore, it is difficult to 
correctly extract the software. In Fig. 6, only a little 
software, such as Acrobat Reader, is extracted. There 
are fewer persons in network texts, so fewer persons 
are extracted. 
 
 
5  Conclusions and future work 

 
In this paper, we present a novel neural network 

approach for security entity recognition in the net-
work security domain by introducing a feature tem-
plate, which allows the model to extract local context 
features. In addition, we extract character-level fea-
ture sequences through CNN, and obtain the global 
feature vector sequence of network security text by 
BiLSTM. Finally, we obtain the optimal sequence of 
tags by means of labeling the security entity. The 
experimental results show that our proposed model 
has higher precision and F-value than other models in 
our network security corpus. 

In future work, we will explore the issue of ex-
tracting the local features of entity. In this paper, we 
consider only the local context features of the entity 
rather than more local features. Therefore, we intend 
to introduce the attention mechanism of deep learning 
into our model. We will use the attention mechanism 
to extract local features and focus on the features that 
have important influence on security entity recogni-
tion. This is a further problem to be solved. 
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Fig. 6  Security entity word cloud 

Table 5  Experimental results of epoch number, dropout, and fine-tuning parameter adjustment, evaluated by accuracy, 
precision, recall, and F-value (%)  

Number of 
epochs Dropout 

Fine-tuning=false Fine-tuning=true 
Acc P R F Acc P R F 

10 0 91.89 84.25 78.26 81.14 92.46 85.16 79.77 82.38 
0.5 92.50 85.73 78.49 81.95 92.75 87.60 79.68 83.45 

20 0 92.58 88.31 78.75 83.25 92.82 87.54 81.65 84.49 
0.5 92.57 86.84 80.02 83.29 92.94 88.45 80.95 84.53 

30 0 92.69 86.81 79.50 82.99 92.89 88.21 81.20 84.56 
0.5 92.64 86.92 81.33 84.03 92.88 86.44 83.43 84.91 

40 0 92.56 87.87 78.76 83.07 93.13 88.45 83.61 85.96 
0.5 92.20 85.90 81.90 83.86 93.31 88.45 83.68 86.00 

50 0 92.59 88.09 78.78 83.17 93.14 88.99 81.12 84.87 
0.5 92.93 88.79 81.69 85.09 93.31 89.45 81.95 85.58 
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