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Abstract: Private set intersection (PSI) allows two parties to compute the intersection of their private sets while
revealing nothing except the intersection. With the development of fog computing, the need has arisen to delegate
PSI on outsourced datasets to the fog. However, the existing PSI schemes are based on either fully homomorphic
encryption (FHE) or pairing computation. To the best of our knowledge, FHE and pairing operations consume a
huge amount of computational resource. It is therefore an untenable scenario for resource-limited clients to carry
out these operations. Furthermore, these PSI schemes cannot be applied to fog computing due to some inherent
problems such as unacceptable latency and lack of mobility support. To resolve this problem, we first propose a novel
primitive called “faster fog-aided private set intersection with integrity preserving”, where the fog conducts delegated
intersection operations over encrypted data without the decryption capacity. Omne of our technical highlights is
to reduce the computation cost greatly by eliminating the FHE and pairing computation. Then we present a
concrete construction and prove its security required under some cryptographic assumptions. Finally, we make a
detailed theoretical analysis and simulation, and compare the results with those of the state-of-the-art schemes in
two respects: communication overhead and computation overhead. The theoretical analysis and simulation show
that our scheme is more efficient and practical.

Key words: Private set intersection; Fog computing; Verifiable; Data privacy
https://doi.org/10.1631 /FITEE.1800518 CLC number: TP309

1 Introduction Over the past years, PSI has become an essential
building-block in many applications such as common
friend discovery (Nagy et al., 2013), fully-sequenced
genome test (Baldi et al., 2011), and location sharing
(Narayanan et al., 2011). Many variants of PSI have
been proposed with the aims of hiding input sizes

(Ateniese et al., 2011), supporting multiple clients

Private set intersection (PSI) enables two par-
ties to compute the intersection of their private sets
while revealing nothing except the intersection. It
was first introduced by Freedman et al. (2004) based
on polynomial oblivious evaluation, which required

two parties, Alice and Bob, to interact directly
with each other and jointly perform the set inter-
section operation among locally available datasets.
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(Kolesnikov et al., 2017), learning the number of
users in common and the sum of the associated val-
ues (Ion et al., 2017), and preventing malicious cloud
from deviating from the protocol (Kamara et al.,
2014; Zheng and Xu, 2015; Abadi et al., 2016; Rindal
and Rosulek, 2017a, 2017b; Zhang et al., 2017).
Moreover, many researchers have focused on reduc-
ing the computation and communication overheads


www.jzus.zju.edu.cn
engineering.cae.cn
www.springerlink.com

Wang et al. / Front Inform Technol Electron Eng 2018 19(12):1558-1568

(Pinkas et al., 2014, 2015, 2018; Kolesnikov et al.,
2016; Chen et al., 2017; Orru et al., 2017; Falk et al.,
2018).

Due to the lower cost, higher reliability, better
performance, and faster deployment of cloud com-
puting, delegating PSI to the cloud is becoming a
trend. However, there are still some challenges to be
solved (Wu et al., 2018). The most important one
is that the cloud cannot be fully trusted and it may
misbehave by forging the computation or disclosing
the sensitive data (Guan et al., 2017). Hence, it
is essential to not only guarantee the correctness of
the computation but also preserve the confidential-
ity of their outsourced datasets. As a result, ver-
ifiable delegated set intersection (VDSI) has been
proposed. To the best of our knowledge, there are
only two schemes (Zheng and Xu, 2015; Abadi et al.,
2016) that satisfy the above requirements simultane-
ously. Abadi et al. (2016) used fully homomorphic
encryption (FHE) to compute outsourced computa-
tion. Zheng and Xu (2015) used pairing operations to
check the correctness of the outsourced computation.
However, FHE and pairing operations consume a
huge amount of computational resource. Therefore,
such resource consumption is untenable for resource-
limited clients. Furthermore, some applications and
services cannot benefit from cloud computing due to
its inherent problems such as unacceptable latency or
lack of mobility support. To tackle these problems, a
new computing paradigm called “fog computing” was
introduced, which provides elastic resources and ser-
vices to end users at the edge of the network. From
these points, there is a pressing need for an faster
private set intersection scheme in fog computing.

In this study, we introduce a novel primitive
called faster fog-aided private set intersection with
integrity preserving (FFPSI), which greatly reduces
the computation cost for the client by eliminating
FHE and pairing operations. Meanwhile, it not only
protects the confidentiality of their outsourced data
but also checks the integrity of outsourced PSI com-
putation. Apart from these, our proposed scheme
ensures that the outsourced data cannot be used
without the owner’s permission. There are three
main contributions in theoretical aspect: (1) We in-
troduce the concept of FFPSI and give its system
model and security model. (2) Taking advantage
of the Rivest-Shamir-Adleman (RSA) cryptosystem,
we design an efficient FFPSI protocol and prove its

security against the untrusted fog. (3) We assess the
performance of the proposed scheme through the-
oretical analysis and simulation, and compare the
results with those of the state-of-the-art schemes
in terms of computation overhead and communica-
tion overhead. Theoretical analysis and simulation
show that our proposed scheme is more efficient and
practical.

There are also three main contributions in prac-
tical aspect: (1) high checkability of the correctness
of computation results; (2) strong privacy for the
data owner in the process of outsourcing and del-
egated computation; (3) low computational burden
for the data owner by eliminating FHE and pairing
operations either when the fog identifies the common
dataset or when the data owner checks the integrity
of delegated computation.

2 Preliminaries

2.1 RSA cryptosystem

1. (RSA.PK, RSA.SK) + RSA.KeyGen(1*)

To generate public and private keys, the algo-
rithm works as follows: (1) Choose two distinct large
primes p and ¢ randomly and compute n = pgq. (2)
Compute p(n) = (p—1)(¢—1) and choose a random
e such that 1 < e < ¢(n) and ged(e, p(n)) = 1. (3)
Compute an integer d such that de = 1 mod ¢(n).
(4) Set public key RSA.PK = (e, n) and private key
RSA.SK = (d, n).

2. RSA.C + RSA.Enc(RSA.PK, m)

Given a plaintext m, the algorithm encrypts
it and generates the resulting ciphertext RSA.C =
m® mod n.

3. m + RSA.Dec(RSA.SK, RSA.C)

Given a ciphertext RSA.C, the algorithm de-
crypts it and recovers m = RSA.C? mod n.

2.2 Unforgeable digital signature

Let Sig = (Sig.KeyGen, Sig.Sign, Sig.Verify) be
a secure digest scheme, where Sig.KeyGen generates
a pair of keys (Sig.PK, Sig.SK), Sig.Sign generates
a digest for a message, and Sig.Verify determines
if a message matches a digest. Any digest scheme
satisfying the standard definition of unforgeability
under adaptive chosen-message attacks is sufficient
for the purpose of this study.
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2.3 Discrete logarithm problem

This problem was proposed by Nyberg and
Rueppel (1994); that is, given g,h € G, it is diffi-
cult to find an = € G such that g* = h.

2.4 Integer factorization problem

Given a positive integer N, it is difficult to
compute its decomposition into prime numbers, i.e.,
N =[] p:®, where p; is a prime.

2.5 Polynomial extend Euclidean algorithm

It is an extension to the Euclidean algorithm
for polynomial. It computes g(z) = ged(a(z), b(x))
and the Bézout cofactors r(z), s(z) such that g(x) =
r(z)a(z) + s(x)b(x). The algorithm is shown in Al-
gorithm 1.

Algorithm 1 extend Euclidean

algorithm

(ro(@h 71.(@) 50(2) 51 (2) o (2) 1.(2)) = (o, b LG4 1)

1:=1

: while r;(z) # 0 do
qi(z) := quotient of r;_1(x) on division by 7;(z)
(rig1(z) sit1(@) tig1(x)) := (ri—1(2), si—1(2) tia ()
qi(ri(z), si(x), ti(z))
i:=14+1

end while

2 (9(@), s(2), t(2)) = (ri—1(2), si-1(2), ti—1(2))

: Return g(z)

Polynomial

=

AN

2.6 Characteristic polynomial

Given a set S = {s1,892,...,8,}, where ele-

ments s; € Z, can be represented by a polyno-
mial (Ghosh et al., 2015). The polynomial P(a) =
[T, (a4 2) = Y1, cia® from Zplal], where a is a
formal variable, is called the characteristic polyno-
mial of set S.

2.7 Set intersection

Let I=51NSN...NS;. We express the cor-
rectness of intersection I by means of the following
two conditions (Papamanthou et al., 2011):

Subset condition: I C S AT C SoA...ANT C
S;. This condition ensures that the intersection is a
subset of all set indices.

Completeness condition: (S1 —I)N(S2—1)N
...N(S¢ = I) = @. This condition ensures that none

of the elements has been omitted from the intersec-
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tion. From the completeness condition, Lemma 1
can be deduced. For details, please refer to Ghosh
et al. (2015).
Lemma 1

S1,59,...,5¢, if and only if there exist polynomi-
als g1 (at), g2(e), . . ., qe(a) such that g1 (a) Ps, —1(a) +

q2()Ps,—1(a) + ...+ q(a)Ps,—r(a) = 1.

Set I is the intersection of sets

3 Definition

In this section, we first give the problem state-
ment formally, and then present the system model
and its security required in our proposed scheme.

3.1 Problem statement

In this subsection, we consider the problem of
verifiable set intersection over encrypted data. This
problem involves three parties: Alice with a dataset
D,, Bob with a dataset Dy, and a fog. Alice and Bob
want to calculate DI = D,NDy, but they do not want
to share their datasets with each other because they
do not trust each other. Due to the limited computa-
tional resource and storage capacity, Alice and Bob
wish the fog to help them conduct intersection oper-
ation in a privacy-preserving way. To reveal nothing
to the fog, Alice and Bob first encode their datasets
(denoted by C, and Cj) using their public keys, re-
spectively. Thereafter, they migrate C, and C} to
the remote fog and delegate the intersection oper-
ation to the fog. When they become interested in
the intersection of D, and Dy, the fog obtains their
permission and conducts the intersection over their
encrypted data C, and Cj without the decryption
capability. In the end, the fog learns nothing from
the process of this protocol. Alice and Bob learn
nothing about each other’s data beyond what can
be deduced from the intersection result DI. Further-
more, Alice and Bob can check the correctness of the
intersection result returned by the fog at a low cost.

To the best of our knowledge, all existing solu-
tions are based on either pairing or homomorphic en-
cryption. The existing protocols do not scale up well
since computation complexity is dominated mainly
by either pairing or homomorphic encryption. To
reduce the computation cost greatly, we design an
efficient protocol without pairing and homomorphic
encryption in this study.
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3.2 System model

The FFPSI protocol contains three different
kinds of entities, which are illustrated in Fig. 1. Their
roles are identified as follows:

1. Trusted third party (TTP): a fully trusted en-
tity, who is responsible for bootstrapping the public
parameter for the system.

2. Data owners, Alice and Bob: the honest en-
tities with limited computation capability, who can
reside a huge number of datasets and delegate some
computations to the fog. Meanwhile, they can check
the integrity of outsourced computation at a low
cost.

3. Fog: an untrusted entity with powerful com-
putation resource, who can perform the correspond-
ing computation outsourced by the data owner and
return the computation result along with a witness.

Before presenting the definition of our scheme,
we define some notations (Table 1).

Definition 1 (Faster fog-aided private set intersec-
tion with integrity preserving) The FFPSI scheme
contains seven procedures:

1. params < Setup(1*): The procedure is run

Fig. 1 Architecture of the faster fog-aided private set
intersection with the integrity preserving protocol

Table 1 Notations

Notation Description

A Security parameter

params Public parameters

PK Public key

SK Secret key

AKq(AKp)  Alice’s (Bob’s) authorized key

Da(Dy) Alice’s (Bob’s) plaintext dataset

Ca(Ch) Alice’s (Bob’s) encrypted dataset

Ea(&p) Alice’s (Bob’s) signature

DI Intersection result, i.e., Dq N Dy

I (Iy) Intersection result encrypted under Alice’s
(Bob’s) public key

Ca(Cp) Alice’s (Bob’s) witness returned by the fog

by TTP. It takes the security parameter A as the
input and outputs the public parameters params.

2. (PK, SK) + KeyGen(params): The proce-
dure is run by any entity except TTP in the sys-
tem. It takes public parameters params as the in-
put and generates a key pair (PK, SK) for the pub-
lic key cryptosystem. The public key PK is made
public and the secret key SK is kept confidential by
himself/herself. We denote Alice’s key pair by (PK,,
SK,), Bob’s key pair by (PKj, SK;), and fog’s key
pair by (PK,, SK.).

3. (Cq, &) < Enc(PK,, PK,, params, D,): The
procedure is run by Alice. It takes public keys PK,
and PK., public parameters params, and dataset D,
in message space M as the inputs, to generate the
encrypted dataset C, and digest £,. In a similar way,
Bob can produce his encrypted dataset Cj, and digest
&y, where (Cy, &) + Enc(PKy, PK,, params, Dy).

4. AK, + AuGen(SK,,PK;,&,): The proce-
dure is run by Alice. It takes her private key SK,,
Bob’s public key PKj, and digest &, as the inputs, to
output the authorized key AK,, which will be sent to
the fog. Similarly, Bob can generate and send AK,
to the fog, where AK;, < AuGen(SK;, PK,, &).

5. ((Ia, Ca), (Ib, Cb)) — SetI(Ca, AK,, Cy, AKb):
The procedure is run by the fog. It takes encrypted
datasets C,, Cp, and authorized keys AK,, AK, as
the inputs, to produce set intersection result I, (1)
along with a witness (, () for Alice (Bob). The wit-
nesses (, and (, can check whether the fog conducts
the delegated set intersection operation faithfully.

6. {07 or “1”} +— Verify(SK, &4, 1o, (4, params):
The procedure is run by Alice. It takes her secret key
SK,, digest &,, encrypted intersection result I, wit-
ness (,, and public parameters params as the inputs,
to verify that I, is indeed the result of set intersec-
tion. It outputs “1” or “0”, denoting the result is
valid or not, respectively. Similarly, Bob can check

the correctness of computation.

7. {DI, or L} + Dec(SK,,I,): The procedure
is run by Alice. It takes Alice’s secret key SK, and
encrypted intersection result I, as the inputs, to de-
crypt I,. If the decryption succeeds, it outputs the
resulting intersection DI,; otherwise, it outputs L.
Note that this procedure can also be used to decrypt
C,. In a similar way, Bob can decrypt the ciphertext
Ib and Cb.
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3.3 Correctness and security definition

The FFPSI scheme should be correct, unforge-
able, data owner zero-knowledge, and fog zero-
knowledge. Intuitively, the FFPSI scheme is correct
if whenever its algorithms are executed honestly, a
correct result will never be rejected. More formally,
we give the following definition:

Definition 2 (FFPSI correctness) The FFPSI
scheme is correct if the following holds: First, it
runs algorithm Setup to bootstrap the public pa-
rameters params. Then Alice, Bob, and the fog
conduct algorithm KeyGen to generate their key
pairs (PK,,SK,), (PK,SK;), and (PK,, SK.), re-
spectively. For two original datasets D, and Dy,
execute (Cy,&,) + Enc(PK,, PK,, params, D,) and
(Cp, &) + Enc(PKy, PK,, params, Dy), respectively.
The algorithm AuGen is involved twice to generate
two authorized keys AK, and AKj such that: (1) the
resulting ciphertext sets Cy, I,, Cp, and I, can be
successfully transformed into the original plaintext
sets by performing algorithm Dec; (2) the outputs of
algorithm Setl can be successfully verified by Verify.

Intuitively, the FFPSI scheme is unforgeable

if an arbitrary adversary cannot convince a veri-
fier to accept a wrong result with an overwhelming
probability. More formally, we give the following
definition:
Definition 3 (FFPSI unforgeability) Let FF-
PSI be a faster fog-aided private set intersection
with the integrity preserving protocol and let A(-) =
(Ao, A1) be a two-tuple of probabilistic polynomial
time (PPT) machine. We define security via the fol-
lowing experiment:

EXPYFC [FFPSI, A : params + Setup(1*),

PK,, SK,) < KeyGen(params),

PK,, SK;) « KeyGen(params),

PK,, SK.) < KeyGen(params),

Da, Dy) + A (PK,, PKy, PK,., SK.)

Cyu, &) < Enc(PK,, PK., params, D,),

Ch, &) + Enc(PKy, PK,, params, Dy),

AK, < AuGen(SK,, PKy, &),

AK, < AuGen(SK;, PK,, &),

{(I'a, ¢a), (I'y, ¢'y))} = A1(PKq, PKy, PKe,
SKe, Da, Dy, Ca, Cb, €as &b AKa, AKy),

A~ A~~~/
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Ba < Verify(SKg, &, Iy, (', params),
By + Verify(SKy, &, Iy, ('}, params).

If (Boorfy = 1) and (Dec(SK,,I',) or
Dec(SKy, I'y)) # D, N Dy, output “17; otherwise,
output “0”.

For any A € N, we define the advan-
tage of arbitrary adversary A in the above ex-
periment against FFPSI as Advy"¢(FFPSI,\) =
Pr[EXPYFY [FFPSI, A\] = 1]. We say that FF-
PSI achieves unforgeability if Advy"“(FFPSI,\) <
neg(A).

Intuitively, the FFPSI scheme is data owner
zero-knowledge if the data owner, either Alice or
Bob, cannot obtain any knowledge of others’ dataset
beyond what can be deduced from intersection result
DI. More formally, we give the following definition:
Definition 4 (Data owner zero-knowledge)  Let
FFPSI be a faster fog-aided private set intersection
with the integrity preserving protocol, and let A(:)
be a PPT machine. We define security via the fol-
lowing experiment:

EXPRO%K [FFPSI, )| : params « Setup(1*),
(PK,,SK,) + KeyGen(params),
(PK,, SKy) < KeyGen(params),
(PK, SK.) < KeyGen(params),
(Ca,&a) < Enc(PK,, PK,, params, D, ),
(Ch, &) < Enc(PK,, PK,, params, Dy),
AK, < AuGen(SK,, PKy, &),
AK, + AuGen(SKy, PK,, &),
(D, UDy'} « A(PK,, PK;, PK,, SK.,
Co, Cp,&a, &b, AKy, AKy).

If 3d € {D,’ U D'} and d € {D, U Dy}, output
“1”; otherwise, output “0”.

For any A € N, D,, and Dy, we define the ad-
vantage of arbitrary adversary A in the above ex-
periment against FFPSI as AdvhO“%(FFPSL, \) =
Pr[EXPRO%K [FFPSI, \] = 1]. We say that FFPSI
achieves the data owner zero-knowledge property if
AdvDO%8(FFPSL, \) < neg(\).

Intuitively, the FFPSI scheme is fog zero-
knowledge if the fog cannot obtain any knowledge of
the outsourced dataset beyond its cardinality. More
formally, we give the following definition:
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Definition 5 (Fog zero-knowledge) Let FF-
PSI be a faster fog-aided private set intersection
with the integrity preserving protocol, and let
A(+) = (Ao, A1) be a two-tuple of PPT machine. We
define security via the following experiment:

EXPY?K [FFPSI, \] : params < Setup(1*),

(PKq, SK,) + KeyGen(params),

(PK,, SKy) < KeyGen(params),

(PK,, SK.) < KeyGen(params),

(Do, D1) + A (PK,, PKy, PK,, SK,) s.t.|Dg|=|D1|
Ber{0,1},

(Ca.8,8a.8) < Enc(PK,, PK,, params, Dg),
(Cv.8,&b,8) < Enc(PKy, PK,, params, Dg),

B« A1 (PK,, PKy, PK,, SK,, Dg, D1, Cug,a.p,

Ob,ﬁ? fb,ﬂ)'

If 8/ = 3, output “1”; otherwise, output “0”.

For any A € N, we define the advan-
tage of arbitrary adversary A in the above ex-
periment against FFPSI as Advi*f(FFPSI, \) =
|Pr[EXP!”X [FFPSL, \] = 1] — 1/2|. We say that the
FFPSI scheme achieves the fog zero-knowledge prop-
erty if Advi“X(FFPSI, \) < neg()).

4 Construction

To briefly describe the construction, we first
assume that there exists a probabilistic polynomial
time algorithm GGen with input security parameter
A to generate a group G of prime order p with A bits.
The detailed construction is presented as follows:

Setup: To initialize the system public parame-
ters, TTP works as follows: (1) Conduct algorithm
GGen, using the security parameter A\ as the input,
to generate group parameter pm = (g, p, G), where
G = Z,. (2) Choose a random number a € Z;; and
pick a hash function H : {0,1}* — Z3. (3) Set the
public parameters params = (pm, a, H).

KeyGen: To establish a public/private key pair,
Alice conducts algorithm RSA.KeyGen, using the
security parameter A as the input, to generate
RSA.PK, as her public key PK, and RSA.SK, as
her private key SK,. Similarly, Bob and the fog can
produce their key pairs, denoted by (SK,, PK;) and
(SK., PK,), respectively.

Enc: Let Dy, = {dg1,da,2,---,dan} be adataset
with size n. To generate the encrypted dataset
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and digest, Alice works as follows: (1) Pick a
random d, o € Z; and initialize digest &, with
1. (2) For 0 < i < n: (a) conduct algorithm
RSA .Enc(PK,, dg ;) to generate the resulting cipher-
text RSA.C, ;, (b) compute g% and conduct algo-
rithm RSA.Enc(PK,, g% ) to generate the result-
ing ciphertext RSA.CS,;, (c) let T,; = H(g%")
and update &, with &,(a — Ty;), and (d) set the
resulting ciphertext C,; = {RSA.C,;, RSA.C{ ;}.
(3) Set Cy = {Cu,0,Can,--.,Can} and return C,,

¢, In a similar way, Bob, with dataset D, =
{db1,dp2,...,dpm} of size m, can produce the en-
crypted datasets C, = {Ch.1,Cp 2, ..., Cpm} and di-
gest &,.

AuGen: To generate the authorized key AK,,
Alice works as follows: (1) Conduct algorithm
RSA.Enc to encrypt & under Bob’s public key PK,
and set the resulting ciphertext as CSp. (2) Conduct
algorithm Sig.Sign(CS,, SK,) and set the resulting
signature as o,. (3) Set AK, = {CSp,0,} and out-
put AK,. Likewise, Bob can generate the authorized
key AKb

Setl: Given Cy, Cy, AK,, and AK,, the fog con-
ducts the set intersection as follows: (1) Initialize
two empty sets T, and Tj. (2) For each item in Cl:
(a) conduct algorithm RSA.Dec(RSA.Cg ;, SK.) to
decode g+i, and (b) compute T,,; = H(g% ) and
add the element T, ; to set T,. (3) For each item in
Cy: (a) conduct algorithm RSA.Dec(RSA.C} ;, SK.)

to decode g%, and (b) compute Ty,; = H(g%)
and add the element Ty; to set T. (4) Gener-
ate the set intersection I = T, N T,. (5) Gen-

erate the intersection result I, with respect to
Co as I, = {RSA.C,;|T,; € I}. (6) Generate
the intersection result I, with respect to C, as
I, = {RSA.Cy;|Ty; € I}. (7) Generate the wit-
nesses (, and (, as follows: (a) construct three
polynomials U(z), V(x), I(z) satisfying U(xz) =

[I (@=0, V(@) = I (z=1), I(x) =
te(To—1) te(Ty,—1I)
I (x —1t), (b) conduct the extended Euclidean al-
tel
gorithm to find two polynomials U’(z), V'(z) satis-

fying U’ (2)U (z)+V'(z)V () = 1, (¢) compute U (),
Ula), V(a), V/(a), I(a), and (d) set witnesses
o = {U(a),U'(a),V(a),V'(a),I(c),CSp,0,} and
G = {U(),U (), V(a),V'(a),I(a),CS,, 01}, and
output {(Imga)? (Ibagb)}'

Verify: To verify that I, is indeed the in-
tersection result, Alice does the following: (1)



Conduct algorithm Sig.verify to verify whether the
signature oy is valid. (2) If not, return “0” and
abort; otherwise, proceed to the next step. (3)
Conduct algorithm Dec to obtain the plaintext in-
tersection DI, = {d,;|RSA.Enc(PK,,ds;) € I}
and compute RI, = {H(g%)|RSA.C,; € I.}.
(4) Conduct algorithm Dec to decrypt CS, and re-
cover the digest &. (5) Parse ¢, as U(«), U'(a),
V(a), V'(a), I(a), CSp,04. (6) Construct the poly-

nomial I'(z) = [] (z —t) and check whether the
tERI,
following formula holds: I'(a) = I(«). (7) If not,

return “0” and abort; otherwise, proceed to the next
step. (8) Check whether the following equation
holds:

U'()U(a)+V'()V(a) = 1. (1)

(9) If not, return “0” and abort; otherwise, proceed
to the next step. (10) Check whether the following
equations hold:

Ula)I'(a) = &, (2)
V(a)I'(a) = &. (3)

(11) If not, return “0” and abort; otherwise, return
“1”. Similarly, Bob can run this algorithm to ver-
ify whether the fog performs delegated intersection
operation faithfully.

Dec: Alice/Bob can conduct algorithm RSA.Dec
with her/his secret key and encrypted dataset to ob-
tain the resulting plaintext set.

Remark 1 In the first step of Algorithm Enc, d, o
is to assure that no useful information is leaked. For
details, please refer to Zheng and Xu (2015).

5 Analysis
5.1 Security analysis

It is not difficult to examine the correctness of

the FFPSI scheme. In what follows, we focus on its
security properties.
Theorem 1 If the subset condition and complete-
ness condition hold, the FFPSI scheme achieves the
unforgeability property as defined in Definition 3.
Proof  There are two cases for breaking the un-
forgeability property. The first case is that an ele-
ment is common but the fog does not return it as the
result. The second case is that an element does not
belong to the intersection but the fog returns it as
the result.
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For the first case, the unforgeability property re-
lies on the completeness condition. In other words, if
the completeness condition holds, the unforgeability
property holds for our proposed scheme. According
to the protocol construction, the data owner verifies
the correctness of the result by checking Eq. (1) (i.e.,
Lemma 1).

For the second case, the unforgeability property
relies on the subset condition. Similarly, if the subset
condition holds, the unforgeability property holds
for our proposed scheme. According to the protocol
construction, the data owner verifies the integrity of
the result by checking Eqs. (2) and (3).

As a result, if the subset condition and com-
pleteness condition hold, an arbitrary wrong result
will never be accepted by the data owner. Since the
subset condition and completeness condition have
been proved in Ghosh et al. (2015), the unforgeabil-
ity property holds for our proposed scheme.
Theorem 2 If the hardness of integer factorization
holds, the FFPSI scheme achieves the data owner
zero-knowledge property as defined in Definition 4.
Proof The proof of data owner zero-knowledge is
trivial. During the protocol, there is just one part
where Bob (Alice) obtains information about Alice’s
(Bob’s) dataset beyond what can be deduced from
the intersection result. The part is during Algo-
rithm Enc at steps 2(a) and 2(b). For this part,
the data owner zero-knowledge relies on the seman-
tic security of the RSA public-key cryptosystem. In
other words, if the RSA public-key cryptosystem is
semantically secure, the data owners cannot learn
any information about each other’s dataset besides
Since the RSA public-key
cryptosystem is proved to have the semantic security
property based on the hardness of integer factoriza-
tion, the data owner zero-knowledge property holds

the intersection result.

for our proposed scheme.
Theorem 3 If the hardness of integer factorization
and the discrete logarithm assumption hold, the FF-
PSI scheme achieves the fog zero-knowledge property
as defined in Definition 5.
Proof There are two parts where the fog receives
information about data owner’s datasets. The first
part is during Algorithm Enc at step 2(a), and the
second part is during Algorithm Enc at step 2(b).
For the first part, similar to the proof of The-
orem 2, fog zero-knowledge relies on the semantic
security of the RSA public-key cryptosystem. In
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other words, if the RSA public-key cryptosystem is
semantically secure, the fog cannot learn any in-
Since the RSA
public-key cryptosystem is proved to hold the seman-
tic security property based on the hardness of integer
factorization (Falk et al., 2018), the data owner zero-
knowledge property holds for our proposed scheme.

formation about data owner’s set.

For the second part, we need to show that
the information that the fog receives during Algo-
rithm Enc at step 2(b) does not reveal any informa-
tion about the data owner’s set, beyond the car-
dinality of the outsourced set. According to the
protocol construction, the fog receives encrypted
data RSA.C{ ; during algorithm Enc at step 2(b).
Note that RSA.CY ; is encrypted under fog’s pub-
lic key, i.e., RSA.Cy ; = RSA.Enc(PK,, g%i). The
fog could recover g% by conducting algorithm
RSA.Dec(SK,, Enc(PK,, g%)). Therefore, if the
fog cannot recover d, ; from g%+, the zero-knowledge
for the fog will hold. Since the hardness of the dis-
crete logarithm (Papamanthou et al., 2011) holds,
the fog cannot solve the discrete logarithm problem
to recover d, ; from glai.

From all of the above, the fog zero-knowledge
property holds for the proposed scheme, since the
hardness of integer factorization and the discrete log-
arithm assumption hold.

5.2 Performance analysis

Our proposed scheme is a pairing and FHE-free
scheme. In the following, we first make a comparison
between our proposed scheme and the state-of-the-
art schemes (Zheng and Xu, 2015; Abadi et al., 2016)
in two folds: communication overhead and computa-
tion overhead. Zheng and Xu (2015) took advantage
of the pairing operation to check the correctness of
outsourced computation. Abadi et al. (2016) used
FHE and blind technology to check the integrity of
outsourced computation. Then we give a prototypal
implementation of our proposed scheme. The sim-
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ulation confirms our theoretical analysis. For con-
venience, we denote Alice’s dataset size by n, Bob’s
dataset size by m, intersection size by k, and the up-
per bound of set cardinality by d, where k < n < d,
k<m<d.

5.2.1 Communication

In our proposed scheme, the communication
overhead comes mainly from data outsourcing and
set intersection. The communication comparison
can be summarized in Table 2. Bob’s communica-
tion cost is similar to Alice’s. Due to limited space,
Bob’s communication cost is omitted. Compared
with state-of-the-art schemes (Zheng and Xu, 2015;
Abadi et al., 2016), our scheme has a better overhead

performance.
5.2.2 Computation

Since computation complexity is dominated by
bilinear pairing, exponentiation, homomorphic en-
cryption, and homomorphic decryption, we evaluate
computation cost by counting the number of these
operations. The computation comparison is sum-
marized in Table 3. Compared with state-of-the-art
schemes (Zheng and Xu, 2015; Abadi et al., 2016),

our scheme has a better performance since it is a
pairing and FHE-free construction.

5.2.3 Simulation

We simulated our proposed scheme, VDSI, and
VDPSI, and compared the computation overhead.
All protocols were implemented using C and C++
programming languages. The development environ-
ment is summarized in Table 4. Based on the rec-
ommendations of NIST (Kerry et al., 2013), Paillier
and RSA cryptosystems with 1024-bit security pa-
rameter and elliptic curve cryptography with 160-bit
security parameter provide the same level of security.
Therefore, we implemented our scheme and VDPSI

Table 2 Comparison of communication cost between our proposed scheme and state-of-the-art schemes

Communication cost

Phase VDSI (Zheng and Xu, 2015) VDPSI (Abadi et al., 2016) Our scheme
Alice Cloud Alice Cloud Alice Fog
Outsourcing (3n +1)Z% +1G (3n+3m +2)Z; +2G  (10d+20)Z; (8d+12)Z;  (2n+2)Z; (2n+2m +4)Z;

Intersection 3]<:Z; + 4G 3]<:Z; + 4G

(2d +3)Z;

(2d+3)Z; (2k+5)Z;  (2k+5)Z;

1G denotes one element of bilinear group G and IZ; denotes one item of Z;
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(Abadi et al., 2016) with 1024-bit security parame-
ter. We implemented VDSI (Zheng and Xu, 2015)
with 160-bit security parameter, where we instanti-
ated the bilinear map with Type A curve with 160
bits in PBC Library v.0.5.14 (Stanford University,
2013).

Wang et al. / Front Inform Technol Electron Eng 2018 19(12):1558-1568

In our simulation, we set the same size for
datasets owned by Alice and Bob, i.e., m = n, and
varied them from 2'° to 2'°. We also set the up-
per bound of the set cardinality d = n. In the fol-
lowing, we compared our scheme with state-of-the-
art schemes. Fig. 2 depicts the comparison of the

Table 3 Comparison of computation cost between our proposed scheme and state-of-the-art schemes

Computation cost

Algorithm
VDSI (Zheng and Xu, 2015) VDPSI (Abadi et al., 2016) Our scheme
Enc 3nExp+nPairing N/A 3nExp
Dec 2nExp N/A nExp
AuGen 4Exp (2d + 3)FHE.E + (6d 4 9)Exp 3Exp
Setl 3(n 4+ m)Pairing (2d + 3)FHE.E + (2d + 3)Exp (n + m)Exp
Verify (3k + 2)Exp + (k + 7)Pairing (2d + 3)FHE.D 2kExp

Exp: cost time of exponentiation; Pairing: cost time of bilinear pairing; FHE.E: cost time of fully homomorphic encryption;

FHE.D: cost time of fully homomorphic decryption

Table 4 Development environment

Library Hardware environment

Scheme Security parameter size (bit)
VDSI (Zheng and Xu, 2015) 160
VDPSI (Abadi et al., 2016) 1024
Our scheme 1024

OpenSSL, GMP, PBC, NTL
OpenSSL, GMP, NTL
OpenSSL, NTL

CPU: Intel Core i7
Physical memory: 8 GB
OS: Ubuntu 18.04 LTS
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255
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‘g 205 I/
(]
€ 155 e ]
- //
105 ///“/
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1024 8960 16 896 24 832 32768
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Computation cost comparison among common algorithms: (a) Enc; (b) Dec; (¢) AuGen; (d) Setl
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execution time of algorithms FEnc, Dec, AuGen, and
Setl. To facilitate observation, the execution time
of our scheme has been magnified, but the execu-
tion time is still far less than that of VDPSI and
VDSI. It is easy to find that all algorithms in our
scheme are more effective. These algorithms in each
scheme scale linearly with the data size except Al-
gorithm AuGen in our scheme. In our protocol, the
execution time of Algorithm AuGen is constant. The
execution time of AuGen and Setl in VDPSI is much
more than that of the algorithms in our scheme and
VDSI, respectively. Fig. 3 plots the execution time
of algorithm Verify affected by the intersection size
ratio. From all the above, our proposed scheme is
more efficient and practical.

Avrs Y vorsl BB ourscheme
350
300 4N BN RN N
N\ N\ N\ N
N\ \ N7\
2 27N N \ %og
0 N N N 2N
- NN AN
2 200 1NN N 7N TN
NN
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NN NN
NN N)N
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Fig. 3 Computation cost at dataset size n — 32768

6 Conclusions

In this paper, to outsource private set inter-
section computation to the fog, we proposed a new
primitive called faster fog-aided private set intersec-
tion with integrity preserving (FFPSI), where the fog
conducts delegated intersection over encrypted data
without the decryption capacity. In addition, one
of our technical highlights is to reduce the compu-
tation cost greatly by eliminating the pairing com-
putation.
based on the discrete logarithm, integer factoriza-
tion problem, and the correctness of set intersection.
We made a detailed theoretical analysis and simula-
tion between our scheme and several state-of-the-art

The security of our proposed scheme is

schemes in two directions: communication overhead
and computation overhead. Theoretical analysis and

simulation showed that our scheme is more efficient
and practical.
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