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Abstract: Recent attempts at key-aggregate searchable encryption (KASE) combine the advantages of searching
encrypted data with support for data owners to share an aggregate searchable key with a user delegating search
rights to a set of data. A user, in turn, is required to submit only one single aggregate trapdoor to the cloud to
perform a keyword search across the shared set of data. However, the existing KASE methods do not support
searching through data that are shared by multiple owners using a single aggregate trapdoor. Therefore, we propose
a MULKASE method that allows a user to search across different data records owned by multiple users using a
single trapdoor. In MULKASE, the size of the aggregate key is independent of the number of documents held by a
data owner. The size of an aggregate key remains constant even though the number of outsourced ciphertexts goes
beyond the predefined limit. Security analysis proves that MULKASE is secure against chosen message attacks and
chosen keyword attacks. In addition, the security analysis confirms that MULKASE is secure against cross-pairing
attacks and provides query privacy. Theoretical and empirical analyses show that MULKASE performs better than
the existing KASE methods. We also illustrate how MULKASE can carry out federated searches.
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1 Introduction

Cloud storage servers provide storage and com-
putational resources to users that in turn reduce the
storage overhead, processing cost, and management
cost of data on the user side. However, while an open
communication channel is being considered between
a user and the cloud server, an adversary can access
this communication channel. The confidentiality of
data is lost if any information leakage takes place
from the user’s personal data to the cloud service
provider or to an unauthorized user. Therefore, data
owners must store their data in an encrypted form
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on the cloud. Because the data are required to be
stored in an encrypted form, a keyword-based search
technique is required to retrieve specific data from
the set of encrypted data, which exploits searchable
encryption (SE) (Song et al., 2000). SE is a cryp-
tographic technique that allows an authorized user
to search across encrypted data containing speci-
fied query keywords without leaking any information
about the data. However, existing SE methods (Song
et al., 2000; Goh, 2003; Chang and Mitzenmacher,
2005; Curtmola et al., 2011; Wang et al., 2013; Sun
et al., 2014) satisfy only the primary requirement of
secure data retrieval from cloud storage. The ex-
isting SE methods do not address the challenge of
efficient delegation of search and access rights for a
set of files. Specifically, to delegate search and access
rights for m files (|S| = m meaning that there are
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m elements in set S) encrypted under different keys,
a data owner is required to share O(]S|) keys. This
limitation of the existing SE methods introduces is-
sues in terms of storage as well as communication
overhead of O(|S]).

Therefore, data owners are required to store,
manage, and distribute a large number of keys, pro-
portional to the number of shared files. In addition,
an authorized user is required to generate and sub-
mit multiple trapdoors to search through all of the
shared data. Therefore, in existing SE methods, en-
suring secure communication for key distribution at
lower computational and storage requirement levels
is an issue yet to be addressed.

Key-aggregate searchable encryption (KASE)
(Cui et al., 2016) was proposed as a way to reduce the
number of keys required for sharing when delegating
search rights across a set of data. KASE allows a
data owner to delegate keyword search rights on a
set S of files. KASE inherits the property of key-
aggregate encryption (KAE) (Chu et al., 2014); i.e.,
to delegate search rights on m files, the data owner is
required to share a single aggregate key with a user.
In addition, a user is required to submit a single ag-
gregate trapdoor (instead of a group of trapdoors)
to the cloud to perform a keyword search across
m shared files from the same data owner. However,
KASE does not support searching across data owned
by different owners using a single searchable secret
key. Formally, to search across multi-owner data
for U data owners, the user is required to submit
O(U) trapdoors (generated using U different aggre-
gate keys) to the cloud server. This results in a sys-
tem with O(U) communication overhead on the user
side and O(U) storage as well as computational over-
head on the server side. Therefore, Li et al. (2016)
proposed KASE to support multi-owner search us-
ing a single trapdoor and also to provide verification
of the search results using an aggregate key. How-
ever, security analysis against chosen message at-
tack and chosen keyword attack was not discussed
in the KASE methods (Cui et al., 2016; Li et al.,
2016). Moreover, KASE is insecure against cross-
pairing or keyword guessing attacks as proved in Ki-
ayias et al. (2016). The KASE method from Li et al.
(2016) follows the same construction as the KASE
method from Cui et al. (2016). Therefore, the cross-
pairing attack is possible in the method proposed
by Li et al. (2016) as well. The cross-pairing at-

tack is possible in the KASE methods, which do not
provide data and trapdoor privacy as discussed in
Kiayias et al. (2016). The KAE and KASE methods
use the security assumption of the bilinear Diffie-
Hellman exponent (BDHE), which is a variant of
the strong Diffie-Hellman (SDH) problem (i.e., find-
ing g@*! given {g, g%, ....7g"l}). However, SDH or
its variants such as BDHE do not guarantee secu-
rity for specific parameters, as discussed in Cheon
(2006). Security analysis of the SDH problem shows
that if g, g%, and go‘d are given for a positive divi-
sor d of p — 1, then secret o € Z, can be computed
in O(logp x (\/m + /d)) group operations using
O(max(+/p/d,/d)) memory. Furthermore, in the
KASE methods (Cui et al., 2016; Li et al., 2016),
when a user submits an aggregate trapdoor Tr to
the cloud server for searching across m (|S| = m)
files, the server first requires generating trapdoor
Tr; for each index ¢ € S using the submitted trap-
door Tr. Here, S is a set of the ciphertext’s indices
across which search rights are delegated by the data
owner. The process of generating an individual trap-
door from the aggregate trapdoor at the time of key-
word searching adds an extra computational over-
head of O(]S|) on the server side. The predefined
bound on the maximum number of possible cipher-
text classes at the time of system setup makes the
KAE and KASE methods impractical for real-time
use. If the number of outsourced ciphertexts goes
beyond the predefined limit n, then public parame-
ters and keys (as they rely on n) are required to be
updated in the KAE and KASE methods. Specif-
ically, the KAE and KASE methods are not flexi-
ble in terms of complex classifications of ciphertext
classes, i.e., when the data owner wants to classify
the ciphertexts under more than n (predefined limit
of documents held by a data owner) different classes,
then the number of aggregate keys required to be
shared is not constant (a detailed discussion on the
same limitation is presented in Section 2). There-
fore, Guo et al. (2017) proposed a KAE method in
which n is variable and an aggregate key is indepen-
dent of the number of maximum possible ciphertext
classes. This KAE (Guo et al., 2017) approach also
allows the cloud server to check the authenticity of
the users who request access to the outsourced ci-
phertext. However, this KAE does not allow the
user to perform a search for a keyword across the
shared data. Additionally, in their method the size
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of an aggregate key is two group elements instead of
one group element as in the existing methods (Chu
et al., 2014; Cui et al., 2016; Li et al., 2016). It
is also important to note the growing use of feder-
ated clouds, which have attracted considerable at-
tention in recent years (Cui et al., 2016). However,
one cannot directly apply existing KASE methods to
searches across data scattered across multiple clouds.
Therefore, in this study, we discuss how the proposed
MULKASE method can be used to carry out a feder-
ated search using a single trapdoor. We address the
following issues: (1) Is it possible to allow search-
ing across different data records owned by multiple
users using a single aggregate trapdoor? (2) How
can flexibility in the delegation of access as well as
search rights be achieved when the classifications of
ciphertext classes are complex? (3) How can the
query performance of the existing KASE methods
be improved? (4) How can the storage as well as the
computational overhead of transforming a submitted
trapdoor Tr to generate an individual trapdoor Tr;
before keyword searching on the server side be over-
come? (5) How can federated searches using KASE
be implemented?

We propose a collision-resistant
preserving MULKASE to overcome the limitations
of the existing methods (Chu et al., 2014; Cui et al.,
2016; Li et al., 2016; Guo et al., 2017). The proposed
MULKASE allows a user to generate and submit a
single trapdoor to search across a set of data shared
by multiple owners.

We emphasize that the proposed MULKASE is
a better choice compared to the existing methods in

privacy-

the following ways:

1. Search across multi-owner data

MULKASE supports searching across multi-
owner encrypted data using a single trapdoor (gener-
ated using an aggregate key having a size the same as
that of a single secret key), which is one of the open
problems in KASE (Cui et al., 2016). An authorized
user can access and search across any ciphertext in
the range of a given aggregate key k.g,. However,
the user is unable to obtain any information related
to the ciphertext for which access and search rights
are not permitted. In addition, the aggregate key is
of a constant size (i.e., it consists of a single group of
elements irrespective of the number of data owners
and documents) that can be stored in mobile devices
or Internet of Things (IoT) sensors having limited
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storage resources.

2. Flexible classification

If the number of outsourced ciphertexts goes be-
yond the predefined limit of n, then MULKASE al-
lows the data owner to classify ciphertexts under
more than n different classes. In addition, by shar-
ing a single aggregate key, the data owner can del-
egate search and access rights for the set of cipher-
texts classified under different classes. This makes
the MULKASE method flexible in terms of complex
classifications of ciphertexts. In MULKASE, the size
of an aggregate key is independent of the number of
documents held by a data owner. Therefore, if the
number of outsourced ciphertexts goes beyond the
predefined limit, then the size of the aggregate key
remains constant.

3. No trapdoor transformation required

In MULKASE, we overcome the computational
overhead of transforming the submitted trapdoor Tr
to generate the individual trapdoor Tr; on the server
side by allowing the cloud server to search across
encrypted data using the submitted trapdoor only.
Therefore, we improve query performance in com-
parison to KASE methods (Cui et al., 2016; Li et al.,
2016). The detailed analysis is done in Sections 5.3
and 6.

4. Security and theoretical analyses

We analyze the efficiency of our method and
establish its security through the proofs of Theo-
rems 1-5. The security analysis shows that the
proposed method is secure against adaptive cho-
sen keyword attacks and also satisfies the indis-
tinguishability of messages.
method is based on the decision bilinear Diffie-
Hellman (DBDH) assumption. We also show that
the proposed MULKASE method is secure against
cross-pairing or keyword guessing attack. In addi-
tion, the proposed approach uses a fixed number of
pairing operations during decryption as well as key-

The hardness of our

word search irrespective of the number of data own-
ers and documents.

5. Empirical analysis

We analyze and compare the performance of the
proposed method with those of the existing meth-
ods (Cui et al., 2016; Li et al., 2016) for different
parameters (with a different number of keywords
and users). The performance analysis concurs with
the theoretical analysis and justifies the effective-
ness of the proposed MULKASE as compared to the
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existing methods.

6. Federated search

We define a system model to perform a search
across a set of data federated across multiple clouds
using MULKASE.

2 Related work

In this section, we review several categories of
existing solutions and explain their relationships to
the proposed MULKASE method.

Data sharing is one of the significant function-
alities of cloud storage as discussed in Chu et al.
(2014). Cloud service providers allow a data owner
to share data with other users by providing storage
resources on the cloud server. However, data shar-
ing with different users via public cloud storage gives
rise to the issue of data security and privacy. There-
fore, a cryptographic solution is required to share
data with a selected group of users using a minimum
number of encryption keys. Here, we focus on public
key based encryption methods for data sharing as
they do not require the secure exchange of one (or
more) symmetric key(s) between the communicat-
ing parties. However, in the traditional public-key
cryptographic (PKC) methods for sharing encrypted
data with a group of users, the sender is required to
perform multiple encryptions using the public key of
each user. This results in an overhead in multiple key
managements and a greater number of encryptions
on the sender side. Specifically, the traditional PKC
methods suffer from certain challenges, i.e., concur-
rently achieving fine-grained access control and sys-
tem scalability, managing user accountability, and
efficient management of the large number of keys
(Rivest et al., 1978). In the literature, the following
solutions have been proposed to reduce the cost of
key management.

2.1 Hierarchical key management methods
based on a tree structure

The hierarchical key management methods
based on a tree structure are proposed to reduce
the number of keys a user required to share and
to overcome the key management issues (Akl and
Taylor, 1983; Ateniese et al., 2006; Atallah et al.,
2009; Ragab-Hassen, 2010). However, key compres-
sion and key management are effective only under
a scenario where the tree structure is predefined.
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For example, in Ateniese et al. (2006), if a data
owner wants to share files categorized under different
branches, then he/she is required to share a number
of keys equaling the number of classes.

2.2 Broadcast encryption

Fiat and Naor (1993) proposed a broadcast en-
cryption (BE) method to overcome the key manage-
ment issues while sharing data in a multicast sce-
nario. BE allows the sender to broadcast a cipher-
text to a selected group of users, and the members
of the group can decrypt it using their private key.
However, no one outside the selected group can ac-
cess the message. The method proposed in Fiat and
Naor (1993) is not fully collision-resistant. The pro-
posed BE method chooses a value for k, i.e., the
number of colliding revoked users, before the initial
setup of the algorithms. Therefore, the method is se-
cure against k colliding users only. Moreover, in BE,
the user’s keys must be updated after every trans-
mission of a message. However, there are solutions
proposed in the literature to overcome the issues in a
BE method (Kurosawa et al., 2000; Dodis and Fazio,
2003; Yao et al., 2004; Park and Lee, 2008).

2.3 Attribute-based encryption

Sahai and Waters (2005) proposed a public-
key cryptosystem called attribute-based encryption
(ABE), which is widely used for secure data shar-
ing. ABE was further classified into two types: key-
policy attribute-based encryption (KP-ABE) intro-
duced by Goyal et al. (2006) and ciphertext-policy
attribute-based encryption (CP-ABE) put forth by
Bethencourt et al. (2007). However, the existing
ABE methods (Sahai and Waters, 2005; Goyal et al.,
2006; Bethencourt et al., 2007; Cheung and Newport,
2007; Daza et al., 2010; Pirretti et al., 2010; Waters,
2011) suffer from one (or more) of the following is-
sues: (1) The number of secret key components grows
linearly with the number of user attributes; (2) The
size of the ciphertext is proportional to the number
of attributes that are in the access policy; (3) The
number of exponentiations and pairing computations
required during encryption and decryption grows lin-
early with the number of attributes attached to ci-
phertext and user’s key; (4) The access policy is
sent along with the ciphertext (in CP-ABE) (i.e.,
the method does not provide recipient anonymity);
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(5) The leakage resiliency is against the leakage only
from the decryptor and not from the data owner, i.e.,
the encryptor side.

Wang et al. (2017) proposed a security model
for leakage-resilient ABE with an improved auxiliary
input that provides leakage resilience against both
sides: encryptor and decryptor. However, as men-
tioned in the security issues above, in ABE the sizes
of the secret key and ciphertext often increase lin-
early with the number of attributes encompassed. In
IoT applications, we cannot expect large storage for
secret keys and more computation time to encrypt
the data in resource-constrained end-devices such as
smartphones, smart meters, and smart cards. There-
fore, key-aggregate encryption (KAE) (Chu et al.,
2014) was proposed to overcome the issues of ABE
in group data sharing.

2.4 Key-aggregate encryption

KAE (Chu et al., 2014) is a public-key cryp-
tosystem that allows data owners to aggregate a set
of decryption keys and it generates a constant sized
single decryption key. To delegate access rights to
the set of files, the data owner is required to share a
single aggregate key to the user. In addition, a user
is required to submit a single aggregate key to the
cloud server for accessing any number of shared files
from the same data owner. In KAE, the ciphertext is
associated with an index ¢, given by the data owner
at the time of encryption to categorize ciphertexts
into different classes. The example shown in Fig. 1
explains the concept of ciphertext class. As shown in
the figure, Alice has personal photos and confiden-
tial data. Based on whether Alice’s research data
or finance data are there in the files, she gives an
index along with the plaintext as inputs to the en-
cryption algorithm. If Alice wants to delegate access
rights to her finance data to her charted accountant
(CA), then she has to aggregate all the encryption
keys with which the finance data are encrypted and

Personal

Fig. 1 An example of a ciphertext class

has to share a single aggregate key with her CA.

Using a master-secret key, the secret keys for
different classes are extracted. For any set of a doc-
ument’s indices S C {1,2,...,n}, the secret key
holder generates a single constant sized aggregate
key kage to delegate the access rights of dataset S to
another user. Using the aggregate key Kagg, the user
decrypts any ciphertext C; if ¢ € S. More impor-
tantly, the size of an aggregate key is the same as the
size of a single secret key, and by using an aggregate
key, the set of ciphertexts is decrypted (instead of
the separate secret keys).

The idea of key-aggregate encryption was first
proposed by Chu et al. (2014). After that, many so-
lutions have been proposed for KAE and to improve
this method (Mahalle and Pawade, 2014; Banu, 2015;
Chame and Kumar, 2015; Firdose and Rebekah,
2015; Patranabis et al., 2015; Dang et al., 2016).

The predefined bound of the maximum number
of ciphertext classes is a limitation of KAE (Chu
et al., 2014). If the number of outsourced cipher-
texts goes beyond the predefined limit n, then public
parameters and keys (as they rely on n) must be up-
dated in KAE. Specifically, the KAE method is not
flexible in terms of complex classifications of cipher-
text classes; i.e., when a data owner wants to clas-
sify ciphertexts under more than n (the predefined
limit of documents held by a data owner) different
classes, then the number of aggregate keys required
to be shared is not constant. Therefore, Chu et al.
(2014) proposed a variant, i.e., a public-key exten-
sion of KAE, to meet the scenario shown in Fig. 2.
The data owner can request additional key pairs in
case he/she wants to classify ciphertexts into more
than n classes. As shown in Fig. 2, an aggregate
key kage1 comprises the access rights of secret keys
{k1, ka, ..., kn}. If the number of outsourced ci-
phertexts goes beyond the predefined limit n, then
the number of ciphertext classes increases to n + 1.

Fig. 2 Classification of ciphertexts under more than
n classes in the KAE method
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Therefore, additional key pairs are assigned to data
owners and a new aggregate key kaggo is generated
that comprises the access rights of the keys {k;11,
Ent2y -y kntm}. However, using kagg1 one cannot
access any ciphertext encrypted using the secret keys
{kn+1, kn+2, - -, kn+m}- If the data owner wants to
delegate the access rights of ciphertexts encrypted
using secret keys {ka, knt1, kntm} that are from
different branches, then he/she is required to share
two aggregate keys, i.e., kagg1 and kageo. In KAE
(Chu et al., 2014), the aggregate key for the parent
node comprises the access rights of the keys for the
child nodes. Therefore, in KAE to delegate the ac-
cess rights of files encrypted using keys from different
branches, the number of aggregate keys required to
be generated is not constant.

The KAE approach proposed in Mahalle and
Pawade (2014) uses the decoy technology. For the
most part, the decoy technology stores some fake
or wrong data files in the database, but these files
have the user’s actual data. Therefore, an attacker
cannot differentiate between the actual documents
and the decoy documents. In Dang et al. (2016),
fast reconstruction techniques were proposed to re-
solve the scalability issue in adopting key aggrega-
tion in practical applications having large datasets
(e.g., sensor data, especially time-series data which
are continuously sensed, encrypted, and streamed to
the cloud). The approach proposed in Dang et al.
(2016) considers a multidimensional range as well as
down-sampling queries on the large datasets. The
proposed approach tries to decrease the reconstruc-
tion time of the aggregate key for such queries while
preserving its provable security. Patranabis et al.
(2015) proposed a dynamic key-aggregate encryption
method that allows dynamic revocation of user ac-
cess rights without changing either the public or pri-
vate parameters, unlike existing key-aggregate meth-
ods (Mahalle and Pawade, 2014; Banu, 2015; Chame
and Kumar, 2015; Firdose and Rebekah, 2015; Dang
et al., 2016) that are static in their access right dele-
gation policies. The method proposed in Patranabis
et al. (2015) uses an additive subgroup that helps
achieve massive reductions in the ciphertext as well
as the key sizes, in contrast to the existing meth-
ods because they use bilinear pairings across multi-
plicative elliptic curve subgroups. In existing meth-
ods (Soubhagya et al., 2013; Chu et al., 2014; Sun
et al., 2014; Sumalatha et al., 2015), the number of
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ciphertext classes is predefined to some fixed value n.
Therefore, to overcome this issue of the static value
of n, KAE (Guo et al., 2017) has been proposed.
The value of n was kept variable and an aggregate
key was independent of the number of maximum pos-
sible ciphertext classes. The KAE (Guo et al., 2017)
also allows the cloud server to check the authenticity
of the user who requests access to an outsourced ci-
phertext. However, KAE does not allow the user to
search for a keyword across the shared data. More-
over, the size of the aggregate key is two group ele-
ments instead of one group element in the existing
methods.

The KAE methods proposed in Firdose and Re-
bekah (2015) and Sumalatha et al. (2015) improved
the performance of KAE introduced by Chu et al.
(2014) and provided efficient as well as secure solu-
tions. Wang and Zhou (2016) offered the solution
of a leakage-resilient KAE; i.e., the attacker cannot
recover any information about the master secret key
no matter how many bits of the aggregate key are
leaked. However, their solution is not efficient and
protects only the master secret key with leakage re-
siliency. Therefore, the construction of a more se-
cure and efficient leakage-resilient KAE method re-
mains an open problem. Recently, Patranabis et al.
(2017) proposed two provably secure KAE methods
that achieved chosen plaintext attack (CPA) security
and chosen ciphertext attack (CCA) security, respec-
tively. They also extended the basic KAE framework
and combined it with broadcast encryption methods
for distributing the aggregate key among an arbi-
trary number of data users in a real-life data-sharing
environment. However, Patranabis et al. (2017) did
not show how the data owner can revoke the dele-
gated rights of selected users in case the same aggre-
gate key is distributed among a group of users using
broadcast encryption. Wang (2019) proposed a leak-
age resilient and provably secure KAE method based
on the KAE constructed by Patranabis et al. (2017).

However, existing solutions for KAE (Singhal,
2001; Chu et al., 2014; Mahalle and Pawade, 2014;
Chame and Kumar, 2015; Firdose and Rebekah,
2015; Patranabis et al., 2015, 2017; Dang et al.,
2016; Wang and Zhou, 2016; Guo et al., 2017; Wang
et al., 2017) do not support searching across en-
crypted data.
trieve the encrypted data or file containing the given
keywords, then he/she must carry out the following

If an authorized user needs to re-
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steps: (1) Download the data; (2) Retrieve the plain-
text through decryption; (3) Search for particular
keywords. Because the number of files or quantity
of data stored on the cloud is high, such retrieval,
as well as the search process, becomes infeasible for
real-time use. Therefore, to allow authorized users
to perform efficient data retrieval, equipping an en-
cryption method with keyword-search capability is
required.

2.5 Searchable encryption

Data retrieval from terabytes of encrypted data
stored on a cloud server is a challenging task. Typ-
ically, a user may want to selectively retrieve files
instead of retrieving all the encrypted files for which
he/she is authorized to access. For efficient data re-
trieval from encrypted data outsourced on the cloud,
we require a keyword-based search technique known
as searchable encryption (SE) (Song et al., 2000).
Equipping an encryption method with keyword-
search capability makes the authorized user’s task
easier such that an authorized user can efficiently
search for an encrypted file having particular key-
words by checking whether the label attached to the

ciphertext and keywords associated with the user’s
trapdoor are matched or not. If both the keyword
and the label are matched, then the user can retrieve
and decrypt that particular file only, instead of down-
loading and decrypting a number of files available on
the cloud.

As shown in Fig. 3, an SE cryptosystem con-
sists of three parties, a cloud storage server, data
owners (DO), and users (the individuals who search
the encrypted data). DOs are the ones who own the
data files and encrypt them before uploading. The
user is the party who wants to execute a keyword
search and obtain a result. The cloud storage server
stores the data uploaded by a DO and performs a
search on behalf of the user and then returns the re-
sult to the query generator. In short, an SE method
allows a server to search encrypted data on behalf
of a client without learning the information about
the plaintext data. Currently, the state-of-the-art
SE constructions achieve different trade-offs among
security, efficiency, and query expressiveness.

Song et al. (2000) proposed for the first time a
practical method for ciphertext retrieval using sym-
metric encryption. However, their method suffers
from an efliciency issue because the communication

Encrypted files ~ Secure searchable J— T~ rall]
index ra Storage =
i Outsource | __servei—=gl
il 7 Search | [e—
o ( server
\\\ A |
—
(2 {\ Searchable
2 I s e trapdoor
l S & 5,
Message Keywords N B }\3
Extract r ) h
= keywords O
j— — |\
— i v ( Kmords

Data owners

Data users

Fig. 3 System model of searchable encryption

Steps:

(1) The data owner extracts keywords from the payload message; (2) The data owner generates the ciphertext

(encrypted message) as well as a searchable encrypted index (encrypted keywords using a searchable secret key) and stores
them on the cloud server; (3) The data user generates a searchable trapdoor using a query keyword and secret key, and then
sends the generated trapdoor to the server; (4) The cloud server retrieves the files using the submitted trapdoor and sends

the search results to the query requestor
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overhead increases linearly with the file size. The
SE method proposed in Song et al. (2000) leaks
information related to the query keyword. There-
fore, to provide keyword privacy, the SE methods
(Goh, 2003; Chang and Mitzenmacher, 2005; Curt-
mola et al., 2011) provide efficient as well as secure
solutions based on an encrypted index for search-
ing across outsourced encrypted data. Boneh et al.
(2004) addressed the problem of searching encrypted
data and gave a solution based on a public-key en-
cryption method. However, early works (Goh, 2003;
Chang and Mitzenmacher, 2005; Yang et al., 2006;
Hwang and Lee, 2007; Curtmola et al., 2011) support
only a single-keyword search. In addition, the above-
mentioned methods do not support access control on
the encrypted data.
different search capabilities to multiple users, user
authorization should be enforced.

To give access privileges and

2.6 Multi-user searchable encryption

Hwang and Lee (2007) proposed the first SE
method based on public-key encryption in a multi-
user setting. There are solutions in the literature
to manage a group of users in SE methods (Wang
et al., 2007, 2008a, 2008b; Bao et al., 2008; Huang
et al., 2016). The method proposed in Wang et al.
(2008b) supports a static group of users, whereas the
methods discussed in Wang et al. (2007, 2008a) and
Bao et al. (2008) manage a dynamic group of users.
Huang et al. (2016) proposed an SE method based on
an inverted index in a multi-user setting. However,
their approach leaks the user access control informa-
tion to the cloud server. To provide access control on
searchable encrypted data, Wang et al. (2013) and
Sun et al. (2014) proposed a searchable CP-ABE
method that allows data owners to encrypt the in-
dex using an access policy, which determines who
can search the index. Xiong et al. (2013) integrated
the traditional CP-ABE method and a homomorphic
encryption method to provide searchable ciphertext
with CP-ABE access control. In the method pro-
posed in Liao et al. (2013), a user can search for a
keyword if and only if the user’s attributes satisfy
the access policy of the encrypted keyword. Zhang
et al. (2013) used predicate encryption to achieve a
fine-grained keyword search. The method also sup-
ports multi-keyword search with disjunction or con-
junction queries across encrypted data. Padhya and
Jinwala (2014) proposed a searchable CP-ABE with

a hidden access policy and constant key length.
2.7 Multi-key searchable encryption

The multi-key searchable encryption (MKSE)
approach proposed in Popa and Zeldovich (2013) al-
lows the user to search for data encrypted under dif-
ferent encryption keys. It allows the user to submit
a single search trapdoor to the cloud server, and the
server then searches for the received query keyword
across the stored documents encrypted under dif-
ferent keys. While searching, a server obtains only
information about whether a given query keyword
matches a word in a document or not.

2.8 Key-aggregate searchable encryption

The first solution for KASE was proposed by
Cui et al. (2016). In a KASE method, the owner has
to share only a single aggregate key with a user to
allow search rights across a set of documents, and
the user is required to submit only a single trapdoor
for searching the dataset shared by the same owner.
The main difference between the KASE concept and
MKSE is that KASE allows data owners to delegate
the right to a keyword search to a set of users by
sharing the aggregate key with them, whereas the
aim of MKSE is to ensure that the cloud server can
carry out the keyword search using a single trapdoor
across the different documents for which the user is
authorized. Cui et al. (2016) proposed the novel idea
of KASE for the first time in 2014. After that, the
KASE schemes (Lambhate and Patil, 2016; Li et al.,
2016; Pansare et al., 2016) were proposed to improve
the performance of the one introduced by Cui et al.
(2016). However, security analysis of chosen message
attacks and chosen keyword attacks is not discussed
in the existing methods (Cui et al., 2016; Li et al.,
2016). Moreover, the existing KASE methods do
not provide data and trapdoor privacy, as discussed
in Kiayias et al. (2016). The KASE (Cui et al., 2016;
Li et al., 2016) methods use BDHE for the secu-
rity assumption. However, SDH or its variants such
as BDHE do not guarantee the security of specific
parameters, as discussed in Cheon (2006). Further-
more, when a user submits an aggregate trapdoor
Tr to the cloud server to carry out a search across
a set S (|S| = m) of files, the server first requires
generating a trapdoor Tr; for each index i € S us-
ing the submitted trapdoor Tr before searching. The
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predefined bound on the maximum number of pos-
sible ciphertext classes at the time of system setup
makes the KASE (Cui et al., 2016; Li et al., 2016)
methods impractical for real-time use. Therefore,
Kiayias et al. (2016) proposed a multi-user SE
method with a constant size ciphertext and trapdoor.
However, in their method, each secret key contains
13 group elements, each trapdoor contains 6 group
elements for the single query, and each keyword ci-
phertext contains 7 elements. Other constructions
for KASE methods were given in Lambhate and Patil
(2016), Pansare et al. (2016), Li et al. (2018), and
Zhou et al. (2018). Zhou et al. (2018) considered
industrial IoT (IIoT) applications and proposed a
KASE method in the file-centric framework for IIoT
applications. They also described an attack on the
KASE method (Cui et al., 2016), in which the at-
tacker can guess the authorized user’s key with the
help of an inside adversary. However, this approach
suffers from low performance. In this method, each
user’s public key has (3n + 1) elements and secret
key has (n + 3) elements. Here, n is the maximum
number of documents held by a data owner.

To the best of our knowledge, none of the ex-
isting KASE methods allow searching across multi-
owner data with minimum overhead and the ability
to prevent a chosen message attack, chosen keyword
attack, and cross-pairing attack.

3 Preliminaries

In this section, we discuss basic assumptions and
cryptographic concepts to understand the proposed
MULKASE method.

3.1 Bilinear map

A bilinear mapisamap e : GXG — G with the
following properties: (1) bilinearity—for all u, v € G
and a,b € Z;, we have e(u®,v’) = e(u,v)?; (2)
non-degeneracy—e(g, g) # 1, where g is a generator
of group G; (3) computability—there is an efficient
algorithm to compute e(u,v) for any u, v € G.

3.2 Computational assumption

The security assumption of MULKASE is
DBDH (Definition 1). We use DBDH instead of
the BDHE security assumption. The reason for
selecting the DBDH assumption is that SDH and its
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variants are solvable in polynomial time assuming
that g7g°‘,go‘d for a positive divisor d of p — 1 are
known and secret a € Z,, as proved by Cheon
(2006).

Definition 1 (DBDH assumption) = The DBDH
problem is in group G of prime order p (accord-
ing to the security parameter). For input of
a tuple (g,9% g% ¢, R), where a,b,c € Z, are
chosen at random and ¢ is a generator of G,
decide R= e(g,g)?¢ or not. Algorithm A has
advantage € in solving a DBDH problem in G if
Advpgpn(A)=|Pr (A(g,9% ¢", g% e(g,9)***) = 0) —
Pr(A(g, 9% ¢*,9% R) =0) | > €(k), where e(g, g)**
€ Gp. We say that the DBDH assumption holds
in G if no probabilistic polynomial time (PPT)
algorithm has an advantage of at least € in solving
the DBDH problem in G.

3.3 Notations

The notations used throughout the paper are
given in Table 1.

3.4 Problem statement

To simulate the search requirements across
multi-owner data using a constant sized single

Table 1 Notations used for MULKASE terms

Term Meaning
A Security parameter
n Number of documents held by a data owner

B Bilinear map group system
SP  System parameter
T*  Keyword token
ks  Keyword space
PubK Public parameters
pk  Public key
Master secret key
The i** document
ki The i*? searchable secret key
i Index of a document or a file
S The set of indices of documents, S C {1,2,...,n}
C Ciphertext
C;  The " ciphertext
K Ciphertext of keyword KW
Cm  Ciphertext of data (or message)
d; Public information of the it ciphertext (C1 and C?)
m Message or plaintext
Aggregate key
Tr  Trapdoor used to search query keyword w
R Search result
w Query keyword attached with a searchable trapdoor
Keyword attached with a ciphertext
KV  Keyword value
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searchable encryption key, consider the scenario of
a personal health record (PHR) storage system. A
PHR storage system allows patients to store their
personal and health data on the cloud. It is expected
that a PHR system securely stores and maintains pa-
tients’ data on the cloud. The sources of a patient’s
data are diverse, including data transmitted from
Internet-connected devices like heart monitoring im-
plants connected to the patient’s body or sensors
deployed in the patient’s living area. Patient con-
trolled encryption (PCE) was also considered one of
the applications of KASE in Chu et al. (2014).

In Figs. 4 and 5, we illustrate a scenario with
only two patients named Alice and Bob to simplify
an understanding of the idea. However, there are
thousands of patients in real-world scenarios. Each
patient is assumed to have multiple health records
(HRs) denoted as {HR Atice,s } 11, {HRBob,j };-L:l, and
each record is encrypted under different encryption
keys {kalice,i } 115 {kBob,; };‘:1, respectively. Here, m
and n are the total numbers of health records for
Alice and Bob, respectively. If Alice wants to dele-
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gate search and access rights to her set S (|S| = z)
of HRs to a health-care professional, then KASE
allows the data owner to share a single aggregate
key with the user to delegate search rights across
multiple files. If a health-care professional, say a
doctor, wants to retrieve the HRs of Alice, i.e.,
{HRAlice,i }7_; (encrypted under different encryption
keys {kalice,i }7_1), then the doctor has to generate
trapdoor Trajice using an aggregate key Kkalice,agg-
However, if a doctor wants to search all of his/her
patients’ records, containing the keyword “Disease =
Malaria,” then he/she has to send multiple trapdoors
Tralices TrBob, and so on, to the cloud. Therefore,
as shown in Fig. 4, the user has to maintain mul-
tiple keys and has to generate multiple trapdoors
to search over multi-owner data. Therefore, Li et al.
(2016) proposed the KASE scheme to support multi-
owner search using a single trapdoor and also pro-
vided verification of search results using an aggregate
key. However, as shown in Fig. 4, in the existing
methods (Cui et al., 2016; Li et al., 2016), when a
user submits an aggregate trapdoor Tr to the cloud
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gey, ords 4 ‘ K p )
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Fig. 4 Keyword search across the set of data owned by multiple users: the existing KASE approach

Steps: (1) Data owners (Alice, Bob, and other people) upload a ciphertext onto the cloud server; (2) Each data owner sends
the aggregate key to the data user to share set S of documents; (3) The data user generates searchable trapdoors using each
aggregate key received from the different data owners and a query keyword, and then submits all the trapdoors to the server;
(4) The cloud server transforms each input aggregate trapdoor Tr to several Tr; for each i € S (each Tr; is an actual trapdoor

to perform a keyword search across the ith

query keyword or not using the individual Tr;

document); (5) The cloud server checks whether the i*? document contains the
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Fig. 5 Keyword search across the set of data owned by multiple users: the MULKASE approach

Steps: (1) Data owners (Alice, Bob, and other people) upload a ciphertext onto the cloud server; (2) Each data owner sends
the aggregate key to the data user to share set S of documents; (3) The data user generates a single aggregate key using
aggregate keys received from the different data owners; (4) The data user constructs a searchable trapdoor using an aggregate
key and a query keyword, and then submits a trapdoor to the server; (5) The cloud server checks whether the i*h document

contains the query keyword or not using Tr

server to carry out a search across m files, the server
first requires the generation of a trapdoor Tr; for
each index ¢ € S using submitted trapdoor Tr before
the search. Here, S is a set of ciphertext indices.
The process of generating individual trapdoors from
the aggregate trapdoor at the time of keyword search
adds an extra computational overhead of O(]S|) on
the server side. Therefore, we require an encryption
method that allows an authorized user to search and
access the set of data owned by multiple users using a
single aggregate key with the minimum computation
and storage overhead.

As shown in Fig. 5, the MULKASE method
allows a doctor (or an authorized user) to per-
form a keyword search across all the shared data
{HRAIICC 1}1 1 {HRBob,]}
even though the data are owned by the different pa-
tients, Alice and Bob. Using the submitted trap-
door, the cloud server carries out the search across

_, using a single trapdoor

the shared documents using the aggregate trapdoor
only (without requiring the generation of individual
trapdoors Tr; from the aggregate trapdoor).

3.5 MULKASE framework

The MULKASE framework consists of the fol-
lowing algorithms:

1. Setup(1*, n)

The cloud service provider runs this algorithm.
It takes the following two parameters as input: (1)
security parameter A; (2) the number of documents
held by a data owner (n). The algorithm outputs the
system parameters (SP).

2. Keygen

The data owner runs this algorithm to produce
a public/master-secret key pair (pk, msk).

3. Encrypt(pk, i, m, KW)

The data owner encrypts the i*® document and
keyword KW using this algorithm and produces its
data-ciphertext, keyword-ciphertext, and public in-
formation (6;), i.e., C; = (6;, Cpn, Cxw). It takes the
following four parameters as input: (1) a public key
pk; (2) an index 4 denoting the ciphertext class; (3)
message m; (4) keyword KW. The algorithm outputs
ciphertexts of data as well as a keyword. The data
owner outsources ciphertext C; on the cloud server.

4. Extract(msk, S)

To delegate the keyword search and data access
rights for a selected group of documents to a selected
group of users, the data owner runs this algorithm
to produce an aggregate searchable encryption key.
It takes the following two parameters as input: (1)
the data owner’s master-secret key msk; (2) a set
S of document indices. The algorithm outputs the
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aggregate key Kagg.

5. Aggregate(kagg1, kagg2, - - -
Sk)

This algorithm generates a single aggregate key,

7kaggk7S17527 )

when an authorized user receives multiple aggregate
keys shared by different data owners. When given in-
put of aggregate keys Kagg1, Kagg2, - - - Kaggh (shared
by k different data owners) and sets of document in-
dices 51,52, ..., Sk, this algorithm outputs a single
aggregate key kage. The resultant aggregate key kagg
contains the rights to access and search across all the
documents in the range of set S = S1 US>, U...USk.

6. Trapdoor (kagg, w)

An authorized user generates a keyword trap-
door using this algorithm. It takes as input the ag-
gregate searchable encryption key k.q; and query
keyword w. The algorithm outputs an aggregate
single trapdoor Tr.

7. Test(Tr, S, 1)

The cloud server runs this algorithm to perform
a keyword search over an encrypted document by
giving the trapdoor Tr, the set S of document in-
dices, and the document index i as inputs. If i € S,
then this algorithm outputs true or false to denote
whether the keyword KW attached to ciphertext C;
is the same as the query keyword w or not.

8. Decrypt(kagg, S, 1, C;)

An authorized user runs this algorithm to access
the retrieved documents using an aggregate key kagg
given by the data owner. The inputs to the algorithm
are as follows: (1) aggregate key kagq; (2) the set S
(3) an index 4 denoting the ciphertext class of C;; (4)
ciphertext C;. The algorithm outputs the decrypted
result m if i € S.

3.6 Security and functional goals

The proposed MULKASE method aims to
achieve the following
objectives:

security and functional

1. Compactness

The size of the aggregate key in the MULKASE
method should be independent of the number of files
that are within its range. The aggregate key is a sin-
gle secret key that aggregates the keyword search and
data decryption rights of a set of shared ciphertexts.
Moreover, when the data owner wants to delegate
access and search rights to all the files classified un-
der different classes, the size of the aggregate key
should be independent of the number of ciphertext

Padhya and Jinwala / Front Inform Technol Electron Eng 2019 20(12):1717-1748

classes. Similarly, the size of the ciphertext should
be constant.

2. Correctness

For any message m containing query key-
word w, if C <+ Encrypt(pk, i, m, KW) and
Tr=Trapdoor(kagg, w), then 1< Test(Tr, S, 7).

3. Delegation

Another goal of our proposed method is the del-
egation of search and decryption rights of any num-
ber of shared ciphertexts using a single aggregate
key. The user having an aggregate key can per-
form both search and decryption on the set of shared
ciphertexts.

4. Query privacy

The MULKASE method must not leak any in-
formation about the query keyword to any third
party or server. The user sends a query trapdoor
to the server to search for a keyword, but the server
must not acquire any information about the query
keyword.

5. Controlled searching

Attackers or unauthorized users are not al-
lowed to perform a keyword search without the data
owner’s authorization. Specifically, one cannot carry
out a keyword search on a set of documents that are
not within the range of the known aggregate search-
able encryption key. In addition, one cannot cre-
ate new aggregate keys for another set of documents
from the known one.

6. Collision resistance

The MULKASE method must be collision-
resistant. A collision attack is carried out by com-
bining multiple aggregate keys to obtain more infor-
mation than each aggregate key individually con-
For example, if a user (say a doctor) has
the aggregate key kage1 to decrypt X-ray reports of
patients {“A,” “B,” “C”} and another aggregate key
kagg2 to decrypt HIV reports of patients {“D,” “E”},
then he/she cannot access other medical reports (by
combining kage1 and kaggo).

tains.

3.7 System model

Fig. 6 illustrates the MULKASE system model.
The system model consists of three entities: data
owners, data users, and cloud servers. The charac-
teristics of each entity are discussed below:

1. Data owners

Data owners are the users who want to out-
source large amounts of data (documents/files) D =
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Fig. 6 System model of MULKASE
Steps: (1) The cloud server sets up the system’s public parameters and the data owner generates a key pair (public, master-
secret); (2) Data owners encrypt the payload message (m) along with the related keyword (KW) using the public key (pk)
and searchable encryption key (k;), and generate the data-ciphertext, keyword-ciphertext, and public information (§;) (C;
= (0i,Cm,Cxw)); (3) Data owners upload ciphertexts (C;) onto the cloud server; (4) Each data owner sends the aggregate
key (kagg) to the data user for sharing set S of their documents; (5) The data user generates a single aggregate key (kagg)

using each aggregate key (Kkagg,1,Kagg,2;-- -, Kagg,m

) received from the different data owners; (6) The data user constructs a

searchable trapdoor Tr using an aggregate key (kagg) and a query keyword (w), and submits a trapdoor to the server; (7)

The cloud server runs the proposed Test(-) algorithm to check whether the ¢

not using the submitted trapdoor Tr

{docy, docs, ..., The
data owner encrypts data D along with the related
keyword KW before outsourcing the data on the
cloud server. Using the public key pk and search-
able encryption key k; for ¢ = {1, 2,...,n}, the
data owner generates D' = C; = (6;,Cpn, Cxw) =
Encrypty, (pk, i,doc;, KW), Vi € {1,2,...,n}. The
data owner generates a single aggregate key FKagg
from the searchable encryption keys {k1, ko, ..., kn}.

doc,,} to the cloud servers.

The data owner then shares an aggregate searchable
secret key k.ge with the users to delegate search and
data access rights to the documents {docy, doca, .. .,
docy, }.

2. Data users

An authorized user who wants to search for a
keyword w across the shared dataset D generates a
corresponding aggregate trapdoor Tr using an ag-
gregate key Kage. Using the aggregate trapdoor Tr,
the user can efficiently retrieve selected documents
that contain the given query keyword w. The user
submits the trapdoor Tr to the cloud server.

3. Cloud servers

Cloud servers provide massive storage and com-

it document contains the query keyword (w) or

putation resources to perform the keyword search
query. Initially, the cloud server sets up the system’s
public parameters. The cloud server uses the sub-
mitted trapdoor and public information to carry out
a keyword search across the set of encrypted data for
which the user is authorized and returns the search
results.

3.8 Threat model

We consider cloud servers to be “honest but cu-
rious,” which is consistent with most related works
on key-aggregate encryption (Chu et al., 2014; Cui
et al., 2016; Li et al., 2016). In addition, the data
user is curious and may try to obtain additional in-
formation beyond his/her query about the data or
other users’ privacy. However, the data user’s capa-
bilities within the system are limited by both storage
space and computing power. Moreover, communica-
tion channels involving the server are assumed to
be insecure. We consider the following types of at-
tacks: (1) An attacker may try to learn a query key-
word from the submitted trapdoor; (2) An attacker
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can try to learn a keyword in a document from the
stored keyword-ciphertexts and the relevant public
information; (3) An authorized user or server can
try to perform the keyword search across any set of
documents not within the range of the user’s aggre-
gate key; (4) The collision of a malicious authorized
user with the cloud server is possible; (5) An attacker
can try to generate a new aggregate key for any new
set S’ of indices from the known aggregate key.

However, the security analysis discussed in Sec-
tion 5.1 will show that the proposed method is secure
against the above-mentioned attacks.

4 The proposed method: MULKASE
4.1 Construction of MULKASE

Based on the framework described in Sec-
tion 3.5, we propose the construction of MULKASE
as follows:

1. Setup(1*, n)

The cloud server runs this algorithm to ini-
tialize and publish the system parameters SP=(B,
PubK, T*). The details of each system parameter
are as given below: (1) Bilinear map group system
B=(p,G,Gr,e()), where p is the order of G and
22 < p < 2™ (2) PubK=(g, g1, ..., gn) € Gna1,
where n is the number of documents D= {docy, doca,
..., doc, } that belong to a data owner. If the data
owner uploads one more document onto the cloud,
then n increases by one and one public parameter
Ggn+2 is added into PubK without affecting the other
system parameters. Therefore, PubK is updated to
(9, 915 -+~
number of ciphertext classes increases to n+m, then
PubK is updated to (g1, g2, - - s Gn, 9n+2, Gn+3, - - -
In+m). Here, m is the number of documents the
data owner uploads beyond the maximum number
of ciphertext classes n. As shown in Fig. 7, if the
number of outsourced ciphertexts goes beyond the
predefined limit of n, then MULKASE allows the
data owner to classify ciphertexts under more than
Moreover, by sharing a single
aggregate key, the data owner can delegate search
and access rights to the set of ciphertexts classified
under different classes. Therefore, our method is
not restricted to a predefined value of the maximum
number of possible ciphertexts. g¢; = gai € G for
i = {1, 2,..., n}, for a random generator g € G

s On, gn+1)- In a similar way, when the

n different classes.
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and a random « € Z,. (3) The cloud server de-
fines the hash functions to map the given keyword
with a unique value. (4) Assume that there are m
categories of keywords in the system. Therefore, key-
word space ks={w1, wa, ..., wy,} and KV;,={KVjy,
KVsa, ..., KV,,} for 1 < i < m, for the set of all
possible values of keywords {wy, wa, ..., wnm}. (5)
H(KV;). Given a keyword w; having value KV;, the
hash function proceeds as follows: If w; = KV; has
not been queried before, then select a random value
kv; €rZ, and compute T = ¢g~¥i. Add the tuple
< w;, KV, kv, T > to table Ty, and return 77"

\ N ™
\ \ ~
\ N SN
\ N S
\ ! g
\ LN ~.
\ . £
\ \ =
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@ C\ @

Fig. 7 Classification of ciphertexts under more than
n classes in MULKASE

2. Keygen

The data owner runs this algorithm to generate
a key pair (pk, msk), pk=v=g", msk=+, where v €
Zy.

3. Encrypt(pk, i, m, KW)

To upload the i*" document onto the cloud,
the data owner encrypts it and generates its data-
ciphertext as well as the keyword-ciphertext by fol-
lowing the steps shown below: (1) Set the search-
able encryption key k; of the i*" document as k;= ¢,
where ¢t € Z,. (2) Compute the public information
5; = (C1, Cy) for k;y, C1 = gt, Co=e(v, g;)=e(g",
gi). (3) For a keyword KW, the algorithm outputs
the keyword-ciphertext Cxw as C3=Cxw=(g"")".
(4) To generate the data-ciphertext for a message
m=doc;, the algorithm computes Cy = C,,=m -
e(g1,gn)t. The term g,11 = gan+1 is missing in
the public parameters PubK. Therefore, an attacker
cannot compute the value of e¢(Cy,gn4+1) to obtain
the value of e(g1,9,)". An attacker cannot obtain
any information related to message m. The data
owner stores the ciphertext C; = (6;, Ckw, Cm) =
(C1,C>,Cs5,Cy) on the cloud server.

4. Extract(msk, S)

The data owner runs this algorithm to gener-
ate an aggregate searchable encryption key. When
given a subset S C {1,2,...,n} of the document
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indices and the owner’s master-secret key msk as
inputs, the algorithm outputs an aggregate key kagg
by computing kags = wjesg;. The data owner se-
curely sends kg and a set S to the user, to delegate
the keyword search and data access rights to the ci-
phertexts within the range of set S.

5. Aggregate(kagg1, kage2, - - - Kaggk, S1, 52, - . .,
Sk)

An authorized user generates a single aggregate
key by aggregating multiple aggregate keys shared
by different data owners. When given an input of
aggregate keys {Kagg1, Kagg2, - - -, Kaggr } (shared by k
different data owners) and a set of document indices
{S1, Sa, ..., Sk}, this algorithm outputs a single
aggregate key k,ge that contains the rights to access
as well as search across all the documents within the
range of set S = S; U Sy U...USk. Assume that an
authorized user has aggregate key k.gg1 for the set of
document indices S1, an aggregate key kago0 for set
S, and so on. Moreover, keys kagg1, Kagg2, - - -» Kaggk
are generated using master-secret key msk={~1, 72,
... 7Yk} respectively. The Aggregate(-) algorithm
generates a single aggregate key kage by computing
k’agg = kaggl . kaggg Ca.. = Wjeslg;-yl . 7rj652g]72 Ca. =
TieS,ief1,2,...k}9;)" = Kagg-

6. Trapdoor (kagg, w)

The user who wants to perform a keyword search
across the shared data runs this algorithm and gen-
erates a single aggregate trapdoor Tr. If the set of
documents S is in the range of an aggregate key kagg,
then the user having trapdoor Tr can search over any
document in the range of set S. This algorithm com-
putes a searchable trapdoor for the given keyword w:
Tr = (Tro, Tr1) = (kage - (9V9)?, g°), where b € Z,.
Then the user submits (Tr, S) to the cloud server.

7. Test(Tr, S, 1)

On receiving the trapdoor Tr = (Trg, Try) from
the query requestor, the cloud server runs this al-
gorithm to perform a search for a keyword over
the " document. If i ¢ S, the Test(-) algorithm
outputs NULL. Otherwise, it returns the search re-
sult R € {0,1} by following the ruless R = 1
if document doc; contains keyword w; otherwise,
R = 0. To check if document doc; contains the
query keyword w or not, the cloud server follows
the steps shown below: (1) The cloud server cal-
culates C" = 7jesC2,; = mjese(v,g;). To search
across multi-owner data using an aggregate key kagg
(which comprises the power of multiple aggregate

keys {kagg1, Kagg2; - - -, Kaggr } shared by k different
data owners), the cloud server generates C’ using
Cs;| Vj € S where S = S US;U...USk. For
efficiency consideration, C’ for set S is computed
only once. (2) Using public information &;=(C,
C5) as well as searchable ciphertext Cxw related to
searchable encryption k; and subset S, the Test()
algorithm outputs true or false by judging 0 or
1:?:6(0/7 Cl> . 6(03, TI'1)/€(TI’07 Cl)

8. Decrypt(kagg, 5.4, C)

If i ¢ S, the Decrypt(-) algorithm outputs
NULL. Otherwise, it returns the message. On re-
ceiving the access request from an authorized user,
the cloud server follows the steps shown below:
(1) The cloud server calculates C' = mjcsCa; =
mjese(v,gj). (2) The decryption algorithm out-
puts m = Cye(KageTjcs j#£ngj+1,C1)/e(pub-C’, C1),
where pub = Tjes509541.

For correctness of the Decrypt(-) algorithm, con-
sider the scenario as discussed below: Suppose that
Bob has an aggregate key kg that is generated by
aggregating m different aggregate keys {kagg1, kagg2,

-y kaggm } shared by different data owners. There-
fore, an aggregate key kags comprises the rights to
access m different data owners’ selected shared doc-
uments in the range of set S = S U Sy U ... US,,.
When given an input of aggregate key k,ge with a
set of indices S, the Decrypt(-) algorithm first com-
putes C' = Tjes C2j = Tjes,ie{1,2,..,mye(97", g;) and
outputs

Ciy - e(kaggTjes,j#ngj+1, C1)/e(pub - ', Ch)
Cy - e(kage '”jesy#ngjﬂagt)
e(Tjesgjt1 * Tjes, ie{1,2,...m} €(97,95),9")
Cy - e(kagg, 9') - e(mjes,j#ngj+1,9")
e(mjesgj+1, 9') - e(Tjes, ieq1,2,...m} €(977,95),9")

t e(mjesgiti,g9")

B m - 6(917911) e(gn+1,9*)
- e(Tjesgiv1, 9*)
_melg1,9n)"

N e(gnvgl)t

=m.

4.2 Description of the method

4.2.1 Scenario 1: search across a single data owner’s
data

Suppose a user, say Alice, wants to store
her personal data (documents/files) D = {docy,
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docs, .. .,doc,,} on the cloud server. Alice encrypts
her document doc; under key k; fori = {1,2,...,m}.
Alice stores public information called §; related to k;
along with data-ciphertext and keyword-ciphertext
C; on the cloud server. Alice delegates search rights
of all |[S| = m documents to Bob by generating and
sharing a single searchable aggregate key kags with
Bob. If Bob wants to search for a keyword w across
all the documents shared by Alice, he generates a
trapdoor for keyword w using aggregate key Kagg
and submits it to the cloud server. The cloud server
uses stored public information §; and an aggregate
trapdoor Tr to search for a keyword w across all the
data encrypted under {ki, ks, ...,k } while receiv-
ing only one trapdoor from Bob. In KASE methods
(Cui et al., 2016; Li et al., 2016), when a user submits
an aggregate trapdoor Tr to carry out a search, the
server first requires generation of a trapdoor Tr; for
each index 7 € S using the submitted trapdoor Tr be-
fore searching. The process of generating individual
trapdoors from the aggregate trapdoor at the time
of a keyword search adds an extra overhead on the
server side. However, we overcome this overhead on
the server side and allow the server to search using
the submitted aggregate trapdoor only (without re-
quiring generation of individual trapdoors Tr; from
the aggregate trapdoor).

4.2.2 Scenario 2: search across the data of multiple
owners

Consider the PHR example discussed in Sec-
tion 3.4 and shown in Fig. 5. Suppose that patients
Alice, Bob, and Carol have multiple HRs denoted as
{HR Alice,e }o- 1, {HRBob,y }p—1, and {HRcarol,= }5_;,
respectively. The patients (Alice, Bob, and Carol)
first encrypt the PHR records using searchable en-
cryption keys denoted as {kalice,z } 15 {kBOb,y}Z:17
and {kcarol» }¥_;, respectively. Alice wants to del-
egate search and access rights to her set S(|S| = p)
of HRs to a health-care professional. Therefore, Al-
ice generates an aggregate key Kalice,age to delegate
search and access rights on a selected set of PHR
records Sanice = {1,2,...,p} out of her m records.
Similarly, Bob and Carol generate keys kpob,age and
kcarol,age that comprise rights to access and search
across the set of PHR records Sgo, = {1,2,...,¢}
and Scarol = {1,2,...,7}, respectively. Alice, Bob,
and Carol share their keys kalice,agg, KBob,age, and
kcarol,age With the doctor. On receiving the ag-

gregate keys, the doctor first generates a single
aggregate key kg, by aggregating multiple keys
(k'Alice,aggv kBob,agga kCarol,agg) USing the MULKASE
Aggregate(-) algorithm shown below:

Aggregate(kAlice,agga kBob,agg7 kCarol,agg7 SAlice7
SBob7 SCarol) = kAlice,agg . kBob,agg . kCarol,agg
= TrjeSAliceg;'Yl ) 7"-J'€~‘5130bg;'y2 ’ ﬂ-jGSCarolg;‘ys

= WjES,ie{l,2,3}g}i

=k

aggs

where S = Satice U SBob U Scarol-

Using the resultant single aggregate key kagg,
the doctor can access as well as search all the PHRs
for which Alice, Bob, and Carol have individually
delegated search rights. Suppose that a doctor wants
to search for keyword w in all the documents shared
by Alice, Bob, and Carol. He/She generates a trap-
door for the word w using aggregate key kags and
submits it to the cloud server. The cloud server uses
public information and the aggregate trapdoor Tr to
search for the word w in all the data encrypted under
{kAlice,m};nzlv {kBob,y}Z:p and {kCarol,z}];:l while
receiving only one trapdoor from the doctor. Fur-
thermore, the cloud server sends the search results
to the doctor. The doctor can decrypt the retrieved
PHRs using an aggregate key Kagg.

5 Security and theoretical analysis

In this section, we first describe MULKASE se-
curity analysis. Then we provide a theoretical anal-
ysis of the proposed method.

5.1 Security analysis

To analyze the security of our method and es-
pecially to show that the method is secure against
the defined threat model and also satisfies the secu-
rity requirements, we define and prove its security
against an active attacker A using the security game
shown in Figs. 8 and 9. We define the security game
between the challenger and the attacker. We give
the proof in a generic group model using the DBDH
hardness assumption. We also prove the security
of our method in terms of controlled searching and
query privacy.
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Aggregate key query for set S
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Aggregate key k_
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11 Guess

The guess b’

[ Advantage of attacker: Adv, = |Pr{A wins]-0.5|. ]

Fig. 8 IND-CPA security game for the MULKASE method

Steps: (1) Setup phase. The challenger runs Setup(lA7 n) to obtain a public key pk and a master-secret key msk. The
challenger issues public key pk to adversary A. (2) Query phase 1. Adversary A adaptively queries the oracle to generate
an aggregate key corresponding to set S of the document indices of his/her choice. The oracle answers with an aggregate
key kagg for a given set S. (3) Challenge phase. Attacker A sends the challenger two equal-length messages My and M; on
which the attacker wishes to be challenged with a set of keywords and an index i.. The only restriction is that the attacker
should not have previously asked for the aggregate key corresponding to a set S which includes an index i.. The challenger
chooses b randomly from {0,1} and runs Encrypt(pk, ic, My, KW). The challenger returns ciphertext C; to the adversary.
(4) Query phase 2. Identical to that in phase 1, the adversary asks for the aggregate key for a set S of his/her choice but
he/she cannot ask for the aggregate key corresponding to a set S that includes an index ic and a Decrypt query on Cf. (5)
Guess. Adversary A outputs its guess b’€ {0,1} for b and wins the game if b = b’

5.1.1 Security definition: IND-CPA game

We define IND-CPA for the proposed
MULKASE method. The KASE methods do
not prove their security against an IND-CPA attack
(Cui et al., 2016; Li et al., 2016). The game proceeds
as shown in Fig. 8.

The advantage of the adversary in this game is
defined as [Pr[b = b'|—%|, where the probability is
taken over the random bits used by the challenger
and the adversary.

Definition 2  The proposed MULKASE method

is said to be semantically secure if Adv4 <e is negli-
gible with respect to the security parameter for any
polynomial time adversary.

Theorem 1 The proposed MULKASE method
is IND-CPA secure under the DBDH assumption, if
there is no polynomial time adversary A who can win
the game with a non-negligible advantage Adv 4 (1) in
security parameter [.

Proof We consider a challenger C', a simu-
lator SIM, and a polynomial time adversary A.
We assume that adversary A has a non-negligible
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[ Advantage of attacker: Adv, =|Pr[A wins]-0.5|. ]

e

Fig. 9 IND-CKA security game for the MULKASE method

Steps: (1) Setup phase. The challenger runs Setup(lA7 n) to obtain a public key pk and a master-secret key msk. The
challenger issues public key pk and an aggregate key kagg to adversary A to delegate search rights over a selected set of
ciphertexts C; where ¢ € S. (2) Query phase 1. Adversary A adaptively queries the oracle using an aggregate key kagg to
generate a trapdoor corresponding to keyword w of his/her choice. The oracle answers with a trapdoor Tr for querying a
keyword. (3) Challenge phase. Attacker A sends the challenger two keywords KWy and KW1 on which the attacker wishes to
be challenged and an index ic where ic € S. The only restriction is that the attacker should not have previously asked for the
trapdoor corresponding to a keyword KWy or KW7. The challenger chooses b randomly from {0,1} and runs Encrypt(pk, ic,
M, KWy). The challenger returns keyword-ciphertext Cy to the adversary. (4) Query phase 2. Identical to that in phase 1,
the adversary asks for the trapdoor for the keyword of his/her choice but he/she cannot ask for the trapdoor corresponding
to a keyword KWp or KW and Test(-) query on ciphertext Cy. (5) Guess. Adversary A outputs its guess b’ € {0,1} for b
and wins the game if b = b’

advantage €(I) to break the privacy of our method.  follows:
Then we can construct simulator SIM that breaks R e(g,9)%¢, v=0,
the decisional DBDH problem s= (g, g%, ¢*,9°, R) o elg,9)%, v =

with advantage €(1)/2. The simulation proceeds as

follows:

On DBDH input (g, g%, g%, ¢¢, R), simulator SIM
aims to decide if R = e(g, ¢)?*°. Challenger C gener-
ates a, b, ¢, z € g Zy, bilinear groups G, G with prime
order p and the mapping G x G — Gr. Here, g is
a generator of group GG. Challenger C computes v as

The challenger gives instance (g, g%, ¢°, ¢¢,
R)e Gr to simulator SIM. SIM interacts with A
(SIM simulates C for A) and starts the simulation as
follows:

1. Setup

Simulator SIM generates system parameters
SP=(g, g1,... ,gn). Here, g; = (¢*)* € G for
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i=1{1,2,...,n}. Moreover, SIM simulates the hash
oracles for keyword, Ou(KV),. Given keyword wj,
having value KV, the hash function proceeds as fol-
lows: (1) If w; = KV; has not been queried be-
fore, then SIM tosses a random coin ¢; € {0,1}
with the probability that Prlc, = 0| = 1/(gr + 1),
where gr is a very large number. We require that gr
should be larger than the number of oracle queries
for the aggregate key. If ¢; = 0, then select a ran-
dom value kv; €rZ, and compute T = (gkvi)e.
Otherwise, compute T = (g#)’*. Add the tuple
< w;, KV, ¢;, T > to table Ty and return T;". (2)
Otherwise, retrieve T, from table Tk, with respect
to KV; and return 77",

SIM sets public key pk = v = (¢°)", where
r€rZp. Finally, SIM records the tuple < pk,r >
in table Ty. Table T} is used to record the tuple
< pk, r >, and these records will be used in other
oracles to give a response to the queries. Simulator
SIM sends the public key pk to A.

2. Query phase 1

A issues an aggregate key query for set S. For a
given set S of the document indices, SIM computes
an aggregate key kagy = Tjecs g; where r €gZ,, and
sends it to A.

3. Challenge

A outputs two equal-length messages My and
M; on which it wishes to be challenged with a set
of keywords KW, an index i, and a public key pk*.
If pk* is not in table T}, then simulator SIM ter-
minates. Here, the restriction is that the attacker
had not previously asked for the aggregate key cor-
responding to set S where i, € S. Otherwise, SIM
randomly chooses a bit u € {0,1} and computes ci-
phertext C;.

Challenger C sets searchable encryption key
ki =t = bc/a'T™ "1 and computes ciphertext

CZ - (Clv CQ? 04)
ic—1 14+n—1
- (gbc/a 7€(vvgic)7mue(glvg")b6/a )
= (9“/"1”71,e(v7gic)amue(galag“n)bc/awnfl)

c al+n71 anal c al+n71
(gb / ,e(ugic),mue(g,g)( )(be/ )> .

4. Query phase 2

The simulator answers the queries as in phase 1.
However, adversary A is not allowed to issue an ag-
gregate key query for set S which includes an index
i. and a decrypt query on C.

5. Guess

A outputs a guess v'€g {0,1}.

If ' = u (R = e(g,9)®°) , then SIM outputs
v = 0. If v # u, then SIM outputs v/ = 1 to
indicate that the ciphertext is a random element.
Therefore, A gains no information about v, and in
turn, Prlu # o/|[v = 1] = 1/2. As simulator SIM
guesses v’ = 1 when u # u/, Prlv =/ |lv =1] = 1/2.

If v = 0, then A is able to view the valid encryp-
tion components with advantage €(l), a negligible
quantity in the security parameter in [. Therefore,
Prlu = «/|lv = 0] = 1/2 + €(I). Similarly, simula-
tor SIM guesses v = 0 when u = «/, and in turn,
Pr[v = v/|v = 0] = 1/2+€(l). The overall advantage
of the simulator in the DBDH game is
1

1
Prjv =7 |v=1] + iPr[v =v'lv=0] - 3

Therefore, if A has a non-negligible advantage
€(l) in the above game, then we can build a sim-
ulator (SIM) which can break the DBDH problem
with non-negligible quantity €(7)/2, which is an in-
tractable problem.

5.1.2 Security definition: IND-CKA game

We need to ensure that Test (Tr, S,4) does not
reveal any information about keyword w unless trap-
door Tr is available. Therefore, we provide a security
model to prove that the proposed MULKASE is se-
cure against a chosen keyword attack (CKA). We
define security against an active attacker who is able
to obtain trapdoor Tr for any keyword w of his/her
choice. Even under such an attack, the attacker
should not be able to distinguish an encryption of a
keyword KWy from an encryption of a keyword KW
for which he/she did not obtain the trapdoor. This is
the most appropriate security concept in KASE. The
KASE methods (Cui et al., 2016; Li et al., 2016) do
not prove their security against an IND-CKA attack.
The game proceeds as shown in Fig. 9.

The advantage of the adversary in this game is
defined as |Pr[b = b'] — 2|, where the probability is
taken over the random bits used by the challenger
and the adversary.

Definition 3 The proposed MULKASE is
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semantically secure against an adaptive chosen key-
word attack if all polynomial time adversaries have
at most a negligible advantage in this security game.
Theorem 2 The proposed MULKASE method is
IND-CKA secure, assuming that the DBDH problem
is hard to solve.
Proof  We consider a challenger C, a simulator
SIM, and a polynomial time adversary A. We assume
that adversary A has a non-negligible advantage e
to break the privacy of MULKASE. Then we can
construct a simulator SIM that breaks the decisional
DBDH problem ¢= (g, g%, ¢°, ¢¢, z) with advantage
€ ( N 2)
—(1——).
2 p

Here, we assume that for trapdoor Tr,, which
denotes the search query of keyword w and Tr,-
which denotes a query of keyword w', Try # Tr,.
If there exists w and w’, w =+ w’ such that Tr, =
Tr,,, then Tr,, can search in keyword-ciphertext C,
where Tr,/ = C,+ and Tr,}~ C,/. This assumption
holds with probability

(p— (N -1V

plp—1)...(p— (N —1)) S
pN pN

(-2 (-2 (-2),

where N is the number of possible keywords in the
system and p is the order of group G. On DBDH
input (g, g%, g%, g¢, R), simulator SIM aims to decide
if R = e(g, g)*°.

Challenger C' generates a,b, ¢,z €rZp, bilinear
groups GG, G with prime order p and the mapping
G x G — Gr. Here, g is a generator of group G.
Challenger C' computes v as follows:

The challenger gives instance (g, g%, ¢°, ¢
R) € Gr to simulator SIM. SIM interacts with A
(SIM simulates C' for A) and starts the simulation as
follows:

1. Setup

This is mostly the same as that in the IND-CPA
game. For the selected set S of document indices, the
challenger generates aggregate key kagy = Tjesgj.
SIM sends the public key pk and aggregate key with
a selected set of document indices (kagg, S) to A.

2. Query phase 1

A issues a Trapdoor(-) query for a keyword w.
SIM computes a trapdoor Tr = (Trg, Tr1) = (kage
(g“i)r,gr) where r € Z,, and sends it to A.

3. Challenge

A outputs two keywords KWy and KW; on
which it wishes to be challenged and index i.. We
consider only the case where wh KWy A wh KWj.
The reason for this is if KWy = KW; or (w = KW,
A w = KWy), then SIM simply aborts and takes
a random guess. The probability that SIM aborts
is Prlabort] = N?/p. Otherwise, SIM randomly
chooses a bit u € {0,1} and computes keyword-
ciphertext for KW,,.

Challenger C sets t = a/ a’ and computes
C;: = (Clv 027 03) = (ga/a’ ) 8(’0, gi)v (H(wj))a/aT')|
H(wj) c KW,.

4. Query phase 2

The simulator answers the queries as in phase 1.
A is not allowed to issue a Trapdoor(-) query on
keywords KW( and KW, and a Test(-) query on Cf.

5. Guess

A outputs a guess u’'€g{0,1}.

If v = w, then SIM outputs v/ = 0. If v # u,
then SIM outputs v/ = 1. Based on this, there will be
two cases as follows: (1) If v = 0, then R = e(g, )¢
and hence the challenge ciphertext is a correct ci-
phertext of keyword KW,. Therefore, A outputs

u’ = u with an advantage €, Pr[u’ = ulv = 0 A abort)
= 1/2+ ¢, Pr[v/ = v|v = 0 A abort] = 1/2 + € be-
cause SIM guesses v = 0 when v’ = u. (2) If
v = 1, then the challenge ciphertext is indepen-
dent of KWy and KWy, so that A cannot obtain
any information of u. Therefore, A outputs u' # u
with no knowledge, Pr[u’ # u|v = 1 A abort] = 1/2,
Pr[v' = v|v = 1 A abort] = 1/2 because SIM guesses
v’ =1 when v’ # u.

From cases (1) and (2), it follows that SIM’s
advantage in this DBDH game can be computed as

1
Prfo =] — =
rfv’ =] 5
=Pr[v = 0]Pr[v' = vjv = 0]
1
+ Prjv =1]Pr[v’ =v|jv =1] — 3
L — o = 0] 4 AP = oo = 1] — *
—2Pr[v —v|v—0]+2Pr[v =vlv =1] 5
1
:§(Pr[v’ =olv = 0]+ Prv' = vfv =1] — 1)
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1
=3 (Pr[abort]Pr[v" = vv = 0 A abort]
+ Pr[abort]|Pr[v" = v|v = 0 A abort]
+ Pr[abort]Pr[v" = v|v = 1 A abort]
+ Prlabort|Pr[v’ = v|v = 1 Aabort] — 1).
Because the event “abort” is independent of the
DBDH challenge, we have
Pr[v’ = vjv = 0 A abort]
=Pr[v' = vJv = 1 A abort]

1[N 1+1 N2 1+ +N21
B B Y (i &2
2l p 2 P 2 p 2
N2\ 1
+(1__).__1]
p 2
17 N2
(05
2] D

2
_s(l_N_)
2 P

Therefore, if A has a non-negligible advantage
€ in the above game, then we can build a simula-
tor (SIM) that can break the DBDH problem with

2
non-negligible quantity = %(1 — —), which is an
p

intractable problem.

The proposed MULKASE method
can achieve the goal of query privacy.

Proof  To launch an attack, the attackers may
try to obtain some information that they are not

Theorem 3

authorized to access. For example, the curious cloud
server can obtain the stored keyword-ciphertexts, the
d; associated with the searchable encryption key of
the i*" document, the submitted trapdoor, and so
on. The malicious authorized user, say, Alice, can
have an aggregate key kg and the ability to perform
the keyword search across a set of documents owned
by Bob. However, even if the malicious user can
obtain the information, MULKASE can be proved
to achieve the goal of query privacy. The result of
Theorem 3 can be derived from the following lemmas:
Lemma 1 An attacker is not able to learn a given
keyword in a query from the submitted trapdoor.

Proof
word given in a query from the submitted trapdoor
Tr = (Tro, Tr1) = (Kagg - (65V9), g°) where b € Z,,.
If he/she can guess the aggregate key kags, he/she
will achieve success. In this case, A can know
the system parameters SP = (B, PubK, Tr*) where

Suppose attacker A wants to learn a key-
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PubK = (g,91,...
indices.

,gn) € Gpy1 and the set S of

However, to generate kg, for each j € S, at-
tacker A must compute g}. As 7y is the data owner’s
master-secret key msk, which is protected from leak-
age, there is a very negligible probability that A can
obtain msk. As a result, A cannot fulfill his/her goal.
Lemma 2 An attacker cannot learn a keyword in a
document from the stored keyword-ciphertexts and
the relevant public information.

Proof The curious cloud server A may try to de-
termine something from the stored encrypted data.
With the knowledge of PubK = (g,91,...,9n) €
Grn+1, and public information §; = (C1,Cs) where
C1 = g, Cy = e(v,95) = e(g7,9:), and C3 = Cxw
= (¢"")
the value of ¢ from the known C; or C3. However, as
per the discrete logarithm problem, A is unable to
obtain the value of ¢t. In fact, this result is confirmed

. A may try to launch attacks by retrieving

by the hardness assumption of the BDHE problem.
Therefore, an attacker is unable to determine the
content from the stored information.

The proofs of Lemmas 1 and 2 clearly show that
the proposed MULKASE method achieves query
privacy.
Theorem 4  The proposed MULKASE method
supports controlled searching.

Proof Theorem 4 requires that a user cannot carry
out a keyword search on a set of documents that are
not applicable by the known aggregate searchable
encryption key. In addition, one cannot create new
aggregate keys for another set of documents from
the known one. Theorem 4 can be deduced from the
following lemmas:

Lemma 3 Each user who has the valid aggregate
key can carry out a successful keyword search.
Proof Lemma 3 proves the correctness of the pro-
posed method. On receiving the aggregate trapdoor
Tr from the query generator, the cloud server exe-
cutes the test algorithm of the proposed MULKASE
scheme to perform a keyword search without requir-
ing transform of Tr. Suppose that the user has a
trapdoor Tr = (Trg, Tr1) = (kage - (¢5V9), g%) for
keyword w; having value kv;. Trapdoor Tr is gen-
erated using an aggregate key kags. Let us say that
an aggregate key kags comprises the power to search
across m different data owners’ selected shared doc-
uments within the scope of a set of indices S = S}
USsy...US,,. On receiving the aggregate trapdoor
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Tr, the cloud server first calculates C' =mjcg Co j=
Tjes, ie{1,2,..,m} €(g7",g;j), and searches for a given
query keyword by checking

6(0/, 01)6(037TI‘1)/6(TI‘0, Cl>

e(mjes, ieq1,2....my €(97,95),9") - e((g)", g%)
a e(kagg - (95V9)°, g)

e(mjes, ief1,2....my €(97,95),9") - e((g)", g%)
B e(kagg, g*) - e((g*1)?, gt)

=1.

Therefore, the user with the valid aggregate key
can carry out a successful keyword search.
Lemma 4 An authorized user or server is not
able to carry out a keyword search across any set of
documents, not in the range of the user’s aggregate
key.
Proof From Lemma 3, we can see that if C’ is gen-
erated by a wrong set S’, the expression ¢(kagg, g*)
will not be equal to the expression e(C’, g*). There-
fore, the two expressions cannot be canceled out and
result in an unsuccessful keyword search. The C’
must be computed by the same set S of the aggre-
gate key; otherwise, the Test(-) algorithm returns
false for any document not in the range of the user’s
aggregate key.
Lemma 5 Even when a malicious authorized user
collides with the cloud server, he/she is not able to
carry out a keyword search across any document that
is not within the range of the user’s aggregate key.
Proof
server and a malicious authorized user collide, then

In the case of collision, if a curious cloud

they may try to perform a keyword search across
documents that are not within the range of their re-
spective aggregate key. In MULKASE, the size of
an aggregate key is constant; i.e., it consists of a sin-
gle group of elements irrespective of the number of
data owners and the number of shared documents.
Therefore, an adversary cannot extract the individ-
ual master secret key or keyword from the single
aggregate key and trapdoor.

Furthermore, if a user has two or more aggregate
keys shared by different data owners (or by colliding
with another user), he/she may try to search the
data in the documents that are not within the range
of the individual aggregate key. Suppose that the
user has an aggregate key Kage = Kage, 4 - kage,B =
Wjegg]" where S = S4 U Sp and i € {1, 2}, which
comprises the power to search in two different data
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owners’ documents in the range of set S = S4 U
Sp. Consider S4 = {1,2,5} and Sp = {3,4}. Then
an authorized user having an aggregate key k,g can
search for “docy” of data owner A. As 2 ¢ Sp using
kage the user is unable to search for document “docy”
of data owner B. Because a user does not have msk,
he/she is unable to calculate g;” for j = 2. There-
fore, the user cannot infer more information than
each aggregate key individually contains, even after
combining multiple aggregate keys.

Hence, different users cannot collide to decrypt
or search in the ciphertext(s) not in the range of their
respective aggregate keys.

Lemma 6 An attacker is not able to generate the
new aggregate key for any new set S’ of indices from
the known aggregate key.

Proof A malicious authorized user A has an ag-
gregate key kags for a set S. He/She may try to
compute a new aggregate key for a new set S’ to ac-
cess other documents not in the range of set S. To
compute the new key, A should know the value of g]
for all j € S". However, A knows kagg = Tjes g;, but
he/she cannot obtain an individual multiplier from
the product. Each multiplier of an aggregate key is
protected by the data owner’s master-secret key ~.
Therefore, A cannot fulfill his/her goal.

From the proofs of Lemmas 3-6, we can say
that the proposed MULKASE supports controlled
searching.

Theorem 5 MULKASE is secure against a cross-
pairing attack.

Proof  Attacker A (the curious cloud server or
an authorized user) may try to learn more informa-
tion from the stored encrypted data that are be-
yond attackers’ authorization. With the knowledge
of PubK = (g, g1,-..,9n) €Gn+1 and public infor-
mation §;= (Cy,Cs) where C; = g*, Co = e(v, g;)
=e(g7, gi), A may try to obtain information about
message m by computing the value of e(g1, gn).
The term g,4+1 = go‘n+1 is missing in the public pa-
rameters PubK. Therefore, an attacker cannot com-
pute the value of e(C1, gn+1) to obtain the value of
e(g1,gn)t. Note that A cannot obtain the value of
e(g1, gn)t by cross-pairing the available public in-
formation PubK and ;. Moreover, data-ciphertext
C), is secured with the value of ¢, and A is unable
to obtain the value of ¢ as per the discrete loga-
rithm problem. In fact, this result is confirmed by
the hardness assumption of the BDHE problem. In
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addition, using the keyword-ciphertext and public
information, an attacker cannot launch cross-pairing
attack to learn whether doc; contains the keyword w
or not.

In MULKASE, both the parameters of trapdoor
Tr = (Trg, Try) are protected using the same value
b €r Z,. Therefore, cross-pairing of two different
trapdoors Tr and Tt is not possible, as the value
of b is used differently to generate each trapdoor.
Cross-pairing of different trapdoors can generate
incompatibility.

Therefore, MULKASE is secure against a cross-
pairing attack.

5.2 Theoretical analysis: comparison of sig-

nificant characteristics

The comparison of KASE methods (Chu et al.,
2014; Cui et al., 2016) with the proposed MULKASE
method based on significant characteristics is shown
in Table 2. The KAE methods do not allow delega-
tion of search rights across the shared data (Singhal,
2001; Chu et al., 2014; Mahalle and Pawade, 2014;
Firdose and Rebekah, 2015; Patranabis et al., 2015;
Dang et al., 2016; Guo et al., 2017). Therefore, a
comparison of KAE methods with MULKASE is in-
appropriate. In a similar way, comparison of the
method for KASE proposed in Zhou et al. (2018)
with MULKASE is inappropriate because it does not
support search of multi-owner data.

As shown in Table 2, KASE (Cui et al., 2016)
does not support search of multi-owner data using
a single trapdoor. On the other hand, the KASE
method proposed in Li et al. (2016) provides a so-
lution for searching multi-owner data using a single
trapdoor and also allows verification of the search
results using an aggregate key. However, the KASE
methods (Cui et al., 2016; Li et al., 2016) require
trapdoor transformation at the time of keyword

search, adding an additional computational and stor-
age overhead on the server side. Additionally, from
Table 2, we can see that no KASE methods listed in
the table provide the other important characteristics
such as security against message and keyword in-
distinguishability, security against cross-pairing at-
tacks, or federated searching using a single trap-
In contrast, MULKASE allows the user to
search data owned by multiple owners using a single
trapdoor with security against message and keyword

door.

indistinguishability as well as cross-pairing attacks.
Furthermore, MULKASE supports searching data
distributed on a federated cloud using a trapdoor
and reducing overhead on the server side at the time
of the keyword search (because the trapdoor trans-
formation is not required). The size of an aggregate
key in MULKASE is independent of the number of
documents held by a data owner.

5.3 Theoretical analysis: comparison of stor-
age complexity

We can compare the storage overhead of the
public parameters (PubK), aggregate key (kagg),
trapdoor (Tr), and ciphertext (C') in terms of the
size of an element from the bilinear group shown in

Table 3.

As we consider the DBDH security assumption
instead of the 1-BDHE assumption, we are required
to generate n public parameters {g,g1,...,gn} in-
stead of 2n + 1 (Cui et al., 2016; Li et al., 2016).
Therefore, the size of PubK in the MULKASE
method is n + 1 instead of 2n + 1.

In the MULKASE method, the aggregate key is
a constant size; i.e., it consists of a single group of
elements irrespective of the number of data owners
and documents.

The size of a trapdoor in MULKASE is greater
compared to the KASE method for searching across

Table 2 Comparative analysis of significant characteristics

Method MO TT KSI FS IND-CPA IND-CKA CPrA SRV
Cui et al. (2016) X v X X X X X X
Li et al. (2016) v v X X X X X v
MULKASE v X v v v v v X

MO: search across multi-owner data using a single aggregate key; TT: trapdoor transformation required; KSI: the aggregate
key size being independent of the maximum number of ciphertexts held by a data owner; FS: support federated search using
an aggregate trapdoor; IND-CPA: secure against message indistinguishability attacks; IND-CKA: secure against keyword
indistinguishability attacks; CPrA: secure against cross-pairing attacks; SRV: verification of search result using an aggregate

key
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single-owner data (Cui et al., 2016). However, with
such increased storage overhead, we provide trap-
door and data privacy in contrast to the KASE meth-
ods (Cui et al., 2016; Li et al., 2016). For search-
ing across multi-owner data in the KASE method
(Cui et al., 2016), the number of trapdoors required
equals the number of data owners. On the other
hand, KASE (Li et al., 2016) allows searching across
multi-owner data using a single trapdoor, but it re-
quires auxiliary values that are the same as the num-
ber of data owners. In MULKASE, the size of the
trapdoor remains constant in both cases, searching
single-owner data and searching multi-owner data.

The proposed method provides the novel feature
of search ability across multi-owner data. However,
the size of the ciphertext in the MULKASE method
is the same as that of the KASE method (Cui et al.,
2016). The storage overhead for ciphertext in Li
et al. (2016) is greater in comparison to MULKASE.

5.4 Theoretical analysis: comparison of com-
putational complexity

The expected computational time based on
the input parameters for the proposed MULKASE
method and methods proposed in Cui et al. (2016)
and Li et al. (2016) is shown in Table 4. We ana-
lyze the computational overhead in terms of major
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operations such as scalar multiplication (M), bilin-
ear pairings (P), and exponentiations (F) involved
in the listed methods.

The results given in Table 4 clearly indicate that
in the MULKASE method, the number of pairing op-
erations that are required for encryption as well as
for keyword search operations is constant irrespec-
tive of the number of shared documents and number
of data owners.

The proposed method provides the novel feature
of search ability across multi-owner data. However,
the encryption algorithm in our method requires less
computation time compared to the KASE methods
(Cui et al., 2016; Li et al., 2016).

The computation cost required to generate an
aggregate key in MULKASE, in both scenarios of
searching across multi-owner data and single-owner
data, is the same as that of KASE (Li et al., 2016).
The computation time to generate an aggregate key
to search multi-owner data relies on the number of
data owners, i.e., U in the MULKASE and KASE
methods (Li et al., 2016).

The computation cost required to generate a
trapdoor from an aggregate key and query keyword
is greater in MULKASE compared to the KASE
methods (Cui et al., 2016; Li et al., 2016) for search-
ing single-owner data. However, with such an extra

Table 3 Comparison of storage overhead

Trapdoor
Method PubK kage Searching single-owner data Searching multi-owner data Ciphertext
Cui et al. (2016) (2n+1)|G| |G| |G| U|G| 2G+ Gr
Li et al. (2016) 2n+1)|G| |G| |G| |G| + U - AV 3G+Gr
MULKASE (n+1)|G|] |G| 2|G| 2|G| 2G+ Gr

n: the number of documents that belong to the data owner; U: the number of different data owners (i.e., kage aggregates the
power to search across U data owner’s documents); AV: the size of the auxiliary value used to search across multi-owner data;
|G|: the bit length of the element that belongs to G; G and Gr: bilinear groups

Table 4 Comparison of computational overhead

Aggregate key generation

Trapdoor generation** Keyword search***

Method Encryption*
Single-owner Multi-owner Single-owner Multi-owner Single-owner Multi-owner
Cuiet al. 2E+3P+2M |S|-M - M U-M (|S|- MM (|S|- MW+
(2016) (|S|-M+2P) U(|S|-M+2P)
Li et al. 2E+3P+2M |S|-M U-M M (M+Ex (|S|-MH U(]S|- MW
(2016) UM+E) (IS|-M+2P) U(|S|+2M)+2P
MULKASE 2E+4+2P+M |S|-M U-M 2E+M 2E+M 3P+|S|-M 3P+|S|-M

Single-owner: searching single-owner data; Multi-owner: searching multi-owner data. E: exponentiation; M: scalar multiplication;

P: pairing; U: number of data owners; |S|: size of set S.
***. trapdoor transformation-+search

*: data-ciphertext+keyword-ciphertext; **:

trapdoor+auxilliary value;
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overhead, MULKASE provides trapdoor privacy in
contrast to the KASE methods (Cui et al., 2016;
Li et al., 2016) which leak data related to the key-
word from the trapdoor. In MULKASE, to search
multi-owner data, the computation time required to
generate the trapdoor is constant, i.e., O(1) and in-
dependent of the number of data owners U. On the
other hand, for KASE methods (Cui et al., 2016; Li
et al., 2016) the computational cost to generate a
trapdoor to search data owned by multiple owners
depends on U.

MULKASE uses the fixed number of pairing
operations during keyword search. The computa-
tion time required to carry out a keyword search
in MULKASE remains the same in both cases, i.e.,
searching multi-owner data or single-owner data.
Moreover, in the KASE methods (Cui et al., 2016;
Li et al., 2016), when an authorized user submits the
trapdoor to the cloud server to perform a search, the
total time required to search for a keyword on the
cloud server is: time required to transform aggre-
gate trapdoor Tr to generate actual trapdoor Tr; to
search the i*" document + time required to execute
the Test (-) algorithm. This trapdoor transforma-
tion process used in the methods (Cui et al., 2016; Li
et al., 2016) adds an extra computational and stor-
age overhead on the server side. The MULKASE
method allows search of shared documents using an
aggregate trapdoor without requiring generation of
an individual trapdoor Tr; from the aggregate trap-
door. Therefore, we overcome the extra overhead
required on the server side. As shown in Table 4,
we improve the query performance compared to ex-
isting KASE methods (Cui et al., 2016; Li et al.,
2016) by achieving constant computational cost in
both cases, searching multi-owner data and search-
ing single-owner data. Moreover, in MULKASE, the
computational cost to search multi-owner data is in-
dependent of the number of data owners U, whereas
in KASE methods (Cui et al., 2016; Li et al., 2016)
it is linear with U. With such constant computa-
tional overhead, MULKASE performs better than
the KASE methods (Cui et al., 2016; Li et al., 2016).

5.5 Theoretical analysis: comparison of com-
munication complexity

Table 5 shows the comparison of the communi-
cation overhead required to submit a search request

to the cloud server. We observe that in both sce-

narios, searching single-owner data and multi-owner
data, MULKASE requires a constant communica-
tion cost (i.e., O(1)) to send a search request by
submitting a trapdoor to the cloud server. This con-
stant overhead makes MULKASE efficient compared
to KASE methods (Cui et al., 2016; Li et al., 2016).
The KASE methods require a communication over-
head proportional to the number of data owners (i.e.,
O(U) for U data owners), as they are required to sub-
mit U trapdoors to search the multi-owner data.

Table 5 Comparison of communication overhead

Communication overhead

Method Single-owner Multi-owner
Cui et al. (2016) T U-T
Li et al. (2016) T T+U-AV
MULKASE T T

T: number of trapdoors, U: number of data owners, AV: number
of auxiliary values used to search over multi-owner data

6 Empirical evaluation
6.1 Implementation details

To evaluate the performance, we implemented
the prototype for our method as well as the methods
of KASE (Cui et al., 2016) and VKASE (Li et al.,
2016). We conducted the experiments on two dif-
ferent platforms, a computer and a mobile device,
using the Java pairing based cryptographic (JPBC)
library (de Caro and Iovino, 2011). The computer
configuration was a 64-bit, Intel® Core™ i5-7200U
CPU @ 2.50 GHz with Windows 10 OS. To evaluate
the computational cost in the resource-constrained
device, we simulated each cryptographic operation
on a Xiaomi Redmi 3S mobile device with Android
OS 6. We used type A pairing for evaluation and it
was the fastest (symmetric) pairing among all types
of curves. Type A pairings were constructed on the
curve y? = 2% + x across the field F}, for some prime
q = 3 mod 4. The order of G; is p. To compare
the performance of the proposed method with those
of the existing methods, we considered the following
parameters: (1) number of keywords; (2) number of
users (data owners); (3) number of keyword cipher-
texts in set S; (4) number of documents held by the
data owner. The values of the simulation parameters
are as given in Table 6.

For each simulation value we ran the Setup(-),
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Encrypt(-), Trapdoor(:), and Test(-) algorithms
multiple times on the computer and mobile device,
and considered their average results. To calculate the
computation cost, we measured the time required by
an algorithm on all given inputs of the simulation
parameters. In MULKASE, Setup(-), KeyGen(-),
and TestQQ were computed by the cloud server.
Encrypt(-), Trapdoor(-), and Extract(-) were com-
puted by the data owner (using the mobile device,
the sensor, or the computer). Therefore, we evalu-
ated the following computational costs and storage
costs of our method and compared them with those
of the existing KASE methods (Cui et al., 2016; Li
et al., 2016): (1) Evaluate and compare the stor-
age overhead of system parameters (with respect to
the number of documents held by a data owner);
(2) Evaluate and compare the storage overhead of
the query trapdoor (with respect to the number of
data owners in case of searching multi-owner data);
(3) Evaluate and compare the computation cost of
Encrypt(-) (with respect to the number of keywords
attached with keyword ciphertext); (4) Evaluate and
compare the computation cost of Test(-) (with re-
spect to the number of keyword ciphertexts in set
S and number of data owners in case of searching
multi-owner data).

Table 6 Simulation parameters

Parameter Values for simulation

Number of keywords {1, 4, 10, 33, 100, 210, 500,
1000, 3000, 4000}
{500, 1000, 2000, 3000, 4000, 5000}
{10, 50, 100, 500, 800,
1000, 2500, 4000, 5000}
{10, 50, 100, 500, 800,
1000, 2500, 4000, 5000}

Number of users

Number of keyword
ciphertexts in set S

Number of documents
held by the data owner

The theoretical analysis confirms that for the
KASE methods considered, i.e., MULKASE and
KASE (Li et al., 2016), the size of an aggregate key
and computation cost of Extract(:) are the same.
The computation time to generate an aggregate key
to search multi-owner data relies on the number of
data owners in the MULKASE and KASE methods
(Li et al., 2016). Therefore, we did not test the com-
putation cost of the Extract(-) algorithm and storage
overhead of an aggregate key. Although KASE al-
lows search of multi-owner data using a single trap-
door (Li et al., 2016), it requires auxiliary values
that are the same as the number of data owners. In
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MULKASE, the size of the trapdoor remains con-
stant in both cases, searching single-owner data and
searching multi-owner data.

6.2 Performance analysis

In this subsection we compare the computa-
tional cost of Encrypt(-) (with respect to the num-
ber of keywords attached to keyword ciphertext) and
Test(-) (with respect to the number of keyword ci-
phertexts in set S and the number of data owners
in case of searching across multi-owner data) algo-
rithms, storage overhead of the query trapdoor (with
respect to the number of data owners in case of
searching across multi-owner data), and system pa-
rameters (with respect to the number of documents
held by the data owner) of our method with those
of the existing KASE methods (Cui et al., 2016; Li
et al., 2016).

6.2.1 Comparison of storage complexity

In this analysis of storage overhead, we used
80-bit advanced encryption standard (AES) (Dae-
men and Rijmen, 2001) key size security level. There-
fore, the size of ¢ is 512 bits and the size of an element
in group G is 1024 bits using an elliptic curve with
160 bits p. However, the size of an element in group
G1 can be reduced to 520 bits (i.e., 65 bytes) using
a compression technique proposed in Shim (2012).
The size of an element in group G5 is 1024 bits.

The results shown in Fig. 10a indicate that the
size of the trapdoor increases linearly with the num-
ber of users (i.e., data owners), for both the ex-
isting KASE methods (Cui et al., 2016; Li et al.,
2016). The size of the trapdoor remains constant
in our method for both cases, searching single-owner
data and searching multi-owner data. For searching
multi-owner data in the KASE method (Cui et al.,
2016), the number of trapdoors required equals the
number of data owners. On the other hand, KASE
(Li et al., 2016) allows searching multi-owner data
using a single trapdoor, but it requires auxiliary val-
ues that are the same as the number of data owners.
Therefore, for both the KASE methods considered,
data owners and users are challenged in generat-
ing and storing large numbers of query trapdoors in
resource-constrained devices when searching multi-
owner data. Additionally, the size of the system pa-
rameters is n + 1 in our method, whereas it is 2n + 1
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Fig. 10 Storage overhead: (a) size of trapdoors; (b)
size of system parameters

in the existing KASE methods (Cui et al., 2016; Li
et al., 2016) (Fig. 10b) (n is the number of documents
held by the data owner). From the storage analysis
shown in Fig. 10, we can clearly say that the existing
KASE methods require more computation time to
generate (2n + 1) system parameters compared to
the (n 4+ 1) system parameters in MULKASE. In
a similar way, the existing KASE methods require
more computation time to generate U trapdoors to
search U different data owners’ data compared to a
single trapdoor in our method.

6.2.2 Comparison of computational complexity

The results of the performance analysis clearly
indicate that the performance analysis concurs with
the theoretical analysis of MULKASE. Fig. 11 shows
that the computational overhead of the encryption
algorithm in MULKASE, as well as Cui’s KASE and
Li’s KASE methods, is linear with the number of key-
words attached to the ciphertext. However, the com-
putation cost in our method is lower compared to the
existing KASE methods for both mobile devices and
computers. The reason for the low computation cost
of the encryption algorithm in MULKASE is that we
are using fewer pairing operations and multiplication
operations compared to the existing KASE methods.
In addition, the mathematical operation required to
generate a keyword ciphertext is the pairing, whereas
in MULKASE we are using exponentiation to gen-
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Fig. 11 Computation time of Encrypt(-): (a) mobile
device; (b) computer

40 50

erate a keyword ciphertext. Rouselakis and Waters
(2015) showed that for different security levels (i.e.,
80, 112, and 128 bits) and prime order groups, the
group exponentiation (of a random group element
with a random exponent) requires significantly less
time compared to the pairing operations (on random
group elements). Therefore, it is not feasible to up-
load the document with many keywords using a mo-
bile phone in existing KASE methods as discussed in
Cuiet al. (2016). On the other hand, we are reducing
the computation time of the encryption algorithm in
our method compared to the existing KASE meth-
ods. Therefore, if the data owner needs to attach
multiple keywords to one file, then MULKASE re-
sults in an efficient option compared to the existing
methods.

The computation time required to carry out a
keyword search in the proposed method is the same
in the two cases, i.e., searching multi-owner data
and searching single-owner data (Fig. 12a). More-
over, in the KASE methods, when an authorized
user submits a trapdoor to the cloud server to per-
form a search, the total time required to search for
a keyword on the cloud server is: time required to
transform aggregate trapdoor Tr to generate actual
trapdoor Tr; for searching across the i** document +
time required to execute the Test (-) algorithm. This
trapdoor transformation process used in the meth-
ods (Cui et al., 2016; Li et al., 2016) adds an extra
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computational and storage overhead on the server
side. The proposed method allows searching across
shared documents using an aggregate trapdoor with-
out requiring generation of an individual trapdoor
Tr; from the aggregate trapdoor. Therefore, we over-
come the extra overhead required on the server side
(Fig. 12b) and improve the query performance com-
pared to existing KASE methods. Furthermore, as
shown in Fig. 12, MULKASE achieves a constant
computational cost in both cases.
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Fig. 12 Computation time of Test(-): (a) number of
users; (b) number of keyword ciphertexts in set S
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7 Federated search using MULKASE

A comprehensive survey of the literature for
KASE (Cui et al., 2016; Lambhate and Patil, 2016;
Liet al., 2016; Pansare et al., 2016; Zhou et al., 2018)
shows the following research issues: (1) Is it possible
to allow searching across different data records scat-
tered across different cloud servers using minimal key
requirements? (2) How is a search performed across
the federated cloud? (3) Is it feasible to use the ex-
isting KASE to carry out a search across a federated
cloud? Given these issues, we first give an overview
of the federated cloud and a federated search. Then
we discuss a solution to perform a federated search
using the proposed MULKASE.

A federated cloud or a cloud federation (Mas-
sonet et al., 2015; Pawar et al., 2015) refers to the in-
terconnection of two or more cloud service providers
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(public or private cloud) to create one hybrid cloud
to meet commercial needs and to get functional-,
location-, or cost-based benefit. The cloud federa-
tion allows an organization to distribute workloads
around the world and move data between different
cloud service providers. The client can therefore
achieve a great deal of flexibility when using services
through the federated cloud, as one does not need to
rely upon a single service provider. To explain the
idea of the federated cloud, consider a scenario where
Alice has a cloud-based online shop. Alice chooses
to federate her load across multiple cloud providers
(considering both cost and location issues) to expand
her capacity in handling multiple clients during peak
periods. Assume that Alice has an India-based ser-
vice, but to expand sales in the United States (US)
region, she chooses a local cloud service provider to
federate her load across regions.

A search process for such distributed and hetero-
geneous datasets that returns a concatenated search
result is called a “federated search” (Pawar et al.,
2015; Sinha et al., 2015). There are two models to
employ a federated search (Diaz et al., 2010; Arya
et al., 2015), search-time merging and index-time
merging. In search-time merging, a query federator
(trusted third party) receives the query and forwards
The federator then
waits to receive replies from the search engines, and

it to multiple search engines.

when received, returns a concatenated search result.
Each search engine runs their individual search func-
tion. Search-time merging is an easier solution to
implement because the query federator has to merge
or concatenate the received results without requiring
indexing of content centrally. However, if the query
generator needs search results based on some rele-
vancy criteria (e.g., keyword frequency in the file),
then merging of search results received from differ-
ent search engines into a unified result is difficult
because each search engine scores relevancy in a dif-
ferent way. In the index-time merging model, the
contents of search results that are received from dif-
ferent search engines are indexed centrally. As the
contents are indexed centrally, a relevancy algorithm
is applied centrally, which results in a more accurate
search result for the user query. Therefore, tradi-
tional enterprise search systems use this model.

To apply the proposed MULKASE method
to carry out a federated search across distributed
datasets, we can consider the federated cloud as a
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multi-owner model. Because the federated cloud is a
combination of multiple clouds, the aggregate trap-
door allows search of data stored on any of the cloud
servers. Considering the pros and cons of both search
models (search-time merging and index-time merg-
ing), a hybrid search model is a better option to
implement a federated search. In a hybrid search
model, the search engine follows either the search-
time merging or index-time merging model, based
on whether the search engine can sustain the cost of
getting its contents indexed centrally or not.

The system model to perform a federated search
using the MULKASE method is shown in Fig. 13.
The data owner first generates an aggregate key that
is composed of the power to search across all the
data distributed across multiple clouds. Further-
more, the data owner shares an aggregate key with
the user to delegate search and access rights to a
set of data, scattered across multiple clouds. If a
user receives aggregate keys shared by different data
owners, he/she generates a single aggregate key us-
ing the Aggregate(-) algorithm from MULKASE. An
authorized user then generates a trapdoor for the
query keyword and submits it to the query federa-

Data owner

Aggregate key

Aggregate|
trapdoor

{

L
|
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tor. On receiving the trapdoor, the query federa-
tor carries out a federated search (as per the hybrid
search model) and sends the unified search result to

the user.

Moreover, in MULKASE the aggregate key is
of constant size; i.e., it consists of single group ele-
ments irrespective of the number of data owners and
documents. For both search scenarios, i.e., search-
ing data owned by multiple users or a single user, the
size of the trapdoor remains constant in MULKASE.
The theoretical and empirical analyses confirm that
the MULKASE method is efficient in terms of key
size, trapdoor size, number of pairing operations re-
quired for keyword search, and computation time to
perform the search. The flexibility of MULKASE
in terms of search and access rights delegation with
complex classifications of ciphertext classes makes
it more suitable for carrying out a federated search
using a single aggregate trapdoor.

8 Conclusions and future extension

The issue of keyword search across multi-
owner data using a single searchable secret key

=N

Query generator

Search
results

(S

S
Query federator \

Search
index

N

Search engine 1

Search engine 2

Search engine 3 Search engine 4

Fig. 13 System model for a federated search using MULKASE
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is considered for the first time in this paper. We
proposed a novel MULKASE method that allows
an authorized user to search for a keyword across a
set of data owned by different users using a single
aggregate trapdoor. Security and efficiency analyses
confirmed that the proposed MULKASE provides
an efficient, secure, and searchable data-sharing
system for public cloud storage. In addition, the
proposed MULKASE method is applicable for
carrying out a federated search. To the best of our
knowledge, this is the first efficient, secure, and
collision-resistant KASE method that allows search
of multi-owner data and provides flexibility as well
in terms of the delegation of search rights using an
aggregate key even if the classifications of ciphertext

classes are complex. In the future, we will work

on revocation of the delegated search and access
rights. Additionally, the construction of a secure
and efficient leakage-resilient KASE method is an
interesting research direction.
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